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PykoBoacTtBo no akcnnyataunn WOP-2L

1 BeBegeHune

1.1 AHHOTaumA

CoBpeMEHHbIE TEHAEHLMMN Pa3BUTKSA CBS3W AUKTYIOT onepaTopaM HeobxoAMMOCTb Noucka Havbonee
ONTVMasIbHbIX TEXHO/IOTWIA, NO3BO/IALLMX YAOBIETBOPUTL CTPEMUTE/ILHO BO3pacTatoLLe NOTPE6GHOCTH
abOHEHTOB, COXPaHssA NPU 3TOM NPEEMCTBEHHOCTb GU3HEC-NPOLLECCOB, TMOKOCTb PA3BUTUSI U COKpaLLeHme
3aTpaT Ha npeAocTaB/ieHre pas/IMYHbIX CEPBUCOB. BecnpoBoAHbIE TEXHOMNOMMM BCe 60/bLUE HAGUpatoT
060pOThbl, U K JaHHOMY MOMEHTY OHU 3a KOPOTKOE BPEMSI MPOLL/IN OFPOMHbINV MyTb OT HECTAOWBHBLIX
HWU3KOCKOPOCTHBIX CEeTell CBSA3N Masioro paauyca ao ceteii LM/, conocTaBiMbIX NO CKOPOCTM C NPOBOAHbLIMM
ceTaAMM 1 06/1a4aKLWMNX BbICOKMMU KPUTEPUSIMU K KQUECTBY NPeaoCTaB/IEHNS YCYT.

YctpoiictBo WOP-2L sasnsetcs Toukoin goctyna Wi-Fi. KOHCTpyKuus ycTpoicTBa npegycmarpusaeT
repMeTUYHbI KOpMyC, KOTOPbIV NO3BOJISET UCMO/Mb30BaTb TOUKY AOCTYNa BHE NOMELLEHN B Pa3/INYHbIX
KNnuMaTtuyeckux ycroBuax npu temneparypax ot -45 no +65 °C.

B HacTosLEM PYKOBOACTBE MO 3KCMyaTalmmn N3/TI0KEHbI Ha3HAYEHNE, OCHOBHbIE TEXHUYECKME
XapaKTePUCTUKIN, KOHCTPYKTUBHOE UCMOSTHEHWE, NpaBuia 6e30nacHoi akcnayaTauuy yCTpoicTBa, a Takke
pekoMeHAaLMM No ero yCTaHOBKE U HacTPOIKe.

1.2 YcnoBHble 0603HaYeHns

MNpumeyaHua n npegynpexaeHus

© MpumeuaHus copepXaT BaxHYH0 MHGOPMALMIO, COBEThI MM PEKOMEH/ALMN MO UCMO/b30BaHMIO 1
HaCTpolike yCcTponcTaa.

@ MpepynpexaeHnsi MHOPMUPYIOT NOML30BATESNSA O CUTYaLMAX, KOTOPbIE MOTYT HAaHEeCTU Bpes,
YCTPOWACTBY WM YE/TOBEKY, MPUBECTU K HEKOPPEKTHOI paboTe yCTPoiicTBa UK NOTepe JaHHbIX.
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2 OnucaHue n3aenus

2.1 Ha3HauyeHue

[na BO3MOXHOCTU NpefocTaB/ieHns AOCTyna nosib3oBaTesieil K BbICOKOCKOPOCTHOM 1 6e30nacHol ceTu
paspaboTaHa 6ecnpoBogHas Touka goctyna WOP-2L.

OCHOBHbIM Ha3HayYeHMeM yCTPOICTBA ABNSETCA co3faHe 6ecnpoBOAHON ceTu nepesayn gaHHbIX L2-ypoBHSA
Ha CTbiKe ¢ npoBogHoi ceTblo. WOP-2L noakntovaeTcs k nposogHon cetn yepes 10/100/1000M Ethernet-
NHTEpPJIENC 1 C NOMOLLbIO CBOMX paanonHTepdelicoB co3gaeT 6ecnpoBOAHON BbICOKOCKOPOCTHOM AOCTYN A1
YCTPOWCTB, nogaepxunsatomx TexHonoruo Wi-Fi B gnanasore 2.4 n 51Tu,.

YCTPOICTBO COAEPXUT ABa paanovHTepdeiica ansi opraHnsaumm Asyx omanyeckmx 6ecnpoBofHbIX CeTell.

WOP-2L nogaepxmBaeT coBpeMeHHble TpeboBaHUA K Ka4eCTBY CEPBMCOB M NO3BOJISET Nepegasartb Hanbonee
BaXXHbI Tpadmk B 60s1ee NPUOPUTETHLIX OYepPeaX MO CPpaBHEHUIO C 06bIYHBbIM. [propuTH3aums
obecneunBaeTcs cneayrowmmm TexHonormsamm QoS: CoS (cneunanbHble meTky B none VLAN-naketa) n ToS
(meTkun B none IP-nakeTa). PyHKUMOHaN co3ganms npaeui ACL n noaaepxka welinvHra Tpadgmka Ha Kaxaom
VAP no3BonisieT B NOSIHOW Mepe ynpasnisaTh AOCTYNOM, KAYECTBOM CEPBUCOB M OrpaHNYeHUsIMUN Kak A/15 BCeX
abOHEHTOB, Tak 1 A1 KaX40ro B YaCTHOCTU. YCTPOMCTBO o6ecneynBaeT nogknoveHme ao 40 nonb3osarenei.

YCTPOICTBO SIBNSIETCA HE3aMEHUMbIM PELLEHNEM AN OpraHu3auu 6ecnpoBOHON CETH B pa3inyHbIX
KMMaTUYECKMX YCIOBUSIX, B LUMPOKOM Ayana3oHe paboumx TeMnepartyp 1 BbICOKOW B/IRXXHOCTM (napku,
3aBOApbl, CTAMOHbI, T.A4.), & TAKXe ABNSETCA AaeabHON NNaTtopMoii A5t opraHn3aLm CBA3N B KOTTEMKHbIX
nocesikax 1 yaaneHHbIX HaceNIeHHbIX MyHKTax.

2.2 XapaKTepuCTUKK YCTPOMCTBa
Numepagbelicnbi:

* 1 nopt Ethernet 10/100/1000BASE-T (RJ-45);

e Wi-Fi 2.4 Ty IEEE 802.11b/g/n;

e Wi-Fi 51Ty IEEE 802.11a/n/ac;

* 2 pazbema SMA-Tuna (female) gns noaknoueHns BHeLWHMX aHTeHH (Omni, cekTopHas, naHesibHas, T. 4.).

PyHKYyuu:
Bo3moxxHocmu WLAN:

e nogaepxka ctaHaaptos IEEE 802.11a/b/g/n/ac;

e noaaepxka ctaHaapToB poymuHra IEEE 802.11r/k/v;

e arperauusi AaHHbIx, Bkatovass A-MPDU (Tx/Rx) n A-MSDU (Rx);
* NPUOPUTETHLI U NSIAaHMPOBaHNE NakeToB Ha ocHose WMM,;
* N30N5UNA abOHEHTOB B Npeaenax ogHoro VAP;

* aBTOBbLIOOP KaHanNa;

* [VHaMuyeckuii BbIGop yactoTbl (DFS);

e nogaepxka ckpbiToro SSID;

e 14 BUpTyaNbHbIX TOYEK AOCTYNa;

e 0OHapy)xeHne CTOPOHHUX TOYEK [OCTYNa;

e CrekTpoaHam3aTop;

e noaaepxka 6ecnpoBoaHbix moctoB (WDS);

e nogaepxka APSD.

Cemesble thyHKYUU:

e aBTOMAaTMYECKOE COr/lacoBaHNe CKOPOCTU, AYNIEKCHOTO peXxumMa 1 NepekTiUeHmns Mexay pexnMmamm
MDI n MDI-X;

 noaaepxka VLAN (Access, Trunk, General);

e DHCP-knneHT;

e nogaepxka GRE;



e nognepxka GRE over IPsec;

* BO3MOXHOCTb NnepeAayn aboHeHTCKOro Tpadvika BHe TyHHenew;
e nognepxka ACL;

e nogaepxka NTP;

e nogaepxka Syslog;

e nogaepxka IPve6;

e nogaepxka LLDP.

®dyHkyuu QoS:

* NPUOPUTET U NMSIAHNPOBAHNE NaKeTOB Ha OCHOBE Npodnners;

e OrpaHM4YeHne NpPonyckHoOWM cnocobHOCTM Ans kaxaoro VAP,

e OrpaHu4yeHve NPonyckHOM cCnoCOBHOCTUN ANS KaXKAOI0 K/TMEHTa;
* n3mMeHeHune napametpos WMM.

EesonacHocmb:

PyKOBOZCTBO Mo 3KcnayaTauum WOP-2L

* LleHTpasM3oBaHHasn aBTopusaums yepes RADIUS-cepsep (802.1X WPA/ WPA2 Enterprise);

e WwndposBaHune gaHHbIX WPA/WPA?2;
e nogaepxka Captive Portal;
e aBTOpM3aumsa vyepes RADIUS-cepBep npu BXoAe Ha yCTPONCTBO.

Cxema npumeHeHns obopyaosaHma WOP-2L npuBegeHa Ha pucyHke 1.

I ’ \-7\
| \
\_ UHTepHer )

. r

Cepeep
DHCP, RADIUS

PucyHok 1 — ®yHKUMOHa/IbHas cxema ncnosb3oBaHna WOP-2L



2.3 TexHuuyeckue napameTpbl yCTPOicTBa

PykoBoacTtBo no akcnnyataunn WOP-2L

Tabnmua 1 — OCHOBHbIE TEXHUYECKME napamMeTpbl

MapameTpbl MHTEepdpeiica Ethernet
KonunuecTtso noptos

DneKkTpuyeckuii pasbem

CkopocTb nepegauu

Mopaepxka ctaHAapToB

MapameTpbl 6ecnpoBogHOro uHTepdeiica
CraHgapThl

YacToTHbI gMana3oH

Moaynsauusa

Paboune kaHanbl

CKopocTb Nepegaun AaHHbIX

MakcumMasibHOe KOJIMYeCTBO O HOBPEMEHHbIX CECCUiA

MakcumasnibHasi MOLHOCTb nepeaaTynka

quCTBMTeﬂbHOCTb NpneMHrKa

Be3onacHocTb

1
RJ-45

10/100/1000 M6uT/c, aBToonpeaeneHue
BASE-T

802.11a/b/g/n/ac
2400-2483.5 MI'y; 5150-5350 MI'y, 5470-5850 MI'y,
BPSK, QPSK, 16QAM, 64QAM, 256QAM

802.11b/g/n: 1-13 (2401-2483 MI'L)
802.11a/n/ac:

* 36-64 (5170-5330 Mr'L)
* 100-144 55490—5730 MI'U,;
* 149-165 (5735-5835 MIL,

802.11n: go 300 M6uT/c
802.11ac: po 867 Méut/c

2471Tu: 127
50Tu: 127

2.4T1Tu; po 20 apbm
51Ty go 20 abm

2.41Tu; go-94 npbm
51Tu: go-92 pbm

LeHTpasiM3oBaHHasi aBTopusauus yepes RADIUS-cepeep (802.1X
WPA/WPA2 Enterprise)

wndgposaHne gaHHbix WPA/WPA2

nogaepxka Captive Portal

Bbi6op MoAenu aHTEHH 3aBUCMT OT UCMO/Ib30BaHUSI TOUKM AOCTyNa

Mopaepxka 2x2 MIMO



PykoBoacTtBo no akcnnyataunn WOP-2L

YnpaBneHue
YpaneHHoe ynpasreHue web-nnTtepgeiic, Telnet, SSH, CLI, SNMP, NETCONF
OrpaHnyeHue goctyna no naporsto, ayteHTnpmkauusa yepes RADIUS-cepsep

O6wue napameTpbl

Flash-namsaTtb 32 MB SPI-NOR Flash

RAM 128 Mb DDR2 RAM

MuTtaHne PoE 48 B/56 B (IEEE 802.3af-2003)
Knacc 3awmrsbl IP IP55

MoTpebnsemas MOLHOCTb He 6onee 9 BT

Pabounii gnana3oH Temnepatyp oT -45 no +65 °C

OTHOCUTE IbHAsA BNaXHOCTb Npu Temnepartype 25 °C 0095 %

lra6aputsl (W x B xT) 88 x 232,5 x 47 mm

Macca He 6onee 0,32 kr

CpoK Cnyxo6bl He meHee 15 neT



PyKOBOZCTBO Mo 3KcnayaTauum WOP-2L

2.4 KOHCTPYKTMBHOE MCMNOJIHEHWE

Yctpoiicteo WOP-2L MeeT niiacTUKOBbIN KOPryC B MPOMbILL/IEHHOM UCMNO/THEHUW. BHeLWHWA BUuA, ycTpoiicTea
WOP-2L npuBefeH Ha pucyHke 2.

PucyHok 2 — BHewHuin Bug WOP-2L

Mof, KpbILLKOW B HUXHEl YacTu ycTpoiicTBa pacnonoxeH nopt 10/100/1000BASE-T (Ethernet) ans
NOAK/IOYEHNS K BHYTPEHHEN ceTn u nuTtaHuio POE, a Takxe KHorka «F» onis cépoca K 3aBOACKUM HACTPOKam
(pucyHok 3).

PucyHok 3 — HmxkHAs naHens WOP-2L
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2.5 CaeTtoBas nHaukaums

BHewHwuiA Bug, naHenu niavkaunumn WOP-2L npmuBeeH Ha pucyHke 4.

EEER
Oz =

246G 56

)
-~

PucyHok 4 — MaHenb nHgnkaumm WOP-2L
Tabnuua 2 — CeeToBas MHAMKaLMA COCTOSAHUSA YCTPOLCTBA
NHgukaTop CocTosiHVe MHAMKaTopa

Power — nHaukaTop nuTaHus u 3€/1EHBIIA, FOPUT MNOCTOSIHHO
c) cTaTyca paboThbl ycTpoiicTBa

OpaHXEBBbII, FTOPUT MOCTOSIHHO

KpacHbIi, rOpMT NOCTOSAHHO

LAN — nHgukaTop nopta Ethernet- ropwt 3enetsim (10, 100 M6ut/c)/

g uHTepdeiica opaHxeBbim (1000 M6uT/c)
muraeT
7~  Wi-Fi2.4TTy — vHgnkatop TOPUT 3€/1EHbIM
- cTaTyca paboTbl 6ecnpoBogHoOi
2 4G ceTn B gnanasoHe 2.4 Ty,
#=>  Wi-Fi 5 TTy — uHankaTop ctatyca  roput 3e/1eHbiM
- paboTbl 6ecnpoBOAHON CETU B
AnanasoHe 51T
5G

PykoBoacTtBo no akcnnyataunn WOP-2L

OnucaHue

NUTaHNe NoAKMOYEHO,
HopMasibHasi pa6oTa ycTpoiicTBa

YCTPOICTBO HE NOJyYnsIo aapec no
DHCP

3arpyska ycTpolicTea

kaHan mexay Ethernet-
nHtepdeiicom WOP-2L n
NOAK/OYEHHBIM YCTPONCTBOM
aKTVBEH

naeT NpoLecc nakeTHoli nepegayn
JaHHbIX mexay Ethernet-
nHtepdericom WOP-2L 1
NOAKMOYEHHbIM YCTPOWCTBOM

ceTb Wi-Fi B gnanasoHe 2.4 Ty,
aKTUBHa

cetb Wi-Fi B gnanasone 51T
aKTuBHa

11



PykoBoacTtBo no akcnnyataunn WOP-2L

2.6 C6pocC K 3aBOCKMM HaCTpOMKam

[na copoca ycTpoicTBa K 3aBOACKMM HACTPOKaM He06X0AMMO B 3arpy>EHHOM COCTOSIHMM YCTPOCTBa
HaXKaTb 1 yaepXmnBaTb KHOMKY «F» Ha npotsxeHun 10—15 cekyHa, noka nHankatop Power He HauyHeT Muratb
opaHxeBbIM LBeToM. [MpounsoiigeT aBToMaTuyeckas nepesarpyska ycTpoicraa.

Mpun 3aBOACKMX ycTaHOBKax byaeT 3anyuieH DHCP-knveHT. B cnyyae, ecnu agpec He 6yaeT nony4veH no DHCP,
TO y ycTpolicTea byaet agpec — 192.168.1.10, macka nogcetn — 255.255.255.0, nms nonb3oBaresis/naposib
ANns goctyna yepes web-uHtepdelic: admin/password.

2.7 KomnnekT nocTaBKu

B KOMMAeKT NocTaBKN BXOAAT:

obopypaosaHune pagnogoctyna WOP-2L;

* KOMMJIEKT Kpenexa,;

1 nary-kopg RJ-45, S5e kat. — 1,5 m;

PYKOBOACTBO No akcnayaTtauun Ha CD-gucke (onumoHanbHo);
* cepTMdmnKaT COOTBETCTBUS,

namsitka 0 AOKyMeHTaLuy;

nacnopr.

12



PykoBoacTtBo no akcnnyataunn WOP-2L

3 MpaBunia n pekoMeHaaLmmn no ycTaHoBKe YCTPOocTBa

B gaHHOM pasgene onncaHbl MHCTPYKLMM MO TEXHUKE 6€30MacHOCTY, PEKOMEHAALMM MO YCTaHOBKE,
npoueaypa yCTaHOBKM 1 NOPAA0K BK/HOYEHNSA YCTPOACTBA.

3.1 VIHCTpYKUUM NO TeXHMKe 6e30MacHOCTY

1. He BCKpbIBaiiTe KOpNyc yCTPOKCTBA. BHYTpU yCTPOMCTBA HET 3/1IEMEHTOB, NpeAHa3HaYeHHbIX A/15
06CNyX1MBaHUS NOJb30BaTEsIEM.

2. HesapeiicTBOBaHHblEe aHTEHHblE pa3beMbl TPeOYEeTCA 3aKpbITh 3alLMTHOM KPbILLKOW, KOTOpas BXOAUT B
KOMMNEKT NOCTaBKU YCTPOMCTBA.

3. He npovsBoauTe yCcTaHOBKY JJaHHOIO YCTPOMCTBa BO BPeMSs rpo3bl. MOXeT CyLLecTBOBaTb PUCK yaapa
MOJIHVE.

4. Heobxoammo cobnogate TpeboBaHUA MO HANPSHKEHWUIO, TOKY U 4acToTe, yKa3aHHble B faHHOM
NHCTPYKLUNN.

5. Mepep nogx/I0YeHNEM K YCTPONCTBY U3MepPUTE bHbIX NPUOOPOB 1 KOMMNbIOTEpPa UX HE06X04MMO
npeasapuTesibHO 3a3eM/IUTb. PasHOCTb NOTEeHUMaNoB Mexay Kopnycamu o60opyi0BaHUS 1
n3MepuTesibHbIX NPUOOPOB He Ao/HKHA npeBbiwartb 1 B.

6. MNepep BKNKOYEHMEM YCTPOICTBA y6eaMTbCA B LLeNNOCTHOCTN Kabesei n nx HagexXXHOM KpennaeHun K
pasbemam.

7. He yctaHaBnimBaliTe yCTPOMNCTBO PALOM C UCTOYHUKAMM Tenia v B MOMELLLEHUAX C TeMnepaTypoi Huxe
-45 °C wnu Bblwe 65 °C.

8. Bo Bpemsi MOHTaxa YCTPOWCTBa Ha BbICOTHbIX KOHCTPYKLUAX CnefyeT BbINOHATL YCTAaHOB/IEHHbIE
HOPMbI 1 TPpe6OBaHUA NPU BbICOTHLIX paboTax.

9. dkcnnyaTaums yCTpPOMUCTBa AO/HKHA NPOU3BOAUTLCHA UHXEHEPHO-TEXHUYECKUM NEPCOHAsIOM,
npoLue/LnM creumnasibHy NoaroToBKy.

10. Mopxnoyatb K yCTPOMCTBY paspeLlaeTcs TO/IbKO rogHoe K NPYMEHEeHW0 BCoMoraTesibHoe
obopyposaHue.
11. He Bkntoyaite nutaHme 6e3 NOAKIYEHHbIX aHTEHH.

3.2 PekomeHpgauuu No ycTaHOBKe

& Mpun ynuuHoii ycTaHoBKe MG0 B MECTAX BbICOKOM BMIQXKHOCTM YCTPOWCTBO 06A3aTENbHO AO/MKHO GbITh
yCTaHOB/IEHO TaknM 06pa3omM, 4Tobbl Ethernet-nopt 6611 HanpaBAeH BHU3.

1. PekomeHayemoe Nos0XeHne yCTPoncTBa A1 YCTaHOBKN — KpensieHne Ha TpyboCToliky/cTont nnn
CTeHy.

2. Mepep, yCTaHOBKOW 1 BK/IIOYEHMEM YCTPOMCTBA HEOOXOAMMO NPOBEPUTL €r0 Ha Haulyre BUAUMbIX
MeXaHMYeCKMX NoBpexaeHnii. B cnyyae obHapyxxeHus NoBpexaeHuii creayeT npekpaTuTb YyCTaHOBKY
YCTPOICTBa, COCTaBUTb COOTBETCTBYIOLLMIA aKT 1 06pPaTUTLCA K NOCTABLLKY.

3. YCTpOICTBO AO/MKHO ObITh YCTAHOB/IEHO HA TPYOOCTONKY/CTONG Taknum obpa3om, 4tobel Ethernet-nopt
6bl1 Hanpas/eH BHUS.

4. Mpu pasmeLLeHnn ycTpoincTea ansa obecneyeHms 30HbI NOKpbITUS cetn Wi-Fi ¢ Hannyywmmn
XapakTepucTukamy yuntbiBainTe cnegyrowme npasuna:

e YCcTaHaB/vBaiTe YCTPOWCTBO B LleHTpe 6ecnpoBOHOM CEeTU.

o MUHUMU3NPYITE uncIo nperpag (CTeHbI, NOTOKKU, Me6enb 1 ap.) mexay WOP-2L v apyrumm
6ecnpoBOAHbIMU CETEBLIMMN YCTPOMCTBAMM.

e He ycTaHaBnMBaiiTe ycTpoiicTBo B6/1M3K (Mopsika 2 M) 3/1eKTPUYECKUX 1 PaAnoyCTPOIACTB.

e He pekomMeHAyeTcs UCNO/b30BaTh paanoTenedoHsl 1 Apyroe obopyaoBaHue, paboTatoLlee Ha
yactote 2.4 Ty wnm 5 Ty, B paguyce gelicteua 6ecnposogHoin cetn Wi-Fi.

e [pensaTcTBUA B BUAE CTEK/ISIHHbIX NOBEPXHOCTEN, METAININYECKUX KOHCTPYKLUNIA, KUPMNYHBIX 1
GETOHHbIX CTEH, a TaKke Neperopokm n3 6pyca 60/bLWOro guameTpa, EMKOCTU C BOAOW U
3epkana 3HaunTesibHO yMeHbLlato paguyc gencteus cetn Wi-Fi. He pekomeHayeTcs pasmelleHve
C BHYTPEHHEeN CTOPOHbI hasIbLLUNOTOSKE, TaK KaK MeTasl/IM4eckunii Kapkac Bbi3blBaeT MHOIo/ly4eBoe
pacrnpocTpaHeHue curHasia u 3aTyxaHue npu NPOXoXAeHNN Yepes peLleTKy kapkaca
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hanblunoTtosika. Mo 3Tol e NpuyrMHe He PEKOMEHYeTCS YCTaHOBKa 3a AepeBAHHbLIM NMOTOIKOM U
B Yr/y6/1eHUNsX.

5. MNpun pasmeLleHn HECKONBbKUX TOYEK pagunyc COTbl JO/HKEH NepecekaTbCA C COCeHEN COTOW Ha YpoBHe
0T -65 00 -70 gbM. [lonyckaeTcs yMeHbLUEHWE YPOBHA CUrHana go -75 Abm Ha rpaHuuax coT, ec/im He
npegnosiaraetca ncnosb3oBaHne VolP, NOTOKOBOro BUAEOBELLAHNSA U APYroro YyBCTBUTENILHOTO K
noTepsim Tpadmka B 6ecnpoBogHoOl ceTw.

3.3 PacueT HE06X0AMMOr0 uMcna Touek goctyna

Mpwn BbIGOpE KoNMYecTBa HEOH6XOAMMbIX TOYEK AOCTYNa cregyeT npeasapuTesisHO NPON3BECTU OLEHKY
TpebyeMoli 30Hbl 0XBaTa, yunTbiBas H aHTEHH B rOpM30HTa/IbHON 1 BEPTUKa/IbHOW M10CKOCTAX. Ansa 6onee
TOYHOI OLeHKN HEOBXO0AMMO NPOU3BECTU paguoncciegoBaHne Tepputopum. JanbHOCTb 0XBaTa yBEPEHHOro
npuemMa TOYKM JOCTyna 3aBUCUT OT YCTAHOB/IEHHbIX aHTEHH 1 HA/IMUMA NPensaTcTBuin. B Tabnuue 3 npvBeaeHbl
NpU6AM3NTENbHbIE 3HAYEHUS 3aTyXaHusl.

Tabnvua 3 — 3HaueHus 3aTyxaHus

Martepuan N3meHeHue ypoBHA curHana, gb
24I1Ty 5Ty,

OprcTekno -0,3 -0,9
Kupnuny -4,5 -14,6
Crekno -0,5 -1,7
M'mncokapToH -0,5 -0,8

acn -1,6 -1,9
daHepa -1,9 -1,8
LLTykaTypka C METa/I/IMYECKOIN CETKOW -14,8 -13,2
LLinako610K -7 -11

MeTannmueckas pelueTtka (fueiika 13x6 MM, MeTasn/1 2 MM) -21 -13

14
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3.4 BbI6Op KaHa/I0B COCE/CTBYOLNX TOUYEK

Bo nsbexaHune mexkaHanbHO MHTEPdEPEHLUIN Mexay COCeACTBYHOLLMMMN TOYKaMmK AOCTyNa pekoMeHayeTcs
YCTaHOBUTb HENepeKpbIBaoLLMECS KaHaslbl.

KaHansb!

2.402 Ty |<7 22 Mm4>| 2.483 1Ty

PucyHok 5 — O6Las guarpamma nepekpbITs YacTOTHbIX kaHanoB B 2.4 T,

Mpumep cxeMbl pacnpeaeneHsl KaHasioB Mexay CoceHUMM ToUKaMun AocTyna B AgnanasoHe 2.4 Ty, npw
lMpVHe KaHana B 20 MITy, npuBeeH Ha PUCYHKe 6.

PucyHok 6 — CxeMa pacnpegeneHmsa KaHa10B Mexay cocegHUMU ToUKamun goctyna B gnanasoHe 2.4 Ty npu
LWrpuHe kaHana B 20 My,

AHa/IOrMYHO PEKOMEHAYETCS COXPaHATb JaHHbIA MEXaHN3M pacnpefenieHns KaHasI0B NPy PacnosioXeHUN
TOuek mMexzy aTaxamu (PUCYHOK 7).

PucyHok 7 — Cxema pacnpegeneHna kKaHasioB Mexay coceaHNMMU TOYKaMK A0CTyna, PacrnosioXEeHHbIMU MexXxXay
ITaKaMun

Mpn ncnonb3oBaHMK WINPUHBLI kaHana 40 My, B agnana3oHe 2.4 T, HEeT HenepekpbIBalLLMXCA KaHanoBs. B
Takux c/lyyasx CTOMT BblbrpaTb MakCMasibHO OTAA/IEHHbIE APYr OT Apyra KaHaslbl.

5170 5330 5490 Weather 5730 5735 5835
MHz MHz MHz Radar MHz MHz MHz

IEEE Channel # |3
)

A ATAATAAAA AR AAAAAAAAAAA A R ATAATATA!

40
44
48
52
56
60

164 _
100
1
1
1
1
1
124
128
132
136
140

] 144

o [TV | gy

80 MHz [ \/ V| \ \ | B

160 Mz [ A | i
Examples of [T

non-contiguous
VHT80+80 MHz /A
setup
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PucyHok 8 — KaHasbl, ucrnonb3yemole B gnanasoHe 5 'y npu wunpuHe kaHana 20, 40, 80 MI'y,
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4 YcTaHOBKa yCTpoicTBa

Onsi Toukn goctyna WOP-2L npeAycMOTpeHbI jBa BapraHTa MOHTaXa: yCTaHOBKa YCTPOCTBA Ha TPY60CTOliKy
1 yCTaHOBKa YCTPOIACTBA Ha CTEHY.

4.1 YcTaHOBKa yCTpoucTBa Ha TpyboCToliKy/cToNn6

1. MpukpennTe KPOHLWTENH K KOPNyCy YCTPOMCTBA C NOMOLLBbK BUHTOB, HAXOAALLMXCA B KOMI/IEKTE, KaK
rnokasaHo Ha pucyHke 9.

WA

VAR

W

PucyHok 9 — KpenneHve KpoHLUTeHa K yCTPoncTBy

2. YcTtaHoBuTe ycTpoiicTBo Ethernet-nopTom BHM3 Ha TPYHOCTOIKY Kak Noka3aHo Ha pucyHke 10, n
3aKpenuTe ero xomyTtamu, UayLwmmmn B KOMMeKkTe ¢ ycTporcTsoM. CobtoganTe NHCTPYKLUMK N0 TEXHUKE
6e30MacHOCTM U pekoMeH4aumu, NpuBeLeHHble B pasgenax «/IHCTPYKLUMY No TEXHVKe 6e30MacHOCTUY 1
«PekomeHaumm no yctaHoBKe».

PucyHok 10 — KpenneHue ycTpoicTea Kk Tpyb60oCToike

4.2 YcTaHOBKa yCTPOICTBaA Ha CTEHY

© [aHHbIii BapnaHT ycTaHOBKM yCTPOIiCTBA ABNAGTCS JOMNOMHUTE bHBIM — KPEMN/IeHne NpoJaeTcs
OTAENbHO 1 He BXOAWT B KOMM/IEKT NOCTABKM.
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PyKOBOZCTBO Mo 3KcnayaTauum WOP-2L

1. CoBMecCTuUTE YeTblpe OTBEPCTUS A1 BUHTOB Ha KPOHLUTEHE C TaKUMM XXe OTBEPCTUSAMM Ha
ycTpoiicTee. C NOMOLLbIO OTBEPTKM NPUKPENUTE KPOHLUTENH BUHTAMU K YCTPOMCTBY, Kak NokasaHo Ha
pucyHke 11.

PucyHok 11 — KpenneHue KpoHLWTeliHa K YCTPOCTBY

2. BbiGeprTe MeCTO /1 pa3MeLLEeHNsl TOUKM AOCTyNa B COOTBETCTBUM C pEKOMeHAaLUMsIMI U3 pa3aesios
«/IHCTPYKLMN MO TEXHUKE Ge30MacHoCTU» U «PekoMeHalmy No ycTaHoBKe». MNpuioxuTe ocHoBaHMe
KPOHLUTEHA K CTEHE 1 OTMEPbTE PACMO/OXEHE OTBEPCTUIA AN BUHTOB (pUCyHOK 12). MpoceepnnTe
OTBEPCTMS U 3aKPENUTE B HUX BUHTbI, HE 3aTArMBas [0 KOHLA.

PucyHok 12 — Pa3meleHne yCTpoicTBa Ha CTeHe

3. CoBMmecCTuTE OTBEPCTUA KPOHLUTEHA C BUHTaMM Ha cTeHe. MNepeABUHbTE KPOHLUTENH BBEPX UN BHU3
[l0 yropa v 3aKpenute BUHTbI (PUCyHOK 13).
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PykoBogcTBO no akcnnyartaumm WOP-2L

PucyHok 13 — ®UKCpOBaHME YCTPOICTBA HA CTEHE

18



PykoBoacTtBo no akcnnyataunn WOP-2L

5 MNMopakntoyeHne ycTporcTea

w N

PucyHok 14 — MopakntoueHune Ethernet-kabens k PoE-nopty

. CHUMWTE KPbILLKY, 3aKpbiBatoLwyto Ethernet-nopt Ha HWXHE NaHenn yCcTpOCTBa, BbINO/IHATE

3a3eM/eHne yCTPoCTBa Yepe3 cneuunanbHyo knemmy, 3atem nogkntounte Ethernet-kabens k PoE-nopTty

(pucyHok 14).

. 3aKpONTE KPbILLKY HYXKHEN NaHenu.
. MoakNunTe aHTEHHY K YCTPOWCTBY, Criefysa MHCTPYKUMAM U3 pasgena «/IHCTpyKLmMsA no repmeTusanum

aHTEHHbIX Pa3beMOB»;
a. Mpun ncnonb3oBaHun OmMni-aHTEHH: NPUCOEANHNTE aHTEHHbI K SMA-pa3bemMam yCcTpoiicTBa.
b. Mpun ncnonb3oBaHMA NaHeNbHbIX/CEKTOPHbIX @aHTEHH: NPUCOeANHNTE aHTEHHbI K SMA-pa3bemam
YCTPOICTBA C NOMOLLbI KabenbHbIX CO0poK. OTperynmpyinTe noa0XKeHne aHTEHHbI Tak, YTOObI
abOHEHTCKME YCTPOICTBa Nonafasnv B 30HY NOKPbITUS YCTAHOBNEHHON aHTEHHbI.

. Mogkntounte Ethernet-kabens, naywmii ot WOP-2L, kK POE-nopTy MHXekTopa univ nopTy koMMmyTartopa

(IEEE 802.3af-2003).

. Ecnn Bbl ncnonb3yete PoE-nHXeKTop, NoAknounTe ero K posetke 220 B ¢ nomoLbio CETEBOIO LUHYpA.

©

Bo nsbexaHue Bbixofa yCTPONCTBa U3 CTPOSi PEKOMEHAYETCS UCNO/b30BaThb rP0O303aLluTy.

©

He Bk/itovainTe nutaHmne 6e3 NOAKNKYEHHbIX aHTEHH.

5.1 WHCTpyKUMA No repmMeTmnsaLmm aHTeHHbIX pa3beMoB

©

FepmeTn3aLmio Heo6Xo0AMMOo NPOBOANTL C 06ENX CTOPOH Kabensi.

1. Mepepn NoaknoUYeHeM Kabens kK pa3bemMy 0OCMOTPUTE ONIETKY Kabens Ha Hasimume noBpexaeHuii, a
Takxe NpoBepbTe Ha/IMUME YNOTHATEIbHOTO KOJbLA B raiike pasbemMa. PacnonioxeHve AaHHbIX
3/1eMEHTOB MoKa3aHo Ha pucyHkax 15 (a, 6).

19
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P 15
vicyrox foa PucyHok 156

2. MoakntounTe Kabesb K pasbemy ycTpoicTBa (aHTEeHHbI) 1 3aTAHWUTE raiiky, Kak nokasaHo Ha PUCyHKax
16 (a, 6).

PucyHok 16a PrcyHok 166

3. OTpexbTe Pe3nHOBYI0 repMeTU3NPYIOLLYO SIEHTY COOTBETCTBYIOLLEN [A/IVHbI: HA repMeTn3aunio 04HOro
pazbemMa SMA (pucyHok 16a) TpebyeTcs 0,15 M ruapovsonupytoLleli nNeHTbl, ans pasbema N-type
(pycyHok 166) TpebyeTcs 0,3 M rMAPOU30MPYIOLLLEI NTEHTbI, KaK NOKa3aHo Ha pucyHkax 17 (a, 6).

PucyHok 17a PrcyHok 176

4. Ypanvite ¢ pe3nHOBOI NEHTbI 3aLLMTHbIA CMON, Kak NoKa3aHo Ha puCyHke 18.

PucyHok 18
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PyKOBOZCTBO Mo 3KcnayaTauum WOP-2L

5. HayHuTe 06MOTKY CO CTOPOHbI kKabesns, npeaBapuTesibHO OTCTYNMB OT 06XXMMHONM YacTn Ha 10—-15 mMm.
3acmkeupyiiTe KOHUMK NTIeHTbl Ha onseTke kabens nog yrnom 15-25 rpagycoB K ocu kabens, v, cnerka
pacTarveas /IeHTy, Ha4HUTe obmaTbiBaTb kKabesb 1 pa3bem, NPoABUrasiCb B CTOPOHY Kopnyca yCTpolicTBa.
BuTkn Heo6xoa4MMO yknagpiBatb APYr Ha Apyra ¢ HaxN1ecToM, CKNaakn Ha BUTKax He A0MNyCKarTCS.
O6MoTKa kabensa nokasaHa Ha pucyHkax 19 (a, 6).

PucyHok 19a PucyHok 196

6. [locTUrHyB Kopnyca ycTpoiicTBa (aHTeHHbI) KpaeM NieHTbl, caenalite 060poT BOKPYr pasbema,
MaKCMMaUIbHO NPWXUMast Kpal NeHTbl K Kopnycy, Aasiee NpoLO/HKUTE HAMOTKY JIEHTbI MOA, APYTVM YI/10M,
yaanssace oT koprnyca. MNpu HamaTbiBaHUKU He 3abblBaiiTe pacTArMBath JIEHTY Y NIOTHO NPMXUMATh ee K
paHee HaMOTaHHbIM BUTKaM. Ha KOHUVKe NeHTbl pacTsxXKy HE06X04MMO YMEHbLLNTb U MJIOTHO NpUXaTb
€ro K BUTKaM, pacnosioeHHbIM Ha onsieTke Kabens, kak nokasaHo Ha pucyHkax 20 (a, 6).

PhcyHOK 20a PucyHok 206

7. OTpexbTe MBX-NeHTy (M30/1eHTY) COOTBETCTBYHOLLEN A/IMHBI: HA TEPMETU3ALMI0 OAHOTO pa3beMa SMA
TpebyeTca 0,28 m nzoneHThbl, on1a padbema N-type Tpebyetcs 0,6 M n3os1eHThI. 13oneHTa TpebyeTca ans
3alLMTbl PE3VHOBOI NIEHTLI OT yNbTpadnoNeToBbIX syyei. I3oneHTa nokasaHa Ha pucyHke 21.

PucyHok 21
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8. HauHuTe 06MOTKy C onsieTkn kabens, npeaBapuTeibHO OTCTYNUB OT NEePBOro BUTKA PE3NUHOBOW JTIEHTHI
Ha 5—10 mm. 3achmkcmpyiiTe KOHUYMK M30NEHTLI HA ONeTKe kabensa nog yrnom 15-25 rpagycos K ocu
kabens, n, cnerka pacTtarMsas NIeHTy, HauHUTe obmaTbiBaTh Kabesnb 1 pa3beM, NPOABUTasiCb B CTOPOHY
Kopnyca ycTpoicTea. BUTkn He06X0AMMO yKnaablBaTb ApYr Ha Apyra C Hax/1eCToM, CKIafKn Ha BUTKax He
jonyckatotcsa. O6moTKa kabensa nokasaHa Ha pUCyHke 22.

PucyHok 22

9. flocTUrHyB Kopnyca Kpaem /iIeHTbl, caenalite 060poT BOKPYr pasbemMa, MakCMMasibHO NpuXumas Kpai
N30/1eHTBI K KOPNYCY YCTPONCTBA, Aasiee NPOAO/HKUTE HAMOTKY NIEHTbI NOA, APYTMM YI/I0M, YAANAACH OT
kopnyca. lMpu HamaTbIBaHWM NI0THO HakKNablBanTe BUTKU NIEHTbI, HE AonycKas cknafok. Ha nocnegHmx
BUTKaX M30/1EHTbI PACTSHKKY HEO6XOAUMO YMEHbLUUTL 40 HYNS U YNOXUTb NOCNeHNIA BUTOK 6e3
pacTarMBaHus, kak nokasaHo Ha pucyHkax 23 (a, 6).

PucyHok 23a PucyHok 236

10. MpoBepbTe 3arepMeTN3NPOBaHHbI pa3beM Ha OTCYTCTBME BUAMMbIX Y4ACTKOB PE3NHOBOW /IEHTbI.
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6 YnpaBneHue ycTpoicTBOM yepe3d web-uHtepgeiic

6.1 Hauyano pa6oTsl

PykoBoacTtBo no akcnnyataunn WOP-2L

[na Hayana paboTbl HYXXHO MOAK/IUNTLCA K YCTPOUCTBY Nno uHtepdgeinicy WAN yepes web-6paysep:

1. OTkpoiiTe web-6pay3ep, Hanpumep Firefox, Opera, Chrome.

2. BeBeguTe B agpecHoin cTpoke 6pay3epa IP-agpec ycTpoicTsa.

© 3asopckoii IP-agpec ycTpoiictea: 192.168.1.10, Macka nogceTu: 255.255.255.0. Mo yMonuaHuio

YCTPOWCTBO MOXET noayuntb agpec no DHCP.

Mpu ycnewwHoM 06HapyXXeHUn YCTPOIiCTBa B OKHE 6pay3epa 0To6pasnTCsi CTpaHMLa C 3anpocoM VMEHN

nosib3oBatenid U Naposis.

WOP-2L

3. BBeauTe Msi Mosib3oBaTe st B CTPOKe «BBeauTe NorviH» 1 naposib B CTPoke «BBeauTte naposb».

© 3asopckue ycTaHOBKY: norvH — admin, naponb — password.

4. HaxmuTe KHomKy «BoliTn». B okHe Gpay3epa 0TKPOeTCS MEHI0 MOHUTOPMHIa COCTOSIHUSI YCTPOMCTBA.

HELTEX

MoHWTOpHHT ~ Radio VAP

Wi-Fi KnueHTbI

WDS

CratucTuka no Tpaduky
CkaHupoBaHue 3aupa
JKypHan cobbiTui
CeteBan MHMopMauua

WHpopmauma o
paavouHTepdeiicax

WHopmaums 06 ycTpoiicTse >

WDS CeTeBble HaCTPONKK

WOP-2L

W3penue

AnnapatHas Bepcus
3asoackoit MAC-aapec
CepuitHbI HoMep
Bepcua MO

PesepsHas Bepcua MO
Bepcua 3arpysuuka
CuCTeMHoe BpeMA
Bpems paGoTbl

3arpy3ka Liny

Wcnonb3yemas namatb

< OGHOBUTDL

BHeLUHWe cepBUCHI Cucrema

WOP-2L
1v3
E4:5A:D4:E2:AT:FO

WP39001592

09.01.2025 07:40:38
21 aH, 00:53:29

3%

@ 80 MBawT / 108 MbaiT

- (BbixoA)
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PykoBoacTtBo no akcnnyataunn WOP-2L

5. Tpy HE06XOAMMOCTH MOXHO NepekIiUYUTL A3blKk 0TOBpaxeHna nHdopmauuun. Ana WOP-2L goctynHbl
pycckas 1 aHrnviickas Bepcum web-nHtepdeiica.

ELTEX  woP-2L

MoHuTopUHr ~ Radio VAP WD

w

CeTeBble HaCTPONKK BHeLUHWe cepBUCHI Cucrema - (BbixoA)

Wi-Fi KnueHTb! W3penue WOP-2L
AnnapaTHas Bepcus 1v3
WDS
3aBoackoit MAC-agpec E4:5A:D4:E2:AT:FO

CTaTuCTHKa NO TpaduKy
CepHitHbIA HOMep WP39001592

CkaHupoBaHue aupa Bepcua MO

JKypHan coBbiTHi PesepsHan Bepcua MO
Bepcua 3arpysuuka
CeTesan UH(OpPMALUA P Py

CucTeMHoe BpeMma 09.01.2025 07:40:38
WHpopmaums o
paguouHTepdeicax Bpema paboTbl 21 gH, 00:53:29

- 3arpyska LNy o
WHgopmauma ob ycTpoiicTse > 25 u 3%

Wcnonb3yemas namaTb @ 80 MbGawT / 108 MoaiT

< O6HOBUTL

6.2 TprvMeHeHne KoHUrypaLmm n oTMeHa U3MeHeHu

1. MpUMeHeHVe KoHurypaumm

Mpwn HaXXaTUM KHOMKN 3anyckaeTcsl npouecc coxpaHeHus koHdurypaumm Bo flash-
NnamMsaTb YCTPOWCTBA 1 NPUMEHEHME HOBbIX HACTPOEK. Bce HacTpoiiku BCTynatoT B cuiy 6e3
nepesarpysku ycTpoicTBa.

B web-uHTepdeiice Touku gocTyna peanvmsoBaHa BusyasibHas MHAMKALMA TEKYLLETO COCTOSIHUA npoLiecca
npYMeHeHnst HacTpoek (Tabnmua 4).

Ta6nuua 4 — BuayanbHasi MHAMKALMS TEKYLLEErO COCTOSIHUS MPOoLLecca NPUMEHEHNS HACTPOEK

BHelHNiA OonucaHue cocTosiHUA
BUA,

‘7‘ Mocne HaxkaTusl Ha KHOMKY «MPMMEHNUTbL» NPOUCXOANT NPOLECC NPUMEHEHUS 1 3aMNNCK HACTPOEK B NaMsiTh

ycTpoiicTBa. O6 3TOM MHOPMUPYET 3HAUOK B Ha3BaHUW BKMAAKN U Ha KHOTKe «MPUMEHUTb».

O6 ycneLwHoM CoOXpaHeHUn 1 NPUMEHEHNN HACTPOEK MHPOPMUPYET 3HAYOK B Ha3BaHWW BKNaOKu.
2. OTMeHa U3MeHeHuM

© OtmMeHa M3MeHeHii NPOM3BOANTCS TOMbKO A0 HAXATUS Ha KHOMKY «[TPUMEHUTBL». Mpu HaXaTUn Ha
KHOMKY «[PUMEHNTbL» N3MEHEHHbIE HA CTPaHWLIE NapaMeTpbl 6yayT OOHOB/EHbI HA TEKYLLME 3HAYEHUS,
3anMcaHHble B NaMsITU YCTPOICTBA. MNocie HaxaTusi Ha KHOMKY «[pMMeHNTb» BO3BPAT K NPeAbIAyLM
HacTpolikam 6yaeT HEBO3MOXEH.

. . X OTtmeHa
KHoMKa 0TMEHbI U3MEHEHWUI UMEEeT cneayoLLmii BUuA;
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6.3 OcHOBHbIe anemMeHTbl web-nHtepdeiica

Ha pucyHke HUXe npeacTaB/eHbl 3/IEMEHTbI HaBuUrauum web-nHtepdelica.

PykoBoacTtBo no akcnnyataunn WOP-2L

WL TEX

MOHUTOPUHT Radio VA

Wi-Fi KnueHTb!

WD

w

CratucTuka no Tpaduky

CKaHupoBaHue aupa

JKypHan coOblTui

CeTteBana uH@opmauua

MHpopmauma ob ycTporcTse >

® 000 "Mpednpusmue "Snmexc", 2019

WOP-2L

WDS CeTeBble HaCTPOUKU

M3genue
AnnapaTtHaa Bepcua

3aBoackoit MAC-
anpec

CepuitHbliA HoMep
Bepcua MO

PesepsHan BepcHa
no

Bepcua 3arpyaumka
CHUCTEMHOE BpEMA
Bpema paboTbl
3arpy3ka Ly

Wcnonb3yemasn
NamaTb

< O6HOBHUTbL

E4:5A:D4:E2:A7:FO

WP39001592

07.12.2

3 05:04:40
9 OH, 19:39:04

-

\:) 73 MGaiiT / 108 MGaT

Bepcus 10.

(Bepcus WEB.

OKHO No/b30BaTENbCKOro MHTepdelica pa3geneHo Ha nAaTb obnacreii:

1.

(S N SV)

Bknagkn MeHo — ans rpynnupoBKn NoaMeHto no kateropusim: MonutopuHr, Radio, VAP, WDS,
CeTeBble HAaCTpoOiikn, BHewHue cepBuckl, Cuctema.

web-nHTepdeiice noa AaHHbIM NOsIb30BaTENIEM.

. Bknagkun nogmeHio — 415 ynpas/ieHUs NoJsIeEM HACTPOEK.
. Mone HacTpoek ycTpoincTea — 4J/19 NPOCMOTPa AaHHbIX U KOHUTypaLuu.
. MndhopmaumoHHoe none, otobpaxatolee Bepcuto MO, ycTaHOB/IEHHYO HA YCTPOIACTBE.

. Bbl6op A3blka MHTEpdheiica 1 KHomnka «(BbIXo/)», NpeAHasHayeHHas [/1s 3aBepLUeHns ceaHca paboTbl B
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6.4 MeHI0 «MOHUTOPUHI»

B MeHI0 « MOHUTOPUHI» 0TOGPAXKAETCA TEKYLLLEE COCTOSIHNE CUCTEMDI.

6.4.1 TMogmeHto «Wi-Fi KnneHTbI»

PykoBoacTtBo no akcnnyataunn WOP-2L

B nogmeHto «Wi-Fi kKnueHTbI» 0TOGpaxaeTcs nHopmaums o coCToAHUN noakntoveHHbIX Wi-Fi knneHToB.

NHdpopmaums no NoAKMYEHHLIM KNEHTaM He 0TOBpaxaeTcsl B peaslsHOM BpeMeHu. [ Toro yTo6bl

06HOBUTb UHPOPMALIVIO HA CTPAHULE, HEOBXOAVMMO HaXaTb Ha KHOMKY «OGHOBUTbL».

c(TeEX

MoHuTopusr ~ Radio VAP
Wi-Fi KnueHTsl >
CraucTHKa o TpadHk

CraHmposatine spnpa

AHopMaLyA 0
pagnomHTepeiicax

VIH(OPMALUA 05 yCTPOICTS

WOP-2L

WDS  CeTeBble HACTPOIMKY

Ne Mwsxocta IP-aapec

MAC-agpec

v 1 Xiaomi-12T 10.24.80.45 76:2:31:98:05:ba wian1-va0

Mepenaro / NPUHATO BCero, GaifT
Mepenano / MPUHATO BCEr0, NakeTos
Tepena o / MPUHATO AaHHIX, GaifT

Mepena o / IPUHATO AaHHbIX, NaKeTos

30

2058 102/ 824 031

6565/11243

1916 777532 653

65582380

Moaynaums

OFDM6

NSS1-MCS0

NSS1-MCS1

NSS1-MCS2

NSS1-MCS3

NSS1-MCS4

NSS1-MCS5

NSS1-MCS6

NSS1-MCS7

NSS2-MCS0

NSS2-MCS1

NSS2-MCS2

NSS2-MCS3

NSS2-MCS4

NSS2-MCS5

NSS2-MCS9

66 77

NepeaaHo nakeros

1222
1523
1676

303
22

-90

MnTepcpeiic  Link Capacity Link Quality ~Link Quality Common  RSSI,ABM SNR,AB TxRate RxRate

TXBW,Mry RXBW, MMy Bpems paGoTe!

VHT NSS2-MCS2 39 VHT NSS1-MCS219.5 20 20

Tepenano C OLUMGKaMHM, NaKeTos

TOBTOPS! Nlepenadit 3a NOCHEAHHi NEpHoA, NakeTos
Obliee YHCNIO NOBTOPOB NEPEARUH, NAKETOB

CKOpOCTb Nepenayh / npuema, Kout/c

MpHHATO nakeTos

80%

2 2 222 N8N a2 9 22 3 3 @ 3

0

1
2393
o/

04:51:05

e No — HOMep NOAK/TIOYEHHOTO YCTPONCTBA B CMUCKE;
e /IMsi xocma — ceTeBOoe UMS YCTPOICTBa;
e |P-adpec — IP-agpec noAk1t04eHHOro YCTPOICTBa;

e MAC-adpec — MAC-agpec NoAK/HYEHHOrO YCTPONCTBA;

e MiIHmepgelic — nHtepdeiic B3aumogeictena WOP-2L ¢ noakK/It0UYeHHbIM YCTPOIACTBOM;
e Link Capacity — napameTp, KOTOpbI/i 0To6pakaeT aheKTUBHOCTb NCMONb30BaHNS TOUKOM AOCTyNna

MoAyNAuMM Ha nepegady. PaccunTbiBaeTcs UCXo4a U3 KOSIMYecTBa NakeToB, NepedaHHbIX Ha KaxKaow
MOAYNALUMK A0 KMEHTA, U NOHMXaOWMX KOaddpuumneHToB. MakcumMmasibHoe 3HadeHne — 100%

(03HaqaeT, YTO BCEe NakeTbl NnepegarTca A0 KNNeHTa Ha MaKCUMasIbHO moaynaunn ana

MaKCMMaU/1bHOTO Thna nss, nogaepxmsaemMmoro KJ'IVIeHTOM). MuHMMasibHOe 3HavyeHne — 2% (B c/iyyae,

Korga nakeTbl nepegaroTca Ha moaynauumn nss1mes0 gna knneHTa ¢ nogaepxkoi MIMO
3x3). 3HaueHVe napameTpa paccunTbiBaeTcs 3a nocneaHne 10 cekyHp;
e Link Quality — napameTp, KOTOPbIA OTOG6PaxXaeT COCTOAHME NINHKA A0 KNNEHTa, pacCUUTaHHbIA Ha

OCHOBaHMWK KOMMYECTBa PETPAHCMUTOB NaKeTOB, OTNPAB/IEHHbIX KMEHTY. MakcuMasibHOe 3HaueHne —
100% (Bce nepeaaHHble NakeTbl OTNPABUNCHL C NEPBOI MOMbITKA), MUHUMasIbHOE 3HadYeHne — 0% (Hu

O[IMH MaKeT [10 K/IMeHTa He Gbl/ YCMEeLIHO oTnpaB/ieH). 3HaYeHre NnapameTpa paccunTbiBaeTcs 3a
nocneaHve 10 cekyHp;
e Link Quality Common — napameTp, KOTOpPbIii 0TO6PaaeT COCTOSHME JIMHKA [10 K/IMEHTA, PaCCUUTAHHbIi
Ha OCHOBAHWM KO/IMYECTBa PETPAHCMUTOB NAKeTOB, OTNPAaBEHHbIX KNMEHTY. MakcMmaibHOe 3HaueHne
— 100% (Bce nepefaHHble NakeTbl OTNPABUINCH C NEPBOIA NMOMbITKX), MUHUMasIbHOE 3HaueHne — 0% (Hu

O4VH MNMakeT A0 KNneHTa He 6bIN ycnewHo OTI'IpaBI'IeH). 3HaueHne napameTpa paccumTbiBaeTcs 3a Bce

BPeMSs NOLK/OYEHUA KITUEHT],
e RSSI — ypoBeHb NpUHNUMAEMOro curHana, obm;

SNR — oTHOWeEHNe curHan/wym, ab;
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PykoBoacTtBo no akcnnyataunn WOP-2L

TxRate — kaHa/iIbHasA CKOpOCTb nepegayu, MouT/c;
RxRate — kaHanbHasi CKOpOCTb Npuema, MéuT/c;

Tx BW — nonoca nponyckaHusa Ha nepegade, My,

Rx BW — nonoca nponyckaHusa Ha npueme, MI'y;

Bpems pabomsi — Bpemsa coeguHenusa ¢ Wi-Fi kinenTtom.

[Ons BbiBOAa 60nee pasBepHyTOl MHGYOPMALMK MO ONPELENEHHOMY K/IMEHTY BblIGEPUTE €r0 B CMUCKE.
MoapoGHOe onucaHune BKKYAET B Ce6S creayroLime napameTpsi:

lNepedaHo/npuHmMo scezo, 6alim — KONNYECTBO NepefaHHbIX/NPUHATLIX HA NOAK/IOYEHHOE YCTPONCTBO
oanT;

lNepedaHo/npuHAMO BCe20, nakemos — KONMYeCTBO NepefaHHbIX/NPUHATLIX Ha NOAK/IIOYEHHOe
YCTPOWCTBO NaKeTOB;

lMepedaHo/npuHsamo OaHHbIX, 6alim — KOJIMYECTBO NepefaHHbIX/MPUHATBLIX Ha NOAK/IIYEHHOE
YCTPOWCTBO GaiT AaHHbIX;

lNepedaHo/nNpuHAMO O0aHHbIX, MaKkemos — KONIMYECTBO NepefaHHbIX/MPUHATLIX HA NOAKNIOYEHHOE
YCTPOICTBO NAKeTOB AAHHbIX;

lMepedaHo ¢ owubkamu, nakemos — KOJIMYeCTBO NakeToB, NepeAaHHbIX ¢ ownbkammn Ha NOAKNIOYEHHOE
YCTPOWCTBO;

lMosmopekl nepedayu 3a rnocsedHul nepuod, nakemos — KONNYeCcTBO NOBTOPOB Nepefayn Ha
NOAKNIOYEHHOE YCTPOICTBO 3a nocnegHue 10 cekyHa;

O6wee 4uc/10 N0BMOPOB rnepedayu, nakemos — KOIMYeCTBO NOBTOPOB Nepejayn Ha NnoakIrvYeHHoe
YCTPOICTBO 3a BCe BpeMs NoAK/I0YEHNS,

Ckopocmb repedaydu/npuema, Kbum/c — akTyanibHast CKOPOCTb nepegayv Tpaduka B HaCTOALLMI
MOMEHT BPEMEHW.
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PykoBoacTtBo no akcnnyataunn WOP-2L

6.4.2 MogmeHto «WDS»

B nogmeHio «WDS» BbiBOAUTCA MHGIOPMaLMA O COCTOAHUM nogkitoyeHHbIx no WDS Touek goctyna WOP-2L.

"I TEX  woP-2L

MoHUTOPHHT  Radic VAP NDS  CeTeBble HACTPOIKM  BHELUHME CepBuCh Cuctema

Ni-Fi KnienT £ OGHoBHTL
WDS >
Ne Wmsxocta IP-agpec  MAC-ampec MHTepcpeiic  Link Capacity  Link Quality ~Link Quality Common ~ RSSI,ABM SNR,AB TxRate  RxRate TXBW,MIy  RXBW,Mry  Bpems pa6otsi

Craructika no

<

1 WOP-2L 10248090 e828c1:dachi85 wilan1 47 (not changed) 95 89 -81/-84 10/10 OFDM 48 VHT NSS2-MCS239 20 20 10:49:13

CKaHWposaHH - ~ ~ ~
TlepeqaHo / NPUHATO BCero, GailT 36 156 490 / 2 757 240 TepenaHo C oWMOKamH, nakeTos 0

Mepenao / NpUHATO BCero, naketos 138 819/14 740 MOBTOPL! Mepenash 3a IOCNENHHT! NepHoR, nakeTos 4

e Mepenano / NPUHATO AakHbix, GaiT 31 233 429/ 440 047 OBlee 4o NOBTOPOB Nepenayk, nakeTos 26 006

X Mepenano / NPUHATO AaHHLIX, NakeTos 131053 /6 976 CKopocTs Nepefaui / npuema, Koutic  3/0
WHdbopmaums o

PaanomHTe|

Mopynsuus MepeaHo nakeTos TpHHATO nakeToB

DSss2 2 ] 0%

OFDMé 7766 7766 53%

0
6
OFDM12 4 0%
OFDM18 216 0
OFDM24 3384 2
OFDM36 54542 39%

OFDM48 56693 41%

o o o o o o

OFDMS54 16201 12%
NSS1-MCS1 0
NSS$1-MCS2

NSS1-MCS3

3 83 3 83 P I @ g2

o o o
22 8 2
=

NSS1-MCS4 4178

e No — Homep NOAK/THYEHHOIO YCTPONCTBA B CMUCKE;

e /IMs xocma — ceTeBOe UMS YCTPONCTBE,;

¢ |P-adpec — IP-agpec NoaKIOHEHHOIO YCTPOUCTBA,

* MAC-adpec — MAC-agpec noak4eHHOro yCTPONCTBa;

e VIHmepgelic — nHTepdeiic Blanmogenctena WOP-2L ¢ noakMtoYeHHbIM YCTPOUCTBOM;

e Link Capacity — napameTp, KOTOpbI/i 0To6pakaeT 3PeKTUBHOCTb NCMONb30BaHNS TOUKOM AOCTyNna
MOAYNSAUMM Ha nepefady. PaccumTbiBaeTCAa UCXOAS U3 KO/IMYECTBa NakeToB, NepefaHHbIX Ha Kaxxaoun
MOAYNAUMM 10 KNINEHTA, N MOHMXALWNX KO3hdununeHToB. MakcumasibHoe 3HavyeHne — 100%
(o3HauaeT, uTo BCe NakeTbl NepeaatnTcs A0 KIMEeHTa Ha MakCMMasibHOl Moaynsiuum ans
Makc/MasibHOro TMna Nss, NoAAePXMBAEMOro KMEeHTOM). MUHUMabHOe 3HadeHne — 2% (B criyuyae,
Korga nakeTbl nepegaroTcs Ha moaynaunmn nsstmes0 ans knmeHTa ¢ nogaepxkoin MIMO
3x3). 3HaueHVe napameTpa paccunTbiBaeTcs 3a nocreaHne 10 cekyHp;

e Link Quality — napameTp, KOTOpPbI OTOBpaXKaeT COCTOSAHME /INHKA [0 KINEHTa, pacCumTaHHbI Ha
OCHOBaHWM KONMYecTBa peTpaHCMUTOB MakeToB, OTMPaB/IEHHbIX KNIMEHTY. MakcuMasibHoe 3HaYeHne —
100% (BCe nepefaHHble NakeTbl OTNPABUINCH C NEPBO NOMbITKA), MUHUMasIbHOE 3HadYeHne — 0% (Hu
O/[IVH NakeT [0 KIMeHTa He 6bl/1 yCneLlHo oTnpaB/ieH). 3HaueHre napamMeTpa paccunTbiBaeTcs 3a
nocnegHue 10 cekyHp;

e Link Quality Common — napameTp, KOTOpbIin 0TO6paxaeT COCTOAHME NIMHKA A0 KNIMEHTA, pacCUUTaHHbIN
Ha OCHOBaHWUM KOSIMYeCcTBa peTpaHCMUTOB NaKeToB, OTMNPaB/IeHHbIX K/IMEHTY. MakcuMasibHOe 3HavyeHne
— 100% (Bce nepenaHHble NakeTbl OTNPaABUNCL C NepPBOIi MNOMbITKX), MUHMMasIbHOE 3HadveHne — 0% (Hu
O[IVH NakeT [0 KMeHTa He Gbl/ yCneLwHo oTnpaBsieH). 3HaueHre napamMeTpa paccUnTbiBaeTCsl 3a Bce
BPeMs NOLK/OYEHUSA KITUEHT],

e RSSI — ypoBeHb NpUHUMAEMOro curHana, gbwm;

¢ SNR — OTHOLLEHNe curHasn/wym, ab;

e TxRate — kaHanbHasa CKOpOCTb nepegayvn, MouT/c;

* RxRate — kaHa/lbHas CKOPOCTb Npnema, Méut/c;

e TX BW — nonoca nponyckaHus Ha nepegade, MIy;

e RX BW — nonoca nponyckaHusa Ha npueme, MI'y;

e Bpewmsi pabombl — BpeMs COeUHEHNS.
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PykoBoacTtBo no akcnnyataunn WOP-2L

[Ons BbiBOAa 60n1ee pasBepHyTOl MHGYOPMALLMK MO ONpeseIEHHOMY NOAKTOUEHNIO BbIGEPUTE €0 B CMINCKE.
MoapoGHOe onucaHune BKKYAET B Ce6S creayroLime napameTpsi:

* [lepedaHo/npuHAMo Bcez0, 6alim — KONNYEeCTBO NepefaHHbIX/NPUHATLIX HA NOAK/IIOYEHHOE YCTPONCTBO
oanT;

 [lepedaHo/NpuHAMO BCe20, Nakemos — KONIMYeCTBO NepefaHHbIX/NPUHATLIX Ha NOAK/IHOUYEHHOe
YCTPOWCTBO NaKeTOB;

* [lepedaHo/NMpuHAMO 0aHHbIX, 6alim — KOIMYECTBO NepefaHHbIX/MPUHATBLIX Ha NOAK/IHOYEHHOEe
YCTPOWCTBO GaiT AaHHbIX;

* [lepedaHo/npuHAMO O0aHHbIX, MaKkemos — KONIMYECTBO NepefaHHbIX/MPUHATLIX HA NOAKNIOYEHHOE
YCTPOICTBO NAKeTOB AAHHbIX;

 [lepedaHo ¢ owubkamu, nakemos — KOJIMYeCTBO NakeToB, NepeAaHHbIX ¢ ownbkammn Ha NOAKNIOYEHHOE
YCTPOWCTBO;

e [losmopbl nepedayu 3a rnoc/eoHuli nepuod, nakemos — KOJIM4ecTBO NOBTOPOB Nnepefayn Ha
NOAKNIOYEHHOE YCTPOICTBO 3a nocnegHue 10 cekyHz;

e Obwee 4ucsi0 NOBMOPOB fepedayu, nakemos — KONMYeCTBO NOBTOPOB Nepefayn Ha NoAK/IHUYEHHOoe
YCTPOICTBO 3a BCe BpeMs NoAK/I0UYEHUS,

e Ckopocmsb nepedayu/npuema, Kbum/c — aktyasibHas CKOPOCTb nepeAayn Tpacumka B HaCTOALLMNIA
MOMEHT BPEMEHW.

6.4.3 TlogmeHIo «CTaTucTrka no Tpadomky»

B pasgene «CTaTucTuKa no Tpacgomky» 0To6pakatoTcst rpadouky CKOPOCTU NepeaaHHoro/nosly4eHHoro
Tpadmka 3a nocnegHve 3 MUHYTbI, & TakKe CTaTUCTVKA O KOJIMYEeCTBE nepeAaHHoro/nony4eHHoro Tpadgmka c
MOMEHTA BK/IIOYEHNS TOUKM AOCTYyna.

Mpacpmk LAN Tx/Rx nokasbiBaeT CKOPOCTb NepegaHHoro/nosiy4eHHoro tpaduka yepes Ethernet-uHtepdelic
TOUKM ocTyna 3a nocnegHune 3 MuHyThbl. Fpadk aBToMaTnyecky 06HOB/ISETCS Kakable 6 CeKyHA,

Mpadomkmn WLANO n WLANT Tx/Rx nokasbiBatoT CKOPOCTb NepefaHHOoro/nosiy4eHHoro tpagvka
yepes nHTepelicol Radio 2.4 'y, 1 Radio 5 'y, 3a nocnegHue 3 MUHyTbI. Mpadmk asToMaTU4ecKku
0OHOB/IAETCA Kaxable 6 CEKYHA.

=L TEX WOP-2L

Moswropus

165443 165500 165512 165524 165636 165548 165600 165612 165624 165636 165648 165700 165712
LAN TxRx kbps

Mepeaano v

TpuHATO v
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PykoBoacTtBo no akcnnyataunn WOP-2L

OnucaHue Tabnuubl «[lepedaHoy:

ViHmepcpelic — umsa nHiTepdelica;
Bceao nakemos — KO/IM4YeCTBO YCMNEeLUHO OTNPaB/ieHHbIX NakeToB;
Bcezo 6alim — KO/M4ecTBO YCMNEeLHO OTNpaB/eHHbIX 6aiiT;

e OM6pPOWEHO Nnakemos — KOMIMYECTBO NaKeTOB, OTOPOLLEHHbIX NPU OTNPABKE;

e OWU6KU — KOJIMYECTBO OLLINGOK.
Mepenaxo v
WUHTepdeiic Bcero naketos Bcero Gait O16polueHo nakeToB Ownbkn
LAN 536802 76273371 0 0
WLANO 166440 75459723 342218 140
WLAN1 1526773 1919981084 360214 390
sit0 9590 7833340 0 0
wilan0-va0 0 0 0 0
wlan0-va1 9533 7506858 0 57
wilan0-va2 9590 7871700 0 0
wlan0-va3 526878 38498935 0 136
wlan0-wds0 162326 74288324 51546 123
wlan0-wds1 3542 1013363 147387 15
wlan0-wds2 572 158036 142992 2

OnucaHue Tabnuubl «IpUHAMON:

MHmepgbelic — nms nHTepdeiica;

Bceao nakemos — KO/IMYeCTBO YCMNELIHO NPUHSTbIX NaKeToB.;

Bcezao 6alim — KoNn4ecTBO YCNeLIHO NPUHSATbIX 6aiiT;

Om6poweHOo nakemos — KO/IMYEeCTBO NakeToB, OTOPOLLEHHbIX MPU NOSTYYEHWN;

e OWUBKU — KO/IMYECTBO OLLMOOK.
MpuHsiTo v
WHTepdeiic Bcero naketos Bcero Gait Ot6poLweHo nakeTos Ownbkn
LAN 1511794 2008292333 341 0
WLANO 28126 4047853 0 0
WLAN1 503232 61512505 1 0
sit0 15792 997504 0 0
wlan0-va0 0 0 0 0
wilan0-va1 15863 1065710 0 0
wilan0-va2 15863 1002258 0 0
wilan0-va3 1494826 1928533222 0 0
wlan0-wds0 25767 3471328 0 0
wlan0-wds1 1825 477328 0 0
\_wlan0-wds2 534 99197 0 0
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6.4.4 TlogmeHio «CkaHmpoBaHue adoupar»

PykoBoacTtBo no akcnnyataunn WOP-2L

B nogmeHto «CkaHupoBaHue 3achupa» OCyLLECTBSIETCA CKAHNPOBAHUE OKPYXatoLLEero paanoadupa v
o6HapyXeHue coceHUX To4Yek focTyna.

MOHWUTOPUHT Radio VAP WDS CeTeBble HAaCTPOUKU BHellH1e cepBUChI Cuctema u-~ bi
Wi-Fi KNUEHTBI MocnegHee ckaHupoBaHue Obino 09.08.2023 07:31:24
WDS
24T1Ty 5Ty
CTaTUCTHKa NO TpacuKy
‘ v pac Pexum Kawan /
OvanasoH SSID 6esonacHoOCTH MAC-agpec WupuHa RSSI, ABM
CKaHupoBaHue agupa >
241y Open E8:28:C1:FC:D9:04 1/20 -72
XKypHan coObITu#
241y Open 68:13:E2:20:A2:A7 11/20 -72
CeTeBan UHMOpMaUUA
2471y Open 68:13:E2:1B:6B:41 1/20 72
WMHpopmayua o
S 241y WPA2_1X E0:D9:E3:70:94:14 6/20 -79
paauouHTepdencax -
2471y WPA2_1X EO0:D9:E3:70:94:13 6/20 -79
MHdpopmauusa ob ycTpoicTee
24TTyY WPA_1X/WPA2_1X E0:D9:E3:70:94:12 6/20 -80
2471y Open E0:D9:E3:70:94:11 6/20 -80
2401y WPA2_1X E0:D9:E3:70:94:10 6/20 -80
241y Open CC:9D:A2:C7:DF:DO 1/20 -84
24TTY WPA2_1X E8:28:C1:DAET:22 1/20 -84
24T1TY Open E0:D9:E3:4F:2D:50 11/20 -84
24T1TY Open E0:D9:E3:70:94:15 6/20 -84
24TTY WPA_1X/WPA2_1X 68:13:E2:02:4D:61 1/20 -86

[na 3anycka npouecca ckaHMpoBaHUA agoupa HaXXMUTe Ha KHonky «CkaHupoBaTb». [locsie 3aBepLueHns

npoLecca Ha CTpaHuLe NosSIBUTCA CMMCOK 0B6HaPYXXeHHbIX B pagnoadinpe Touek gocTyna 1 MHgopMauums o

HNXC

lMocnedHee ckaHuposaHue 6bi1/10... — fata v Bpems nocsie4Hero CkaHMpoBaHus;
e /luana3oH — ykasbiBaeTcs Ananas3oH 2.4 I'Tu nnn 5 I'Tu, B KOTopoM Obl/1a 06HapYXXeHa Touka AoCTyna;
SSID — SSID o6Hapy»XeHHOI TOUYKM A0CTYNa,;
Pexxum 6e3onacHocmu — pexnm 6e30nacHOCTN 0OHAPYXXEHHO TOUKM AOCTYNa,;
MAC-adpec — MAC-agpec 06HapyXeHHOW TOUKN AOCTYNa;
KaHasn/LupuHa — pagnokaHas, Ha KOTOpoM paboTaeT 06HapyXeHHast Touka 4OCTyna;

RSS! — ypoBeHb, C KOTOPbIM YCTPOWCTBO MPUHMMAET CUTHasT 0GHaPY>)XEHHOIN TOYKM A0CTyna, AbM.

© Bo Bpems OCyLLECTBEHNA CKaHUPOBaHUA achupa paanonHTepdelic ycTpolicTea 6yAeT OTKIOYEH, YTO
npueeaeT K HEBO3MOXHOCTU nepefayn gaHHbix o Wi-Fi KMMeHToB BO BpeMS CKaHUPOBaHUA.
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PykoBoacTtBo no akcnnyataunn WOP-2L

6.4.5 MopgmeHo «KypHan cobbITuii»

B faHHOM paszenie MOXHO NPOCMOTPETb CNUCOK MHPOPMALMOHHBIX COOBLLEHNI B peaslbHOM BPEMEHM,
cofepxaluii cnefyroLlyo MHopPMaLH:

=LTEX  wop-2L

MOHUTOPUHI Radio VAP WDS CeTeBble HaCTpOIIKN BHeluH1e cepBuchl Cucrema (VR4
Wi-Fi KnueHTb 2 OGHoBUTL [l KeRTey 7)Y
WDS
Aataun
CratucTika no Tpadmky Bpems Tvn Mpouecc CoobLeHre
i Nov 24 daemon.info monitord[1184]  event: 'disassociated by STA' mac: F2:EF:DF:AE:07:47 ssid: 'WOP-2L_5GHz" interface: wlan1-va0 channel: 165 rssi-1: -75 rssi-2: -70 location:
Cranvposarive apvpa 12:53:10 'AP_for_documentation.root' reason: 3 description: 'Deauth at STA leave BSS'
KypHan coGbiTuit > Nov 24 daemon.info monitord[1184]  event: 'authenticated' mac: F2:EF:DF:AE:07:47 ssid: 'WOP-2L_5GHz' interface: wian1-va0 channel: 165 rssi-1: -70 rssi-2: -72 location:
12:49:33 'AP_for_documentation.root' reason: 0 description: 'Successful'
CeteBas Hdopmaums
Jan 1 daemon.info networkd[1092] DHCP-client: Interface br0 obtained lease on 10.24.80.92.
ViHdopmaums o 03:00:43
paaviouHTepdencax
Jan1 daemon.info networkd[1092] Networkd started
WHopmaums 06 ycTponcTee 03:00:28
Jan 1 daemon.info  syslogd[1389]  started: BusyBox v1.21.1
03:00:26
Jan 1 daemon.info  init starting pid 1100, tty ": "-/bin/login -t'
00:00:06
Jan 1 daemon.info  configd[1039]  The AP startup configuration was loaded successfully.
00:00:05
Jan 1 daemon.info  syslogd[1008]  started: BusyBox v1.21.1
00:00:01

e [lama u spemMsi — farta 1 BpeMms, Korga cobbiTue 6b1/10 CreHepupoBaHo;
Tun — Kateropusi 1 ypoBeHb BaXXHOCTU CObbITUS;

lpoyecc — vms npouecca, CreHeprpoBasLLEro coobLeHe;

e CoobujeHue — onnucaHme cobbITUS.

Tabnuua 5 — OnucaHve KaTeropuin BaXHOCTN COObITUIA

YpoBeH Tun BaXXHOCTU cooOLWeHuii OnuncaHue
b
0 UpesBblualiHble (emergency) B cucTeme npousoLuna Kputuyeckas owmnbka, cucteMa MoxeT pa6oTtaTb
HenpasuIbLHO
1 CurHanbl Tpeoru (alert) HeobxoanMmo Heme/1leHHoe BMeLlaTe IbCTBO B CUCTEMY
2 Kputunueckue (critical) B cucteme npousoLusnia Kputnyeckas oLmnoka
3 Owun6ouHble (error) B cucteme npomsoluna olnéka
4 MpeaynpexaeHns (warning) MNpeaynpexaeHue, HeaBapuitHoe COOGLLEHE
5 YBefomneHusi (notice) YBeoM/eHre C1CcTeMbl, HeaBapuitHoe CcoobLLeHVe
6 MHhopMaLMOHHbIe VIHhopMaLMoHHbIE COOBLLEHMS CUCTEMBI
(informational)
7 OtnagouHble (debug) OTnafo4Hble CO0BLLEHNA NMPefOoCTaB/ AT NoNb30BaTE N0 MHPOPMaLMo 471

[Nsi Nofly4YeHnst HOBbIX COOG6LLEHWI

KOPPEKTHOW HACTPOIKN CUCTEMBbI

B XXypHasie cobbITUii HEOGXOANMO HaXaTb Ha KHOMKY «OGHOBUTbL».

Mpu HE06X0AMMOCTM BCE CTapble COOBLLEHNS 13 XYpHaNa MOXHO YAA/IUTb, HAXaB Ha KHOMKY «OUMCTUTb».
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6.4.6 TlNogmeHto «CeTeBas MHGoOpMaLnsa»

B nogmeHto «CeTeBas MH(hopMaLUsi» OCYLLECTB/ISIETCS MPOCMOTP OCHOBHbIX CETEBbIX HACTPOEK YCTPOICTBA.

(\TE WOP-2L

MonuTopurr  Radio VAP WDS  CeTesble HACTpOiiKi  BHewkue cepsuce

Wi-Fi KnueHThl CTaTyC WAN

wDsS VkTepcpeiic
oo N Mpotokon

CraTucTuka no Tpacuky
IP-anpec

Craruposatme spupa
MputaTo
Mepenaro

CeTesan uHbopMaLus > Ethernet

Cocrosmme nopra

CropocTs

Oynnexc

Ne IP-agpec

MapupyTsl v
Ne UnTepdeitc
0 br0

1 br0

br0

DHCP

1.8 MGaitT (1 924 124 Gaiir)

5.0 M6aitT (5 208 312 Gaiit)

up
1000

Full

MAC-agpec
E0:D9:E3:ES:ET:40

2C:FD:A1:5CEE8E

HasHauenue Wnios Macka
0000 1024801 0.0.00

10.24.80.0 00.00 255.255.255.0

®narn

uG

Cratyc WAN:

Ethernet:

VHmepgbelic — nmsa bridge-uHtepdoeiica;

lMpomokos1 — NPOTOKO/, Ucnonb3yemslii 4ns goctyna Kk cetm WAN;
IP-adpec — IP-agpec ycTpoicTBa BO BHELUHEN CeTy;

lMpuHsmMo — konnyecTBo NPUHATLIX HA WAN 6aiT;

lMepedaHo — konn4yecTBo nepegaHHbix ¢ WAN 6aiT.

e CocmosiHue nopma — coctosiHme Ethernet-nopTa;
e CKkopocmb — CKOPOCTb NoAktoueHus no nopty Ethernet;
e [lyn/iekc — pexum nepefaun gaHHbIX:

e Full — nonHeIi gynnexc;
e Half — nonygynnekc.

ARP:

B ARP-Ta6nmue cogepxumtca nHcpopmanmsa o cootsetctaum IP- u MAC-agpecoB cocefiHMX CETEBbIX YCTPONCTB:

* |P-adpec — IP-agpec yCcTpoiicTBa;

e MAC-adpec — MAC-agpec ycTpoiicTea.

MapLipyTbl:

Macka — macka nogcetu;

VHmepgbelic — nmsa bridge-uHtepdoeiica;
Ha3HaueHue — IP-agpec xocTa Wiv NoACeTN Ha3HauYeHus, 0 KOTOPbIX YCTaHOB/IEH MapLUpyT;
Limo3 — IP-agpec Wio3a, Yepes KOTOPbIA OCYLLLEeCTBNASETCS BbIXOA, Ha agpecara;

e ®1a2u — ONpefeNeHHble XapakTEPUCTUKN AaHHOMo MapLupyTa.
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CyLLEeCTBYIOT criefytolye 3HaueHns ¢o1aroB:

U — ykasblBaeT, YTO MapLIpyT CO34aH 1 ABSAETCH NPOXOAUMbIM;

H — yka3blBaeT Ha MapLUpyT K onpegeieHHOM y31y;

G — yKasblBaeT, YTO MapLUpyT nposieraeT Yepes BHELHNIA Wwto3. CeTeBoW MHTepdelic CUcTeMbl
npegocTas/iseT MapLUpyTbl B CETU C NPAMbIM MNOAKI0YEHMEM. Bce npoyre mapLupyTbl NPOXOAAT
yepes BHeLUHWe W/o3bl. Prarom G oTMevatoTcs BCe MapLUpyThbl, KOOMe MapLUpyTOB B CETU C
NPAMbIM NOAK/TOYEHNEM;

R — yka3bIBaeT, UTO MapLUpyT, CKopee BCero, 6bl/1 Co34aH AMHAMUYECKUM MPOTOKOI0M
MapLupyTU3aumm, paboTatoWwmnm Ha JI0KasTbHOM cucTeme, NoCpeCcTBOM napameTpa reinstate;

D — yka3bIBaeT, UTo MapLIpyT 6bi1 Ao06aBeH B pe3ynbTare Nosly4yeHns coobLLeHNs
nepeHanpasnenns ICMP (ICMP Redirect Message). Korga cuctema y3HaeT o MapLipyTe u3
coob6ueHnst ICMP Redirect, mapLlupyT BkIoYaeTcs B Tabnuuy MapLipyTusanmm, HToobl NCKAUNTD
nepeHanpasfneHve 1 nocseayoLwmx nakeTos, NpegHasHauYeHHbIX TOMY Xe agpecary;

M — yka3bIBaeT, UTO MapLUpyT NOABEPrcs U3MEHEHWIO, BEPOATHO, B pe3y/ibTaTte paboThbl
AVHaMMYEeCKOro NpoToKoa MapLupyT1M3aLmmn Ha JI0KasIbHOM cucTeMe 1 NPYMEHEHMA napameTpa
mod;

A — yka3biBaeT Ha 6yhepr30BaHHbIi MapLIpyT, KOTOPOMY COOTBETCTBYET 3anuchb B Tabnvue ARP;
C — ykasbIBaeT, YTO UCTOYHMKOM MapLupyTa siBnsetcsa 6ydep mapipytmsaumm a4pa;

L — yka3bIBaeT, UTO NYHKTOM Ha3HayeHus MmapLupyTa ABAsSeTcs OAUH U3 aApecoB AaHHOMo
KoMnbloTepa. Takne «/1oKasibHble MapLUPYTbI» CYLLECTBYHOT TObKO B Bydhepe mapLipyTmusaumy;

B — yka3bIBaeT, UTO KOHEYHbIM MYHKTOM MapLupyTa SiBNSeTCA LWMpoKoBeLlaTebHbIl agpec. Takve
«LLIMpOKOBELLaTe IbHbIE MapLUpPYThI» CYLECTBYHOT TO/IbKO B Bydhepe mapLupyTm3auum;

| — ykasblBa€eT, UTO MapLIpyT CBsi3aH ¢ KosbLeBbIM (loopback) nHTepcheiicoM ¢ Lenbio MHOA,
HeXesnnm obpallleHne K KObLLeBOW CeTU. Takne «BHYTPEHHNE MapLLpPYTbI» CYLLECTBYHOT TO/TbKO B
6ychepe mapLupyTusauuny;

I — yka3bIBaeT, 4YTo AelitarpaMMbl, HanpasaseMble No 3TOMy agpecy, byayT oTBepraTbes
CUCTEMOI.
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6.4.7 MNMopmeHo «MHhbopmaumsa o pagnonHTepdericax»

B noameHio «MHcpopmanusa o paguonHtepdeiicax» 0TOOPaXKEHO TeKyLLlee COCTOSHUE paanonHTepdelicos
WOP-2L.

PaavonHTepdelickbl TOUKM AOCTYNa MOTYT HAXOAUTLCS B [iBYX COCTOSIHUAX: «BK/TOUEHO» 1 «BbIK/THOUEHOY.

CTatyc Kaxzoro n3 paguonHTepdelicoB oTpaxaeTcs B O4HOUMEHHOM napamMeTpe «CTaTyc.

CraTtyc Radio 3aBucHT OT TOrO, eCTb /1M Ha JaHHOM pagnovHTepdelice BK/IOYEHHbIE BUPTYasibHblEe TOYKM
noctyna (VAP) unu WDS. B cnyyae, ecniv Ha paauovnHTepdelice umeeTcs XoTs 6bl ogHa aktuBHas VAP, Radio
OyZeT HaxoauTbCS B cTaTyce «BkIoyeHo», MHavye — «BbIKHoYeHOo».

=(TeEX

MoHWTOPUHI Radio VAP

Wi-Fi knueHTb!

WDS

CratucTtika no Tpaduky

CkaHupoBaHue acupa

XKypHan cobbiTuit

CeTteBas nHdopmauus

WHdopmaums o
paavouHTepdericax >

WHdopmaums o6 yctpoiictee

WOP-2L

CeTeBble HaCTpOWKU

Radio 2.4 Ty

Cratyc
MAC-agpec
Pexum
Kanan

LLvpuHa kaHana, My
Radio 51Ty

Cratyc
MAC-agpec
Pexum
Kanan

LLvpuHa kaHana, My

BHelwHue cepauChl Cuctema

BknioyeHo
E4:5A:D4:E2:A7:FO
IEEE 802.11b/g/n
11 (2462 MI'u)

20

BknioyeHo
E4:5A:D4:E2:A7:F5
IEEE 802.11a/n/ac
165 (5825 MI'u)

20

- (BbIxoa)

B 3aBucumocTu oT cTtaTyca Radio ans MoHUTOpWHra gocTynHa credyowas nHopmaums:

«BbIK/1HOYEHOY:

e Cmamyc — COCTOsIHUe pagnovHTepdeiica;
e MAC-adpec — MAC-agpec pagnovHTepdelica,;
e Pexum — pexuMm paboTbl paguovHTepdeiica cornacHo ctaHgaptam IEEE 802.11.

«BKIKOYEHO»:

Cmamyc — coCTOsiHMe paguovHTepdieiica;

MAC-adpec — MAC-agpec paanounHTepdeiica;

Pexum — pexum paboTbl pagnonHTepdelica cornacHo ctaHgaptam IEEE 802.11;
KaHasn — Homep 6ecnpoBOAHOrO kaHana, Ha KOTOpoM paboTaeT paanonHTepdec;
LlupuHa kaHasa — WMpKUHa NO0Ckl YacTOT KaHasla, Ha KOTOPOM paboTaeT paguonHTepgelic.
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6.4.8 MopgmeHto «Hopmauns 06 ycTpoiicTee»

B noameHto «MHcpopmayusa 06 ycTpoiicTBe» 0TOOpaxeHbl OCHOBHble Xxapaktepuctuku WOP-2L.

ELTEX woPr-2L

MOHWUTOPUHT Radio VAP WDS CeTeBble HAaCTPOWKK BHELIHKE CEPBUCHI Cuctema - (BbIXOA
Wi-Fi KnueHTbI M3genue WOP-2L
. AnnaparHas 1v3
WDS
BEpCUA
CTaTUCTHKa N0 Tpachuky 3asoackon MAC- E4:5A'D4:E2:ATFO
aapec
CkaHupoBaHue apupa CepUitHbIi Homep WP39001592

Bepcua MO

KypHan coObiTu#
Pe3sepBHan Bepcua
CeteBaa uHopmayma no
Bepcua 3arpysyuka
MHpopmauma o
paguouHTepgeicax CuctemHoe Bpema 07.12.2023 06:45:47

Bpema padoTbl 9 oM, 21:20:10

WHpopmauwma ob ycTpoicTee >

3arpyska Lny 3%
Mcnonb3yeman @ 74 MBanT / 108 Mbaiit
namaTb
< OGHOBUTb

e /I130esiue — HaMMeHoBaHWe MOAen YCTPOICTBa;

e AnnapammHasi Bepcusi — BEpCUs annapaTHoro obecneyeHns yCcTpoincTBa,

e 3asodckoli MAC-adpec — MAC-agpec WAN-nHTepdpeiica yCTpoliCcTBa, yCTaHOB/IEHHbIV 3aBOA0M-
N3roToBUTENEM,

e CepuliHbili HOMEP — CEPUiNHbI HOMEP YCTPONCTBA, YCTaHOB/NEHHbI 3aBOA0M-U3roTOBUTENEM;

e Bepcusi IO — Bepcusi NPOrpaMMHOro obecrneyeHmns yCTponcTsa,;

e Pe3zepsHas sepcus O — npepplayLiasn yctaHossieHHasa sepcud MO;

* Bepcus 3a2py34yuka — Bepcus NporpaMMHOro o6ecneyeHuns 3arpy3ymka ycTponcTea;

e CucmeMHoe 8peMsi — TeKyLLue BpeMs 1 AaTa, yCTaHOB/IEHHbIE B CUCTEME;

e Bpewmsi pabombi — BpeMs paboTbl C MOMEHTA NOCNEAHErO BKIOYEHUS UM Nepe3arpy3ku yCTPONCTBa,;

e 3azspyska L1y — cpefHWn NPOLEHT 3arpy3ku npoueccopa 3a nocnegHue 5 cekyHg,

e Vcrosb3yemasi namMsime — MPOLEHT NCNO/Ib30BaHUSA onepaT1BHON NaMsiTh YCTPOICTBa.

36



PykoBoacTtBo no akcnnyataunn WOP-2L

6.5 MeHio «Radio»

B meHto «Radio» nponsBoanTcs HacTpoiika pagnonHTepdencoB yCTpoicTBa.

6.5.1 MogmeHto «Radio 2.4 ' uy»

B noameHto «Radio 2.4 I'My» ocyLlecTBNAOTCA HACTPOIKN OCHOBHbIX NapaMeTpoB pagnonHTepdeica
yCTPOICTBa, paboTarLlero B AgvanasoHe 2.4 'y,

-LTEX  woP-2L

MoHUTOpUHr Radio VAP WDS CeTeBble HacTPOWKK BHeluHWe cepBuUChHI Cuctema ru v (BbIXOA)

Radio 2.4 'y > O6ume

Radio 5 Ty Pexum IEEE 802.11b/g/n v
[LononHutensHo AsTOMaTu4eckuii BbIbop kaHana

OrpaH1ym1Th CIUCOK KaHanos

LLivpuHa kaHana, MMy 20 v

MolwuHocTb curHana, abm 16 v

[ononHuTensHo v

e Pexum — pexum paboTbl MHTepdelica cornacHo cneaywmm ctaHgapTam:
e |EEE 802.11n;
 |EEE 802.11b/g;
e |EEE 802.11b/g/n.

e ABmomamuyeckul BbI60p KaHasia — Npn yCTaHOB/IEHHOM doiare To4ka Aoctyna 6yaeT aBTomaTnyecku
BblGMpaTh HAMMEHEE 3arpyXeHHblli pagnokaHan ans pa6otsl Wi-Fi nHtepdpeiica. MNpu cHaToM donare
OTKpbIBAETCS AOCTYN A/1 YCTAHOBKM CTaTMYEeCKOro paboyero kaHasna;

* KaHas — BbIOOp KaHana nepefayv AaHHbIX;

e O2paHu4ums CruUCOK KaHa/108 — NPV YCTaHOB/IEHHOM doiare Toyka AocTyna 6yaeT Ucnosib3osaTb
OrpaHnYeHHbI NoNb3oBaTesIeM CNMCOK KaHau10B A5 paboTbl B aBTOMATUYEeCKOM pexume Bbibopa
kaHana. Ecnu dpnar HanpoTme «OrpaHnMynTb CNNCOK KaHaI0B» HE YCTAHOB/IEH UM B CINCKE
OTCYTCTBYIOT KaHaslbl, TO TOUYKa focTyna 6yaeT BblbupaTb pabounii kaHas U3 BcexX AOCTYMNHbIX KaHa10B
AaHHOro ananasoHa yactoT. KaHasnbl guanasoHa 2.4 I'Ty; 1-13;

e llupuHa kaHasa, My — WwWmMprHa NONOCkI YACTOT KaHas1a, Ha KOTOPOM paboTaeT Touka J0oCTyna,
npuHuMaeT 3HayveHns 20 n 40 MIy;

e OCHOBHOU KaHa/1 — napaMeTp MOXET ObITb U3MEHEH TO/IbKO NpY NPONYCKHOM CNOCOBHOCTUN CTaTUYeCKu
3alaHHOro kaHana, pasHoii 40 MI'y,. KaHan 40 MI'y, MOXHO cuMTaTb COCTOSILMM M3 ABYX KaHanoB no 20
MT U, KOTOpble rpaHnyaT B 4YaCcTOTHOM o6nacTu. 3Tn ABa kaHana 20 MMy, Ha3bIBaOT NEPBUYHLIM U
BTOPWYHbIM KaHanamu. MepBuYHbIA KaHas MCNO/b3yeTCs KNMeHTamu, KOTopble NoAAEePXNBAOT TONbKO
nonocy nponyckaHus kaHana 20 MIy;

e Upper — nepBuYHbIM KaHasioM byaeT BepxHuii kaHan 20 MI'y, B nonoce 40 MIy;
e Lower — nepBMYHbIM KaHa/loM ByaeT HKHWI kaHan 20 MIy, B nonoce 40 MIy,

e MowHocmb cueHasna, 0bm — perynmpoBka MoLHOCTY curHasia nepegarynka Wi-Fi B abm. MpruHumaeT

3HayeHune oT 3 4o 16 gbm.
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© B cnyuae, ecnun B cncke «OrpaHNuMTL CINCOK KAHA/IOB» YKa3aH HeoCTYMHbI Ans BbiGopa kaHas, To

OH OyZeT OTMeYeH cepbiM UBETOM. [11A TOro Ytobbl HoBas KOH(UTypauns bbiia NpYMeHeHa Ha TOUKY
[ocCTyna, B cnuncke «OrpaHnynTb CMMCOK KaHaUu10B» AO/DKHbI ObITb YKa3aHbl TOMIbKO AOCTYMHbIE
(BblAENEHHBIE CUHUM LBETOM) KaHaslbl.
Mpumep. Ha Touke fgocTyna ewe He NPOM3BOAUIOCH HUKAaKMX HACTPOeK, N0 ymonyaHuto Ha Radio 2.4
My, yctaHoBneHa «WnpuHa kaHana» 20 Ml'y, a B cnucke «OrpaHnYmTb CMMCOK KaHaU10B» YKa3aHbl
KaHasbl: 1, 6, 11.
[Jonyctum, Heo6xoaMMo ycTaHoBUTL NnapameTp «LLvpuHa kaHana», pasHblii 40 My, MNpu n3ameHeHun
JaHHoro napameTpa ¢ 20 My Ha 40 My, npoucxoguT cnegytoulee:

e OS5 peAakTUpoBaHNs OTKpbiBaeTcs napameTp «OCHOBHOW KaHas1», MPUHUMAIOLLMIA 3Ha4YeHne no

ymMon4yaHuio «Lower»,
e kaHau1 11 B cnucke «OrpaHNYnTb CNMCOK KaHa/10B» MEHSAET CBOW LBET C CUHETO Ha Cepblii.

Ecnu nameHnTb napameTp «lUnpuHa kaHana» Ha 40 ML, 1 He yaannTb «Cepble» KaHaslbl U3 CNUCKa, TO
NPV HAXaTUK Ha KHOMKy «[puMeHNTb» B Gpay3epe NosiBUTCS oLuMOKa «BBefeHHble faHHble coaepxaT
OLWNGKN. MI3MEHEHNA He Bbl/IN NPUMEHEHbI». COOTBETCTBEHHO, KOHCDUIypaLMsa TOYKM focTyna
M3MEHEHA He ByAeT. DTO NPOUCXOAUT NO MPUYMHE TOTO, YTO KaHaslbl, BblAENEHHbIE CEPLIM LIBETOM B
cnmcke «OrpaHnYnTbL CMMCOK KaHa/I0B», HEe NOAXOAAT nog onpeaeneHne «OCHOBHOW kKaHas» = Lower.

B pasgene «[JononHnTeIbHO» OCYLLECTBASAETCS HACTPOIiKa AONOMHMTENbHbLIX NapaMeTpoB paanonHTepdeica
yCTpoiicTBa.

[ONONHUTENBHO v

OBSS Coexistence
KaHanbHaA cKkopocTb nepeaayu Auto v
KOpOTKMI 3aLMTHBIA MHTEPBAN
STBC
Mepwoa otnpasku cnyxebHbIX COOOLEHUIA, MC 100
Mopor pparmeHTaymm 2346
Mopor RTS 2347
Arperauums
Kopotkas npeambyna

Wewnnep Broadcast/Multicast, nak/c

Legacy Rate Sets Rate (Mbps) 54 48 36 24 18 12 1 9 6 5.5 2 1

Supported
Basic
Wi-Fi Multimedia (WMM)
Pennukauyna ARP
Pexum pabotel DHCP Snooping replace v
Onuus 82 dopmar CID APMAC-SSID v
Onuus 82 dopmar RID ClientMAC v

®opmat MAC-agpeca AABB:CC:DD:EE:FF v

Bxnwounts QoS

+ MpumeHnTs X OTmeHa

e OBSS Coexistence — pexnum aBTOMaTMUYECKOro YMEeHbLLEHNSA LUNPUHBI KaHaa Npu 3arpy>KeHHom
pagnoadupe. MNMpu yctaHOBNEHHOM ch/iare pexxmm BK/THOYEH;

* KaHa/lbHasi ckopocmb repedayu — (PUKCUPOBaHHasi CKOPOCTb 6eCrnpoBOAHON Nepefayn faHHbIX,
onpepensiemas cneuudonkaumsamm ctaHgaptos IEEE 802.11;
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Kopomkul 3awjumHbIli uHmepsas — NOLAEPXKKa YKOPOUEHHOTO 3aLlUTHOro MHTepBana. Touka gocrtyna
nepegaeT AaHHble, NCNO/b3ys 3aluTHbI nHTepBan B 400 He (BMecTo 800 HC) npu 06LLeHNM C
K/IMeHTaMu, KOTopble Takke NoAAePXMBaOT KOPOTKUIA 3alLMTHBIA NHTepBaJl.
STBC — meTo, NpOCTPaHCTBEHHO-BPEMEHHOIO 6/104HOM0 KOAMPOBAHWS, HanpaB/eHHbIV Ha MNOBbILLIEHNE
HafeXHOCTV nepefayv faHHbIX. [1one 4OCTYNHO, TO/IbKO eC/N BbIGPaHHbIN pexum paboTbl
pagnovHTepdelica BknovaeT B cebs 802.11n. Mpm yctaHOBNEHHOM hiiare yCTpoicTBO nepegaeT oanH
NOTOK [aHHbIX Yepe3 HEeCKO/IbKO aHTeHH. Ecnn donar He ycTaHOBNEH, YCTPOWCTBO He nepefaeT O4NH 1
TOT e MOTOK AaHHbIX Yepe3 HECKOJIbKO aHTEHH,;
lMepuod omnpasku c/yxebHbIX coobweHuUl, MC — Nepuog Nocbinkn Beacon-gopeinmoBs. ®peiimbl
nepeparoTcs Ana obHapyXXeHust ToUkK fgocTyna B achupe. MapameTp npuHnmaeT 3HavyeHus 20—2000 mc,
no ymonyaxuio — 100 mc;
lMopoe ¢hpaemeHmayuu — nopor oparmeHTaumm dperima, B 6antax. MprHuMaeT 3HaveHns 256-2346,
no ymonyaHuio — 2346;
Mopoe RTS — ykas3blBaeT ynco 6aiiT, yepes KoTopoe nocbliaeTcs 3anpoc Ha nepegady (Request to
Send). YMeHbLUEHVE [aHHOT0 3HAUYEHWSA MOXET Y/yulunTb paboTy TOUKM A0CTyNa npu 60/1bLIOM
KO/INYeCcTBe NOAKMHOUYEHHbIX K/IMEHTOB, O4HAKO 3TO YMeHbLUaeT 06LLYyH NPOMYyCKHY CNOCOOHOCTb
6ecnpoBogHoii ceTu. MpuHMmaeT 3HaveHns 0—2347, no ymonyanuo — 2347,
Aepezayusi — BknodeHne nogaepxkn AMPDU/AMSDU;
Kopomkasi npeambysia — ncnonb3oBaHue KOPOTKOW npeambysibl NakeTa,;
Llledinep Broadcast/Multicast, nak/c — npn ycTaHOBIEHHOM do/iare BbINOIHSAETCA orpaHnyeHne
nepefaun LWIMPOKOBeLLaTeIbHOro/My/ibTUKACcTOBOro Tpadmka no 6ecnpoBogHol ceTu. Jiumnt ans
LUMPOKOBELLLATE/ILHOTO TPaghmka MOXHO yKa3aTb B NOSBUBLLEMCSA OKHe (nak/c);
Legacy Rate Sets — nogaepXxvBaemble 1 TPAHCMPyEMble TOUKONM A0CTyna Habopbl KaHa/IbHbIX
cKopocTei;
Wi-Fi Multimedia (WMM) — BkntoueHune nopaepxkn WMM (Wi-Fi Multimedia);
Pennukayusi ARP — mexaHn3M KoHBepTupoBaHusa ARP-3anpocoB u3 Broadcast B Unicast;
Pexum pabomsl DHCP Snooping — BbI6op nonntukn o6pabotkm DHCP onuun 82. locTynHble 3HaYeHNs
Ana Bolbopa:
e jgnore — obpaboTka onumn 82 oTKNoUeHA. 3HaYeHNe No YyMOYaHWIo,
* remove — To4Ka AOCTyna yganseTt 3HayeHve onuum 82;
* replace — Touyka focCTyna NOACTaBASET WK 3aMeHseT 3HadeHne onuun 82. Mpu BbIGOpe faHHOIo
3HaYeHnA ONA pefakTUpPOBaHUA OTKPbIBAKOTCA Creaylowme napaMmeTpsbl:
e Onyus 82 gpopmam CID — 3ameHa 3HaueHuns napameTpa CID, MOXeT npuHnUMaTh 3Ha4YeHUS:
e APMAC-SSID — 3ameHa 3HayeHusa napametpa CID Ha <MAC-agpec Touku goctyna>-
<nmsa SSID>. 3HaveHne Mo YMOSTHaHUI;
e SSID — 3ameHa 3HauyeHus napameTpa Ha umsa SSID, K KOTOPOMY MOAKNHOYUEH KITNEHT;
e custom — 3amMeHa 3HayeHus napametpa CID Ha 3HayeHVe, yka3aHHOe B
napametpe «Onuus 82 yHukasibHbIin CID»;

e Onyus 82 yHuUKa/ibHbIl CID — Nnpon3Bo/ibHas cTpoka 4o 52 CMMBOJIOB, KOTopas
oynet nepegasatbes B CID. Ecnu 3HaveHne napameTpa He 3a4aHo, TO ToYKa
poctyna éyaet nameHsTb CID Ha 3HavyeHue no ymonyaHuio — APMAC-SSID;

e Onyus 82 gpopmam RID — 3ameHa 3HavyeHua napametpa RID, moxeT npuHnmartb
crnefyoume 3Ha4yeHus:

e ClientMAC — n3meHaTb cogepxmmoe RID Ha MAC-agpec KNMEHTCKOro yCTponcTaa.
3HayeHune Nno yMos4aHuio;

e APMAC — n3meHATb cogepxmmoe RID Ha MAC-agpec Toukun goctyna;

e APdomain — nameHaTb cogepxmmoe RID Ha JOMEH, B KOTOPOM HaxoAmMTCs Touka
[ocTyna;

e custom — n3MeHATb cogepxmmoe RID Ha 3HaueHune, ykazaHHOe B napameTtpe «Onuns
82 yHukasibHbI RID»;

e Onyus 82 yHUka/ibHbIlU RID — npon3BosibHasa cTpoka o 63 cMBOJIOB, KOTOpas
6ynet nepegasatbes B RID. Ecnv 3HavyeHne napaMeTpa He 3afaHo, TO ToUKa
poctyna éyaet nameHaTb RID Ha 3HauyeHme no ymondaxuto — ClientMAC;

e ®opmam MAC-adpeca — BblbOp pasgenuTeneli oktetoB MAC-agpeca, KOTopblil nepegaeTcs
8 CID n RID:
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e AA:BB:CC:DD:EE.FF — B KayecTBe pasfenMtens BbiCTynaeT 3HaK ABOETOUUSA.
3HayeHue Nno ymos4aHuio;
e AA-BB-CC-DD-EE-FF — B KauecTBe pa3fe/niMTesia BbICTyNaeT 3HaK TUpe.
e Bkrodumbs QoS — npu yCTaHOB/IEHHOM hare AoCTynHa HacTpoiika dyHKUMIA o6ecneyeHmns KayecTsa
o6cnyxusanua (Quality of Service).

[N HACTPOIiKM o6ecneyeHnst KauecTBa 06C/TyXXMBAHWUA AOCTYNHbI CeaytoLme hyHKLUN:

AP EDCA Parameters
Ouepeas AIFS cwMin cwMax TXOP Limit
Data 3 (®0H) 5 v 028 v o
Data 2 (Best Effort)

Data 1 (Bueo)

Data 0 (Fonoc)

Station EDCA Parameters
Ouepens AIFS cwMin cwMax TXOP Limit

Data 3 (QoH)

Data 2 (Best Effort)

Data 1 (Buaeo) 2 B

Data 0 (Fonoc)

e AP EDCA parameters — Ta65uLa HacTpoek napaMeTpoB TOUYKM AocTyna (Tpadmk nepeaeTcsi OT TOUKM
[0CTYNa K K/IMEHTY):

e Oyepedb — NpeponpesesieHHble ovepean AN pas/iMyHoro poga Tpaduka:

e Data 3 (®0oH) — HM3KONPMOPUTETHAA oYepeapb, BbICOKasi MPOMNYCkHasi CNoCOBHOCTb
(npuoputeTbl 802.1p: cs1, cs2;

e Data 2 (Best Effort) — cpegHenpuoputeTHas ouepefb, CPEAHsIS NPonyCckHasi CNOCOBHOCTL U
3a/epxka. B gaHHyto ovepeb oTnpasiseTcs 601bLUNHCTBO TPAAULUNOHHBIX IP-AaHHbIX
(npnoputeTbl 802.1p: cs0, cs3);

e Data 1 (Budeo) — BbICOKONPUOPUTETHASI oUuepe/b, MMHUMasIbHbIE 3aA4ePXKKU. B aaHHOM
oyepeaum aBTOMaTMyeCK/ 0bpabaTbiBalOTCA BUAEOAaHHbIE, YYBCTBUTEIbHbIE K BPEMEHN
(npnoputeTbl 802.1p: cs4, cs5);

e Data 0 (F'os10c) — BbICOKONpPUOPUTETHAS OYepe/ib, MUHUMabHbIE 3aePXKN. B aaHHO
oyepeaum aBTOMaTMYeCK/ 06pabaTbiBalOTCA AaHHble, HyBCTBUTE/IbHbIE K BDEMEHM, TaKne Kak
VolIP n notokoBoe Buaeo (npuoputetsbl 802.1p: cs6, cs7).

AIFS — Arbitration Inter-Frame Spacing, onpegensieT Bpemsi oxuaaHus kaapos (opeiimoB)
OaHHbIX, U3MepseTcs B c/ioTax, MpUHUMaeT 3HadeHnsa 1-255;

e cWMin — HavyaslbHOE 3HaYeHne BPeEMEHN OXUAaHUA nepen NoBTOPHOW OTNPaBKoW Kaapa,
3a4aeTcd B MUIIMCEKyHAaxX, NpuHuMaeT 3HaveHna 1, 3,7, 15, 31, 63, 127, 255, 511, 1023.
3HayeHre cwMin He MOXeT npeBbIWaTh 3HavyeHne cwMax;

e cwMax — Makc/MasibHOe 3HauYeHVe BpeMeHn OXnaaHusa nepes NoBTOPHON OTNPaBKoWN kaapa,
3aaeTcd B MUMCEKyHAaxX, NnpuHumaeTt 3Havenna 1, 3,7, 15, 31, 63, 127, 255, 511, 1023.
3HayeHre cwMax [O/IKHO 6bITb 60/bLUE 3HaYeHUss cwMin;

e TXOP Limit — napamMeTp UCMOMb3yeTCA TO/IbKO ANA AaHHbIX, NnepefaBaeMbiX OT KfMeHTa [0 TOYKK
foctyna. Bo3amMoXHOCTb nepefayn — MHTepBasl BpEMEHW B MUIJIUCEKYHAAX, KOrAa KIIMeHTcKas
WME-cTaHums nmeeT npasa MHULMMPOBAaTh nepefady AaHHbIX Mo 6ecnpoBOAHON cpefe K ToUke
A0CTyna, MakcumMmasibHoe 3HavyeHne 65535 munancekyHa,

e Station EDCA parameters — Tabnmua HaCcTpoeK napameTpoB kneHTa (Tpadvk nepefaeTcs oT KIMeHTa
[10 TOYKM focTyna). OnucaHue nosei TabnunLbl NPMBEAEHO BbILLE.

[Nsi BCTYN/IEHUSI B CU/TY HOBOM KOHQOUIypaLuy 1 3aHECEHMS] HACTPOEK B 3HEPTOHE3aBUCHMYIO NaMsaThb
HaXKMUTE KHOMKY «MpUMEHNTb». 151 OTMEHbI U3MEHEHWNI HaXXMUTE KHOMKY «OTMEHA».
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6.5.2 MNogmeHto «Radio 5 My

PykoBoacTtBo no akcnnyataunn WOP-2L

B noameHto «Radio 5 MTu» ocyLecTBNATCA HACTPOIKM OCHOBHbIX MapaMeTpoB pagnonHTepdenca

YCTPOICTBa, paboTatowero B guanasoHe 5 'y,

MOHUTOPUHF Radio VAP WDS CeTeBble HaCTPONKN BHelwuHne cepBuChbl Cucrema ru v (BbIXOA)

cTEX  wopP-2L

Radio 2.4 Ty Ob6une

Radio 5 'y » Pexum |IEEE 802.11a/n/ac v
[MononHutensHo ABTOMaTUYECKWIA BbIGOP KaHana

OrpaHn4uTb CNMCcoK KaHanos

LLnpuHa kaHana, My 20 v

MouwHocTb curHana, ogbm 19 v

[ononHuTenNbHO v

Pexum — pexum paboTbl MHTepdelica cornacHo cneayowmum ctaHgapTam:

e |EEE 802.113;

e |EEE 802.11a/n;

e |EEE 802.11a/n/ac.
Asmomamudyeckull 8bI60p KaHas1a — NPy YCTaHOB/IEHHOM (piare Touka AocTyna 6yaeT aBToMaTuyecku
BblGMpaTb HaMMeHee 3arpy>XeHHbli pagnokaHan ans pabotsl Wi-Fi uHTepdieiica. Mpu cHATOM dhnare
OTKpbIBAeTCs AOCTYN /15 YCTaHOBKM CTaTuyeckoro paboyero kaHana.
KaHasn — BbIGOp KaHau1a nepefayn faHHbIX.
OepaHuyums CrnucoK KaHas108 — Npu yCTaHOBIEHHOM chiiare Touka gocTyna 6yaeT ncnonb3oBatb
OrpaHMyeHHbIN Nosib3oBaTesieM CMUCOK KaHaU10B 419 paboTbl B aBTOMaTUYECKOM pexnme Bblbopa
kaHana. Ecnu dpnar HanpoTme «OrpaHnMynTb CNMCOK KaHaI0B» He YCTaHOBJ/IEH WU B CMICKE
OTCYTCTBYIOT KaHaJlbl, TO TOYKa A0CTyna 6yaeT BblbupaTb pabounii kKaHan N3 BcexX AOCTYMHbIX KaHa/10B
AaHHoro ananasoHa yacToT. KaHasbl guanasoHa S 'Tu: 36-64, 132-144, 149-165.
WupuHa kaHana, My — WwypyHa Nosockl YacToT KaHas1a, Ha KOTOpoM paboTaeT Touka 4oCTyna,
npuHumaet 3HadveHus 20, 40 n 80 MI'u.
OCHOBHOU KaHa/1 — NapamMeTp MOXET ObITb U3MEHEH TOJIbKO NPW MPOMNYCKHOW CNOCOBGHOCTU CTaTUYeCcKm
3aflaHHOro kaHana pasHoit 40 MITy. KaHan 40 MIMy, MOXHO cuMTaTb COCTOSLMM 13 ABYX KaHasoB no 20
MI L, KOTOpble rpaHuyYaT B YaCcTOTHOM 061acTu. 3Tn ABa kaHana 20 My Ha3bIBaOT NEPBUYHBIM U
BTOPUYHBbIM KaHas1iamu. MepBUYHbIA KaHa! UCNOb3YeTCH KNNeHTaMu, KOTopble NoAAEPXMBAIOT TO/IbKO
nosiocy nponyckaHusa kaHana 20 MIru;

e Upper — nepBUYHbIM KaHasI0M byaeT BepxHuii kaHan 20 My, B nonoce 40 My,

e Lower — NePBUYHbIM KaHasloM 6yaeT HMxXHUIA kaHan 20 MMy, B nonoce 40 MIy,.
MowHocmb cueHasia, 0bm — perynuposka MoLHoOCTK curHana nepegaryunka Wi-Fi B gbm. MpuHumaeT
3Ha4veHne ot 11 go 19 abm.
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© B cnyuae, ecnun B cncke «OrpaHNuMTL CINCOK KAHA/IOB» YKa3aH HeoCTYMHbI Ans BbiGopa kaHas, To

OH OyZeT OTMeYeH cepbiM UBETOM. [11A TOro Ytobbl HoBas KOH(UTypauns bbiia NpYMeHeHa Ha TOUKY
[ocCTyna, B cnuncke «OrpaHnynTb CMMCOK KaHaUu10B» AO/DKHbI ObITb YKa3aHbl TOMIbKO AOCTYMHbIE
(BblAENEHHBIE CUHUM LBETOM) KaHaslbl.
Mpumep. Ha Touke fgocTyna ewe He NPOM3BOAUMIOCH HUKAKMX HACTPOEK, N0 ymonyaHuo Ha Radio 5
My, yctaHoBneHa «WnpuHa kaHana» 20 Ml'y, a B cnucke «OrpaHnYmTb CMMCOK KaHaU10B» YKa3aHbl
kaHasbl: 36, 40, 44, 48.
[Jonyctum, Heo6xoaMMo ycTaHoBUTL NnapameTp «LLvpuHa kaHana», pasHblii 40 My, MNpu n3ameHeHun
JaHHoro napameTpa ¢ 20 My Ha 40 My, npoucxoguT cnegytoulee:

e OS5 peAakTUpoBaHNs OTKpbiBaeTcs napameTp «OCHOBHOW KaHas1», MPUHUMAIOLLMIA 3Ha4YeHne no

ymonyaxuto «Upper,
e kaHas1bl 36 1 44 B crnucke «OrpaHNYnTb CNINCOK KaHa/10B» MEHSAIOT CBOW LBET C CMHETO Ha CepbIl.

Ecnu nameHnTs napameTp «lUnpnHa kaHana» Ha 40 ML, 1 He yaanuTb «Ccepble» KaHaslbl U3 CNUCKa, TO
NPV HAXaTUK Ha KHOMKy «[puMeHNTb» B Gpay3epe NosiBUTCS oLuMOKa «BBefeHHble faHHble coaepxaT
OLWNGKN. MI3MEHEHNA He Bbl/IN NPUMEHEHbI». COOTBETCTBEHHO, KOHCDUIypaLMsa TOYKM focTyna
M3MEHEHA He ByAeT. DTO NPOUCXOAUT NO MPUYMHE TOTO, YTO KaHaslbl, BblAENEHHbIE CEPLIM LIBETOM B
cnmcke «OrpaHuYnTb CMMCOK KaHa/I0B», He NOAXOAST nog onpeaeneHne «OCHOBHO kaHasn» = Upper.

B pasgene «[JononHnTeIbHO» OCYLLECTBASAETCS HACTPOIiKa AONOMHMTENbHbLIX NapaMeTpoB paanonHTepdeica
yCTpoiicTBa.

[loNoNHUTENbLHO v
0OBSS Coexistence
KaHanbHaA CKOpOCTb Nepeaayu Auto v
Moaaepxka DFS Brniouexo v
KOpOTKMiA 3aLYNTHBIM MHTEPBAN
STBC
Mepuoa otnpasku cnyxebHbix CooSLEeHUA, MC 100
Mopor parmeHTaumu 2346
Mopor RTS 2347
Arperaums
KopoTtkas npeambyna

Wewnep Broadcast/Multicast, nak/c

Legacy Rate Sets Rate (Mbps) 54 48 36 24 18 12 9 6

Supported /]
Basic
Wi-Fi Multimedia (WMM)
Pennukayna ARP
Pexum pabotel DHCP Snooping replace v
Onums 82 dopmar CID APMAC-SSID v
Onuus 82 dopmar RID ClientMAC v

®opmat MAC-aagpeca AA:BB:CC:DD:EE:FF v

Bxnwounts QoS

+ MpuMeHnTL X OTmeHa

e OBSS Coexistence — pexvmMm aBTOMaTUY4eCKOrO YMEHbLUEHUSA LWMPUHbI KaHana npuv 3arpy>KeHHoMm
pagunoacmpe. Mpu ycTaHOBNEHHOM (hfiare pexuviM BK/IOYEH;
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KaHasibHasi ckopocme nepedayu — hrKcupoBaHHas CKOPOCTb 6ecnpoBOAHON Nepefayn gaHHbIX,
onpegensemas cneundukaumamm ctaHgaptos IEEE 802.11;
lModdepxxka DFS — mexaHn3m guHamMU4eckoro Bblbopa 4acToTbl. TpebyeT 0T 6eCnpoBOAHbIX YCTPONCTB
CKaHMpoBaTb pagmnoadoup v n3beraTb UCMNOSIb30BaHNA KaHa10B, COBMaZaloLwmnx ¢ KaHaiamm, Ha KOTopbIX
paboTalT pagnonokaLoHHble cuctemMsl B 5 L, Anana3oHe:
* Bbik/1l04eHO — MexaHn3M BblkoyeH. DFS-kaHasibl He JoCTynHbI 418 BbI6OPa;
* BK/Il04EHO — MeXaHN3M BK/THOYEH;
e [IpuHyoume/isHO — MexaHu3Mm BbIKNoYeH. DFS-kaHanbl JOCTYNHBI 4718 BbiGopa.
Kopomkul 3awjumHbIli uHmepsas — NOLAEPXKKa YKOPOUEHHOTO 3aLlUTHOro MHTepBana. Touka gocTtyna
nepegaeT fAaHHble, NCNO/b3ys 3aluTHbI nHTepBan B 400 He (BMecTo 800 HC) npu 06LLeHNM C
KIMeHTaMu, KOTopble Takke NoAAEePXMBAOT KOPOTKUIA 3alMTHBIA NHTepBaUT,
STBC — meTo, NpOCTPaHCTBEHHO-BPEMEHHOIO 6/104HOM0 KOAMPOBAHWS, HanpaB/ieHHbIV Ha MNOBbILLEHNE
HafeXHOCTW nepefayuv faHHbIX. [lone 4OCTYNHO, TO/IbKO eCN BbIGPaHHbIN pexum paboTbl
pagnovHTepdelica BknovaeT B cebs 802.11n. Mpm yctaHOBNEHHOM hiiare yCTpoicTBO nepegaeT oanH
NOTOK [aHHbIX Yepe3 HEeCKO/IbKO aHTeHH. Ecnn donar He ycTaHOBNEH, YCTPOWCTBO He nepefaeT O4NH 1
TOT e MOTOK AaHHbIX Yepe3 HECKOJIbKO aHTEHH,;
lMepuod omnpasku c/yebHbiX coobweHUl, MC — Nepuog Nocbinkn Beacon-gopeinmoBs. ®peiimbl
nepeparoTcs Ana o6HapyXXeHUs TOUKM AocTyna B achmpe, npuHuMaeT 3HadveHnsa 20—-2000 mc, no
ymonyanuio — 100 mc;
lMopoe ¢hpacmeHmayuu — nopor oparmeHTaumm dperima, B 6antax. MprHuMaeT 3HaveHns 256-2346,
no ymonyaHuio — 2346;
Mopoe RTS — ykasblBaeT unc/o 6aiiT, yuepes KoTopoe nocbliaeTcs 3anpoc Ha nepegady (Request to
Send). YMeHbLUEHVE [aHHOT0 3HAUYEHWSA MOXET Y/IyulunTb paboTy TOUKM A0CTyNa npyu 60/1bLIOM
KO/INYecTBe NOAKMNHOUYEHHbIX KIMEHTOB, O4HAKO 3TO YMeHbLUaeT 06LLYyH NPOMYyCKHY CNOCOOHOCTb
6ecnpoBofHoi ceTu. MpuHumaeT 3HayeHnsa 0—2347, no ymonyaHuo — 2347;
Aepezayusi — BknodeHne nogaepxkn AMPDU/AMSDU;
Kopomkasi npeambynia — ncnonb3oBaHue KOPOTKO npeambysibl NakeTa;
Llledinep Broadcast/Multicast, nak/c — npn ycTaHOBIEHHOM do/iare BbINOIHAETCA orpaHMyeHme
nepefaun LUMPOKOBeLLaTe/IbHOro/My/ibTUKACcTOBOro Tpadmka no 6ecnpoBogHol ceTu. Jiumnt ans
LUMPOKOBELLLATE/ILHOTO TPaghmka MOXHO yka3aTb B NOSBUBLLEMCSA OKHe (nak/c);
Legacy Rate Sets — nogaepXxvBaemble 1 TPAHCNMPYyEMble TOUKONM A0CTyNa Habopbl KaHA/IbHbIX
cKopocTei;
Wi-Fi Multimedia (WMM) — BkntoueHune nopaepxkn WMM (Wi-Fi Multimedia);
Pennukayusi ARP — mexaHn3M KoHBepTupoBaHusa ARP-3anpocoB u3 Broadcast B Unicast;
Pexum pabomsl DHCP Snooping — Bbl6op nonutukn obpabdotkn DHCP onunu 82. locTynHble 3HAaYeHUA
Ana Bolbopa:
e jgnore — obpaboTka onuuun 82 oTk/IoYeHa. 3Ha4YeHre No YMOJTHaHWIO;
* remove — To4Ka AOCTyna yganseTt 3HayeHve onuun 82;
* replace — Touyka foCTyna NOACTaBASET WK 3aMeHseT 3HadeHne onuun 82. Mpu BbIGope faHHOro
3HaYeHnA ONA pefakTMpPOoBaHUA OTKPbIBAOTCA Crefylowme napaMmeTpsbl:
e Onyus 82 gpopmam CID — 3ameHa 3HaueHns napameTpa CID, MOXeT npuHnMaTh 3Ha4YeHUS:
o APMAC-SSID — 3ameHa 3Ha4veHus napameTtpa CID Ha <MAC-agpec Toukn goctyna>-
<nmsA SSID>. 3HaueHne Mo YMOSTHaHUI;
e SSID — 3aMeHa 3Ha4veHunsa napameTpa Ha ums SSID, k KoTopoMy NOAKNIOYEH K/TUEHT;
e custom — 3amMeHa 3HayeHus napametpa CID Ha 3HayeHVe, yka3aHHOe B
napametpe «Onuus 82 yHukasibHbIin CID»;

e Onyus 82 yHukasbHbIlU CID — npon3BosibHasA CTpoKa 40 52 CMMBOJIOB, KOTOpas
oyaet nepegasatbes B CID. Ecnuv 3HaveHne napameTpa He 3a4aHo, TO ToYKa
poctyna éyget nameHsTb CID Ha 3HavyeHue no ymonyaHuio — APMAC-SSID.

e Onyus 82 gpopmam RID — 3ameHa 3HavyeHua napametpa RID, moxeT npuHnumartb
crnefyoue 3Ha4yeHus:
e ClientMAC — n3meHaTb cogepxmmoe RID Ha MAC-agpec KNMEHTCKOro yCTponcTBa.
3HayeHune Nno ymos4yaHuio;
e APMAC — n3meHATb cogepxmnmoe RID Ha MAC-agpec Toukun goctyna;
e APdomain — nameHaTb cogepxmmoe RID Ha JOMEH, B KOTOPOM HaxoAmMTCs Touka
[ocTyna;
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e custom — n3MeHATb cogepxmmoe RID Ha 3HaueHune, ykazaHHOe B napameTtpe «Onuns
82 yHukasibHbI RID»;

e Onyus 82 yHUKa/ibHbIlU RID — npon3BosibHasa cTpoka o 63 cMMBOJIOB, KOTOpas
6ynet nepegasartbes B RID. Ecnv 3HavyeHre napaMmeTpa He 3afaHo, TO ToUKa
poctyna éyaet nameHaTb RID Ha 3HadyeHne no ymonyaruio — ClientMAC.

e ®opmam MAC-adpeca — BblbOp pasgenuTeneli oktetoB MAC-agpeca, KOTopblil nepegaeTcs
8 CID n RID:
e AA:BB:CC:DD:EE.FF — B KayecTBe pasfenMtens BbiCTynaeT 3HaK ABOETOUUSA.
3HayeHune Nno ymMos4aHuio;
e AA-BB-CC-DD-EE-FF — B KauecTBe pa3feniMTesia BbICTyNaeT 3HaK TUpe.
e Bkrodumbs QoS — npu yCTaHOB/IEHHOM hare A0CTynHa HacTpoiika dyHKUMIA o6ecneyeHmns KayecTsa
o6cnyxusanua (Quality of Service).

[N HACTPOIiKM o6ecneyeHnst kKauecTBa 06C/TyXXMBAHWUA AOCTYNHbI CeaytoLme hyHKLU:

AP EDCA Parameters
Ouepeas AIFS cwMin cwMax TXOP Limit

Data 3 (®oH)

Data 2 (Best Effort)

Data 1 (Buaeo) 1 7 v 15 v 9

Data 0 (Fonoc)

Station EDCA Parameters
Ovepeas AIFS cwMin cwMax TXOP Limit

Data 3 (®oH)

Data 2 (Best Effort)

Data 1 (Bugeo) 2 7 v 5 v 9

Data 0 (Fonoc) B 5 . , . P

e AP EDCA parameters — Tabnvua HacTpoOeK NnapaMeTpoB TOUKM AocTyna (Tpadvk nepegaeTcs OT TOUKU
[0CTYNa K K/IMEHTY):

e Oyepedb — NpefonpefesieHHble ovepean A1 pas/iMyHoro poga Tpaduka:

 Data 3 (®0oH) — HU3KONPMOPUTETHASA OYepesb, BbiCOKasi NPOMYyCKHas CNOCOBHOCTb
(npuoputeTbl 802.1p: cs1, cs2).

e Data 2 (Best Effort) — cpegHenpuoputeTHas ouepeflb, CPeAHSS NPonyckHas CNoCOBHOCTb U
3afiepxka. B gaHHyt0 ouyepepb oTnpasnseTcs 60/1bLUNHCTBO TPAOULMOHHBIX IP-AaHHbIX
(npnoputeTbl 802.1p: cs0, cs3);

e Data 7 (Budeo) — BbICOKONPMOPUTETHASA ouepeb, MUHUMasIbHblE 3aAepPXKW. B AaHHO
oyepeau aBTOMaTMYECKN 06pabaTbiBalOTCA BUAEOAAHHbIE, YYBCTBUTEIbHbLIE K BPEMEHN
(npnoputeTbl 802.1p: cs4, cs5);

e Data 0 (Fos10c) — BbICOKONPMOPUTETHAA oUepeb, MUHMasIbHbIE 3aAePXKW. B aHHO
oyepeau aBTOMaTMYECKM 06pabaTbiBalOTCA AaHHbIE, HYBCTBUTE/IbHbIE K BDEMEHM, TAKMe Kak
VolP n notokoBoe Bugeo (npuoputeTbl 802.1p: ¢cs6, cs7).

o AIFS — Arbitration Inter-Frame Spacing, onpeaensieT Bpemsi oxuaaHus kagpos (chpeiiMoB)
[JaHHbIX, U3MepseTcs B cnotax, NPUHUMaeT 3HavyeHunsa 1-255;

e cwMin — HavalbHOE 3HaYeHVe BpeMeHy OXuaaHusa nepes noBTOPHON OTNPaBKol Kaapa,
3afiaeTca B MUIINCEKyHAAX, NpuHMMaeT 3HadveHusa 1, 3,7, 15, 31, 63, 127, 255, 511, 1023.
3HauveHne cwMin He MOXeT npeBbIWwaTtb 3HadyeHne cwMax;

e cwMax — MakcumasibHOe 3HaYeHVe BpeMeHy OXuaaHus nepes noBTOPHOM OTNpaBKol Kaapa,
3afiaeTca B MUIINCEKyHAAX, NpuHMMaeT 3HadveHusa 1, 3,7, 15, 31, 63, 127, 255, 511, 1023.
3HadeHne cwMax go/mKHO ObITb 60MbLLE 3HAYeHNA cwMin;

e TXOP Limit — napameTp UCMNOJIb3YeTCA TOMbKO AJ/1A AAaHHbIX, NepefaBaeMbIX OT K/IMeHTa 0 TOUKU
focTtyna. Bo3mMOXHOCTb nepefayn — MHTepBasl BDEMEHW B MUTIJIUCEKYHAAX, KOTAa K/TMEeHTCKas
WME-cTaHums umeeT npasa MHMLMMpOBaTh nepegady AaHHbIX N0 6ecnpoBOAHOI cpefe K ToUke
[0CTyna, MakcMasibHoe 3HaveHne 65535 MuinncekyHa.
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e Station EDCA parameters — Tabmua HacTpOeK napameTpoB KneHTa (Tpadvk nepefaeTcs OT KIMeHTa
[0 TOYKKM focTyna). OnucaHune nonei Tabnunubl NPMBEAEHO BbILLE.

,ﬂ.ﬂﬂ BCTYMJ/ieHNA B CUNy HOBOA KOH(*)I/IpraLIII/II/I N 3aHECEHUNA HACTPOEK B IHEPIroHE3aBUCUMYIO NaMATb
HaXXMNUTE KHOIMKY «rlpVIMeHI/ITb». ﬂ,}'lﬂ OTMEHbI U3MEHEHWIA HAXMUTE KHOMKY «OTMeHa».
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6.5.3 MNoameHto «[onosHUTENBHO»

B nogmeHo «[LononHNTeNbHO» OCYLLECTBSETCSA HACTPOIiKa AOMONHUTE bHbLIX NapaMeTpoB
pagnovHTepdelicoB ycTpolicTaa.

elTexX wop-2L

MOHWTOPUHT Radio VAP WDS CeTeBble HaCTPOWUKK BHelHWe cepBuChbl Cuctema u ~ BblXoA,

Radio 2.4 Iy [JononHutensHo

Radio 5y, CrpaHa Poccua v [0 Pasbnokuposats

ImoBanbHaa usonauna O

e CmpaHa — Ha3BaHve CTpaHbl, B KOTOPOI paboTaeT Touka gocTyna. [ Bbibopa CTpaHbl Hy)HO
BbICTaBUTb chnar «Pa361okMpoBaTthb». B 3aBMCMOCTY OT YKa3aHHOrO 3HaYeHWs1 GyayT NPUMEHEHbI
OrpaHNYeHNs K NOI0Ce YacToT U MOLLHOCTY NepeAaTyrika, KoTopble AeliCTBYIOT B aHHol cTpaHe. OT
YCTaHOB/IEHHOW CTpaHbl 3aBUCUT CMIUCOK AOCTYMHbIX YACTOTHbIX KAHA/IOB, YTO B/INSET HA
aBTOMaTMYECKMi1 BbIGOP KaHana B pexumMe Channel = Auto. Ecnv knveHTckoe 060pyoBaHve
JMLEH3VPOBAHO /151 UCMO/b30BaHNSA B |PYroM PerMoHe, BO3MOXHO, YCTAHOBUTb CBSI3b C TOUKO
[OCTyna B TaKOM C/lyyae He yaacTcs.

[LoNONHWUTENBHO >

€@ HacTtpoiika nokasbHbIX (PervoHasbHbIX) OrpaHUyeHNiA, BKIoYas paboTy Ha paspeLleHHbIX YaCTOTHbIX
KaHasiax 1 BbIXOAHOW MOLLHOCTW, IBNSIETCS OTBETCTBEHHOCTHIO NHCTa/IATOPOB.

© BuLIGop HeNpaBUILHOMO PErMOHa MOXeT NPUBECTY K NPO6G/1eMaM COBMECTUMOCTY C PasHbIMY
K/TMEHTCKMMU YCTPOCTBaMM.

e [/106a/1bHast uU30/19yusi — Npu yCTaHOBIEHHOM ch/iare BK/I0HaeTCs U30NAUnsa Tpadmka Mexay
KnueHTamm pasHbix VAP 1 pasHbix pagnonHTepdeiicos.

[Nsi BCTYN/IEHUSI B CU/TYy HOBOI KOHQOUIypaLun 1 3aHECEHNS] HACTPOEK B 9HEPTOHE3aBUCKMYIO NaMsaThb
HaXKMUTE KHOMKY «MpUMEHNTb». 151 OTMEHbI U3MEHEHWI HaXXMUTE KHOMKY «OTMEHA».
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B meHi0 «VAP» BbINO/HAETCS HAcTpolika BUPTyasibHbIX Touek goctyna Wi-Fi (VAP).

6.6.1 TMogmeHo «CyMMapHO»

B noameHto «CymmapHO» oTobpaxatoTcsi HacTpoiiku Bcex VAP Ha pagmounHTepdeicax Radio 2.4 'y, n Radio
5 Ty. MOXXHO NOCMOTPETbL HACTPOIKN KaXKAOo BUPTYasibHOM TOUKM AocTyna B pasgenax VAP0O—-VAP6.

CymMmapHo >

24TTy

51Ty

24rTy | 5Ty

VAP  BKnK4eHO

VAPO (O

VAP1 O

VAP2 (O

VAP3 (O

Mokasatb BCE

Pexum
Pexum TpaHcnupoeath Band
6e30nacHOCTH VLANID SsiD SsiD Steer
BblIKnio4eHo
BblIKnio4eHo

BblIKnio4eHo

BbiIKnio4eHo

Wsonauyusa
a6oHeHTOB

e VAPO-VAP6 — nopsgKoBblii HOMep BUPTYyaslbHOW TOYKM JOCTYNa,
e Bk/1t04EeHO — NpY YCTaHOB/IEHHOM chiare BUpTyasibHasA Touka A0CTyna BK/IHOUYEHA, MHAYe — BbIK/TIIOYEHA;

* Pexum 6e3onacHocmu — TUN WNPoBaHNA AaHHbIX, UCMONb3YEMbIA HA BUPTYaslbHOM TOUKe JOCTYNa,

e VLAN ID — Homep VLAN, c KoToporo 6yaeT cHumMaTbes MeTka npu nepegade Tpaduka Wi-Fi knneHrtam,
NOAKNIOYEHHbIM K faHHoM VAP. Mpu npoxoxaeHun Tpadrika B 06paTHYt0 CTOPOHY Ha HETErMpPOBaHHbIM
Tpadhuk oT KIMeHTOB 6yaeT HaBelwmBaTbest MeTka VLAN ID (npu oTkntoueHHOM pexume VLAN Trunk);

e SSID — nms BUpTYyanbHON 6ecnpoBOAHON CeTy;

e TpaHcnuposamsb SSID — npu ycTaHOBNEHHOM doiare BKOUeHO BewaHue B adomp SSID, nHave —

BbIK/THOYEHO,

e Pexum Band Steer — npu ycTaHOBNEHHOM (h/iare akTMBHO MPUOPUTETHOE NOAK/IOYEHNE KNneHTa K S Iy

cetun. Ansa paboTbl hyHKUMN HYXXHO co3aaTtb VAP ¢ ognHakoBbiM SSID Ha kagoM pagmonHTepdieince un

aKTMBMpOBaTb Ha HUX napameTp «Pexum Band Steer»;
* /I30/1584usi abBOHEHMOB — NPV YCTAHOB/IEHHOM do/1are BK/IHOUEHAa U301AUNA Tpadurka Mexay KimeHTamm
B npegenax ogHon VAP.

[N BCTYNNEeHWs1 B CUY HOBOI KOHCOMIypaLMmn U 3aHECEHUST HACTPOEK B 9HEPTOHE3ABUCKMYHO NaMATb
HaXXMUTE KHOMKY «[pUMEHUTL». 115 OTMEHbI U3MEHEHUI HAXKMUTE KHOMKY «OTMEHa».
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6.6.2 MogmeHto «VAP»

CymmapHo VAP0  VAP1  VAP2  VAP3  VAP4  VAP5  VAPG
24TTy> OBLMe HaCTPOIIK1
5My BrnroueHo

VLAN ID

SSID

Tpancnupoeate SSID
Pexxvm Band Steer
WzonAuma aboHeHToB
Moppep:xka 802.11k/iv
Pennukauua Multicast
Mpuoputer DSCP v

Pesxum Minimal Signal

MuHMMankHbIil ypoBeHs curHana, Abm -100

Mopor ypoBHA curkana npu poyMuHre, -100
abm

Wutepean Minimal Signal, ¢ 10
MaKkcumankHoe KONMUYECTEO KITMEHTOBR

Pesxxum 6ezonacHocti BeixnioueHo v

Moppepxka 802.11r

O6LUMe HACTPOMKU:

* BK/1l04eHO — Npun yCTaHOBNEHHOM doiare BUpPTyasibHasA TOUKa AOCTyrNa BK/IOYEHA, MHAYe — BbIK/THOYEHS,;

e VLAN ID — Homep VLAN, ¢ KoToporo 6yaeT cHumaTbcs MeTka npu nepegadve tpadmka Wi-Fi knnentam,
NoAKNHYEHHbIM K AaHHoW VAP. Mpn npoxoxaeHun Tpadguka B 06paTHY0 CTOPOHY Ha HETErMpOBaHHbI
Tpaduk OT KIMEeHTOB 6yaeT HaBelwmBaTbest MeTka VLAN ID (npu oTkntoueHHoM pexume VLAN Trunk);

e SSID — nms BUpTYyanbHOW 6eCnpoBOAHON CETH;

e TpaHcnuposams SSID — npu ycTaHOB/IEHHOM (hiare BK/IHYEHO BelaHue B adoup SSID, nHave —
BbIK/IHOYEHO;

e Pexum Band Steer — npu ycTaHOBNEHHOM hnare akTMBHO MPUOPUTETHOE NOAK/IUYEHNE KNneHTa K 5w,
cetn. Ans paboTbl yHKUMK HYXHO co3aaTtb VAP ¢ ognHakoBbiM SSID Ha kaxxaom pagmovHTepdeiice n
aKTMBMPOBATb Ha HUX napameTp «Pexum Band Steer»;

e /30/1584usi abOHEHMOB — NMpPU YCTaHOB/IEHHOM do/iare BK/II0UEHa U3015AUMs Tpadrka Mexay KimeHTamm
B Npeaenax oaHon VAP;

e [Todoepxka 802.11k/v — BKNounTb noaaepxky ctaHaaptoB 802.11k/v Ha BUPTyasibHOI TOYKe AOCTYNa;

e Pennukayusi Multicast — npu yctaHoBneHHoM donare Multicast-Tpadmk B CTOPOHY KNIMEHTOB 6yaeT
npeobpasoBbiBaThbCA B Unicast 40 KaXXA0ro KNMeHTa, Npy OTKNKYEHHOM NPOXoAuTL 6€3 Mogndukauunii;

e [Ipuopumem — BbIGOP crnocoba npuopuTulaunn. OnpegenseT nose, Ha 0OCHOBaHUM KOTOPOro Tpaduk,
nepegaroLunincs B paamo nHtepdoeiic byaet pacnpenensatbes no ovepeasm WMM:

e DSCP — byneTt aHanusnpoBartbcs npuoputeT u3 nons DSCP 3aronoska IP-nakeTa;
e 802.1p — 6yneT aHanu3npoBaTbes npuoputeT 13 nons CoS (Class of Service) TermpoBaHHbIX
NnakeToB.

e Pexum Minimal Signal — npn yctaHoB/IeHHOM onare oyHKUUS OTKIUeHUs knneHTckoro Wi-Fi
o6opyi0BaHMsi Npu HU3KOM ypoBHe curHasnia (Minimal Signal) BkitoueHa. [Ans pa6oTbl oyHKUMOHANA
HeobXo4MMO HaCTPOUTb Creayowmne napaMmeTpsbl:

e MuHUMasIbHbIU YyPOBEHb CU2Ha/1a — YPOBEHb CUTHANa B A BM, HUXKEe KOTOPOro NponcxoauT
OTK/THOYEHME K/TMEHTCKOro 060py0BaHns OT BUPTYasibHOW ceTy;

e [Topo2 ypoBHSsI cugHaslia rnpu poyMuHae — YyPOBEHb YyBCTBUTE/IbHOCTN POYMUHTa B ABM, H/Xe
KOTOPOro MPOUCXOAUT NepPeEK/IOYEHNE KNTMEHTCKOro 060pyA0BaHMsa Ha APYryro TOUKy AOCTyna.
MapameTp AO/MKEH ObITh BbilE, YeM «MuHUMAasIbHbIU YPOBEHb CucHas1a». ecnn «MuHUMa IbHBbIU
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YypoBeHb cuzHas1a» paBeH -75 AbM, To «[lopoe yposHs cuzHasia npu poymMuHae» LOSIHKEH ObITb
paseH, Hanpumep, -70 gbwm;

e VIumepsasn Minimal Signal — nepnog BpemeHu, N0 UCTEYEHUN KOTOPOro NPUHMMAaEeTCs peLueHne
06 OTK/IOUYEHNM KITMEHTCKOrO 060pyA0BaHMs OT BUPTyasibHON CETK.

* Makcuma/ibHoe KO/lu4ecmso K/IUueHmos — MakCUMasibHO A0NYyCTMMOE YAC/IO NOAK/IYaEMbIX K
BUPTYa/IbHOW CETU K/TMEHTOB;
* Pexum 6e3onacHocmu — pexum 6e30nacHoOCTM gocTyna K 6ecnpoBogHoOl ceTu:

* BbiK/Il0YeHO — He UCNob30BaTh WK(PoBaHne 4718 nepefayn AaHHbIX. Tovka OCTynHa AN
NMOAK/TOYEHNS JTI0B0r0 K/INEHTa;

o WPA, WPA2, WPA/WPA2 — cnocobb! lWndpoBaHus, npu BbiIbope o4HOro 13 cnocobos byaet
[OCTyNHa cnefyowas HacTpoika:

e Koy WPA — knod/naposib, He06X04UMbI A/19 NOAKIOYEHUSA K BUPTYa/IbHOWN TOUKe
poctyna. JsimHa kioya coctasnset oT 8 4o 63 CMMBOJIOB.

o WPA-Enterprise, WPA2-Enterprise, WPA/WPAZ2-Enterprise — pexum WwndpoBaHnsa kaHasia
6ecnpoBOAHOI CBA3M, NPV KOTOPOM K/IMEHT aBTOPU3yeTCH Ha LeHTpannsoBaHHoOM RADIUS-
cepsepe. 1A HAaCTPOVKN AaHHOro pexrmMa 6e30nacHoCTn TpebyeTcs yka3aTb napameTpbl
RADIUS-cepBepa. Takke TpebyeTcs ykasartb kioy gs1a RADIUS-cepsepa.

Mpw BbIGOpE onpefesIeHHOro pexumMa 6e30nacHOCTN 6yAyT AOCTYMHbI Cneayowme HacTPOKN:

Pexwm GezonacHocTu WPA2 v
Koy WPA | eesenee @
MFP OrtknioueHo v
Moppepxka 802.11r
Bpyuryo
FT-over-DS
Kniou mobunsHoro goctyna RO root
Knioy mobuneHoro goctyna R1
Waextudmkatop mobunsHoro gomena 0
Bcerpeunbiit MAC-agpec
MAC- YaaneHHbiw KN4 MobunsHoro YaaneHHbIH KN4y MobunsHoro RRB knroy RRB knio4
Ne apgpec npoctyna RO poctyna R1 RO R1
+ [lo6asuTs CeepHyTb

e MFP — 3awuta management-kaapoB (40cTynHo npu Pexume 6e3onacHoctn WPA2 n WPA2-Enterprise,
npu BbliGope Apyrnx pexumos 6esonacHoctn MFP nepeBoauTtcst B cocTosiHue OMK/IHYEHO):
e OMmK/I04eHOo — 3amMTa management KagpoB OTK/IIOYEHS,
e OnyuoHas/IbHO — 3awWunTa paboTaeT, ec/vm KNueHT nogaepxmsaet MFP. KnveHTbl 6e3 nognepxkm
MFP mMoryT nogkntounTbes K aaHHom VAP;
e Bk/io4eHO — 3amTa BKIKOYEHA, KIMEHTDI, He nogaepxusatowme MFP, NnoAKNI0UYNTLCA HE MOTYT.

e PMKSA kawuposaHue — chnar ynpasnsieT BK/IOYEHNEM KILLMPOBaHUA NHGOpMauun O NOAKIHYEHUN
Enterprise-knneHTa. MNMpun BKIOYEHUM AaHHON (PYHKLMKN TOUKa AOCTYNa 3anoMUHaeT K/IMEeHTCKOe
YCTPOICTBO Nocsie aBTopm3aumm Ha 12 yacoB 1 He TpebyeT NOBTOPHOM ayTeHTuhmkaumm Ha RADIUS-
cepBepe Npu NOAK/IYEHNM B TEYEHWE 3TOr0 BpeMeHW. BkitoueHne AaHHON oyHKUMM cokpallaeT BpemMs
poyMUHra npu Bo3BpalleHnmn KnneHTa Ha Touky goctyna B pexume WPA Enterprise. HacTpoiika
[OCTyMNHa TONbKO Npy pexmmMax 6esonacHocTu Enterprise;

e 802.17r — dpyHKUMOHaT BbICTPOrO POYMUHra, paboTaeT TOSIbKO C KNIMEHTaMu, KOTopble NoAAEePXMBatOT
ctaHaapt IEEE 802.11r. PoymuHr 802.11r BO3MOXEH ToNbKO Mexay VAP ¢ pexumom 6e30nacHOCTU
WPA2 u Bblwwe:

e [loodepxka 802.71r — BKNHOUNTb NoaaepxKy ctaHaapTa 802.11r Ha BUPTYyaslbHOI TOUKE O0CTYNa,;

* BpyyHyro — npun ycTaHOBNEHHOM do/iare nosiBASAETCSA BO3MOXHOCTb PYUYHOW HACTPONKM
napameTpoB POYMUHTa;

e FT-over-DS — BkntoyeHne pexmnma «Over the DS»;
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Knrou mobusibHo20 docmyna RO — yHUKaNbHbIV KoY AN AaHHol VAP, Hanpumep, CepuiiHbIii
HOMep;

Kntou mobusibHo2o docmyna R1T — MAC-agpec VAP (MOXHO NOCMOTPETb B BbIBOAE KOMaH/bI
ifconfig);

MoeHmugbukamop MobusibHO20 OOMEHA — HOMEP TPYMIbl, B pamMKax KOTOPO MOXET ObiTb
coBepLleH PoyMuHr. NMpuHumMaeT 3HadeHnsa ot 0 go 65535;

BcmpeuHsili MAC-adpec:

e MAC-adpec — MAC-agpec VAP-nHTepdelica BCTpeUHOol ToUkn gocTtyna. MakcumasnbHoe
Konu4yecTtBo — 256;

* Y0a/sieHHbIU K/104 MObU/IbHO20 docmyrna RO — yHUKa/IbHbIW KNHOY, AO/HKEH coBnagath C
«Kntou mobunbHoro goctyna RO» Ha VAP BCTpeyHol Touke AoCTyna;

e Y0aneHHbIl K/1to4 MobusibHo20 docmyna RT — MAC-agpec VAP Ha BCTpeyHoli Touke
AocTyna;

* RRB k1104 RO — cnyvaiiHbiii kntoY. He gomkeH coBnagatb ¢ «RRB ko4 R1», HO
0653aTenIbHO fo/mKeH coBnagath ¢ «RRB ko4 R1» BCTpeuHol Toukn goctyna. AvHa
Knoya — 16 CUMBO/I0B;

* RRB k1104 RT — cnyyaiiHbiii kntod. He gomxeH coBnagatb ¢ «RRB kitoy RO», HO
0653aTenIbHO fo/mKeH coBnagath ¢ «RRB kitou RO» BCTpeuHol Toukn goctyna. AivHa
Kntoya — 16 CMMBOSIOB.
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RADIUS:

RADIUS

JomeH enterprise.service.root

IP-agpec RADIUS cepsepa 192.168.0.1

MopT RADIUS cepsepa 1812

Maponb RADIUS cepsepa | seee @

Mcnonb3oBaTh akkayHTUHT Yyepes RADIUS

Vcnonb308aTh Apyre HACTPOMKN ANA aKKayHTUHra

IP-agpec RADIUS cepsepa Ana akkayHTUHra 192.168.0.1

Mopt RADIUS cepBepa AnA akkayHTUHra 1813

Maponb RADIUS cepeepa ANA aKKayHTUHra | seees @

MepHoAnYeECcKan oTNpaska akkayHTUHra

VIHTEpBan OTNpaBKW akkayHTUHra 60

JomeH — AOMeH noJsib3oBartens,
¢ |IP-adpec RADIUS-cepsepa — agpec RADIUS-cepsepa;
e [lopm RADIUS-cepsepa — nopT RADIUS-cepBepa, KOTOPbIN MCNOMb3yeTCs ANna ayTeHTudmkaumm mn
asTopuaunu,
e [Naposib RADIUS-cepsepa — naponb ana RADIUS-cepBepa, UCnosibayemoro ans ayteHTudmkaumm n
asTopuaunu,
e /icrnosib30B8ame akkayHmuHe 4epe3 RADIUS — npun ycTaHOBNEHHOM doniare 6yayT OTNpaB/isaTbCs
coobueHns «Accounting» Ha RADIUS-cepsep;
* licrnosib30Bamb Opyaue Hacmpoliku 07151 akkayHmuHaa:
¢ |[P-adpec RADIUS-cepsepa 0151 akkayHmuHza — agpec RADIUS-cepBepa, Ncnosb3yemoro ans
aKKayHTUHra;
e [Naposib RADIUS-cepsepa 0151 akkayHmuHz2a — naposib ana RADIUS-cepBepa, ncnosibayemoro ans
aKKayHTUHr;
e [lopm RADIUS-cepsepa 07151 akkayHmuHeaa — nopT, KOTOpbIi 6yaeT Ucnosb3oBaH A5 coopa
akkayHTUHra Ha RADIUS-cepBepe;
e [Tlepuoduydeckasi omrpaska akkayHmuHaa — BKIIIOYUTb Nepuoguyeckyto OTnpasky cOO6LLEeHUI
«Accounting» Ha RADIUS-cepBep. 3agatb UHTepBas OTNPaBKN COOOLLIEHWIA MOXHO B None «<MHmepsa
omnpasku akkayHmuHaa».
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[MopTasibHasg aBTOPU3aALUA:

Mpu pexumax 6esonacHocTu: BoikntoueHo, WPA, WPA2, WPA/WPA2 Ha VAP gocTynHa HacTpoika nopTasibHOM
aBTopu3auunn.

ﬂOpTaﬂbHaﬂ aBTOpU3aymA
BrniosmuTs

HaseaHue eMpTyanbHOro noprana default

Anpec AnA nepeHanpasneHna hitp//192.168.0.1:8080/eltex_portal/

e Bk/1lo4UMb — NPWU yCTaHOB/IEHHOM donare aBTopusaums nosb3oBaresiei B cetn 6yaet Npon3BoanTbLCA
nocpeacTBOM BMPTyasibHOro noprana,;

e HasgaHue BUpmMya/ibHO20 r1opmasia — UM BUPTYaslbHOIo NopTasia, Ha KOTopblil 6yaeT nepeHanpas/ieH
nosib3oBaresib NPy NOAKIOYEHUN K CETK;

e Adpec 0/15 nepeHarnpas/ieHusi — afpec BHELLHErO BUPTyalbHOro NopTasia, Ha KoTopblii 6yaeT
nepeHanpas/ieH Nosb3oBartesib NPy NOAKIOYEHUN K CETU.

OrpaHu4eHne CKOpOCTU:

OrpaHu4eHns CKOpPOCTH

BrnioumTs

VAP Limit Down 0 KBuT/c
VAP Limit Up 0 KBuT/c
STA Limit Down 0 KBut/c
STA Limit Up 0 KBuT/c

e [Tokazamb — aKTVBMPOBATbL MOJIe HACTPOEK;

e VAP Limit Down — orpaHu4yeHve nponyckHOM CNOCOBHOCTY B HanpaB/ieHUn OT TOYKM JocTyna Ao
K/TMEHTOB (B CyMME), NOAK/THYEHHBIX K AaHHOW VAP, KonT/c;

e VAP Limit Up — orpaHnyeHmne NponyckHoi CNOCOBHOCTY B HANpaB/IEHUN OT K/IMEHTOB (B CyMME),
NOAKIYEHHbIX K gaHHoi VAP, oo Toukn goctyna, Keut/c;

e STA Limit Down — orpaHuyeHve NponyckHOl CNOCOBHOCTM B Hanpas/ieHMM OT TOYKM AOoCTyna Ao
KTMEHTOB (KaXXA0ro B OTAENBHOCTM), MOAKMOUYEHHbIX K AaHHO VAP, K6uT/c;

e STA Limit Up — orpaHuyeHne nponyckHoli Coco6HOCTY B HanpaB/ieHUN OT KIMEHTOB (KaxKaoro B
OT[eNbHOCTK), NOAK/UYEHHBIX K aHHol VAP, oo Toukn goctyna, Kéut/c.
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KoHTpoab goctyna no MAC:

B gaHHOM nogpasaenie BbINosIHAETCS HacTpoiika cnuckoB MAC-afipecoB K/IMEHTOB, KOTOPbIM, B 3aBUCUMOCTU
OT BbIGPAHHOI MNONNTUKN AOCTYNA, Pa3peLLeHo Uy 3anpeLleHo NoAKIYaTbes K gaHHon VAP.

KoHTponb goctyna no MAC

BKMHOYEHO

MonuTuka 3anpeTuTb v

Cnucok MAC-agpecoB

1 AABB:CC:DD:EE:FF - x

2 AA:BB:CC:DD:EE:EE - x

* Bk/1l04eHO — Nnpu ycTaHoBNEHHOM chiare 6yaeT paboTarb BblopaHHas NoanTuka AocTyna;
e [Toslumuka — nosMTuKa Joctyna. Bo3amoXHble 3Ha4YeHus:
e 3anpemums — K gaHHoi VAP 6yaeT 3anpeLleHo nogkayarbes knneHtam, MAC-agpeca KOTopbIX
cofepxarca B cnvicke. Bcem octanbHbIM A0OCTYN OyAeT paspeLleH;
e Paspewums — K gaHHoli VAP 6yaeT paspelleHo noaxnivaTbCcsa To/IbKo TeM knuneHtam, MAC-
aZipeca KOTOpbIX cofepxaTcs B cnvcke. Bcem ocTanbHbIM AOCTYN OyAeT 3anpeLLeH.
e Crniucok MAC-adpecos — cnucok MAC-aipecoB K/IMEHTOB, KOTOPbIM pa3peLLeH Uan 3anpeLleH 4oCTyn K
AaHHoi VAP. MoxeT coaepxatb Ao 128 aapecos.

[nsa Toro 4to6bl 4O6aBUTL aApec B CMCOK, HAOKMUTE KHOMKY n 1 B nosiBmBLLEMCS none Beeante MAC-
agpec. Utobbl yganutb agpec U3 Cnmcka, HOKMUTE KHOMKY @ B COOTBETCTBYHOLLEN CTPOKE.
Ecnn Bo3HMKIA HEO6X0AUMOCTb A06aBUTbL B cNUCOK MAC-aapec KNneHTa, KOTOPbIA B AaHHbIA MOMEHT

MOJK/HOUYEH K TOUKE A0CTYNa, HAKMUTE B KOHLIE CTPOKM KHOMKY E] 1 BbIGEPUTE HYXHbIl afpec U3 Cnucka, OH
aBTOMaTUYeCcKn o6aBUTCS B Nose.

Mo ymonyaHuto B crnmcke otobpaxaeTcsa go 10 agpecos. 18 TOro 4tobbl yBUAETH NOMHbLIV CAMCOK B Cy4vae,
ecnun oH cogepxunt 6onee 10 agpecos, HOKMUTE KHOMKY «[loka3aTb BCE».

10 AABB:CC:DD:EE:AA v x

Mokasatb BCE

[na BCTynneHms B CUy HOBOI KOHGIUIypauum 1 3aHeCeHUss HaCTPOEK B AHEProHe3aBUCUMYO NamMsaTb
HaXKMUTE KHONKY «[MpUMEHUTb». 1151 OTMEHbI USMEHEHNI HAXKMUTE KHOMKY «OTMEHa».
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6.7 MeHw «WDS»

B meHo «WDS» BbINONIHAETCS HACTpoiika 6ecnpoBoAHbIX MOCTOB Mexay WOP-2L.

© npu koHurypuposaHu WDS-coeHeHns He06X0AMMO, YTOGbI Ha YCTPOCTBAX, KOTOPbIE GyayT
coeanHaTbea no WDS, B HacTpoiikax paguonHTepdeiica 6bi/1M BblopaHbl O4MHAKOBbIA KaHaus 1
LUIMPpMHA KaHana.

6.7.1 MogmeHto «WDS»
(T

MOHUTOPHH! R

WOP-2L

eX

WDS Cetesble

Biniodero
Pexum 6e3onacHocTn WPA2 v
KoY WPA | seveenes ®

MAC-anpec paaonHTepdeiica  E4:5A:D4:E2AT:FO

WHTepdeiicsl WDS

WHTepdeiic

BeTpeuHblit MAC-aapec

wian0-wds0 [

wian0-wds1

wilan0-wds2

wian0-wds3 [0

Auto

Auto

Auto

Auto

KaHankHas cKopocTe nepeaayun

Bo Bknagkax «2.4 'Tu» n «5 MUy BbiGMpaeTcsa pagnonHTepgenc yCTpoincTea, Ha KOTOPOM HEOBX0AMMO
NocTpouTb 6ecnpoBOAHON MOCT.

Bk/1to4eHO — Npy YCTaHOB/IEHHOM chiare pexxmm 6ecnpoBOAHOIO0 MOCTa BK/THOUEH, MHAY€e — BbIK/THYEH;
Pexxum 6e3onacHocmu — pexnm 6e30nacHOCTM AOCTyna K 6ecnpoBOAHON CETHU:
* BbIK/Il0OHUMb — HE UCNO/b30BaTb WNPOBaHNE A4/18 Nepeaayn AaHHbIX;
e WPA, WPA2 — cnocob umndpoBaHusi, Npu Bbibope KOTOPOro 6yaeT AOCTYMNHA crieayoLlas
HacTpoiika:

e Koy WPA — knio4/naposib, Heo6XoAnMbIi A5 NOAKIHOYEHNS K BCTPEUYHOW TOUKe JocTyna.

OnnHa kntoya coctaBnseT oT 8 4o 63 cMMBOJIOB.
MAC-adpec paduouHmepetica — MAC-agpec paanonHtepdelica JaHHOro yCTPOUCTBAa,;
MHumepdgbelic — BbiGOp 1 BKNtoueHne WDS-nHTepdoeiica, Ha KoTopom 6yaeT NOCTPOeH 6ecnpoBOAHOM
MOCT;
BcmpeuHbiti MAC-adpec — MAC-aapec pagnonHtepdeiica BCTPEUHOro YCTPOICTBA, A0 KOTOPOro
HacTpamBaeTcs 6ecnpoBOAHO MOCT;
KaHasibHasi ckopocmsb nepedayu — UKCMpoBaHHas CKOPOCTb 6eCnpoBOAHON nepesayun AaHHbIX,
onpepaensiemast cneundomkaunsamm ctaHaapto IEEE 802.11. Ansa kaxaoro nHtepdieica BblibupaeTcs
NHANBUAYAIBHO.

[na BCTynneHms B CUy HOBOI KOHGIUIypauum 1 3aHeCeHUsA HaCTPOEK B AHEProHe3aBUCUMYO NaMsATb
HaXKMUTE KHONKY «[MpUMeHUTb». 1N OTMEHbI USMEHEHWNIN HAXKMUTE KHOMKY «OTMeHa».

54



PykoBoacTtBo no akcnnyataunn WOP-2L

6.8 MeHto «CeTeBble HACTPOMKN»

6.8.1 TMoameHo «CucteMHast KoHGUrypaumsi»
cLTEX  wop-2L

MOHUTOPUH Ra VAP WDS CeTeBble HAaCTPOMKK BHeLHWEe CepBuCHI Cuctema

CucTemMHan KoHMUrypauma > Mma xocta WOP-2L
[octyn reorpau4eckui JoMeH root
VLAN ynpagenexua Forwarding
VLAN ID
MpoTokon Static

Cratnyeckui IP 192.168.1.10

Cetesan macka

Lnio3

MepeuyHblit DNS

BTopuyHbIA DNS

+ TpUMEHUTD % OTMmeHa

e /IMs xocma — ceTeBOe MMs YCTPOICTBa, 3afaeTcsa cTpoka 1—63 CMMBO/IOB: /TaTUHCKME 3arniaBHble U
CTPOYHblE GYKBbI, LM(PbI, 3HAK Aeduc «-» (Aeduc He MOXeT GbITb NOC/IeAHUM CUMBOJIOM B UMEHW);

e [eozpachuyeckuli doMeH — [OMEH y3/a AepeBa YCTPONCTB cucTeMbl ynpasnenms EMS, B KoTopom
pacrnonaraeTcsa To4ka 40CTyna;

e VLAN ynpasneHus:

e BoiksioveHo — VLAN ynpaBfieHMs He Ucnosb3yeTcs,

e Terminating — pexum, npu koTopom VLAN ynpaBiieHusi TepMUHUPYETCSt Ha ToUke AocTyna (B 3TOM
c/y4dae y KNIMeHTOB, MOAK/TYEHHbIX Yepes pagnonHTepderic, HeT goctyna o gaHHoro VLAN. Mpu
HacTpoeHHOM Ha Touke goctyna WDS, gaHHbiii pexum VLAN ynpasneHns HeoCTyneH A/
Bbl6OPA);

e Forwarding — pexum, npu kotopom VLAN ynpaBneHus nepefaeTcs Takke B pagnovHTepderic
(npw cooTBeTCTBYHOLLEN HAacTpolike VAP).

e VLAN ID — npeHTtucpmkatop VLAN, ncnonb3syemblin s goctyna K yCTporicTBy, NPUHUMAET 3HavYeHnsa 1-
4094,

e [Ipomoko/1 — BbIGOP NPOTOKO/A, MO KOTOPOMY ByAeT OcyLecTBIATbCA nogknoyeHve no Ethernet-
NHTepdoeicy yCTpocTBa K CeTV NpefocTaB/ieHns ycnyr nposangepa:

e DHCP — pexum paboTsl, npy koTopom IP-agpec, macka nogcetu, agpec DNS-cepsepa, w3 no
YMOJIHaHUIO 1 Apyrve napameTpbl, Heo6xoanMMble A/1s paboTbl B ceTw, 6yayT nony4veHsl ot DHCP-
cepBepa aBToOMaTn4ecky;

e Static — pexum paboTbl, Npy KOTopoMm IP-agpec 1 Bce Heobxoaumble napameTpbl Ha WAN-
NHTepdpeinc HazHavatoTcs ctaTnyecku. MNpu Boibope Tuna «Static» AN pefakTMpoBaHUA CTaHyT
[OCTYNHbI CriefyloLme napameTpbl:

e Cmamud4eckul IP — IP-agpec WAN-uHTepgieiica ycTpoicTea B CeTu nposBangepa;
e CemeBasi Macka — Macka BHeLUHel noacetu;
e llI1103 — appec, Ha KOTOPbIA OTNPaBAsAeTCA NakeT, ec/v A1 Hero He HaliieH MapLipyT B
Tabnvue MapLipyTmusanmm.
e [lepsuy4Hbil DNS, BmopuuHbili DNS — IP-agpeca DNS-cepepoB. Ecnu agpeca DNS-cepsepoB He
HasHauvalTcs aBTomaTmyeckn no npotokony DHCP, 3agalite nx Bpy4Hyto.

[ns BCTyNneHns B CUly HOBOW KOHUrypauum 1 3aHeceHnst HaCTpoeK B 3HEProHe3aBMCUMYH0 NaMsTb
HaKMUTE KHOMKY «MpUMEHUTb». [/19 OTMEHbI MU3MEHEHUI HAXXMUTE KHOMKY «OTMeHa.
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6.8.2 TMopgmeHto «[locTyn»

PykoBoacTtBo no akcnnyataunn WOP-2L

B noameHio «4ocTyn» NPpon3BOAMTCA HACTPOIKa AOCTyna K yCTpoincTBy nocpeactsom Web-nHtepdeiica,

Telnet, SSH, NETCONF n SNMP.

celTeEX

Loctyn

WOP-2L

MOHWUTOPUHI Radio VAP WDS CeTesbie HacTPoNkM BHelUHWe cepeuch

WEB v

HTTP-nopt 80

WEB-HTTPS @

HTTPS-nopt 443

Telnet v

SSH @

NETCONF v

SNMP v

Mapons Ha YTeHue public

Mapons Ha 3anuce private

Azpec anA npuéma
Tpanos v1
Azpec anA npuéma
Tpanos v2
Azpec anA npuéma
cooBweHuit Inform
CuctemHoe uMs WOP-2L
yCTpoicTBa
KoHTakTHaR Contact
MHDOPMaLNA
npou3soauTens
MecTononoxexue Russia
ycTpoiicTsa

n

aponk B Tpanax trap

e 119 BKOYEHMA OOCTYyNa K YCTPONCTBY Yepe3 web-uHtepdelic no npotokony HTTP yctaHoBuTe donar
HanpoTus «WEB». B nosiBUBLLEMCS OKHE €CTb BO3MOXHOCTb NoMeHATb HTTP-nopT (no ymonuaxuto 80).
[nanas3oH AonyCTUMbIX 3HAYEHWIA NOPTOB, MOMMMO YCTAHOB/IEHHOTO MO YMon4YaHuto, ¢ 1025 no 65535

BK/TOUUTEJIbHO,

e 117 BKNOYEHMA OOCTYyNa K YCTPOMCTBY Yepe3 web-uHTepdelic no npotokony HTTPS yctaHoBuTe conar
Hanpotus «WEB-HTTPS». B nosiBuBLLIEMCS OKHE ECTb BO3MOXHOCTb NoMeHATb HTTPS-nopT (no
ymonuanuto 443). inanasoH JonyCTUMbIX 3HAYEHUI A NOPTOB, NOMUMO YCTaHOB/IEHHOIO MO YMOJI4aHWIo, C

1025 no 65535 Bk1OUNTENBHO.

o MopTbl Ansa npotokosioB HTTP n HTTPS He AomkHbI UMETb 04MHaKOBOE 3HaYeHue.

e 11 BKNOYEHMA JOCTYNa K yCTpoincTBy Yepes Telnet yctaHoBuTe chnar Hanpotus «Telnety;
e 114 BKOYEHMSA OOCTYNa K YCTPONCTBY Yepe3 SSH yctaHoBuTe thnar HanpoTus «SSH»;
e [1ns BkNtoYeHUs goctyna K yctpoiictsy yepe3 NETCONF yctaHoBuTe dpnar Hanpote «KNETCONF».
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PykoBoacTtBo no akcnnyataunn WOP-2L

MporpammHoe o6ecneyeHne WOP-2L no3Bo/ISieT M3MEHATb KOHhurypaumuio ycTpoiicTea, NpoBOANTb
MOHWUTOPUHI COCTOSIHMSI TOUKM AOCTYNa 1 €€ AATYMKOB, a TaKXe YNpaB/siTb YCTPOKCTBOM MUCMOSIb3Ys NPOTOKO/
SNMP.

[na nameHeHns Hactpoek SNMP yctaHosuTe donar HanpoTtus «SNMP», nocne vero ansa pegakrmpoBaHus
CTaHyT OOCTYnNHbI cnegyowme napameTpsl SNMP-areHTa:

e [1aposib Ha YmeHuUe — Naposib Ha YTEHNE NapameTpPoB (06LEeNPUHATBLIN: public);

e [1aposib Ha 3anuch — NapoJib Ha 3anMcb NapamMeTpoB (06LWENPUHATBIN: private);

e Adpec 0515 npuéma mparnos vl — IP-agpec nnn goMeHHoe nMs npuemMHnka coobueHnii SNMPv1-trap B
thopmate HOST [COMMUNITY [PORT]];

e Adpec 015 npuéma mparos v2 — IP-agpec unm gOMeHHoe Ms NpuemMHuka coobweHnin SNMPv2-trap B
thopmate HOST [COMMUNITY [PORT]];

e Adpec 015 npuéma coobuwjeHull Inform — IP-agpec nnn foMeHHoe UMsi NpueMHuKa coobueHnii Inform B

thopmate HOST [COMMUNITY [PORT]];

CucmemHoe umsi ycmpolicmsa — UMS YCTPOWCTBa;

e KoHmakmmHasi uHghopmMmayusi npoussooumesis — KOHTakTHas MHhopMaLma NpoM3BOANTENS YCTPOICTBA;

MecmonosoxeHue ycmpolicmsa — NHopMaLus 0 MeCTOMOTOXEHNUN YCTPOCTBE;

Maposb 8 mpanax — naposib, CoAepxXaluniica B Tpanax (no ymosyaHuio: trap).

Hwxe npuBefeH CnMcok 06BbEKTOB, NOAAEPXKMBAEMBIX /19 UTEHUSA U KOH(DUTYPUPOBaHWA NOCpeACcTBOM
npotokona SNMP:

e eltexLtd.1.127.1 — MOHMTOPWHI NapameTpPOB TOUKN AOCTyNa 1 NOAKMHOUYEHHbIX KNIMEHTCKNUX YCTPOICTB;
e eltexLtd.1.127.3 — ynpaBneHue TOYKOi AOCTYNa;
e eltexLtd.1.127.5 — koHcburypmpoBaHme To4YKn gocTyna.

eltexLtd — 1.3.6.1.4.1.35265 — ngeHTtuncpmkatop npegnpusatunsa «JITEKC».
Mopgpo6Hoe onncaHne OID WOP-2L gocTtynHo no cneaytouleli ceoinke: OnucaHne OID Ha WEP/WOP-xL.

,ﬂ.ﬂﬂ BCTYMJ/ieHnAa B CUny HOBOA KOH(*)I/IpraLIII/II/I N 3aHECEHNA HaCTPOEK B IHEPIroHE3aBUCUMYIO NaMATb
HaXXMUTE KHOIMKY «rlpVIMeHI/ITb». ﬂ,}'lﬂ OTMEHbI U3MEHEHUIA HAXMUTE KHOMKY «OTMeHa».
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PykoBoacTtBo no akcnnyataunn WOP-2L

6.9 MeHIo «BHellHNe cepBUCHI»

6.9.1 TMogmeHto «MopTanbHas aBTopusaLms»

MoameHio «MopTanbHaa aBTopU3alus» NpefHasHauYeHo 47151 BK/UYEHNS U HACTPOIiku ceparica APB Ha
TOuke JocTyna.

Cepsuc APB ucnonb3yeTcs ans o6ecneyeHmnsi NopTasibHOr0 POYMUHTa KNMEHTOB MeXAy Toukamiu A0CTyna,
MOAK/UYEHHBIMU K CEPBUCY.

elTex worp-2L

MOHUTOPUHT Radio VAP WDS CeTeBble HaCTPOMKK BHeLUH1e cepBUChI Cuctema u-~

MopTanbHaa asTopu3auua > BKIO4UTD

Apapec cepeuca APB ws://192.168.1.1:8090/apb/broadcast

e Bks1ro4umes — Npy ycTaHOB/IEHHOM (hnare Touka gocTyna éyfaeT nogknovarbes K cepsucy APB, agpec
KOTOpOro ykasaH B nosie «<Agpec cepsuca APB», ona obecneyeHnsa NnopTasibHOro pOyMUHra KSIMeHToB.

e Adpec cepsuca APB — agpec cepsuca APB ans nogaepXxkn poyMmuHra B pexxmme nopTasibHOM
aBTopm3auun. 3agaetcs B hopmare: «ws://<host>:<port>/apb/broadcast».

AirTune

[N BCTYNNEeHWs1 B CUY HOBOI KOHCOUIypaLMmn 1 3aHECEHUSI HACTPOEK B 9HEPTOHE3ABUCKMYH NaMSATb
HaXXMUTE KHOMKY «[pUMEHNUTL». 115 OTMEHbI U3MEHEHUI HAXXMUTE KHOMKY «OTMEHa».

6.9.2 TMogmeHo «AirTune»
MoameHto «AirTune» npegHa3HayYeHo A/15 BKAKYEHUST U HACTPOWKK cepBuca AirTune Ha Touke gocTyna.

Cepsuic AirTune ncnonb3yeTcs Ans onTuMmusaumm paamopecypcos (Radio Resource Management) u
aBTOMATMYECKOI HACTPONKM 6eclloBHOro poymundra 802.11 k/r.

elTex wor-2L

MOHUTOPUHT Radio VAP WDS CeTeBble HaCTPOUKU BHELUHWE CEepBUCHI Cuctema -

MopTanbHas aBTopU3aLms BKMtO4MT

Anpec cepsuca AirTune Ws://192.168.1.1:8099/apb/rrm

e Bk/1lo4UMb — NpW yCTAaHOB/IEHHOM dhiare Touka goctyna bygeT nogknitdarbes K cepsucy AirTune,
aZpec KOToporo ykasaH B nose «Agpec cepsuca AirTune», ansa obecneyerHns yHkumii Radio Resource
Management n/wnun poymuHra 802.11 k/r.

e Adpec cepsuca AirTune — agpec cepauca AirTune. 3agaetcs B chopmaTe: «ws://<host>:<port>/apb/
rrmp».

AirTune >

[N BCTYNNeHns1 B CUy HOBO KOHCOMIypaLMmn 1 3aHECEHUSI HACTPOEK B SHEPTOHE3ABUCKMYH NaMSATb
HaXKMUTE KHOMKY «[pUMeHNTb». N5 OTMEHbI U3MEHEHUI HAXXMUTE KHOMKY «OTMEHa».
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PykoBoacTtBo no akcnnyataunn WOP-2L

6.10 MeHto «Cuctema»

B MeHI0 «CucTema» BbINOHAKTCA HACTPOKN CUCTEMbI, BDEMEHM, AOCTYNA K YCTPOMCTBY MO Pa3/INYHbIM
NPOTOKO/1aM, NPOM3BOANTCS CMEHA Naposist U 0GHOB/IEHME NPOrpaMMHOro ob6ecneyeHunst ycTpoiicTaa.

6.10.1 MogmeHto «O6HOBAEHME MO ycTpolicTBar

MogmeHo «O6HOoBNEeHMe MO ycTpoiicTBa» NpegHasHavyeHo Ansi 06HOBEHMS NPOrpaMMHOro obecneyeHuns
yCTpoiicTBa.

OBHoBnenue MO ycTpoiicTsa > AKTMBHaA Bepcua Mo
PesepBHaa sepcua MO « Cpenarb akTUBHOM
KoHurypauua
Axkmyans+Has eepcus 10 docmynHa no adpecy: hitp-//eltex-
Mepe3arpy3ka co.ru/support/downioads/
Maponb ®aiin o6HosneHua No \ Bbibop daiina \ He BbiOpaH HW 0auH dainn
XKypHan ‘ : ‘

[Oara u Bpema

OtnagoyHas uHopmayua

e AkmusHasi sepcusi 10 — Bepcusi NporpammMHoOro o6ecneyvyeHnsi, yCTaHoBIEHHOTO Ha YCTPOICTBE,
pa6oTatolas B AaHHbIA MOMEHT;
e PesepsHas sepcusi [10 — Bepcusi NPOrpaMMHOro obecneyeHus, yCTaHOB/IEHHOIO Ha YCTPOMCTBE, Ha
KOTOPYI MOXHO NepekniunTbes 6e3 3arpysku gaina MNo;
e Coesnamb akmusHoU — KHOMKa, N03BONsAIOWAsN caenartb pe3epBHyto Bepcuto MO akTUBHOM, Ans
3TOro noTpebyeTcs nepesarpyska ycTpoiicTea. AKTBHast Bepcus MO B 3TOM c/iyyae cTaHeT
pe3epBHO.

OG6HOBMEHME NPOrpamMMHOro obecneyeHuns

3arpysurte hainn MO c caitTa http://eltex-co.ru/support/downloads/, Bbiopas WOP-2L B cnucke o6opyaosaHus,
N COXpaHUTe ero Ha komnbloTepe. ocne 3Toro HaxxMnTe KHOMKy «Bblbepute dhaiin» B none dadls1 06HoBAEHUS
10 v ykaxxnute nyThb K panny MO B oopmare .tar.gz.

[ns 3anycka npouecca 06HOBNEHUSA HEOOXOAMMO HaxKaTb KHOMKY «3anycTutb 06HOBNEHUE». MNMpouecc
06HOB/IEHMS 3aliMET HECKOMbKO MUHYT (0 ero TekylleM ctaTyce 6yeT ykasaHo Ha CTpaHuLE), Noc/e Yero
YCTPONCTBO aBTOMATMYECKN Nepe3arpy3nTcs.

€@ He oTtkovaiite NUTaHWe yCTpoIAcTBA 1 He BLINOMHSATE ero nepesarpysky B npoLecce 06HOBNEHNS
Mno.
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PykoBoacTtBo no akcnnyataunn WOP-2L

6.10.2 MNMoameHto «KoHdmrypaums»

B nogmeHto «kKoHpurypaums» BbINOSTHAETCA COXPaHeHVEe 1 0OGHOBEHME TEKYLLEW KOH(UTypaLmm.

OBHosnexue MO ycTpoiicTea Mony4uTs apxus 7 Cravatb
KOH(Mrypauuu ¢
KoHdurypauma > ycTponcTsa

Mepesarpy3ska 3arpy3uTb apxus \ Bbibop daiina \ He BbiOpaH HW oAuH dann

KOHMUrypauuu Ha
Maponb YCTPOWCTBO ‘

AKypHan
yP COpoC Ha 3aB0ACKIE CoxpaHuTb NapameTpbl AOCTYNa

HacTpOKK
[Nara v BpeMa % Copoc

OTtnagoyHas uHopmauua

MNonyyeHne KoHdUrypaumm

UT06bl COXPaHUTb TEKYLLYHO KOH(IUIYypaLMio YCTPONCTBA Ha /I0Ka/IbHbIN KOMMNbIOTEP, HAXKMUTE KHOMKY
«CKayaTb».

O6HOBNEHWE KOHUTrypaLumm

[lnsi 3arpy3kn COXpaHEHHOrO Ha SI0KaJ/IbHOM KOMMbOTEpe haiina KoHUrypaumm ncnosb3yeTcs NyHKT «3azpy3
UMb apxus KoHgbuaypayuu Ha ycmpoticmso». lns 06HOBNEHNS KOHGUTYPaL KN YCTPOCTBA HAXKMUTE KHOMKY
«Bbl6epuTe haiin», ykaxute aiin (B gpopmarte .tar.gz) n HaXMuUTe KHOMKY «3arpy3unTb dhaiin». 3arpyxeHHas
KOHpUrypaums npuMeHsieTca aBToMaTuyeckn 6e3 nepesarpyskum ycTpolicTea.

Cbpoc ycTpoiicTBa Ha 3aBOACKNE HACTPOWKMU

UT06bI caenaTb C6pPOC BCEX HACTPOEK YCTPOICTBA HA CTaHAAPTHbIE 3aBOACKME YCTAHOBKM, HAXKMUTE KHOTKY
«C6poc». Ecnu aktnBmpoBaH dhnar «CoxpaHnuTb NnapaMeTpbl AOCTynar, To 6yayT COXpaHeHbl Te napameTpbl
KOHOUrypaLmm, KoTopble 0TBEYAoT 3a A0CTYN K yCTpoiicTBY (HacTpoiika IP-agpeca, HacTpoiikv fgocTyna no
Telnet/SSH/SNMP/Netconf/Web).
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PykoBoacTtBo no akcnnyataunn WOP-2L

6.10.3 MogmeHto «Mepesarpyska»

s nepesarpysku yCTPOCTBa HAXMUTE Ha KHOMKY «Mepesarpyska». MNpouecc nepesanycka ycTpoiicTea
3aHMMaeT NpUMEPHO 1 MUHYTY.

O6HoBneHue MO ycTpoiicTsa Mepesarpyska = MNepesarpy3ka

ycTponcTea

KoHurypauuma

Mepesarpyska >

Maponb

AKypHan

[Narta v spema

OTnago4Has MHopmaums

6.10.4 MopgmeHto «Maponb»

Mpu BXoge yepes web-uHTepdoeiic agMmuHncTpaTop (Maposb No yMonyaHuio: password) MeeT NosHbIA AoCTyn
K YCTPOICTBY: UTEHME U 3annCh NH0ObIX HACTPOEK, NO/HbIE MOHUTOPUHT COCTOSIHUSI YCTPOMCTBA.

[Nsi cMeHbl Naposi BBEAMTE HOBbIV Naposb CHavana B none «Maposb», 3aTeM B nose «MoaTBepxaeHne
naposisi» ¥ HAKMUTE KHOMKY «[PUMEHNTb» [/ COXPaHeHWs1 HOBOro Naposi.

ObHosnexue MO ycTporcTea Maponb @
KoHwurypauua MoaTsepxaeHHe @

napons
Mepesarpyska

Maponsb > + TpUMEHUTD % OTMeHa
JKypHan
[ara u Bpema

OTtnagovHas uHdopmauua
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PykoBoacTtBo no akcnnyataunn WOP-2L

6.10.5 MoameHto «KypHas»

MoameHto «XKypHan» npegHasHavyeHo 4/ HaCTPOVKM BbIBOAA Pa3HOro pofa oT/1aZ0uHbIX COOOLEeHNIA
CUCTEMbI B LieNsiX 0b6HapyXeHus NpuynH npo6sieM B paboTe yCcTpolicTBa.

O6HoBnexue MO ycTpolicTea Pexum Cepsep 1 (aiin v
KoHurypauma Agnpec Syslog-cepsepa syslog.server
MNepesarpyska MopT Syslog-cepsepa 514
Mapone Pa3mep daina, kb 1000

KypHan >

+ [NpUMEHUTL X OTmeHa
[ara n Bpema

OtnagoyHas uHopmauuma

e Pexxum — pexum paboTbl Syslog-areHTa:
e Jloka/ibHbIl halil — HhopMaLKMs XypHasia COXpaHaeTcs B /IOKa/IbHOM oaitnie n AoCTynHa B
web-nHTepdelice ycTpoiicTBa Ha Bknagke «MoHUTOpUHT/XKypHasn cobbITuiny,
e Cepsep u ¢halin — nHgopmauus XypHana oTnpasBasieTcs Ha yaaneHHblli Syslog-cepsep u
COXpaHsieTCs B /IOKa/IbHOM chaiine.
e Adpec Syslog-cepsepa — IP-agpec nnv gomeHHoe nms Syslog-cepsepa;
e [lopm Syslog-cepsepa — NopT ANst BXOASALWMX coobLeHnit Syslog-cepeepa (no ymonyaxuio 514,
[l0NyCTUMble 3Ha4YeHuss 1-65535);
e Pasmep ¢halina, kb — MakcumasibHbI pasvep daiina xypHana (gonyctumble 3HadeHust 1-1000 kB).

[N BCTYNNEeHWs1 B CUYy HOBOIA KOHCOMIypaLMmn 1 3aHECEHUSI HACTPOEK B 9HEPTOHE3ABUCKMYH NaMSATb
HaXXMUTE KHOMKY «[pUMEHNUTb». 115 OTMEHbI U3MEHEHUI HAXXMUTE KHOMKY «OTMEHa».
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PykoBoacTtBo no akcnnyataunn WOP-2L

6.10.6 MogmeHto «[laTa n BpemMs»

B nogmeHto «flata u BpeMsi» MOXHO HACTPOWUTbL BPEMS BPYUHYH MM C MOMOLLbIO MPOTOKO/1a CUHXPOHM3aLMK
BpemeHn (NTP).

6.10.6.1 Bpy4Hyro

O6HoBneHue MO ycTpolicTea Pexum @ Bpyuryio O NTP cepsep

KoHdurypaums Rarau B_pem 21.10.2025 # Pegaktipogars
yCTpolCTBa 10:13:31

epesarpy3k v
Mepesarpyska Yacosoi noac MockBsa, Poccus v

Maponb
" BKNIOYUTL NEPEXOA Ha

neTHee Bpema
AKypHan
Mepexon Ha neTHee (He ebIbpaHo) (He ebi0paHo) (4e eblbpaHo) B

n BpeEMA
[ara U BpemMa > p

Mepexon Ha 3uMHee (He ebIbpaHo) (He ebi0paHo) (4e eblbpaHo) B
OTnapoyHas MHopMaLms BpemMa

CABWr BpEMEHU (MHH.) 60

e [lama u spemsi ycmpolicmsa — pata n Bpemsl Ha YCTPOWCTBE B AaHHbIi MOMeHT. Ecnn TpebyeTtcs
KOPPEKLUUS, HOXMUTE KHOMKY «PefakTmpoBaTby;
e [lama, spemsi — 3afainTe TeKyLLY0 AaTy ¥ BPEMS UM HAXXMUTE KHOMKY «Tekyllaa aata u Bpems»
AN ycTaHOBKM BpeMeHw MK Ha yCcTpoicTBo.
e Yacosol rosic — N03BOMSIET YCTAHOBUTb YaCOBOM NOSIC B COOTBETCTBMM C 6MKaLLIMM rOpoAOM B
BalLEM pervoHe 13 3aaHHOro CrnncKa;
e Bk/1to4UMb r1epexod Ha /iemHee BpeMsi — Npu yCTaHOBNEHHOM dhfiare nepexos Ha NeTHee/3uMHee
Bpems 6yAeT BbINOMHATLCA aBTOMATMYECKN B 3a4aHHblii Nepuos BpeMEHM:
 [lepexod Ha 1emHee 8peMsi — AEHb 1 BPEMS, KOrga 6yaeT BbINOMHATLCA Nepexos Ha neTHee
Bpems;
* [lepexod Ha 3uMHee BpeMsi — AeHb N BpeMs, Koraa 6yaeT BbINONHATLCSA Nepexos Ha 3MMHee
Bpems;
e CoBue BpemeHu (MUH.) — Nepuo BPeMEHN B MUHYTaXx, Ha KOTOPbIVi BbINO/THAETCS CABUT
BpemMeHU. MoXeT npuHumaTh 3HavyeHue oT 0 4o 720 MuH.

[Nsi BCTYN/IEHUSI B CU/Ty HOBOM KOHOUIypaLumn 1 3aHECEHNS] HACTPOEK B 3HEPTOHE3aBUCHMYIO NaMsaThb
HaXKMUTE KHOMKY «[pUMEHNTb». 151 OTMEHbI U3MEHEHWI HAXXMUTE KHOMKY «OTMEHa».
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PykoBoacTtBo no akcnnyataunn WOP-2L

6.10.6.2 NTP-cepsep

OBHoBneHue MO ycTpoiicTea Pesxum O BpyuHyto @ NTP cepsep
KoHdmrypauys [ata v Bpema ycTpoiictea  20.10.2025 07:37:19

Yacosoit nosic Mocksa, Poccua v
Mepesarpy3ka

NTP cepse| 0ol.ntp.or ¥
Mapors pBep p p-org

BKMIOYNUTL NEPEXOA Ha NETHee

AKyphan
Bpema

[Qata u Bpema > Mepexoa Ha neTHee Bpems (He 8biBpato) (He ebibparo) (He ebibpaHo) B - -
OTnagoyHas HOpMaLMAa Mepexoa Ha 3uMHEe Bpems (He 8biBpato) (He esibparo) (He ebibpaHo) B - 1 -
CLBur BpEMEHHN (MUH.) 60
Apnpeca gononHuTensHeix NTP-cepeepos
1 time.google.com x

2 time.cloudflare.com x

e [lama u Bpemsi ycmpolicmsa — gaTa 1 BpeMs Ha YCTPOMCTBE B AAHHbIA MOMEHT;

e NTP cepsep — IP-agpec/[OMeHHOE MMA cepBepa CUHXPOHM3auumM BpemeHu. Bo3MOXHO 3a4aTtb agpec
nnu BbIGpaTh U3 CYLLECTBYIOLLETO CNNCKa,;

e Yacosol rnosic — N03BO/ISIET YCTAHOBUTb YaCcOBOM NOSC B COOTBETCTBMM C 6AMKaliLLM ropoaoM B
BalLeM pervoHe 13 3a1aHHOro CNucKa;

e Bk/1to4UMb repexoo Ha /iemHee speMsi — Npu yCTaHOBMEHHOM dhiare nepexos Ha neTHee/3MMHee
Bpems OyAeT BbINOHATLCA aBTOMATUYeCKN B 3a4aHHblii Nepuo BpeMeEHM:

 [lepexod Ha 1emHee B8peMsi — feHb 1 BPeMS, Korga 6yaeT BbINOMHATLCA Nepexo Ha neTHee
Bpems;

 [lepexod Ha 3uMHee BpeMsi — [eHb N BpeMs, Koraa 6yaeT BbINOSHATLCA Nepexos Ha 3MMHee
Bpems;

e CoBue BpemMeHU (MUH.) — Nepuo, BPEMEHN B MUHYTAX, Ha KOTOPbIV BbINO/THAETCS CABUT
BpemMeHu. MoxeT npuHuMartb 3HadeHre oT 0 4o 720 MuH.

e Adpeca oornosiHumesibHbIx NTP-cepsepos — B Criydae Korfa OCHOBHOU cepBep CUHXPOHU3aLun
BPeMEHV HeJOCTYMNeH, YCTPOMNCTBO byaeT obpallaTbCsa K AONOMHUTEIbHBIM CEPBEPAM CUHXPOHU3aLMN
BpeMeHu. [1nsA Toro 4tobbl 06aBUTL apec B CUCOK, HAXXMUTE KHOMKY «06aBuUTb» U B NOABMBLLEMCS
none sBeeguTe IP-agpec nin goMeHHoe UMs cepeepa. YTobbl yaanuTb agpec U3 Cnncka, B

COOTBETCTBYHLLEN CTPOKE HAXMUTE KHOMKY .

[Nsi BCTYN/IeHUsI B CU/Ty HOBOI KOHQOUIypaLun 1 3aHeCEHMs1 HACTPOEK B 3HEPTOHE3aBUCKMYIO NaMsAThb
HaXKMUTE KHOMKY «MpUMEHNUTb». [151 OTMEHbl U3MEHEHWIN HAXXMUTE KHOMKY «OTMEeHaw.
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6.10.7 MopgmeHto «OTNagovHas nHopmMaunsa»

O6HoBneHue MO ycTpoiicTea ®aiin oTnaaoyHoM * Crauatb
WHOPMALUK
KoHpwurypauuma
Mepe3arpy3ka
Maponb
>Kyphan

[ara u Bpema

OTnago4Han uHgopmauua >

daiin oTnagoyHor MHdopmauum

YTo6bl NonyunTtb apxus troubleshooting.tar.gz ¢ ycTpoiicTBa Ha NIOKas1bHbI KOMMNLIOTEP, HAXKMUTE KHOMKY
«CkayvaTb».
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7 YnpaBneHue yCTPOCTBOM C NOMOLLbIO KOMaH/AHOW CTPOKM

© /115 oTo6paxeHNs UMEILLMXCS HACTPOEK OMpeaeneHHOro pasena KoHhUrypaLun BBeauTe KoMaHay
show-config.
[ns nonyyeHns NoAckaskn O TOM, Kakoe 3HaYeHne MOXET NMPUHMMATb TOT WK UHOM napameTp
KOHCOUIypaLmm yCTpoIiCTBa, HAXKMUTE CoueTaHne KnaBuLl (B aHrnviickoii packnaake) — [Shift + ?].
[na nonyyeHns cnvcka napameTpos, AOCTYMHbIX A1 pefakTMpoBaHua B AaHHOM pasjere
KOHpurypaumm, HaxmuTe knasuwy Tab.
[na coxpaHeHua HaCTpPOeK BBeAMTe KOMaHay save.
[ns nepexopa B npeablaywwinii pasgesn KoHdurypauuy BBeguTe kKomaHay exit.
[na nepexofa B KOPHEBOW pas3fen sBeaute komaHay end.

7.1 TlogknoyeHue K yCTpoincTey

Mo ymonyaHuto yctpoinicteo WOP-2L HacTpoeHo Ha nonyyeHne agpeca no DHCP. Ecniv aToro He npoun3oLwusio,
NOAKIUNTLCS K YCTPONCTBY MOXHO MO 3aBoAcKoMy IP-agpecy.

© 3asopckoii IP-agpec ycTpoiictea WOP-2L: 192.168.1.10, macka nogceTu: 255.255.255.0.
MoAakntoyeHne K yCTPOMCTBY OCYLLECTBASIETCS € nomoLlblo SSH/Telnet:

ssh admin@<IP-aapec ycTpoiicTBa>, ganee BBOAMM Naposib

telnet <IP-agpec ycTpoiicTBa>, BBOAUM /OTVIH U Napo/ib
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7.2 HacTpoiika ceTeBbIX NnapameTpoB

HacTpoiika cTaTMyecKux ceTeBbiX NapamMmeTpoB TOUKU AOCTyna

WOP-2L(root):/# configure

WOP-2L(config):/# interface

WOP-2L(config):/interface# br0

WOP-2L(config):/interface/br0# common

WOP-2L(config):/interface/br0/commont static-ip X.X.X.X (rae X.X.X.X — IP-agpec WOP-2L)
WOP-2L(config):/interface/br0/common# netmask X.X.X.X (rge X.X.X.X — macka nogcetu)
WOP-2L(config):/interface/br0/common# dns-server-1 X.X.X.X (rge X.X.X.X — |P-agpec DNS-cepsepa Nol)
WOP-2L(config):/interface/br0/common# dns-server-2 X.X.X.X (rge X.X.X.X — |P-agpec DNS-cepsepa No2)
WOP-2L(config):/interface/br0/common# protocol static-ip (n3veHeHve pexuma paboTsl ¢ DHCP Ha Static-
IP)

WOP-2L(config):/interface/br0/common# save (coxpaHeHne HacTpoek)

JoGaBneHue cTaTUYECKOro MapupyTta

WOP-2L
WOP-2L
WOP-2L
WOP-2L

:/interface/br0/common# exit

:/interface/brO# exit

:/interface# exit

:/# route

WOP-2L(config):/route# add default (rge default — HazBaHne mapLupyTa)

WOP-2L(config):/routet# default

WOP-2L(config):/route/default# destination X.X.X.X (rae X.X.X.X — IP-agpec cetn nnun y3sna HasHauyeHus, 415
MapLupyTa no ymonyaHuo — 0.0.0.0)

WOP-2L(config):/route/default# netmask X.X.X.X (rge X.X.X.X — mMacka ceTn HazHauyeHus, 4/ MapLupyTa no
ymMonyaHuio — 0.0.0.0)

WOP-2L(config):/route/default# gateway X.X.X.X (rge X.X.X.X — |[P-agpec wio3a)
WOP-2L(config):/route/default# save (coxpaHeHve HacTpoek)

config
config
config
config

AAAAAA
—_— = = =

HacTpolika nonyyeHus ceTeBbiX NapaMeTpoB no DHCP

WOP-2L
WOP-2L
WOP-2L
WOP-2L
WOP-2L
WOP-2L

root):/# configure

config):/# interface

config):/interface# bro

config):/interface/br0# common
config):/interface/br0/commoni protocol dhcp
config):/interface/br0/common# save (coxpaHeHVe HacTpOoek)

AAAAAA
—_ = = =
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© Haunnas ¢ Bepcun MO 2.2.0 ecTb BO3MOXHOCTL 3a4aBaTb MTU uepes DHCP (option 26).
3HadveHne MTU, nonyyeHHoe no DHCP, umeeT 60nbLuniA NPUOPUTET, YEM NapameTp, 3aZjaHHbIN B
KOHUrypaumu.

@ Pasmep MTU ans bridge gomkeH 6bITh He 6osblLe, 4eM HauMeHbLII pasmep MTU Ha nHTepdeiicax,
KOTOpble HaxoaATcs B 3TOM bridge.

HacTpoliika pasmepa MTU Ha uHTepdpelice

WOP-2L
WOP-2L

root):/# configure

config):/# interface

WOP-2L (config):/interface# br0

WOP-2L (config):/interface/br0# common

WOP-2L(config):/interface/br0/common# mtu X (rae X — pasmep MTU B 6aiiTax. Bo3MOxHbIe 3HaYeHns: 1-
2490. No ymon4yaHuio: 1500)

WOP-2L (config):/interface/br0/commont# save (CoxpaHeH/e HacTpoek)

—_— e~~~ —

7.2.1 HacTpoiika ceTeBbIx NapamMeTpoB C NOMOLLbIO YTUANTLI set-management-vian-mode

HeTervpoBaHHbIii gocTyn

NonyyeHne ceTeBbiX HACTpoek No DHCP:

WOP-2L (root):/# set-management-vlan-mode off protocol dhcp

CraTunyeckme HacTPONKMK:

WOP-2L (root):/# set-management-vlan-mode off protocol static-ip ip-addr X.X.X.X netmask Y.Y.Y.Y
gateway Z2.Z.Z.Z (rge X.X.X.X — ctarmyeckuii IP-agpec, Y.Y.Y.Y — Mmacka noaceTtn, Z.Z.Z.Z — Wto3)

[ocTtyn uepes VLAN ynpaBneHus B pexume Terminating

[MonyyeHne ceteBbIX HACTPOEK no DHCP:

WOP-2L (root):/# set-management-vlan-mode terminating vlan-id X protocol dhcp (rge X — VLAN ID,
MCNOb3yeMbIil 418 4OCTyna K yCTPOCTBY. BO3MOXHbIE 3Ha4YeHus: 1-4094)

CraTunyeckme HacTPOMKMK:

WOP-2L (root):/# set-management-vlan-mode terminating vlan-id X protocol static-ip ip-addr
X.X.X.X netmask Y.Y.Y.Y gateway Z.Z.Z.Z (rae X — VLAN ID, ncnonb3yemsblii ANna foctyna K yCTPOUCTBY,
BO3MOXHble 3HaueHus: 1-4094; X.X.X.X — cTaTtuyeckuii IP-agpec; Y.Y.Y.Y — macka noacetwn; Z.Z.Z.Z — LJt03)
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AocTtyn uepes3 VLAN ynpaBneHus B pexxume Forwarding

NonyyeHne ceTeBbiX HACTpoekK No DHCP:

WOP-2L (root):/# set-management-vlan-mode forwarding vlan-id X protocol dhcp (rze X — VLAN ID,
NCNO/Ib3YEMbI ANS 4OCTyNa K yCTPOCTBY. BO3MOXHbIE 3HAYeHNst: 1-4094)

CraTunyeckme HacTPONKM:

WOP-2L(root):/# set-management-vlan-mode forwarding vlan-id X protocol static-ip ip-addr
X.X.X.X netmask Y.Y.Y.Y gateway Z.Z.Z.Z (r1e X — VLAN ID, ncrnosib3yemblii 415 AOCTyna K YyCTPONCTBY,
BO3MOXHble 3Ha4YeHust: 1-4094; X.X.X.X — cTatnyeckuii IP-agpec; Y.Y.Y.Y — macka noacetn; Z.Z.Z.Z — LLJ103)

3aBepLieHne N coxXxpaHeHne HacTpoeK

WOP-2L(root):/# save (COxpaHeHue HacTpoek)

7.2.2 HacTpolika yaanéHHoro ynpasneHus

HacTtpoiika SSH

WOP-2L(root):/# configure

WOP-2L(config):/# ssh

WOP-2L(config):/ssh# enable true (ynpasneHve yaanéHHbiM 4OCTYNOM Mo SSH. /18 OTK/Il0YeHUs BBeAnUTe
false. Mo ymonuyaHutio: true)

WOP-2L(config):/ssh# port X (rge X — nopT SSH-cepBepa. o ymonyaHuio: 22)

WOP-2L(config):/ssh# session-limit X (rae X — makcMmasibHOe kosimyecTBo SSH-ceccuid. o ymonyaHmio: 5)
WOP-2L(config):/ssh# save (coxpaHeHve HacTpoek)

HacTtpoiika Telnet

WOP-2L(root):/# configure

WOP-2L(config):/# telnet

WOP-2L(config):/telnet# enable true (ynpasneHue yaanéHHbiM goctynom no Telnet. 418 OTK/IOYEHUSA
BBeguTe false. o ymonyaHutio: false)

WOP-2L(config):/telnet# port X (rae X — nopt. o ymonyaHuio: 23)

WOP-2L(config):/telnet# session-limit X (rze X — makcumasnisHoe konmyecTso Telnet-ceccuii. Mo
YMOJ14aHUI0: 5)

WOP-2L(config):/telnet# save (coxpaHeHVe HacTpoek)

69



PykoBoacTtBo no akcnnyataunn WOP-2L

7.2.3 HacTtpoiika ceTeBbIx napameTpos IPv6

@ Mo ymonuaHuio AoCTyN K yCTPOACTBY MO NPOTOKOAY IPV6 Ha TOuKe [OCTyna OTK/IOUEH.

BknloueHue gocTtyna K ycTpoiicTBy No npoTokosy IPvé

WOP-2L
WOP-2L
WOP-2L
WOP-2L
WOP-2L
WOP-2L
DHCP)
WOP-2L(config):/interface/br0/common/ipv6# enabled true (Bi/1t04eHNe JOCTYNa K YCTPOUCTBY MO
npotokony IPv6. Ana oTkntoveHns seeante false)

WOP-2L(config):/interface/br0/common/ipv6# save (coxpaHeHne HacTpoek)

root):/# configure

config):/# interface

config):/interfacet# bro

config):/interface/brO# common

config):/interface/br0/common# ipvé

config):/interface/br0/common/ipv6# protocol dhcp (nosyyeHvie cetesbix IPv6 napameTpos rno

—~ o~~~ —~ —~
—_ ===

HacTpolika cTaTuueckux ceTeBbiX NnapaMmeTpPoB IPV6 TOUKU AocTyna

WOP-2L(root):/# configure

WOP-2L (config):/# interface

WOP-2L (config):/interface# br0

WOP-2L (config):/interface/br0# common

WOP-2L (config):/interface/br0/commont# ipv6

WOP-2L (config):/interface/br0/common/ipv6# address XXXX:XXXX:XXXX:XXXX:XXXX:XXXX:XXXX:XXXX (rae
XXXXXXKX XXX XXXX XXX XXXXXXXXXXXX — cTaTuyeckuii IPve-aapec yctporictea WOP-2L)

WOP-2L (config):/interface/br0/common/ipv6# address-prefix-length X (rne X — npecdpuke cratuueckoro IPvé-
agpeca. NpuHnMaeT 3HadeHue oT 0 A0 128. 1o yMmonyaHuto: 64)

WOP-2L (config):/interface/br0/common/ipv6# gateway XXXX:XXXX:XXXX:XXXX::/64 (yka3biBaeTcs |Pv6-
npedomke, Hanpumep 3211:0:0:1234::/64)

WOP-2L (config):/interface/br0/common/ipv6# dns-server-1 XXXX:XXXX:XXXX:XXXX:XXXX:XXXX:XXXX:XXXX/Y
(rae XXXXXXXX:XXXXXXXXXXXX XXX XXXXXXXX/Y — IPve-agpec dns-cepepa Nel ¢ npedinkcom)

WOP-2L (config):/interface/br0/common/ipv6# dns-server-2 XXXX:XXXX:XXXX:XXXX:XXXX:XXXX:XXXX:XXXX/Y
(rae XXXX:XXXX:XXXXXXXXXXXX XXX XXXXXXXX/Y — IPve-aapec dns-cepepa Ne2 ¢ npednkcom)

WOP-2L (config):/interface/br0/common/ipv6# protocol static-ip (Bk/1t0UeHVE NCNOIb30BaHNSA CTATUYECKMX
ceTeBbIX IPv6 napameTpoB. /15 nosyvyeHmns ceTeBbix IPv6 napameTpos no DHCP BeBeanTe dhcep)
WOP-2L(config):/interface/br0/common/ipv6# enabled true (Bi/1t04eHne JOCTYNa K YCTPOUCTBY MO
npotokony IPv6. ina oTknoueHns seegute false)

WOP-2L (config):/interface/br0/common/ipv6# save (CoxpaHeHve HacTpoekK)
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7.3 HacTpoliika BupTyanbHbIx Touek goctyna Wi-Fi (VAP)

Mpw HacTpolike VAP cnefyeTt NOMHUTb, YTO Ha3BaHue nHTepdeiicos B AnanasoHe 2.4 Ty HaunHaeTcs ¢
wlan0, B gnanasoHe 5y — wlan1.

Tabnuua 6 — KomaHgpl 4N HACTPOkM pexmma 6esonacHocT Ha VAP

Pexum 6e3onacHoCTu KomaHAa ans HacTpoiikv peXxvuma 6e3onacHoCTu
Bes napons mode off

WPA mode WPA

WPA2 mode WPA2

WPA/WPA?2 mode WPA_WPA2

WPA-Enterprise mode WPA_1X

WPA2-Enterprise mode WPA2_1X

WPA/WPA2-Enterprise mode WPA_WPA2_1X

Hwxe npeacTtaBneHbl npuMepbl HACTPOKikn VAP ¢ pasfinyHbiMy pexnmamu 6esonacHocTu ansa Radio STy
(wlan1).

7.3.1 HacTtpoliika VAP 6e3 wncpoBaHus

Co3spgaHue VAP 6e3 WwinpoBaHus ¢ Nepuoguyeckoii oTnpaBKoii akkayHTUHra Ha RADIUS-cepBep

WOP-2L(root):/# configure
WOP-2L(config):/# interface
WOP-2L(config):/interface# wlan1-va0
WOP-2L(config):/interface/wlanl-va0# vap
WOP-2L(config):/interface/wlanl-va0/vap# ssid 'SSID_WOP-2L_open' (13veHeHne nmeHnn SSID)
WOP-2L(config):/interface/wlanl-va0/vap# ap-security
WOP-2L(config):/interface/wlanl-va0/vap/ap-security# mode off (pexxvm wnpposarms off — 6e3 napons)
WOP-2L(config):/interface/wlanl-va0/vap/ap-security# exit
WOP-2L(config):/interface/wlanl-va0/vap# radius
WOP-2L(config):/interface/wlanl-va0/vap/radius# acct-enable true (Bx/1t0ueHne OTrIpaBky COOOLLEHNI
«Accounting» Ha RADIUS-cepBep. o ymonyaHuio: false)
WOP-2L(config):/interface/wlanl-va0/vap/radius# acct-address X.X.X.X (rae X.X.X.X — IP-agpec RADIUS-
cepBepa, MCNosib3yeMOro A5 akkayHTUHra)
WOP-2L(config):/interface/wlanl-va0/vap/radius# acct-password secret (r/e secret — naposis /19 RADIUS-
cepBepa, MCNosib3yeMOro A5 akkayHTUHra)
WOP-2L(config):/interface/wlanl-va0/vap/radius# acct-periodic true (Bxk/1H04eHNE NEPNOANYECKON OTMPABKY
coobueHnii «Accounting» Ha RADIUS-cepsep. o ymonyaHuto: false)
WOP-2L(config):/interface/wlanl-va0/vap/radius# acct-interval 600 (nHTEpBas OTNPaBky COOOLLEHNI
«Accounting» Ha RADIUS-cepsep)
WOP-2L(config):/interface/wlanl-va0/vap/radius# exit
WOP-2L(config):/interface/wlanl-va0/vap# exit
WOP-2L(config):/interface/wlanl-va0# common

)

)

o =

WOP-2L(config):/interface/wlan1l-va0/commont# enabled true (Bx/1t0ueHNe BUPTYa/IbHOM TOUKM AOCTYMNA)
WOP-2L(config):/interface/wlan1l-va0/commont# save (COxpaHeHne HacTpoek)

—_ e~~~ —
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7.3.2 Hactpoiika VAP ¢ pexumom 6e3onacHoctn WPA-Personal

CospaHue VAP c pexumom 6e3onacHocTtu WPA-Personal ¢ nepnogunyeckoil oTnpaBKoO akKKayHTUHTa
Ha Radius-cepBep

WOP-2L(root):/# configure

WOP-2L(config):/# interface

WOP-2L(config):/interface# wlan1-va0

WOP-2L(config):/interface/wlanl-va0# vap

WOP-2L(config):/interface/wlanl-va0/vap# ssid 'SSID_WOP-2L_Wpa2' (n3mveHeHve nveHun SSID)
WOP-2L(config):/interface/wlanl-va0/vap# ap-security

WOP-2L(config):/interface/wlanl-va0/vap/ap-security# mode WPA_WPA2 (pexxum LundpposaHms — WPA/WPA2)
WOP-2L(config):/interface/wlanl-va0/vap/ap-security# key-wpa password123 (k/1t04/naposib, He0OX0ANMbIIA
0N NOAKNIYEHNS K BUPTYaslbHOM ToUke AocTyna. [avHa kada A0/HKHa CoOCTaBAsATb OT 8 A0 63
CVMBOJIOB)

WOP-2L(config):/interface/wlanl-va0/vap/ap-security# exit

WOP-2L(config):/interface/wlanl-va0/vap# radius

WOP-2L(config):/interface/wlanl-va0/vap/radius# acct-enable true (Bk/1t0UeHne OTMIPaBkM COOOLLEHNI
«Accounting» Ha RADIUS-cepBep. o ymonyaHuto: false)

WOP-2L(config):/interface/wlanl-va0/vap/radius# acct-address X.X.X.X (rze X.X.X.X — IP-agpec RADIUS-
cepBepa, UCrnosb3yeMoro A/151 akkayHTUHra)

WOP-2L(config):/interface/wlanl-va0/vap/radius# acct-password secret (/e secret — naposis /19 RADIUS-
cepBepa, UCrnosb3yemMoro A/151 akkayHTUHra)

WOP-2L(config):/interface/wlanl-va0/vap/radius# acct-periodic true (Bk/1H04eHNE NEPUOANYECKON OTIPABKY
coobLeHui «Accounting» Ha RADIUS-cepBep. Mo ymonyaHuto: false)
WOP-2L(config):/interface/wlanl-va0/vap/radius# acct-interval 600 (nHTEepBas OTNPasky COOOLLEHNN
«Accounting» Ha RADIUS-cepBep)

WOP-2L(config):/interface/wlanl-va0/vap/radius# exit

WOP-2L(config):/interface/wlanl-va0/vap# exit

WOP-2L(config):/interface/wlan1l-va0# common

WOP-2L(config):/interface/wlan1l-va0/commont# enabled true (Bk/1t0UeHNe BUPTYa/IbHOM TOUKM L0OCTYMa)
WOP-2L(config):/interface/wlan1l-va0/commont# save (COxpaHeHne HacTpoek)

—_— e~~~ —
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7.3.3 Hactpoliika VAP c Enterprise-aBTopu3auueii

CospaHue VAP ¢ pexumom 6e3onacHocTtu WPA2-Enterprise C nepuoguyeckon oTnpaBKow
aKKkayHTuHra Ha Radius-cepBep

WOP-2L
WOP-2L
WOP-2L
WOP-2L

root):/# configure
config):/# interface
config):/interface# wlanl-va0
config):/interface/wlan1-va0O# vap
WOP-2L(config):/interface/wlanl-va0/vap# ssid 'SSID_WOP-2L_enterprise' (n3vieHeHve nmenn SSID)
WOP-2L(config):/interface/wlanl-va0/vap# ap-security
WOP-2L(config):/interface/wlanl-va0/vap/ap-security# mode WPA_WPA2_1X (pexxum wndposaHmns — WPA/
WPA2-Enterprise)
WOP-2L(config):/interface/wlanl-va0/vap/ap-security# exit
WOP-2L(config):/interface/wlanl-va0/vap# radius
WOP-2L(config):/interface/wlanl-va0/vap/radius# domain root (rze root — l0MeH nosnb3oBartesis)
WOP-2L(config):/interface/wlanl-va0/vap/radius# auth-address X.X.X.X (rge X.X.X.X — IP-agpec RADIUS-
cepsepa)
WOP-2L(config):/interface/wlanl-va0/vap/radius# auth-port X (rze X — nopt RADIUS-cepsepa, KOTopbIi
NCnonb3yeTca Ansa ayTeHTudukauum n astopmsaunn. Mo ymonyaHuo: 1812)
WOP-2L(config):/interface/wlanl-va0/vap/radius# auth-password secret (rze secret — naposb 715 RADIUS-
cepBepa, UCnosb3yemMoro A5 ayTeHTUMKaL M1 1 aBTopusanmnn)
WOP-2L(config):/interface/wlanl-va0/vap/radius# acct-enable true (Bk/1t0UeHne OTIPaBky COOOLLEHNI
«Accounting» Ha RADIUS-cepBep. o ymonyaHuto: false)
WOP-2L(config):/interface/wlanl-va0/vap/radius# acct-address X.X.X.X (rae X.X.X.X — IP-agpec RADIUS-
cepBepa, UCrnosb3yeMoro A/151 akkayHTUHra)
WOP-2L(config):/interface/wlanl-va0/vap/radius# acct-password secret (/e secret — naposib /19 RADIUS-
cepBepa, UCrnosb3yemMoro A/151 akkayHTUHra)
WOP-2L(config):/interface/wlanl-va0/vap/radius# acct-periodic true (Bk/1H04eHNE NEPUOANYECKON OTIPABKM
coobLeHui «Accounting» Ha RADIUS-cepBep. Mo ymonyaHuto: false)
WOP-2L(config):/interface/wlanl-va0/vap/radius# acct-interval 600 (nHTepBas OTNPasky COOOLLEHNN
«Accounting» Ha RADIUS-cepBep)
WOP-2L(config):/interface/wlanl-va0/vap/radius# exit
WOP-2L(config):/interface/wlanl-va0/vap# exit
WOP-2L(config):/interface/wlan1l-va0# common

)

)

—~ o~~~ —~ —~
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WOP-2L(config):/interface/wlan1l-va0/commont# enabled true (Bk/1t0UeHNe BUPTYa/IbHOM TOUKM L0OCTYrA)
WOP-2L(config):/interface/wlan1l-va0/common# save (COxpaHeHne HacTpoek)

—_— e~~~ —
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7.3.4 HacTtpoiika VAP ¢ noptasibHOI aBTOopu3auuei

KomaHAabl AN HacTPOMKM NOPTa/IbHOI aBTOpU3aLun ¢ OTNPaBKO akkayHTUHra Ha RADIUS-cepBep

WOP-2L
WOP-2L
WOP-2L
WOP-2L
WOP-2L
WOP-2L
WOP-2L
WOP-2L
WOP-2L
WOP-2L

root):/# configure
config):/# interface
config):/interface# wlanl-va0
config):/interface/wlan1-va0O# vap
config):/interface/wlan1-va0/vap# vlan-id X (rge X — VLAN-ID Ha VAP)
config):/interface/wlanl-va0/vap# ap-security
config):/interface/wlanl-va0/vap/ap-security# mode off (pexxum wudposaHmns off — 6e3 napons)
config):/interface/wlanl-va0/vap/ap-security# exit
config):/interface/wlanl-va0/vap# ssid 'Portal_WOP-2L' (n3veHeHve nmeHn SSID)
config):/interface/wlanl-va0/vap# captive-portal
WOP-2L(config):/interface/wlanl-va0/vap/captive-portal# scenarios
WOP-2L(config):/interface/wlanl-va0/vap/captive-portal/scenarios# scenario-redirect
WOP-2L(config):/interface/wlanl-va0/vap/captive-portal/scenarios/scenario-redirect# redirect-url http://
<IP>:<PORT>/eltex_portal/ (ykazaTb URL BUpTyasibHOro noprasna)
WOP-2L(config):/interface/wlanl-va0/vap/captive-portal/scenarios/scenario-redirect# index 1
WOP-2L(config):/interface/wlanl-va0/vap/captive-portal/scenarios/scenario-redirect# virtual-portal-name
default (ykazatb nmsa noptana. Mo ymonyanuio: default)
WOP-2L(config):/interface/wlanl-va0/vap/captive-portal/scenarios/scenario-redirecti# exit
WOP-2L(config):/interface/wlanl-va0/vap/captive-portal/scenarios# exit
WOP-2L(config):/interface/wlanl-va0/vap/captive-portal# apb-mac-auth true (Bk1t0unTs MAC-aBTOpU3aLIIO
nopTanibHbIX NOMb30BaTeNel Yepes APB cepBuUC (A0CTYMHO TO/bLKO € SoftWLC 1.34.1 v Bbiwwe). Mo
yMoiyaHuto: false)
WOP-2L(config):/interface/wlanl-va0/vap/captive-portal# enabled true
WOP-2L(config):/interface/wlanl-va0/vap/captive-portal# exit
WOP-2L(config):/interface/wlanl-va0/vap# radius
WOP-2L(config):/interface/wlanl-va0/vap/radius# domain root (rze root — f0MeH nosnb3oBartesis)
WOP-2L(config):/interface/wlanl-va0/vap/radius# acct-enable true (Bk/1t0UeHe OTIPaBkM COOOLLEHNI
«Accounting» Ha RADIUS-cepBep. o ymonyaHuto: false)
WOP-2L(config):/interface/wlanl-va0/vap/radius# acct-address X.X.X.X (rae X. X.X.X — IP-agpec RADIUS-
cepBepa, UCMNoJIb3yeMOro A1 akkayHTUHra)
WOP-2L(config):/interface/wlanl-va0/vap/radius# acct-password secret (/e secret — naposib /19 RADIUS-
cepBepa, UCMNoJIb3yeMOro A1 akkayHTUHra)
WOP-2L(config):/interface/wlanl-va0/vap/radius# acct-periodic true (Bk/1H04eHNE NEPUOANYECKON OTIPABKY
coobLeHui «Accounting» Ha RADIUS-cepBep. Mo ymonyaHuto: false)
WOP-2L(config):/interface/wlanl-va0/vap/radius# acct-interval 600 (nHTEepBas OTNPasky COOOLLEHNN
«Accounting» Ha RADIUS-cepBep)
WOP-2L(config):/interface/wlanl-va0/vap/radius# exit
WOP-2L(config):/interface/wlanl-va0/vap# exit
WOP-2L(config):/interface/wlan1l-va0# common

)

)

AAAAAAAAAAAA
—_— ==

_ == =

WOP-2L(config):/interface/wlan1l-va0/common# enabled true (Bk/1t0ueHVe BUPTYasIbHON TOUKM A0CTYNa)
WOP-2L(config):/interface/wlan1l-va0/common# save (COxpaHeHne HacTpoek)

—_ e~~~ —
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7.3.5 HacTtpoiika VAP ¢ BHellHeli nopTasibHOW aBTopu3aLmeit

KomaHpgbl gnsa HACTPOVKU BHELLHE NopTa/sibHOI aBTOpU3aLumn

WOP-2L
WOP-2L
WOP-2L
WOP-2L
WOP-2L
WOP-2L
WOP-2L
WOP-2L

root):/# configure

config):/# interface

config):/interface# wlanl-va0

config):/interface/wlan1-va0O# vap

config):/interface/wlan1-va0/vap# vlan-id X (rge X — VLAN-ID Ha VAP)
config):/interface/wlanl-va0/vap# ap-security

config):/interface/wlanl-va0/vap/ap-security# mode off (pexxvm wudposaHus off — 6e3 napons)
config):/interface/wlanl-va0/vap/ap-security# exit

WOP-2L(config):/interface/wlanl-va0/vap# ssid '"Portal_WOP-2L' (n3veHeHne nveHn SSID)
WOP-2L(config):/interface/wlanl-va0/vap# captive-portal
WOP-2L(config):/interface/wlanl-va0/vap/captive-portal# verification-mode external-portal (Bx/1t0ueHne
noaaepXkn BHELLUHEN NopTasibHOM aBTopusauun. Mo ymonyaHuto: portal)
WOP-2L(config):/interface/wlanl-va0/vap/captive-portal# scenarios
WOP-2L(config):/interface/wlanl-va0/vap/captive-portal/scenarios# scenario-redirect
WOP-2L(config):/interface/wlanl-va0/vap/captive-portal/scenarios/scenario-redirect# redirect-url "https://
X.X.X.X/<NAS_ID>/?switch_url=<SWITCH_URL>&ap_mac=<AP_MAC>&client_mac=<CLIENT_MAC>
&wlan=<SSID>&original-url=<ORIGINAL_URL>&nas-
ip=<NAS_IP>&ap_location=<AP_LOCATION>&nas_id=<NAS_ID>" (yka3aTb URL BHELUHEero BMpTyasibHOro
nopTtana B COOTBETCTBUM C Tab/MLEen 7)
WOP-2L(config):/interface/wlanl-va0/vap/captive-portal/scenarios/scenario-redirecti# exit
WOP-2L(config):/interface/wlanl-va0/vap/captive-portal/scenarios# exit
WOP-2L(config):/interface/wlanl-va0/vap/captive-portal# enabled true (s1toueHne hyHkLoHana captive-
portal)

WOP-2L(config):/interface/wlanl-va0/vap/captive-portal# exit

WOP-2L(config):/interface/wlanl-va0/vap# radius

WOP-2L(config):/interface/wlanl-va0/vap/radius# auth-address X.X.X.X (rae X. X.X.X — IP-agpec RADIUS-
cepBepa, UCnosib3yemoro ans asTopusalmm)

WOP-2L(config):/interface/wlanl-va0/vap/radius# auth-password secret (rze secret — naposis /19 RADIUS-
cepBepa, UCnosibayemoro ans asTopusalmm)

WEP-2L(config):/interface/wlan1-va0/vap/radius# exit

WOP-2L(config):/interface/wlanl-va0/vap# save (CoxpaHeHve HacTpoek)

AAAAAAAAAA
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JononHutenbHble KOMaHAbI A5 HaCTp0I7IKI/I BHELUHEeWN I'IOpTaﬂbHOI7I aBTopusaunmn

WOP-2L (config):/interface/wlanl-va0/vap/captive-portal# preauth-filter-mode acl (napameTp,
onpeaensioumii Ha 0CHOBaHMK Yero byaeTt hnnbTpoBaTbCsa TPAK HEABTOPU30BAHHBIX K/IMEHTOB.
Bo3moxHble 3HaueHus: acl, white-list. [0 ymosiyaHuio: white-list)

WOP-2L (config):/interface/wlanl-va0O/vap/captive-portal# ipv4-acl ipv4_list (rge ipv4_list — nva cnncka
npasus ipv4-acl)

WOP-2L (config):/interface/wlanl-va0O/vap/captive-portal# url-acl url_list (rge url_list — ma cnucka npasun
url-acl)

WOP-2L(config):/interface/wlanl-va0/vap/captive-portal# filter-dns-by-acl true (Bx/1toueHne hunsTpaum
DNS-3anpocoB no npasuiam preauth-acl. Mo ymonyanutio: false)
WOP-2L(config):/interface/wlanl-va0/vap/captive-portal# client-mac-format XX-XX-XX-XX-XX-XX (rge XX-XX-
XX-XX-XX-XX — chopmaT MAC-azipeca KNnMeHTa, KOTopbIii OyaeT NnoAcTaBisiTbCs BMeCTO <AP_MAC> B
3anpocax Ha BHELIHWU nopTasl. Bo3aMoxHbIe 3HaUeHNs: XX-XX-XX-XX-XX-XX, XX:XX:XX:XX:XX:XX,
XXXXXXXXXXXX, XX-XX-XX-XX-XX-XX, XX:XXIXXXXIXXXX, XXXXXXXXXXXX. [10 YMOTUAHNHD: XXXXXXXXXXXX)
WOP-2L(config):/interface/wlanl-va0/vap/captive-portal# nas-id-format XX-XX-XX-XX-XX-XX (rage XX-XX-XX-XX-
XX-XX — popmaT MAC-aapeca TOUKM A0CTyna, KOTOpbI 6yaeT noacTaBnsATbCsl BMecTo <NAS_ID> B
3anpocax Ha BHELIHWU nopTasl. Bo3aMoXHbIe 3HaUeHNsT: XX-XX-XX-XX-XX-XX, XX:XX:XX:XX:XX:XX,
XXXXXXXXXXXX, XX-XX-XX-XX-XX-XX, XX:XXIXXXXIXXXX, XXXXXXXXXXXX. [10 YMOTUAHNHD: XXXXXXXXXXXX)

WOP-2L (config):/interface/wlanl-va0/vap/captive-portal# disconnect-on-reject true (napamverp,
OoTBeYatoLLMii 3a OTK/IOUEHME KNIMEHTa nocsie nonydeHus Access-Reject. ns oTknoueHns seegute false)
WOP-2L (config):/interface/wlanl-va0/vap/captive-portal# exit

WOP-2L (config):/interface/wlanl-va0/vap# radius

WOP-2L (config):/interface/wlanl-va0O/vap/radius# use-macaddr-as-password true (nepenasars MAC-agpec
KNMeHTa B kauecTBe naposisi B RADIUS 3anpocax. Mo ymonyanuto: false)

WOP-2L (config):/interface/wlanl-va0/vap/radius# macaddr-format XX-XX-XX-XX-XX-XX (rge XX-XX-XX-XX-XX-
XX — chopmat MAC-agpeca KIneHTa, KOTopblin 6yaeT comurypupoBatb B RADIUS 3anpocax. yHKLMOHa
paboTaeT To/IbKO Npu ycnoBuun use-macaddr-as-password = true. Bo3MOXHble 3HauYeHust: XX-XX-XX-XX-XX-
XX, XXX XX XX XX XX, XXXXXXXXXXXX, XX-XX-XX-XX-XX-XX, XXIXXXXIXXXXXX, XXXXXXXXXXXX. [10
YMOJTHAHUHD: XXXXXXXXXXXX)

WOP-2L (config):/interface/wlanl-va0O/vap/radius# exit

WOP-2L (config):/interface/wlanl-va0/vap# save (COxpaHeHne HacTpoek)

© /515 nonyyenns nHcopmaLm 06 anropuTMe B3aMMOECTBUSA C BHELLHUM NOPTa/IOM CM. CXEMY.
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Tabnuua 7 — Hactpoiika URL wabsoHa Ans BHELWHe NopTasibHON aBTopm3aumm

MapameTtp

<NAS_ID>

<SWITCH_URL>

<AP_MAC>
<CLIENT_MAC>
<SSID>
<ORIGINAL_URL>
<NAS_IP>
<AP_LOCATION>

OnucaHue

NAS ID, 3agaHHbIli Ha VAP nnn B system. Ecnv He 3agaH Hu
OAIMH 13 3TUX NapameTpoB, To B kadecTBe NAS ID B RADIUS-
n HTTP(S)-naketax 6yaeT ucnosb3oatbca MAC-agpec
TOukM goctyna B chopmare "nas-id-format”

[ oMeHHOe UMS, KOTOPOE MOKa3bIBAETCS KIMEHTY MpW
nepeHanpasfieHun

MAC-agpec Toukn gocTyna

MAC-agpec knneHta

SSID

URL, KOTOpbI n3Ha4YaNbHO 3anpatumsan KInNeHT
IP-agpec Touku goctyna

AP-location Touku goctyna
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7.3.6 HacTtpoliika gononHutensHoro RADIUS-cepsepa Ha VAP

© [anHbiit hyHKUMOHa AOCTYNEH TONbKO A4J/19 PEXMMOB NOPTasibHON 1 Enterprise-aBTopmsaymm.

KomaHab! o151 HACTPOIKKN foNoIHUTEeNNbHOro RADIUS-cepBepa Ha VAP

WOP-2L
WOP-2L
WOP-2L
WOP-2L

root):/# configure

config):/# interface

config):/interface# wlanl-va0

config):/interface/wlan1-va0O# vap

WOP-2L(config):/interface/wlanl-va0/vap# radius (HacTpoiika ocHoBHOro RADIUS-cepeepa)
WOP-2L(config):/interface/wlanl-va0/vap/radius# backup (HacTpoiika gononHnTensHoro RADIUS-cepsepa)
WOP-2L(config):/interface/wlanl-va0/vap/radius/backup# add <IP-agpec gononHutenbHoro RADIUS-
cepBepa B KOHUrypayum> (Co3gaHme pasaena koHgurypaumm gononHutTensHoro RADIUS-cepBepa.
MakcmasibHOE KO/IM4YecTBO: 1)

WOP-2L(config):/interface/wlanl-va0/vap/radius/backup# X.X.X.X (rge X.X.X.X — |[P-azpec A0MoSIHUTENIEHOIO
RADIUS-cepBepa B KOHaurypaumm)

WOP-2L(config):/interface/wlanl-va0/vap/radius/backup/X.X.X.X# auth-address X.X.X.X (rge X.X.X.X — |P-
agpec RADIUS-cepBepa)

WOP-2L(config):/interface/wlanl-va0/vap/radius/backup/X.X.X.X# auth-port X (rae X — nopt RADIUS-cepsepa,
KOTOPbI CNOMb3yeTcsa ANa ayTeHTMdIMKaUmMm 1 aBTopusaunn. Mo ymonyaHumio: 1812)
WOP-2L(config):/interface/wlanl-va0/vap/radius/backup/X.X.X.X# auth-password secret (r/e secret — naposib
Anst RADIUS-cepBepa, UCMnosib3yemMoro Ans ayteHTudunkaumm n asTopusaumm)
WOP-2L(config):/interface/wlanl-va0/vap/radius/backup/X.X.X.X# acct-address X.X.X.X (rge X.X.X.X — |[P-azgpec
RADIUS-cepBepa, NCNo/b3yeMOoro A5 akkayHTUHra)
WOP-2L(config):/interface/wlanl-va0/vap/radius/backup/X.X.X.X# acct-port X (rge X — nopt RADIUS-cepsepa,
KOTOPbI/ MCMNOMb3yeTcs AN akkayHTUHra. Mo ymonyaHuio: 1813)
WOP-2L(config):/interface/wlanl-va0/vap/radius/backup/X.X.X.X# acct-password secret (/e secret — naposis
Anst RADIUS-cepBepa, UCMnosib3yemMoro A5 akkayHTUHra)
WOP-2L(config):/interface/wlanl-va0/vap/radius/backup/X.X.X.X# order 1 (re order — npuoputeT RADIUS-
cepBepa. Ecnun npuoputeT He GblN yKasaH ABHO, TO CUMTAETCS YTO OH paBeH 0. B aTom cnyyae
o4yepenHOCTb BbiGOpa cepBepa byaeT COOTBETCTBOBATb NOPSAKY A06aBneHns RADIUS-cepBepa B
KOHdourypaumto )

WOP-2L(config):/interface/wlanl-va0/vap/radius/backup/X.X.X.X# save (coxpaHeHne HacTpoek)

—~ o~~~ —~ —~
—_ ===

7.3.7 [ononHutesibHble HacTporikn VAP

HazHaueHue VLAN-ID Ha VAP

WOP-2L (config):/interface/wlanl-va0/vap# vlan-id X (rge X — Homep VLAN-ID Ha VAP)

Ha3HauyeHue VLAN-Group Ha VAP

WOP-2L (config):/interface/wlanl-va0O/vap# vlan-group X,Y-Z (rae X,Y-Z — Homepa VLAN-ID, KOTOpble MOXHO
Ha3HaunTb Ha VAP. BO3MOXHble 3HavYeHus: 1-4094. Ecnn HacTpoeH napameTp vlan-group, TO 6yaet
nUrHopmpoBsartbcs napameTp vlan-id)
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BknioyeHue pexxuma Band Steer

WOP-2L (config):/interface/wlanl-va0O/vap# band-steer-mode true (Bk/1l0ueHe pexuma Band Steer. 114
oTKNoYeHnsa seeaute false)

BkntoyeHune VLAN trunk Ha VAP

WOP-2L(config):/interface/wlanl-va0/vap# vlan-trunk true (BktoueHne VLAN Trunk Ha VAP. 115 OTK/IHOYEHNS
BeeauTe false)

BkntoueHune General VLAN Ha VAP

WOP-2L(config):/interface/wlanl-va0/vap# general-vlan-mode true (sxtoueHne General VLAN Ha SSID. [115
oTkAo4veHnsa eeeaute false)
WOP-2L(config):/interface/wlanl-va0/vap# general-vlan-id X (rae X — Homep General VLAN)

BbiGop cnoco6a npuoputTusayum

WOP-2L(config):/interface/wlanl-va0/vap# priority-by-dscp false (aHan13 nprvoputeta 13z nons CoS (Class of
Service) TErMPOBaHHbIX MAKeTOB. 3HAYEHME N0 YMOYaHWIo: true. B 3TOM cnyvae aHanm3npyeTcs
npuoputeT 13 nond DSCP 3aronoska IP-nakeTa)

BknioueHue pexxuma MFP (802.11W)

WOP-2L (config):/interface/wlanl-va0/vap/ap-security# mfp required (Bk/1H0UNTE 3aLLUTY management-kafpoB
(dbpeimoB). required — TpebyeTca nogaepxka MFP OT KMEHTA, KTMEHTbl 6€3 MFP He cMoryT
noaknounThes. capable — coBMmecTMo ¢ MFP, knineHTbl 6e3 nogaepXkmu MFP MoryT nogknioumTtbea. Ans
oTK4YeHNa BBeauTe off)

Bk/iloueHne Ucnosib3oBaHus TLS npy aBTopusauum

WOP-2L (config):/interface/wlanl-va0O/vap/radius# tls-enable true (ncnonb3osats TLS npu aBTopusauun. Ana
oTKNoYeHnsa seeaute false)

BkntoueHue cKpbIToro SSID

WOP-2L(config):/interface/wlanl-va0/vap# hidden true (Bx/it0ueHvie ckpbiToro SSID. [1ns OTKIHOYEeHNA
BeeauTe false)

BknioyeHne n3onfaunm KnmeHToBs Ha VAP

WOP-2L(config):/interface/wlanl-va0/vap# station-isolation true (Bk/1t0ueHVIe n30NALMN TpatUKa MexIy
KNneHTamu B npegenax ogHon VAP. ina oTkntoveHnst BBeguTe false)
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OrpaHuuyeHne KoNmyecTBa K/INEHTOB Ha VAP

WOP-2L (config):/interface/wlanl-va0/vap# sta-limit X (rze X — makcumasibHO A0nyCTUMOEe YNCTI0
noaxtYaeMbIX K BUPTyasibHOM CETU K/TMEHTOB)

BkntoueHue 3awumTbl oT ARP Spoofing

WOP-2L(config):/interface/wlan0-va0/vap# arp-inspection true (Bk/l0ueHvie NpoBepky Tpadvka Ha NoameHy
IP-agpeca nctoyHmka B ARP-nakeTax. [ns otkitoueHus seegute false. Mo ymonyaHuio: false)

BknoueHue penivkauumn MybTUKacToBoro Tpaduka Ha VAP

WOP-2L(config):/interface/wlanl-va0/vap# wmf-bss-enable true (Bx/toueHne penvkauum MmybTUKacTOBOrO
Tpadmka Ha VAP. [insa oTkntoveHns seeauTe false)

BknroyeHue Minimal Signal n Roaming Signal

WOP-2L(config):/interface/wlanl-va0/vap# check-signal-enable true (Bk/1H04eHNE CMNO/IL30BAHNSA
doyHKUMOHana Minimal Signal. 19 oTkntoueHns seegute false)

WOP-2L(config):/interface/wlanl-va0/vap# min-signal X (rge X — noporosoe 3HaueHvie RSSI, npn AOCTIKEHNN
KOTOPOro Touka gocTtyna byaeT oTk/oUaTb kAveHTa ot VAP. MapameTp MOXET NpuMHMMAaTh 3HauYeHns oT
-100 go -1)

WOP-2L(config):/interface/wlanl-va0/vap# check-signal-timeout X (rze X — nepuno BpemeHun B cekyHaax, rno
NCTEYEHNN KOTOPOro NPMHMMAETCS peLleHrne 06 OTK/IHYEHUN KITMEHTCKOro 060pyAoBaHns OT
BUPTYa/1bHOW CeTwn)

WOP-2L(config):/interface/wlanl-va0/vap# roaming-signal X (rze X — noporosoe 3Ha4deHune RSSI, npu
[OCTUXXEHMM KOTOPOro NPOUCXOANT NEPEKOYEHME KITUEHTCKOrO 060PpYA0BAHNSA Ha APYTYH TOUKY
foctyna. MNapameTp MOXeT NpUHMMAaTh 3HadyeHus oT -100 Ao -1. MapameTp roaming-signal 4o/KeH ObITb
BblLLe, YeM min-signal: ecnv min-signal =-75 gBbm, TO roaming-signal fo/mkeH ObITb paBeH, Hanpumep, -70
nBm)

WOP-2L(config):/interface/wlanl-va0/vap# save (coxpaHeHve HacTpoek)

BknroueHue nepeaavn aGoHeHTCKoro Tpacuka BHe GRE-TyHHens

WOP-2L(config):/interface/wlanl-va0/vap# local-switching true (Bk/it0ueHvie nepegayn aboHeHTCKoro
Tpadmka BHe GRE-TyHHens. s oTkitoyeHns seeaute false. 1o ymonyaHuio BbIK/THOUYEHO)
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HacTpolika orpaHu4eHusi CKOpOCTH

HacTpoiika weitnepa B HanpaB/A€HNN OT KIMEHTOB (KaXXaoro B oTae/ibHOCTU), NOAKNAOUYEHHbIX K
nAaHHoW VAP, 0 TOUYKK AocTyna:

WOP-2L (config):/interface/wlanl-va0O/vap# shaper-per-sta-rx
WOP-2L(config):/interface/wlanl-va0/vap/shaper-per-sta-rx# value X (rae X — MakcumasibHasi CKOPOCTh B
KOGUT/C Nn NakeThbl/c)

WOP-2L(config):/interface/wlan1-va0/vap/shaper-per-sta-rx# mode kbps (Bk/itoueHne wernepa. MoxeT
npuHUMaTh 3HayeHue: kbps — K6UT/c, pps — nakeTbl/c, off — BbIk/1IOUEHO)

WOP-2L (config):/interface/wlanl-va0/vap/shaper-per-sta-rx# exit

WOP-2L (config):/interface/wlanl-va0/vap# save (cOxpaHeH/e HacTpoek)

HacTtpoiika weiinepa B HanpaB/1€HUWN OT TOYKWN AOCTYNA A0 K/IMEHTOB (KaXA0ro B OTAe/bHOCTH),
NoAKNYEHHbIX K AaHHOW VAP:

WOP-2L (config):/interface/wlanl-va0O/vap# shaper-per-sta-tx

WOP-2L (config):/interface/wlanl-va0/vap/shaper-per-sta-tx# value X (rae X — makcumasibHas CKOPOCThb B
KOGUT/C N NakeThbl/c)

WOP-2L(config):/interface/wlan1-va0/vap/shaper-per-sta-tx# mode kbps (Bx/itoueHve wennepa. Moxet
npuHUMaTh 3HaveHne: kbps — KoUT/C, pps — nakeTbl/C, off — BbIK/THOUEHO)

WOP-2L (config):/interface/wlanl-va0/vap/shaper-per-sta-txi exit

WOP-2L (config):/interface/wlanl-va0/vap# save (cOxpaHeH1e HacTpoek)

HacTpoiika weiinepa B HanpaB/1€HUN OT K/INEHTOB (B cyMMe), NOAKNUYEHHbIX K gaHHoU VAP, oo
TOUKU AocTyna:

WOP-2L (config):/interface/wlanl-va0/vap# shaper-per-vap-rx
WOP-2L(config):/interface/wlanl-va0/vap/shaper-per-vap-rx# value X (rge X — maxkcvmasibHas CKopocThb B
KOGUT/C N NakeThbl/c)

WOP-2L(config):/interface/wlan1-va0/vap/shaper-per-vap-rx# mode kbps (Bx/1toueHvie weinepa. Moxet
npuHUMaTh 3HaveHne: kbps — KoUT/C, pps — nakeTbl/C, off — BbIK/THOUEHO)

WOP-2L (config):/interface/wlanl-va0O/vap/shaper-per-vap-rx# exit

WOP-2L (config):/interface/wlanl-va0/vap# save (coxpaHeH/e HacTpoek)

HacTpoiika Leiinepa B HanpaBAeHUW OT TOYKU AOCTYNA A0 K/INEHTOB (B CYMME), NOAK/THYEHHbIX K
LaHHOoi VAP:

WOP-2L (config):/interface/wlanl-va0/vap# shaper-per-vap-tx
WOP-2L(config):/interface/wlanl-va0/vap/shaper-per-vap-tx# value X (rge X — maxkcvmasibHas CKOpocTsb B
KOGUT/C Nnn NakeThbl/c)

WOP-2L(config):/interface/wlan1-va0/vap/shaper-per-vap-tx# mode kbps (Bk/1t0ueHve weinepa. Moxet
npuHUMaTh 3HaveHne: kbps — KoUT/C, pps — nakeTbl/C, off — BbIK/THOUEHO)

WOP-2L (config):/interface/wlanl-va0/vap/shaper-per-vap-tx# exit

WOP-2L (config):/interface/wlanl-va0/vap# save (cOxpaHeHe HacTpoek)
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HaCTPOﬁKa orpaHuyeHus wnpokoseljaTtesibHOro Tpa(plea

HacTpoiika weiinepa B HanpaB/iIEHUU OT KJIMEHTA A0 TOUYKU AOoCcTyna:

WOP-2L (config):/interface/wlanl-va0/vap# shaper-bcast-rx

WOP-2L (config):/interface/wlanl-va0O/vap/shaper-bcast-rx# value X (rze X — makcumasibHas CKOPOCTb B KOUT/
C WAn NakeTbl/c)

WOP-2L(config):/interface/wlanl-va0/vap/shaper-bcast-rx# mode kbps (Br/itoueHve werinepa. Moxet
npuHUMaTh 3HaveHne: kbps — KoUT/C, pps — nakeTbl/C, off — BbIK/THOYEHO)

WOP-2L (config):/interface/wlanl-va0O/vap/shaper-bcast-rx# exit

WOP-2L (config):/interface/wlanl-va0/vap# save (coxpaHeH1e HacTpoek)

HacTpoiika weiinepa B HanpaB/iI€eHUX OT TOUYKU AOCTYNA A0 KJINEeHTa:

WOP-2L (config):/interface/wlanl-va0/vap# shaper-bcast-tx

WOP-2L (config):/interface/wlanl-va0O/vap/shaper-bcast-tx# value X (rze X — MmakcvmasibHas CKOpPOCThb B KOUT/
C WUAn NakeTbl/c)

WOP-2L(config):/interface/wlanl-va0/vap/shaper-bcast-tx# mode kbps (BiitoueHne weinepa. MoxeT
npuHUMaTh 3HaveHne: kbps — KoUT/C, pps — nakeTbl/C, off — BbIK/THOYEHO)

WOP-2L (config):/interface/wlanl-va0O/vap/shaper-bcast-tx# exit

WOP-2L (config):/interface/wlanl-va0/vap# save (coxpaHeH1e HacTpoek)

HacTtpoiika orpaHMuYeHsi MHOroagpecHoro Tpadguka

HacTpoliika weiinepa B HanpaBJeHUM OT KIMEHTA A0 TOYKM AOoCTyna:
WOP-2L(config):/interface/wlanl-va0/vap# shaper-mcast-rx
WOP-2L(config):/interface/wlanl-va0/vap/shaper-mcast-rx# value X (rae X — makcrmasnibHas CKOpoCTb B KOUT
/C N1 NakeTbl/c)

WOP-2L(config):/interface/wlanl-va0/vap/shaper-mcast-rx# mode kbps (Bx/itoueHve wennepa. MoxeT
npuHUMaTh 3HayeHue: kbps — K6uUT/c, pps — nakeTbl/c, off — BbIK/1HOUEHO)
WOP-2L(config):/interface/wlanl-va0/vap/shaper-mcast-rx# exit

WOP-2L(config):/interface/wlanl-va0/vap# save (CoxpaHeH/e HacTpoek)

HacTpoiika weiinepa B HanpaB/IeHUU OT TOUYKU AOCTYNA A0 K/JNeHTa:
WOP-2L(config):/interface/wlanl-va0/vap# shaper-mcast-tx
WOP-2L(config):/interface/wlanl-va0/vap/shaper-mcast-tx# value X (rae X — makcrumvasibHas CKOpoCThb B KOUT
/C N1 NakeTbl/c)

WOP-2L(config):/interface/wlanl-va0/vap/shaper-mcast-tx# mode kbps (Bx/toueHne wennepa. MoxeT
npuHUMaTh 3HayeHue: kbps — K6UT/c, pps — nakeTbl/c, off — BbIK/1HOUEHO)
WOP-2L(config):/interface/wlanl-va0/vap/shaper-mcast-txi# exit

WOP-2L(config):/interface/wlanl-va0/vap# save (COxpaHeHVe HacTpoek)
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HacTpoiika KoHTpons gocTyna no MAC

WOP-2L (config):/interface/wlanl-va0/vap# acl

WOP-2L (config):/interface/wlanl-va0/vap/acl# mac

WOP-2L (config):/interface/wlanl-va0O/vap/acl/mac# add XX:XX:XX:XX:XX:XX (rze XX XXXOEXKEXKXX — MAC-
aZpec yCcTpolicTBa, KOTOPOMY HEOOXOAMMO paspeLlnTb/3anpeTuTs 4OCTyn. ANs yaaneHmsa agpeca us
cnucka ncnonbaylite komaHay del)

WOP-2L (config):/interface/wlanl-va0O/vap/acl/mac# exit

WOP-2L (config):/interface/wlanl-va0/vap/acl# policy allow (BLIGOP NosiuTukn. Bo3mMOXHbIE 3HAUYEHUS:
allow — paspelwartb NOAK/IKOYEHME TONLKO TEM KaneHTam, MAC-aapeca KOTOPbIX COAEPXKATCHA B CNUCKE;
deny — 3anpewiarb NnogxIYeHne kimeHTam, MAC-agpeca KOTopbIX COAepXaTcs B CNUcke. 3HavyeHne no
yMOJ14aHuo: deny)

WOP-2L (config):/interface/wlanl-va0O/vap/acl# enable true (BktoueHvie kKOHTPOsIA gocTyna no MAC. 14
oTKNoYeHnsa seeaute false)

WOP-2L (config):/interface/wlanl-va0/vap/acl# exit

WOP-2L (config):/interface/wlanl-va0/vap# save (CoxpaHeHne HacTpoek)

HacTtpoiika 6/10KUPOBKU NOAKIOUEHNA NONb30BaTenei, nogmeHaowmx MAC-agpec ycTpoicTtea
npPoBOAHOI ceTn

B cnyyae ecnv Heo6xoamMmo no TpeboBaHMAM 6€30NacHOCTU peann3oBaTthb 3aLunTy OT NOAKIHOYEHWI
nonb3oBarenen aybnunpyowmx MAC-agpec NpoBOAHOr0 yCTpoincTBa (w3, MK n npoyee), To
Heo6xo4nmo Bocnosb3oBaTbes HacTpolikoii fdb-filtering, koTopas MeeT cnegytoLme pexmmbl paboTbl:
on-connect — pexuM 6/10KMpyeT BCe NOMNbITKA NOAKIOYEHNS YCTPONCTB Yepes Wi-Fi, B cnyyae ecnv MAC-
agpec yxe ndydeH Ha Ethernet-nopTy Toukun JoCcTyna;

by-eth-event — pexum OTKO4aET NOAKIOYEHHOrO KIMeHTa no Wi-Fi, B cnyyae ecnv ero MAC-agpec ctan
n3yyeH Ha Ethernet-nopTy TOUKM fOCTYNa (PEXUM NOMOraeT ounLLaTb CTapyto 3anncb O KIIMEHTE Npu
POYMUHre);

full — pexxum coBmeLLaeT B cebe Bce npeplayLime, To eCTb 6/10KMpyeT NOAKIHYEHNE HOBOIO
nonb3oBarensa no Wi-Fi, a Takke OTK/lo4aeT paHee NOAKNOYEHHOTO B Cilyyae coBnageHus ero MAC-
agpeca c ycTpoinctsom 3a Ethernet-uHtepdencom.

@ npu BbicTaBNEHUM pexnMOB full 1 on-connect POyMUHT Wi-Fi KIIMEHTOB MOXET YXyALWUTbCS. Tak B
xofle paboThbl Bce broadcast-nakeTbl OT KAMEHTA NOMNAAAT HA OCTasIbHbIE TOUKM AOCTYyNa CeTu, 1
ero MAC n3y4aeTcsi Ha BCeX ToUKax AoCTyna CeTU, NO3TOMY NPy POYMUHIe KIMEHTA, B Clyyae
ecnv ero MAC-afipec HaxoauTcs B cnucke Ha Ethernet-nopTy, Nepenoak/oyeHne MoXeT
NPOUCX0ANTb ANNTENBHOE BPEMSI.

WOP-2L (config):/interface/wlanl-va0O/vap# fdb-filtering

WOP-2L (config):/interface/wlanl-va0/vap/fdb-filtering # enabled true (Bk/1t0ueHve doyHKLOHaNa. [na
oTKNtoyeHnsa seeaute false. 3HaueHne nNo ymonyanuio: false)

WOP-2L (config):/interface/wlanl-va0/vap/fdb-filtering # mode full (Bb160p pexxuma paboTkl. 3HaveHne no
yMOJ14aHuto: by-eth-event)

WOP-2L (config):/interface/wlanl-va0/vap/fdb-filtering # exit

WOP-2L(config):/interface/wlanl-va0/vap# save (CoxpaHeHne HacTpoek)
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HacTtpoliika 802.11r
[aHHbIli BUA pOyMUHra AOCTYMNEH TONbKO A/18 TEX KNIMEHTCKNX YCTPOICTB, KOTopble noaaepxusatot 802.11r.

PoymuHr 802.11r Bo3MOXeH Tonbko mexay VAP ¢ pexumom 6e3onacHocTn WPA2 v Bbliwwe.
C nHcTpyKumeii no Hactpoiike VAP ¢ pexumom 6e3onacHoctn WPA2-Personal n gpyrumm
MOXHO O03HaKOMUTbCS B pasaene Hactpolika VAP ¢ pexumom 6esonacHoctn WPA-Personal.

Kaxayto VAP Ha Toukax AoCTyna Hy)XHO HacTpavBaTb MHAMBMAYaNbHO, Hanpumep, TA41(wlan1) - TA2(wlan1),
TA1(wlan0) - TA2(wlan0), T41(wlan1) -« TA3(wlan1) n . .

Hwxe npeactasneH npumep HacTtpoikm 802.11r Ha ABYX Toukax goctyna: TA1 v TA2.

HacTtpoliika 802.11r Ha TA1

WOP-2L (config):/interface/wlanl-va0/vap/ft-config# enabled false

WOP-2L (config):/interface/wlanl-va0O/vap/ft-config# r1-key-holder-id E8:28:C1:FC:D6:80 (MAC-azpec VAP.
MOoXHO nocMOTpeThb B BbiBOAEe KoMaHAbl ifconfig)

WOP-2L(config):/interface/wlanl-va0/vap/ft-config# r0-key-holder-id 12345 (yHyiKa IbHbIA KOY 415 LAHHO
VAP)

WOP-2L (config):/interface/wlanl-va0/vap/ft-config# mobility-domain 100 (foveH go/mkeH coBnagaTh Ha
BCTPEUHbIX VAP)

WOP-2L (config):/interface/wlanl-va0/vap/ft-config# mac

WOP-2L (config):/interface/wlanl-va0/vap/ft-config/mac# add E4:5A:D4:E2:C4:B0 (MAC-aapec VAP
NHTephelica BCTPEUHOM Toukn goctyna — T/[2)

WOP-2L (config):/interface/wlanl-va0/vap/ft-config/mac# E4:5A:D4:E2:C4:B0
WOP-2L(config):/interface/wlanl-va0/vap/ft-config/mac/E4:5A:D4:E2:C4:B0# r0-kh-id 23456 (yH1Ka /bHbLIN
KNHOY BCTPeYHo VAP Toukn goctyna T2 — r0-key-holder-id)

WOP-2L (config):/interface/wlanl-va0O/vap/ft-config/mac/E4:5A:D4:E2:C4:B0# r1-kh-id E4:5A:D4:E2:C4:B0 (MAC-
ajzipec BCTpeyHol VAP Ha T[2)

WOP-2L (config):/interface/wlanl-va0O/vap/ft-config/mac/E4:5A:D4:E2:C4:B0# r0-kh-key 0102030405060708
(cnyyaiHbIli KoY. He gomkeH coBnagath ¢ rl-kh-key T/11, HO 0653aTe/IbHO A0/MKEH coBnaaaTh C rl-kh-
key BCTpeuHoii TA2)

WOP-2L (config):/interface/wlanl-va0O/vap/ft-config/mac/E4:5A:D4:E2:C4:B0# r1-kh-key 0001020304050607
(cnyyaiHbIli KoY. He gomkeH coBnagath ¢ r0-kh-key T/11, HO 0653aTeibHO A0/MKEH coBnaaaTh € ro-kh-
key BCTpeuHoii TA2)

WOP-2L (config):/interface/wlanl-va0/vap/ft-config/mac/E4:5A:D4:E2:C4:BO# exit

WOP-2L (config):/interface/wlanl-va0/vap/ft-config/mac# exit

WOP-2L (config):/interface/wlanl-va0/vap/ft-config# enabled true (BktoueHVie paboThl TOUKM AOCTYNA MO
npoToKos1y 802.11r)

WOP-2L (config):/interface/wlanl-va0/vap/ft-config# save (coxpaHeHve HacTpoek)
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HacTpoliika 802.11r Ha T2

WOP-2L (config):/interface/wlanl-va0/vap/ft-config# enabled false

WOP-2L (config):/interface/wlanl-va0/vap/ft-config# r1-key-holder-id E4:5A:D4:E2:C4:B0 (MAC-azpec VAP.
MOXHO nocMOTpeThb B BbiBOAEe KoMaHbl ifconfig)

WOP-2L(config):/interface/wlanl-va0/vap/ft-config# r0-key-holder-id 23456 (yHviKaIbHbIA K1Y 4715 AHHOTO
VAP)

WOP-2L (config):/interface/wlanl-va0/vap/ft-config# mobility-domain 100 (foveH go/mkeH coBnagaTh Ha
BCTPEUHbIX VAP)

WOP-2L (config):/interface/wlanl-va0/vap/ft-config# mac

WOP-2L (config):/interface/wlanl-va0/vap/ft-config/mac# add E8:28:C1:FC:D6:80 (MAC-aspec VAP
NHTEepdeica BCTPEUHON ToUkM goctyna — TA1)

WOP-2L (config):/interface/wlanl-va0/vap/ft-config/mac# E8:28:C1:FC:D6:80
WOP-2L(config):/interface/wlanl-va0/vap/ft-config/mac/E8:28:C1:FC:D6:80# r0-kh-id 12345 (yHu1KaIbHbIIA
KNHOU BCTPeYHoi VAP Toukn goctyna TA1 — r0-key-holder-id)

WOP-2L (config):/interface/wlanl-va0O/vap/ft-config/mac/E8:28:C1:FC:D6:804# r1-kh-id E8:28:C1:FC:D6:80 (MAC-
agpec BcTpeyHoro VAP Ha TA1)

WOP-2L (config):/interface/wlanl-va0/vap/ft-config/mac/E8:28:C1:FC:D6:80# r0-kh-key 0001020304050607
(cnyyaiHbIli kKoY. He gomkeH coBnagath ¢ rl-kh-key T/12, HO 0653aTelbHO A0/MKEH coBnaaaTh C rl-kh-
key BcTpeuHoii TA1)

WOP-2L (config):/interface/wlanl-va0/vap/ft-config/mac/E8:28:C1:FC:D6:80# r1-kh-key 0102030405060708
(cnyyaiHbIli KoY. He gomkeH coBnagath ¢ r0-kh-key T/12, HO 0653aTe/ibHO A0/MKEH coBnaaaTh € ro-kh-
key BCTpeuHoii TA1)

WOP-2L (config):/interface/wlanl-va0O/vap/ft-config/mac/E8:28:C1:FC:D6:804# exit

WOP-2L (config):/interface/wlanl-va0/vap/ft-config/mac# exit

WOP-2L (config):/interface/wlanl-va0/vap/ft-config# enabled true (BktoueHVie paboTbl TOUKM JOCTYMA MO
npoToKos1y 802.11r)

WOP-2L (config):/interface/wlanl-va0/vap/ft-config# save (coxpaHeHve HacTpoek)
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HacTpoliika 802.11k

PoymuHr no npotokosny 802.11k MOXeT GbiTb OpraHM30BaH Mexay Nto6bIMU CeTIMU (OTKpPbITbIe/
LINPpOBaHHbIE). ECM Ha TOuKe A0oCTyna HacTpoeHa paboTa no npotokony 802.11k, To, Npy NOAKMOUYEHNM
K/IMeHTa Touka JocTyna nepegaeT eMy CNUCOK «ApYXeCTBEHHbIX» TOUEK AOCTYMNa, Ha KOTOPbIe K/TMEHT MOXET
NnepekIyYnTLCA B NpoLecce poyMuHra. Cnncok cogepxut nidopmaumio o MAC-agpecax ToHek focTyna un
KaHasiax, Ha KOTOpbIX OHM paboTator.

Mcnonb3oaHue 802.11k NO3BONAAET COKPATUTb BPEMSI HA MOWUCK APYrOil CETU NPU POYMUHTE, Tak Kak KIIMEHTY
HE HY>XHO MPOM3BOAUTb CKAHMPOBaHMNE KaHa/I0B, HA KOTOPbIX HET AOCTYMHbIX 418 NEPEK/IOYEHNS LLENEBbLIX
ToYek gocTyna.

[JaHHbI BUA, pOyMUHIa AOCTYNEH TOMIbKO A/151 TEX KITMEHTCKMX YCTPOWCTB, KOTopble noaaepxusatoT 802.11k.

Huxe npepactasnieH npumep HacTpoiikn 802.11k Ha TOUKe AOCTyMNa — COCTaB/IEHNE CMNCKA «APYXKECTBEHHbIX»
ToYek gocTyna.

HacTpoliika 802.11k

WOP-2L (config):/interface/wlanl-va0/vap/w80211kv-config# enabled false

WOP-2L (config):/interface/wlanl-va0/vap/w80211kv-config# mac

WOP-2L (config):/interface/wlanl-va0/vap/w80211kv-config/mac# add E8:28:C1:FC:D6:90 (r e
E8:28:C1:FC:D6:90 — MAC-apec «aApy>XECTBEHHOWN» TOUKN AOCTYNA)

WOP-2L (config):/interface/wlanl-va0/vap/w80211kv-config/mac# E8:28:C1:FC:D6:90

WOP-2L (config):/interface/wlanl-va0/vap/w80211kv-config/mac/E8:28:C1:FC:D6:90# channel 132 (rze 132 —
KaHas, Ha KOTOPOM paboTaeT Touka gocTyna ¢ MAC-agpecoMm E8:28:C1:FC:D6:90)

WOP-2L (config):/interface/wlanl-va0/vap/w80211kv-config/mac/E8:28:C1:FC:D6:904# exit

WOP-2L (config):/interface/wlanl-va0/vap/w80211kv-config/mac# add E8:28:C1:FC:D6:70 (r e
E8:28:C1:FC:D6:70 — MAC-agpec «aApy>XECTBEHHOWN» TOUKN AOCTYNA)
WOP-2Lx(config):/interface/wlan1-va0/vap/w80211kv-config/mac# E8:28:C1:FC:D6:70

WOP-2L (config):/interface/wlanl-va0/vap/w80211kv-config/mac/E8:28:C1:FC:D6:70# channel 36 (rae 36 —
KaHas, Ha KOTOPOM paboTaeT Touka gocTyna ¢ MAC-aapecoMm E8:28:C1:FC:D6:70)

WOP-2L (config):/interface/wlanl-va0/vap/w80211kv-config/mac/E8:28:C1:FC:D6:704# exit

WOP-2L (config):/interface/wlanl-va0/vap/w80211kv-config/mac# exit

WOP-2L (config):/interface/wlanl-va0/vap/w80211kv-config# enabled true (Bk/toueHvie paboThl TOUKY
[0CTyrna no NpoTokosny 802.11Kk)

WOP-2L (config):/interface/wlanl-va0/vap/w80211kv-config# save (COxpaHeHne HacTpoek)
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HacTpovika 802.11v

PoymuHr no npotokosy 802.11v MOXET ObITb OpraHM3oBaH Mexay NtoobIMU ceTamu (OTKpbITblE/
lundppoBaHHbIie). EC/iM Ha TouKe A0CTyna HacTpoeHa paboTa no npotokosny 802.11v, To B npoLiecce cBoei
paboThbl yCTPOIACTBO OTNpaB/IsieT cneynasnibHblii nakeT (BSS Transition) no komaHae agmuHucTpatopa/
koHTponnepa (AirTune) B CTOPOHY K/IMEHTA C peKOMeHAALMER 06 OCYLLECTBNIEHNN KTMEHTOM POYMUHra.
MocnepyeT N KNMEHTCKOE YCTPOMCTBO COBETY TOUKM AOCTYNa UK HET, rapaHTUpoBaTb HEBO3MOXHO, TaK Kak B
KOHEYHOM cueTe peLleHne 0 Nepek/TiyYeHnn Ha APYTyi0 TOUKY AOCTyna NpUHMMAaET KMeHTcKasi CTopoHa. B
COBOKYMHOCTM co cTaHgapTom 802.11k, B cO06LLEHMN C pEKOMEHAAUMEN O NEPEKITHOUEHNN KITMEHTY TakKxKe
nepegaeTcs CNUCOK peKkoOMeHAyeMbIX /19 POYMUHIa To4ek AOoCTyna C ykasaHneM, Ha KakoMm kaHase paboTtaet
Kakaas Touka gocTyna v no kakomy ctaHgapty (IEEE 802.11n/ac/ax). Mocne yero KAMeHT aHannsnpyeT acmp
1 NPUHMMAaET peLLeHne B 3aBUCUMOCTM OT YPOBHS CUTHaU1a, 3arpy>XEHHOCTY KaHasia, KOH(Urypawmm BCTpeYHow
TOYKM JocTyna.

[JaHHbI BUA, pOyMUHIa AOCTYNEH TOIbKO A5t TEX KITMEHTCKMX YCTPOCTB, KOTopble noaaepxusatoT 802.11v.

HacTtpolika 802.11v

WOP-2L (config):/interface/wlanl-va0/vap/w80211kv-config# enabled true (Bk/toueHvie paboThl TOUKY
AocTtyna no npoTtokosny 802.11k/v)
WOP-2L (config):/interface/wlanl-va0/vap/w80211kv-config# save (COxpaHeHne HacTpoek)
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7.4 Hactpoiika WDS

© pu koHuryprposaHu WDS-coeMHEHUS He06X0AMMO, UTOBbI Ha YCTPOCTBAX, KOTopble GyayT
coeanHaTbeA no WDS, B HacTpoiikax paguonHTepdeiica 6bl/1M BblopaHbl OMHAKOBbIE KaHaUT 1
LUMpUHa KaHana. bonee noapo6Hy NHGOPMaUUIo 0 HAaCTPOiiKe paanonHTepdeiica Yepes KOMaHaHYH
CTPOKY MOXHO y3HaTb B pasgesnie «Hactpoiku Radio».

Huxe npepactasneHa HacTpoiika WDS-coemHeHns Ha uHTepdpeiice Radio 5 'y, (wlan1).

HacTtpoiika WDS

WOP-2L(root):/# configure

WOP-2L (config):/# interface

WOP-2L (config):/interface# wlan1l-wds0 (Bbi60p nHka WDS. BO3MOXHble 3HavyeHus ans Radio 2.4 [T
wlan0-wds0 - wlan0-wds3); ans Radio 5 I'Tu;: wlan1-wds0 - wlanl-wds3)

WOP-2L (config):/interface/wlan1l-wds0# wds

WOP-2L(config):/interface/wlan1-wds0/wds# mac-addr XX:XX:XX:XX:XX:XX (MAC-agpec Radio-nHrepceica
BCTPEYHON TOYKM JOCTYNa, KOTOPbI MOXHO Y3HaTb €C/IM BBECTU Ha BCTPEYHOWN TOUYKE A0CTyna KOMaHAay
monitoring radio-interface)

WOP-2L (config):/interface/wlan1l-wds0/wds# exit

WOP-2L (config):/interface/wlan1l-wds0# common

WOP-2L (config):/interface/wlan1l-wds0/common# enabled true (Bk/1toueHve nuHka WDS. 1719 OTK/IHOYEHUA
BeeauTe false)

WOP-2L (config):/interface/wlan1l-wds0/common# exit

WOP-2L (config):/interface/wlanl-wdsO# exit

WOP-2L(config):/interface# wlanl (npv HacTpoike WDS Ha Radio 2.4 T, BBegnTe wlan0)

WOP-2L (config):/interface/wlanl# wlan

WOP-2L (config):/interface/wlanl/wlan# wds

WOP-2L (config):/interface/wlanl/wlan/wds# security-mode WPA2 (Bbi60p pexuma 6e3onacHocTn WPA2.
Bo3moxHble 3HaveHus: WPA, off — 6e3 napons)

WOP-2L(config):/interface/wlanl/wlan/wds# key-wpa password123 (k/1t04/Naposib, HEOOXOANMbIN A5
MOAK/THYEHMSA K BCTPEYHOM Touke gocTyna. AnnHa kiva Ao/HkHa CocTaBisaThb OT 8 40 63 CMMBOJIOB)
WOP-2L (config):/interface/wlanl/wlan/wds# enabled true (Bx/itoueHne WDS. [1/19 OTK/IHOYEHNSA BBEAUTE
false)

WOP-2L (config):/interface/wlanl/wlan/wds# save (CoxpaHeHne HacTpoek)

—_— e~~~ —

HacTpoiika BCTPeUYHOIi TOUKN AOCTYNa BbINOHAETCA aHa/IOTMYHO.
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7.5 Hactpoiika AirTune

HacTpolika AirTune

WOP-2L(config):/# airtune

WOP-2L(config):/airtune# airtune_service_url ws://192.168.1.20:8099/apb/rrm (rge 192.168.1.20 — |IP-agpec
cepBepa, Ha KOTOPOM YCTaHOB/IEH cepBuC AirTune)

WOP-2L(config):/airtune# dca true (Bk1toUeHMe PyHKUMOHAA AUHAMUYECKOTO pacnpesesieHns KaHasl0B.
[ns otknoveHnsa seegute false)

WOP-2L(config):/airtune# tpc true (Bk/t0OUEHNE DYHKUMOHAIA aBTOMATUYECKOTO YnpaBieHNsi MOLLHOCTbHO.
[ns otknoveHnsa seegute false)

WOP-2L(config):/airtunet# load-balance-80211v true (Bk/1t0ueHVIe (DyHKLUMOHa A 6a/1aHCUPOBKM KITMEHTOB.
[ns otknodeHnsa seegute false)

WOP-2L(config):/airtune# enabled true (BktoueHne B3aMMoeicTBuA ¢ cepsmucom AirTune. s
oTK/o4YeHnA BBeauTe false)

WOP-2L(config):/airtune# save (coxpaHeHne HacTpoek)

[ns aBTomatnyeckoi HacTpoiikn 802.11r yepes cepsuc AirTune Ha Touke 4OCTyna Heo6Xo4MMO BKIOUNTb
doyHKumoHan 802.11r, ANns 3TOro BbINONHUTE CNeayoLne HaCTPOKN:

HacTtpolika 802.11r uepes AirTune

WOP-2L(config):/interface/wlanl-va0/vap/ft-config# enabled true (Bx/104eHVe paboThl TOUKM AOCTYNA MO
npoTtokosy 802.11r)
WOP-2L(config):/interface/wlanl-va0/vap/ft-config# save (coxpaHeHve HacTpoek)

[na asTomaTtnyeckoin Hactpolikn 802.11k/v yepes cepsuc AirTune Ha Touke fOCTyna He06X04MMO BK/IOUUTL
dbyHkumoHan 802.11k/v Ha SSID, Ans aToro BbINONHUTE CNeayoLmne HaCTPORKK:

HacTtpoiika 802.11k/v yepe3s AirTune

WOP-2L(config):/interface/wlanl-va0/vap/w80211kv-config# enabled true (Bk/1toueHne NoaLEPKKM
npoTokosna 802.11k/v Ha BUPTYasibHOM TOUYKe AOCTyna)
WOP-2L(config):/interface/wlanl-va0/vap/w80211kv-config# save (CoxpaHeHne HacTpoek)

HacTpoiika cepBuca AirTune onucaHa B oKyMeHTauum koHTponnepa SoftWwLC.
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7.6 Hactpoiikm Radio

Ha Radio no ymonuyaHuio ucnosb3yeTcs aBTomaTMyeckunin Bbibop paboyero kaHana. s Toro Ytobebl
YCTaHOBUTb KaHaus1 BPYUYHYI Y CMEHUTb MOLLHOCTb, UCMONb3YITe cneayolme KomaHabl:

CmeHa paGouero KaHasia 1 MOLHOCTU paguonHTepdeiica

WOP-2L(root):/# configure

WOP-2L(config):/# interface

WOP-2L(config):/interface# wlan0

WOP-2L(config):/interface/wlan0# wlan

WOP-2L(config):/interface/wlan0/wlan# radio

WOP-2L(config):/interface/wlan0/wlan/radio# channel X (rge X — HOMep cTaTnyeckoro kaHana, Ha KOTOpoM
6yaeT paboTaTb TOUKa AOCTYyNa)

WOP-2L(config):/interface/wlan0/wlan/radio# auto-channel false (oTk/t0ueHve aBToBLIOOPaA KaHana. /15
BK/IIOUYEHNA BBeAMUTE true)

WOP-2L(config):/interface/wlan0/wlan/radio# use-limit-channels false (oTKk/1t04eHMe YCNoONL30BaHMA
orpaHM4YeHHOro cnucka kaHanos. [1Nsi BKIOYeHUs: BBeanTe true)
WOP-2L(config):/interface/wlan0/wlan/radio# bandwidth X (rge X — lwuipvHa kaHana. MNapaveTtp MoxeT
NpUHUMaTh 3HadeHune: Anda Radio 1: 20, 40; Radio 2: 20, 40, 80)

WOP-2L(config):/interface/wlan0/wlan/radio# tx-power X (rge X — ypoBeHb MOLLHOCTY B ABM. [apaveTtp
MOXET NpUHUMaTh 3HavyeHue: and Radio 1: 3-16 gbm; anda Radio 2: 11-19 obm)
WOP-2L(config):/interface/wlan0/wlan/radio# tx-power-min X (rge X — MUHVMa/IbHBIA YPOBEHL MOLLHOCTY B
AbM. MapameTp MOXeT NpuHMMaThb 3HadYeHue: ansa Radio 1: 3-16 agbm; ansa Radio 2: 11-19 abm)
WOP-2L(config):/interface/wlan0/wlan/radio# tx-power-max X (rze X — Mmaxkc/masibHbIA YPOBEHb MOLLHOCTY
B AbM. MapameTp MOXeT npuHMMaTb 3HadveHue: ans Radio 1: 3-16 aobm; a5 Radio 2: 11-19 abwm)
WOP-2L(config):/interface/wlan0/wlan/radio# save (coxpaHeHne HacTpoek)

© Cnucku gocTynHbIX KaHaNoB

Ansa Radio 2.4 I'Ty ansa BbiGopa AOCTYMHbI criegytoume KaHa/bl:
e Mpwu WnpuHe kaHana 20 Mru: 1,2, 3,4,5,6,7,8,9,10,11,12,13.
e Mpu WnpuHe KaHana 40 MIu;
e ecnn «control-sideband» = lower: 1, 2, 3,4, 5,6, 7, 8, 9.
e ecnu «control-sideband» = upper: 5,6,7,8,9,10,11,12, 13.

Ansa Radio 5 'y ansa BbIGOpa AOCTYNMHbI ClieAylolmne KaHaslbl:
e Npu WnpuHe kaHana 20 Mrru: 36, 40, 44, 48, 52, 56, 60, 64, 132, 136, 140, 144, 149, 153, 157, 161,
165.
e Mpu WnpuHe KaHana 40 MIu;
e ecnn «control-sideband» = lower: 36, 44, 52, 60, 132, 140, 149, 157.
e ecnu «control-sideband» = upper: 40, 48, 56, 64, 136, 144, 153, 161.
e Mpu WnpuHe KkaHana 80 MI'u: 36, 40, 44, 48, 52, 56, 60, 64, 132, 136, 140, 144, 149, 153, 157, 161.

0 MapameTpsbl tx-power-min 1 tx-power-max NnpUMeHSAI0TCA TOSTLKO B pexnme paboTbl C CEPBUCOM
AirTune.
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7.6.1 [ononHuTenbHble HacTpolikn Radio

HacTtpoiika orpaHM4e€HHOro CNMUCKa KaHas10B

WOP-2L(config):/interface/wlan0/wlan/radio# use-limit-channels true (Bk/1t04eHVe ncnonL30BaHNsA
OorpaHM4YeHHOro cnucka kaHanoB B paboTe aBTOBbIOOpa kaHanoB. 11 oTkAoueHns BBeauTe false)
WOP-2L(config):/interface/wlan0/wlan/radio# limit-channels '1 6 11' (rze 1, 6, 11 — kaHa/lbl AnanasoHa, B
KOTOPOM MOXeT paboTaTb HacTpanBaeMblli paanonHTepdelic)

N3meHeHne OCHOBHOro KaHasa

WOP-2L (config):/interface/wlan0/wlan/radio# control-sideband lower (napameTp MOXeT npuHUMaThb
3HauyeHue: lower, upper. o ymonyaHuto: and Radio 1: lower; ansa Radio 2: upper)

BknroyeHne ncnosib3oBaHUA KOPOTKOro 3allUTHOINo UHTepBaia

WOP-2L(config):/interface/wlan0/wlan/radio# sgi true (Bk/1t0ueHVIE NCMO/IL30BAHNSA YKOPOUEHHOTO
3alUUTHOrO MHTEpPBasia Asis nepegayn gaHHbIX — 400 HC, BMecTo 800 He. 19 oTkNoueHns sBeeaute false)

BkniouyeHue STBC

WOP-2L(config):/interface/wlan0/wlan/radio# stbhc true (BktoueHne meToaa NPOCTPaHCTBEHHO-BPEMEHHOTO
61104HOro KognpoBaHus (STBC), HanpaBNEHHOro Ha NOBbILWEHNE HAAEXHOCTM nepeaayun gaHHbIX. 45
oTkA4YeHnsa seeaute false)

BknioueHue arperayum

WOP-2L(config):/interface/wlan0/wlan/radio# aggregation true (sk/1toueHne arperayun Ha Radio —
nogaepxkm AMPDU/AMSDU. nsa oTkntoueHusi BBegute false)

BkiloueHne Ncnosib30BaHNA KOPOTKOW npeamoy bl

WOP-2L(config):/interface/wlan0/wlan/radio# short-preamble true (Bk/104eHNE NCMNO/IL30BAHNSA KOPOTKOM
npeamo6ynbl Nnaketa. [nsa otkao4veHns seeanTe false)

BknioueHue Wi-Fi Multimedia (WMM)

WOP-2L (config):/interface/wlan0/wlan/radio# wmm true (BktoueHvie nogaepxkn WMM (Wi-Fi Multimedia)
[na otkntoveHns seeguTe false)
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HacTtpoiika mexaHusma DFS

HacTtpolika npon3BoanTca To/1bK0 Ha Radio 5 T L (wlanl)

WOP-2L (config):/interface/wlanl/wlan/radio# dfs X (rge X — pexxum paboTtel mexaHnsma DFS. MoxeT
npuHMMaTb 3HadYeHus: forced — mexaHn3M BbIK/IOUEH, DFS-KaHa bl 4OCTYMHbI 415 BbIOOpa; auto — MexaH
1n3M Bk/toYeH; disabled — mexaHn3M BbIk/1HOUEH, DFS-kaHanbl HeAOCTYMHbI AJ151 BbI6opa)

Bknio4yeHue pexunva aBTOMATM4YECKOI CMEHbI LWNPUHDbI KaHana

WOP-2L(config):/interface/wlan0/wlan/radio# obss-coex true (Bk/iloueHe pexviva aBToMaTNYeCcKon CMeHbl
LUMPWHBI KaHana ¢ 40 MI'y, Ha 20 My, npy 3arpyxeHHom paaunoadmpe. Ans oTkioyeHns seegute false)

BknioueHue weiinepa Broadcast/Multicast

WOP-2L(config):/interface/wlan0/wlan/radio# tx-broadcast-limit X (rze X — orpaHnueHne nepegayn
LUMpPOKOBeELLATENIbHOT0/MYNbTMKACTOBOro Tpadimka No 6ecnpoBOAHON CeTU, yKa3blBaeTCs IMMUT AN
LUMpOKOBeLLaTeIbHOro Tpadmka B nak/c)

BkntoueHue QoS 1 U3MeHeHne napameTpoB

WOP-2L(config):/interface/wlan0/wlan/radio# qos

WOP-2L(config):/interface/wlan0/wlan/radio/qos# enable true (Bk/1l04eHNE NCMNO/L30BAHNSA (DYHKLNIA,
obecneumBaroLLnX KauecTBo obcnyxmeaHus (Quality of Service). s oTkntoueHnsa seeagute false)
WOP-2L(config):/interface/wlan0/wlan/radio/qos# edca-ap (HacTporika napameTpos QoS TOUkM [OCTYNa,
Tpadhvk nepenaeTcsi OT TOUKN AOCTyNa K KNNEHTY)
WOP-2L(config):/interface/wlan0/wlan/radio/qos/edca-ap# bk (HacTpoiika napameTpos QoS a1
HU3KOMPUOPUTETHOW 04Yepeam C BbICOKOM NPOMYCKHOM CNOCOBHOCTLIO (MpropuTeThbl 802.1p: ¢sl, cs2))
WOP-2L(config):/interface/wlan0/wlan/radio/qos/edca-ap/bk# aifs X (re X — Bpems oxumaaHns kagpos
(dpeinmoB) AaHHbIX, Usmepsiemoe B coTax. NMpuHMMaeT 3HaveHms 1-255)
WOP-2L(config):/interface/wlan0/wlan/radio/qos/edca-ap/bk# cwmin X (X — HauasibHOe 3Ha4YeHVe BpemMeHu
OXnaaHus nepen NOBTOPHONM OTNPAaBKOW Kaapa, 3aJaeTcs B MunancekyHaax. MpuHuMmaeT 3HauveHus: 1, 3,
7,15,31,63, 127,255,511, 1023. 3Ha4yeHne cwMin HE MOXET NpeBbIlWaTh 3Ha4eHne cwMax)
WOP-2L(config):/interface/wlan0/wlan/radio/qos/edca-ap/bk# cwmax X (rge X — makcumvasibHoe 3HavyeHve
BPEMEHM OXUAaHUS nepen NOBTOPHON OTNPaBKOW Kaapa, 3aaeTcs B MunnucekyHgax. MpuHumaet
3HauyeHus: 1, 3,7, 15,31, 63, 127, 255, 511, 1023. 3Ha4YeHne cwMax AO/MKHO ObITb 60/IbLLE 3HAYEHUSA cwMin)
WOP-2L(config):/interface/wlan0/wlan/radio/qos/edca-ap/bk# txop X (rae X — nHTepsan BpemeHn, B
MUMUCEKYHAAX, Koraa knveHTckass WME-CTaHLmMa MMeeT nNpaBa MHMUMMPOBAaTbL Nepegayvy AaHHbIX NO
6ecnpoBOAHON cpeae K Touke goctyna. MakcumasibHoe 3Ha4YeHne 65535 MUIANCEKYHA)
WOP-2L(config):/interface/wlan0/wlan/radio/qos/edca-ap/bk# exit
WOP-2L(config):/interface/wlan0/wlan/radio/qos/edca-ap# exit
WOP-2L(config):/interface/wlan0/wlan/radio/qos# edca-sta (HacTpoiika napameTpos QoS kveHTa, Tpatuk
nepefaeTcs OT KIMeHTa A0 TOYKM A0CTyna)

WOP-2L(config):/interface/wlan0/wlan/radio/qos# save (coxpaHeHve HacTpoek)

MeToamka HacTpoiikn edca-sta aHanormyHa metToauke HacTpoiiku edca-ap.
HacTpoiika napameTpoB Ans ouepegeii be, vi, vo aHanormyHa HacTpoiike napameTpoB as1s ovepean bk.
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7.7 Hactpoika DHCP onuwnn 82

o HacTpoiika DHCP onuummn 82 nponsBoguTca OTAENBHO 419 KaXA0ro paguonHtepgeinca. B gaHHOM
pasgene nNpuBoASATCS NpUMepbl HacTpoiku onuun 82 ana Radio 2.4 'y, — wlan0.

Pexvmbl paboTtel DHCP snooping:

e ignore — 06paboTka onummn 82 oTKNOYEHA. 3HAaYEHME MO0 YMOJTYaHUIO;
 replace — Touka focTyna noAcTaBnseT UM 3aMeHsIeT 3HavyeHne onuumn 82;
e remove — Touka AOCTyna yganseT 3Ha4yeHne onuum 82.

N3meHeHue pexuma pa6oTbi DHCP onuyum 82

WOP-2L(root):/# configure

WOP-2L (config):/# interface

WOP-2L(config):/interface# wlan0 (HacTpolika 6yaeT npou3sBoauTbes Ans Radio 2.4 I'Tu. Ecnn Heobxoanmo
HacTpouTb 82 onuuto Ha Radio 5 T, — BBeauTe wlanl)

WOP-2L (config):/interface/wlan0# common

WOP-2L (config):/interface/wlan0/common# dhcp-snooping

WOP-2L (config):/interface/wlan0/common/dhcp-snooping# dhcp-snooping-mode replace (BL160p paboThI
DHCP snooping B pexume 3ameHbl Ui NoAcTaBfeHns onuumn 82)
WOP-2L(config):/interface/wlan0/common/dhcp-snooping# save (CoxpaHeHne HacTpoek)
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Ecnn Ha pagrnouHTepdpeiice HacTpoeHa nomMTuka ob6paboTku onuun 82 replace, To an1A KOHUTYpUpOBaHUS
CTaHOBATCA AOCTYMHbI Cneayowue napameTpsbl:

HacTpoiika napameTpoB onuumu 82

WOP-2L (config):/interface/wlan0/common/dhcp-snooping# dhcp-option-82-CID-format custom (re custom
— 3aMeHa cogepxmmoro CID Ha 3HaueHne, ykasaHHoe B napameTtpe dhcp-option-82-custom-CID. MapameT
P MOXEeT NpuHMMaTh 3HadyeHus: APMAC-SSID — 3amMeHa cogepxmumoro CID Ha <MAC-aApec TOUKM A0CTyna>-
<nms SSID>. SSID — 3aMeHa coaepXXmnmoro CID Ha nms SSID, K KOTOPOMY NOAK/HUYEH KANEHT. o
ymMmon4yaHuto: APMAC-SSID)

WOP-2L (config):/interface/wlan0/common/dhcp-snooping# dhcp-option-82-RID-format custom (e custom
— 3aMeHa coAepXxmMmMoro RID Ha 3HaueHue, ykasaHHoe B napameTtpe dhcp-option-82-custom-RID.
MapameTp MOXET NpuMHMMaTh 3HaueHust: ClientMAC — 3ameHa coaepxmmoro RID Ha MAC-agpec
KNIMEHTCKOro yctponctea. APMAC — 3ameHa coaepxumoro RID Ha MAC-aapec Touku aoctyna. APdomain —
3amMeHa cofepXnmoro RID Ha OMEH, B KOTOPOM HaxoauTcs Touvka gocTyna. Mo ymonyaHuto: ClientMAC)

WOP-2L (config):/interface/wlan0/common/dhcp-snooping# dhcp-option-82-custom-CID longstring (rze
longstring — 3HayeHve OT 1 40 52 CMMBOJIOB, KOTOpPOe ByaeT nepegasatbcs B CID. Ecnun 3HayeHne
napameTpa dhcp-option-82-custom-CID He 3aaH0, TO TOYKa gocTyna 6yaeTt naMeHATb CID Ha 3HavyeHne
no yMo/14aHui: <MAC-agpec TOUKun AocTyna>-<mms SSID>)

WOP-2L (config):/interface/wlan0/common/dhcp-snooping# dhcp-option-82-custom-RID longstring (r2e
longstring — 3HayeHve OT 1 40 63 CMMBOJIOB, KOTOPOE ByAeT nepegasatbcs B RID. Ecnn 3HayeHne
napameTpa dhcp-option-82-custom-RID He 3a4aH0, TO TOoUKa AocTyna byaeT nsmeHsTb RID Ha 3HaYeHne
no yMo/s14aHuio: MAC-apec KNMEHTCKOro yCTPOIACTBA)

WOP-2L (config):/interface/wlan0/common/dhcp-snooping# dhcp-option-82-MAC-format radius (Bbi60p
pasnenutens oktetoB MAC-azpeca, KoTopblii nepegaetcs B RID u CID. radius — B kKauecTBe pasgenuTess
BbICTynaeT 3Hak Tupe: AA-BB-CC-DD-EE-FF; default — B kauecTBe pa3genuTesns BbICTynaeT 3Hak
nBoeTouns: AA:BB:CC:DD:EE:FF)

WOP-2L(config):/interface/wlan0/common/dhcp-snooping# save (CoxpaHeHne HacTpoek)

7.8 Hacrtpolika pennukaunn DHCP

© Hacrpoiika akTuBMpyeT hyHKLMOHAN Npeo6pa3oBaHmns broadcast DHCP-0TBETOB OT cepsepa B unicast
npwv Ux nepegadye 6ecnpoBOAHOMY K/TUEHTY.
370 NO3BO/ISAET NOBLICUTL CTABWNLHOCTL 06MeHa DHCP mexay KTMEeHTOM 1 CEpBEPOM B paauocpese.
HacTpolika rno6anbHas, npumeHsieTcst Ha Bce VAP paamounHTepdieiica.

Huxe npeacTasfieHa HacTpoiika pennukauun DHCP ana Radio 5 'y, (wlan1).

HacTtpoiika pennnkauun DHCP

WOP-2L(root):/# configure

WOP-2L(config):/# interface

WOP-2L(config):/interface# wlanl

WOP-2L(config):/interface/wlan1# common

WOP-2L(config):/interface/wlanl/common# dhcp-snooping
WOP-2L(config):/interface/wlanl/common/dhcp-snooping# dhcp-replication-mode true (Bx/1t0ueHne
pennnkauun DHCP. Mo ymosi4aHuio BbIK/HOYEHO, false)
WOP-2L(config):/interface/wlanl/common/dhcp-snooping# save (coxpaHeHne HacTpoek)

== =

94



PykoBoacTtBo no akcnnyataunn WOP-2L

7.9 Hactpoiika pennukaumm ARP

© Hacrpoiika arp-suppression NPoM3BOAUTCA OTAEMLHO ANA KAXK/A0r0 pagvonHTepdeiica. B 4aHHOM
pasfene NpuBOASATCS NPUMeEPbI HACTPOKK arp-suppression ans Radio 2.4 'y, — wlanO.

Mocne BK/IHOUYEHMS arp-suppression npoucxoaut noaMmeHa MAC-agpeca nonydatensi.

HacTpoliika pennukayum ARP

WOP-2L(root):/# configure

WOP-2L (config):/# interface

WOP-2L (config):/interface# wlan0

WOP-2L (config):/interface/wlan0# common

WOP-2L (config):/interface/wlan0/common# arp-suppression
WOP-2L(config):/interface/wlan0/common/arp-suppression# enabled true (BxtoueHne arp-suppression. o
YMOJ1YaHUIO BbIK/THOYEHO: false)

WOP-2L (config):/interface/wlan0/common/arp-suppression# drop-unknown-arp-ip true (ynpasseHve
pennvkauuein ARP. Ecnn napameTp BK/IKOYEH true, TO NPOUCXOAMT OTOpackiBaHe NakeToB C HEN3BECTHLIM
IP-agpecom HasHaveHus. Ecniv napameTp Bbik/oudeH false, TO nakeTbl 6yayT nepegaBartbCs
LuMpoKoBeLaTesbHO. Mo yMoaYaHuio BKIKOYEHO: true. PaboTaeT TONbKO C BK/IKOYEHHbIM arp-suppression)
WOP-2L(config):/interface/wlan0/common/arp-suppression# save (CoxpaHeHne HacTpoek)
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7.10 CucTeMHble HACTPOWKMK

7.10.1 OG6HoBneHue MO ycTpolicTBa

OGHoBneHune MO Toukn goctyna no TFTP

WOP-2L(root):/# firmware upload tftp <IP-agpec TFTP-cepBepa> <Ha3BaHue caiina MO> (npuvep:
firmware upload tftp 192.168.1.15 WOP-2L-2.8.13_build_X.tar.gz)
WOP-2L (root):/# firmware upgrade

OG6HoBneHune MO Toukn goctyna no HTTP

WOP-2L(root):/# firmware upload http <URL ansa ckaumBaHua daiina NMO> (npuvep: firmware upload http
http://192.168.1.100:8080/files/WOP-2L-2.8.13_build_X.tar.gz)
WOP-2L(root):/# firmware upgrade

MepeknioueHne Ha pesepBHYto Bepcuto MO Toukn goctyna

WOP-2L(root):/# firmware switch

7.10.2 YnpaBneHue KoHUrypaumei yctporicTea

C6poc KoHchurypaumm yctpoiictBa B fethontTHoe coCcTosiHNe 6e3 coXxpaHeHUA napamMeTpoB
poctyna

WOP-2L (root):/# manage-config reset-to-default

C6poc KoHdurypauum yctpoiictea B Aec)ONITHOE COCTOSIHNE C COXPaHEeHUeM napameTpoB
JocTyna

WOP-2L (root):/# manage-config reset-to-default-without-management

Ckauatb KOH(pUrypauuoHHbIii thaiin yctpoiictBa Ha TFTP-cepBep

WOP-2L (root):/# manage-config download tftp <IP-agpec TFTP-cepBepa> (npuvep: manage-config
download tftp 192.168.1.15)

Ckauatb KOHhUrypauuoHHblii dhaiin yctpoiictea Ha cepBep/lNK uepes SCP

scp <Monb3oBaTenb>@<IP-agpec yctTpoiictBa>:/etc/config/config.json config.json (npuvep: scp
admin@192.168.1.15:/etc/config/config.json config.json. JaHHas KoMaHAa BbiNnonHAeTca Ha cepsepe/lK)

96



PykoBoacTtBo no akcnnyataunn WOP-2L

3arpy3unTtb KOHhUrypauuoHHblii dpaiin Ha ycTpoiicTBo ¢ TFTP-cepBepa

WOP-2L(root):/# manage-config upload tftp <IP-agpec TFTP-cepBepa> <HasBaHue cpaiina
KOHpurypauum> (npumep: manage-config upload tftp 192.168.1.15 config.json)
WOP-2L (root):/# manage-config apply (npvveHeHve KoH(Urypawmm Ha ToUKy A0CTyna)

7.10.3 Tepe3sarpy3ka ycTpoicTea

KomaHga ans nepesarpysku ycTpoiicTea

WOP-2L(root):/# reboot

7.10.4 HacTpolika pexuma ayTeHTugunkaumm

YCTPOIACTBO UMEET 3aBO/CKYH0 YUETHYH 3anvck admin ¢ naponem password. YAanuTb AaHHYH0 YYETHYHO
3an1ch HEMb3s. VI3MEeHUTb Naposib MOXHO C MOMOLLbIO YKa3aHHbIX HUXE KOMaH,

N3meHeHue napons gns yyetHoli 3anucu admin

WOP-2L(root):/# configure

WOP-2L(config):/# authentication

WOP-2L(config):/authentication# admin-password <HoBbIii naponb Ansa yyeTHoi 3anucu admin> (0T 1 70
64 CMBOJI0B, BK/1H04as /TaTUHCKNE BYKBbl U LMddPbI)

WOP-2L(config):/authentication# save (coxpaHeHVie HacTpoek)

B0O3MOXHO cO3aaTb AOMOSTHUTE/IbHBIX NO/Ib30BaTE e A5 /IOKaUTbHOM ayTeHTUmrKaLmm, a Takke
ayTeHTudpmkaumm yepes RADIUS.

© HosbiM nonb3oBaTeNaM [OMKHA GbITh HA3HAYEHA OJHA U3 ABYX poneii:
admin — nonb3oBaTenb C Takoi Posiblo ByAET UMETb NOJHBIA JOCTYN K KOHOMIYPUPOBAHUIO U1
MOHWUTOPUHIY TOYKM AOCTYynNa;
viewer — nosib3oBaTesib C Takoli ponbio GyAeT MMETb AOCTYN TOSIbKO K MOHUTOPUHTY TOYKWU A0CTyna.

[o6aBneHne HOBbIX NOoNb30Bare el

WOP-2L(root):/# configure

WOP-2L (config):/# authentication

WOP-2L (config):/authentication# user

WOP-2L(config):/authentication/user# add userX (rge userX — nms HOBOW y4eTHOW 3anucu. s yaaneHms
ncnonb3yiite komaHay del)

WOP-2L (config):/authentication/user# userX

WOP-2L(config):/authentication/user/userX# login userX (rge userX — UM HOBOW YYETHOI 3anvcu)
WOP-2L(config):/authentication/user/userX# password <Maposib Ana y4eTHON 3anucu userX> (0T 1 10 64
CUMBOJI0B, BK/1H0UasA NaTUHCKue 6yKBbl 1 LMdpbl)

WOP-2L (config):/authentication/user/userX# role admin (nosib30BaTteso BblAaTCA Npasa Ha
KOHhurypupoBaHue. Bo3amMoXHOe 3HaUYeHNEe viewer — YYETHORN 3anncu 6yaeT AO0CTYMNEH TO/IbKO
MOHUTOPWHT)

WOP-2L (config):/authentication/user/userX# save (CoxpaHeHVe HacTpPOek)
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Ansa ayteHTudmkauyum yepes RADIUS-cepBep HEOGXOAUMMO HACTPOWTL NapameTpbl 4OCTyna K HeMy.

HacTpolika napameTpoB goctyna K RADIUS-cepBepy

WOP-2L
WOP-2L

root):/# configure

config):/# authentication

WOP-2L(config):/authentication# radius

WOP-2L (config):/authentication/radius# auth-address X.X.X.X (rae X.X.X.X — IP-agpec RADIUS-cepBepa)
WOP-2L(config):/authentication/radius# auth-port X (rae X — nopt RADIUS-cepBepa, KOTOPbIA NCNOMNb3YeTcs
ANs ayTeHTudmkauumn n astopusaymu. Mo ymonyaHuio: 1812)

WOP-2L (config):/authentication/radius# auth-password secret (rge secret — ko4 a1 RADIUS-cepBepa,
MCNOMb3YEMOro 419 ayTEHTU(IMKALMM 1 aBTOpU3aLnm)

WOP-2L (config):/authentication/radius# exit

WOP-2L (config):/authentication# radius-auth true (BitoueHve pexvmva ayteHTudukaumm yepes RADIUS-
cepsep. Ana otkiouveHus seegute false)

WOP-2L (config):/authentication# save (coxpaHeHne HacTpoek)

—_— e~~~ —

o Mpu ayTeHTUDMKaymm Yepe3 RADIUS-cepBep HE06X0AMMO 065A3aTeNbHO CO34aTb TOKa/IbHYH YHETHYHO
3annce, KoTopas 6yaeT aHasiormyHa yyeTHow 3anucu Ha RADIUS-cepBepe.
Mpy 3TOM B NIOKa/IbHOW YY4ETHOI 3annucun 0b6a3aTtenibHO A0/HKHA ObITb Yka3aHa posib, onpegensowas
npasa goctyna (admin unm viewer).
B cnyuae, ecniv RADIUS-cepBep okaxeTcsi HeAOCTYMeH, ayTeHTUMKaLMA NPpORAeT NO I0KasIbHOM
YYETHOW 3anucu.

7.10.5 HacTtpolika gaTtbl 1 BpeMeHu

KoMaHpb! A5t HACTPOKA CUXPOHU3aLUN BPeMEeHU ¢ cepBepom NTP

WOP-2L
WOP-2L
WOP-2L
WOP-2L

root):/# configure

config):/# date-time

config):/date-time# mode ntp (Brit0UeHne pexrmva paboTel ¢ NTP)

config):/date-time# ntp

WOP-2L(config):/date-time/ntp# server <IP-agpec NTP-cepBepa> (yctaHoska NTP-cepeepa)

WOP-2L (config):/date-time/ntp# alt-servers (ycTaHOBKa A0MOSHUTENBHBLIX NTP-cepBepoB)

WOP-2L (config):/date-time/ntp/alt-servers# add <AlomeHHOe nmA/IP-agpec NTP-cepBepa B
KOHdUrypauum=> (cosgaHve pasgesa KoHgurypauumn gononHuTtesnibHoro NTP-cepsepa. MakcumasibHoe
KONn4yecTBoO: 8. 1519 yaaneHus ncnosb3yiite komaHay del)

WOP-2L (config):/date-time/ntp/alt-servers# exit

WOP-2L (config):/date-time/ntp#exit

WOP-2L (config):/date-time# common

WOP-2L(config):/date-time/common# timezone 'Asia/Novosibirsk (Novosibirsk)' (ycTaHoBKa BpemeHHo
30Hbl)

WOP-2L (config):/date-time/common# save (COxpaHeHne HacTpoek)

—~ o~~~ —~ —~

—_ = = =
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7.10.6 [ononHuTenbHble HACTPOKM CUCTEMBI

BkntoveHue rnodéasibHON usonauumn

WOP-2L(root):/# configure

WOP-2L(config):/# system

WOP-2L(config):/system# global-station-isolation true (Bk/it0ueHvie r106anLHOM N30NALMN Tpadmka Mexy
KNneHTamm pasHbix VAP 1 pasHbix pagnovHTepdieiicos. ns oTkaouveHuns seeante false)
WOP-2Lconfig):/system# save (coxpaHeHve HacTpoek)

M3MeHeHne nmeHun ycTpoucTea

WOP-2L(root):/# configure

WOP-2L (config):/# system

WOP-2L(config):/system# hostname WOP-2L_room2 (re WOP-2L_room2 — HOBOE MMsl YCTPOMCTBA.
MapameTp MOXeT cogepXaTtb OT 1 10 63 CUMBOJIOB: /IATUHCKNE 3ar/iaBHble U CTPOYHble BYKBbI, LUGPBbI,
3HaK gedonc «-» (aedmnc He MOXET ObITb NOCeAHUM CUMBOJIOM B UMeHM). o ymonyaHuo: WOP-2L)
WOP-2L (config):/system# save (coxpaHeHVie HacTpoek)

N3meHeHue reorpadpuueckoro goMeHa

WOP-2L(root):/# configure

WOP-2L(config):/# system

WOP-2L(config):/system# ap-location ap.test.root (/e ap.test.root — foMeH y3/1a fepeBa yCTPOoNCTB
cuUCTeMbI ynpaBneHus EMS, B KOTOPOM pacnosiaraeTcs To4ka goctyna. o ymonyaHmio: root)
WOP-2L(config):/system# save (CoxpaHeHVe HacTpoek)

N3meHeHune Radius NAS-ID

WOP-2L(root):/# configure

WOP-2L(config):/# system

WOP-2L(config):/system# nas-id Lenina_1.Novovsibirsk.root (rze Lenina_1.Novovsibirsk.root —
noeHTudmnKaTop AaHHOW ToYKM gocTtyna. MapameTp npeaHasHavyeH Anas naeHTudmkaumm ycTpocTea Ha
RADIUS-cepBepe, B ciydyae ecniv RADIUS oxungaeTt 3HadeHne, oTanyHoe ot MAC-agpeca. o ymonyaxmio:
MAC-agpec TOo4Ykn focTyna)

WOP-2L(config):/system# save (coxpaHeHVe HacTpoek)

HacTpoliika LLDP

WOP-2L(root):/# configure

WOP-2L(config):/# lldp

WOP-2L(config):/lldp# enabled true (Bk/toueHve dpyHkuoHasa LLDP. Ana oTkitodeHusn seeguTe false. Mo
YMO/IYaHWIO: true)

WOP-2L(config):/lldp# tx-interval X (rae X — nameHeHve nepvoga otnpasku LLDP-coo6LeHniA. BO3MOXHbIe
3HayeHus: 1-86400. Mo ymoniyaHuto: 30)

WOP-2L(config):/lldp# system-name WOP-2L_reserv (rge WOP-2L_reserv — HOBOe M5 ycTporcTea. o
ymon4aHuio: WOP-2L)

WOP-2L(config):/lldp# save (coxpaHeHve HacTpoek)
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N3meHeHue napons

WOP-2L(root):/# configure

WOP-2L (config):/# authentication

WOP-2L(config):/authentication# admin-password newpassword (rze newpassword — HOBbIA Naposib 415
BXO/la B CUCTEMY TOUYKM AocTyna. Mo ymonyaHmio: password)

WOP-2L (config):/authentication# save (coxpaHeHne HacTpoek)

7.11 HacTpoiika napamMeTpoB NopTasibHOM aBTopU3aLnn

HacTtpoiika napameTpoB NOpTa/ibHOI aBTOpU3aLun

WOP-2L(root):/# configure

WOP-2L(config):/# captive-portal

WOP-2L(config):/captive-portal# ap-ip-alias <[lomeHHO€ NMSA> (JOMEHHOE 1M, Ha KOTopoe ByaeT
coBepLUaTbCA NnepeHanpas/ieHne KNMeHToB. Mo ymonyanuto: redirect.loc)
WOP-2L(config):/captive-portal# tinyproxy-https true (Bx/1t0ueHe nepeHanpasieHns KIMeHTOB Mo
npoTokony HTTPS. [inA nepeHanpasneHnsi no npotokony HTTP BeeauTe false. Mo ymonyaHuto: false)
WOP-2L(config):/captive-portal# save (CoxpaHeH/e HacTpoek)

© DNS-3anpoc JOMEHHOro UMeHW, ykasaHHoro B ap-ip-alias, 6yaeT nepexsaueH TouKoit gocTyna. Ha atoT
3anpoc 6yeT oTnpaB/ieH OTBET, U B 0TBeTe 6yaeT IP-agpec Touku gocTyna.

HacTtpoiika uMeH napaMeTpoB, NepejaBaeMbiX Be6-cepBepoM aBTopu3aLun

WOP-2L
WOP-2L

root):/# configure

config):/# captive-portal

WOP-2L(config):/captive-portal# web-redirector

WOP-2L(config):/captive-portal/web-redirector# param-names
WOP-2L(config):/captive-portal/web-redirector/param-names# redirect_url original_url (HacTporika nmenn
napameTpa, CoaepXallero NcxoaHbiii URL, 3anpoLUeHHbIA KIMeHTOM. KnMeHT 6yaeT nepeagpecoBaH Ha
AaHHbI URL B crlydae ycnewHom asTopum3ainmm)
WOP-2L(config):/captive-portal/web-redirector/param-names# error_url err_url (HacTpoiika nmeHn
napameTpa, cogepxatlero URL, Kyaa 6yaeT nepeagpecoBaH K/IMEHT B C/lyvyae OLIMOKN aBTOpU3aLnin)
WOP-2L(config):/captive-portal/web-redirector/param-names# username login (HacTpoiika rveHu
napameTpa, CogepxXaLlero J0rMH ANs KNneHTa)
WOP-2L(config):/captive-portal/web-redirector/param-names# password pass (HacTpoiika nveHu
napameTpa, CoAepXallero naposb A1 KANeHTa)
WOP-2L(config):/captive-portal/web-redirector/param-names# save (COxpaHeHne HacTpoek)

—_ e~~~ —

© Hactpoiika HyxHa, ecnn UMeHa napamMeTpoB B oTeTe http ¢ kogom 302 oTAnyatoTca oT AePONTHbIX
VIMEH, NPUHUMAIOLLIMXCSA TOUKOI AoCTyna.

© B 3HaueHusix napameTpos redirect_url, error_url, username, password MOXHO UCMOMb30BATb TOSLKO
NaTUHULY 060ro perncTpa, a Takke cumeosbl S\-_.1*'() annHoii ot 0 Ao 255 cMMBOOB.
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HaCTPOVIKa aganTUBHOIO peXxnmva paGOTbI ﬂOpTaﬂbHOﬁ aBTopusaunun

WOP-2L
WOP-2L

root):/# configure

config):/# captive-portal

WOP-2L (config):/captive-portal# web-redirector

WOP-2L (config):/captive-portal/web-redirector# captive-adaptive true (Bk1t0ueHvie afanTyBHOIO pexvma
paboTbl NOpTasIbHOW aBTopM3aLmmn 418 ycTpoincTs iOS. A oTkaoyeHns seegute false. Mo ymonyaxmio:
false)

WOP-2L (config):/captive-portal/web-redirector# save (coxpaHeHVe HaCcTPOeK)

—_— e~~~ —

© Mpu BKIOUEHHOM aaNTUBHOM PeXMMe paGoThbl MPU CBOPAUMBAHN OKHA aBTOPU3ALIMMA Ha
ycTpoiicTBax iOS paspbiBa COeANHEHNSA NPOMCXOANTL He ByaeT.
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HacTtpoiika npaBun ipv4-acl

WOP-2L
WOP-2L
WOP-2L
WOP-2L
WOP-2L
WOP-2L

root):/# configure

config):/# acl

config):/acl# ipv4

config):/acl/ipv4# add ipv4_list (co3paHve crnivcka ACL npasun)

config):/acl/ipv4# ipva_list

config):/acl/ipv4/ipv4_list# entry

WOP-2L (config):/acl/ipv4/ipv4_list/entry# add 0 (co3paHve ACL npasuia)
WOP-2L(config):/acl/ipv4/ipv4_list/entry# 0

WOP-2L(config):/acl/ipv4/ipv4_list/entry/0# action permit (ykazaHune feiicTeua /18 npasuia. BosmoxHbie
BapuaHThbl: permit — paspeLlnTs, deny — 3anpeTuThb)

WOP-2L(config):/acl/ipv4/ipv4_list/entry/0# protocol-mode any (HacTpoiika pexxuma paboTskl NPOTOKONA, M0
KoTopomy 6yaeT oTpabaTbiBaTbh NpaBunio. Bo3aMoXHbIe 3HAUEHNS: any — NH0O0I NpoTOKON, value —
KOHKPETHbIA NPOTOKO/)

WOP-2L (config):/acl/ipv4/ipv4_list/entry/0# protocol gre (BLI6OP NpoToKo1a. BO3MOXHbIE 3HAUYEHUS: gre,
icmp, igmp, tcp, udp)

WOP-2L(config):/acl/ipv4/ipv4_list/entry/0# src-port-start X (rge X — HauasibHbIA NOPT UCTOYHUKA)
WOP-2L(config):/acl/ipv4/ipva_list/entry/0# src-port-end X (rge X — KOHEYHbIA MOPT UCTOYHUKA.
cnonb3yeTcsa ToAbKO Ans src-port-mode range)

WOP-2L(config):/acl/ipv4/ipv4_list/entry/0# src-mode host (HacTpolika pexvma uiabTpaumum NCTOUHMKA.
Bo3MOXHbIe BapuaHTbl: any — 0601 UCTOYHMK, host — unbTpaumsa no agpecy xocta, network —
domnbTpaums no agpecy cetn)

WOP-2L (config):/acl/ipv4/ipv4_list/entry/0# src-ip X.X.X.X (rae X.X.X.X — IP-afpec xocTa UCTO4YHMKA)

WOP-2L (config):/acl/ipv4/ipv4_list/entry/0# src-mask X.X.X.X (rge X.X.X.X — macka nogcetu xocra
NCTOYHMKA)

WOP-2L(config):/acl/ipv4/ipv4_list/entry/0# src-port-mode any (HacTpolika pexunma paboTsl nopta
NCTOYHMKA. BO3MOXHblE 3Ha4YeHWs: any — /110001 pexum, eq — paBHo, gt — 6osbLue, It — MeHbLUe, neq — He
paBHO, range — ana3oH NnopToB)

WOP-2L(config):/acl/ipv4/ipv4_list/entry/0# dst-mode host (HacTpoiika pexvmva thuisTpaumm HasHauveHus. B
03MOXXHble BapuaHTbl: any — /10601 NCTouHKK, host — dunbTpauus no agpecy xocta, network —
domnbTpaums no agpecy cetn)

WOP-2L (config):/acl/ipv4/ipv4_list/entry/0# dst-ip X.X.X.X (rae X.X.X.X — IP-afgpec xocTa HazHa4yeHns)
WOP-2L (config):/acl/ipv4/ipv4_list/entry/0# dst-mask X.X.X.X (rge X.X.X.X — macka nogcetu xocra
HasHayeHus)

WOP-2L(config):/acl/ipv4/ipv4_list/entry/0# dst-port-mode any (HacTpolika pexnma paboTsl nopra
HasHaueHus. Bo3MOXHbIe 3Ha4YeHNs: any —NH60I pexnm, eq — paBHo, gt — 6obLue, it — MeHbLUE, neq —
He paBHO, range — [Mana3oH NopToB)

WOP-2L(config):/acl/ipv4/ipv4_list/entry/0# dst-port-start X (rae X — HauasibHbI NOPT HazHauYeHs)
WOP-2L(config):/acl/ipv4/ipv4-acl/ipv4_list/entry/0# dst-port-end X (rge X — KOHEUHbLIV NOPT HA3HAYEHMS.
Vcnonb3yeTca Tonibko ana dst-port-mode range)

WOP-2L (config):/acl/ipv4/ipv4-acl/ipv4_Llist/entry/0# save (coxpaHeHVe HacTPOeK)

o~ o~~~ o~ o~~~ —~
—_— = ==
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HacTtpoiika npasun url-acl

WOP-2L(root):/# configure

WOP-2L (config):/# acl

WOP-2L (config):/acl# url

WOP-2L (config):/acl/url# add url_list (co3gaHuve crnvcka ACL npasun)

WOP-2L (config):/acl/url# url_list

WOP-2L(config):/acl/url/url_list# action permit (ykazaHne feiicTBusA /18 cnucka. Bo3MOXHbIE BapnaHThbl:
permit — paspelwnTs, deny — 3anpeTuTh)

WOP-2L (config):/acl/url/url_list# entry

WOP-2L (config):/acl/url/url_list/entry# add 0 (co3paHvie ACL npasuna)

WOP-2L (config):/acl/url/url_list/entry# 0

WOP-2L (config):/acl/url/url_list/entry/0# domain <[JoMeHHOe nMsA> (ykazaHvie JoMeHa Ui PerynsapHoro
BbIpaXKeHMWS)

WOP-2L (config):/acl/url/url_list/entry/0# save (coxpaHeH1e HacTpoek)

7.11.1 YnpaBneHue noptasibHbIM CEPTUINKATOM

3arpyska cepTudukaTta gns pegupekta no HTTPS no tftp

WOP-2L(root):/# manage-certificates portal upload tftp <IP-agpec TFTP-cepBepa> <HasBaHue chaina> (
npumep: manage-certificates portal upload tftp 192.168.1.15 portal.pem)

3arpyska cepTudmkata gns pegupekta no HTTPS no http

WOP-2L(root):/# manage-certificates portal upload http <URL gnsa ckaunBaHus cpavina NO> (npumep:
manage-certificates portal upload http http://192.168.1.100:8080/files/portal.pem)

CtupaHue ceptudmkara

WOP-2L(root):/# manage-certificates portal erase
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7.12 HacTpoliika cepsuca APB

Cepsuc APB ncnonb3yeTcs 415 o6ecneyeHns NopTasibHOro pOyMUHra KNIMEHTOB Mex/y ToUKaMu A0CTyna,
NOAKMOUYEHHBLIMU K CEPBUCY.

KomaHpbl ans HacTpoliikn cepBuca APB

WOP-2L(root):/# configure

WOP-2L(config):/# captive-portal

WOP-2L(config):/captive-portal# apbd

WOP-2L(config):/captive-portal/apbd# roam_service_url <Aapec cepBuca APB>

(npumep: roam_service_url ws://192.168.1.100:8090/apb/broadcast)

WOP-2L(config):/captive-portal/apbd# enabled true (Bx/t0ueHve cepsuca APB. [119 OTK/IOUYEHNS BBEAUTE
false)

WOP-2L(config):/captive-portal/apbd# save (coxpaHeHVe HacTpoek)

7.13 Hacrtpolika DAS-cepBepa

®yHkumoHan DAS-cepBepa obecrneumBaeT 06paboTKy 3anpocoB AnHaMmuyeckoin asTopusauum RADIUS Toukamu
Joctyna.

KomaHpgbl gnsa HacTpoiiku DAS-cepBepa

WOP-2L(root):/# configure

WOP-2L (config):/# das-server

WOP-2L (config):/das-server# enabled true (Bk/oueHve DAS-cepsepa. 14 oTkioyveHns seeaute false)
WOP-2L (config):/das-server# port X (rge X — nopt DAS-cepsepa. Mo ymonyaHuio: 3799)

WOP-2L (config):/das-server# auth-password secret (rge secret — naposib A514 DAS-cepBepa, UCnosb3yeTca
npu wndpposaHmm RADIUS-3anpocoB)

WOP-2L (config):/das-server# save (CoxpaHeHVie HacTpoekK)
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7.14 MOHUTOPUHT

7.14.1 Wi-Fi knnentnbl

N5 BbIBOAA MOHUTOPUHIA NOAKAUYEHHbIX Wi-Fi KNMMEHTOB 1CNoNb3yeTcsl KomaHa:

monitoring associated-clients <mac-agpec knneHTta 1> ... <mac-agpec kameHta N> filter <napameTtp 1> ...
<napameTp N>,

rae <mac-aflpec KnueHTa 1> ... <mac-agpec knmeHTa N> — mac-agpeca KMeHTCKMUX YCTPOICTB,

NOAK/TIOYEHHBIX K TOUKe AocTyna. [Ins Toro 4tobbl BbIBECTM MHPOPMALIMIO N0 BCEM K/IMeHTaM BBeauTe
BMeCTO <mac-ajgpeca knveHta> all;

filter — cneumanbHoe c/I0BO, NOC/IE KOTOPOro YKa3biBaOTCA NapaMeTpbl MOHUTOPUHIa, HEO6XOAUMbIEe
[N BbIBOAA MO K/IMEHTY/KIMEHTAM;

<napameTp 1> ... <napameTp N> — napaMeTp/napamMeTpbl MOHUTOPUHIA, HEO6X0AVMbIE A5 BbiBOA MO
KNUEHTY/KMEeHTaM.

[ns BbiBOAA cnmncka NOAKMHYEHHBIX K TOUKe A0CTyna K/IMEeHTOB HaXXMuUTe nocne monitoring associated-
clients knasuwy Tab.

WOP-2L (root):/# monitoring associated-clients <Tab>

32:5b:60:62:e0:a4
bc:2e:f6:cc:85:46
all
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[N nonyyeHus cnvcka napameTpoB MoHuTopuHra nocre filter HaxxmuTe knasuwy Tab.

WOP-2L (root):/# monitoring associated-clients all filter <Tab>

index
interface

ssid

hw-addr

state

vlan-id
ip-addr
hostname
rx-retry-count
tx-fails
tx-period-retry
tx-retry-count

WOP-2L (root):/# monitoring associated-clients

index

state

hw-addr
interface

rfid

wid

band

ssid

vlan-id

ip-addr
hostname
username

domain
authorized
captive-portal-vap
enterprise-vap
radius-mac-auth
portal-auth
portal-auth-time
wlan-auth-type
wlan-auth-status
wlan-auth-time
rx-retry-count
tx-fails
tx-period-retry
tx-retry-count
rssi-1

rssi-2

rssi

snr-1

snr-2

tx-rate

rx-rate

rx—bw

rx-bw-all

tx-bw

mfp

0

ASSOC SLEEP AUTH_SUCCESS
32:5b:60:62:e0:a4
wlan0-va0

0

0

2.4
WOP-2L_2.4GHz
100
192.168.1.15
client
TIOXXXXXXXXX
root

true

true

false
not-required
authorized
00:04:09

Open
authorized
00:04:43

1055

(0]

(0]

1972

-36

-36

-36

(0]

(0]

MCS7 SGI 72.2
MCS7 NO SGI 65
20M

20M

20M

false
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uptime

multicast-groups-count

wireless-mode
using-802.11r
using-802.11k
using-802.11v

perftest-capable
dhcp-request-status
dhcp-start-packet-type
dhcp-start-delay
dhcp-start-duration
dhcp-end-duration

link-capacity
link-quality

link-quality-common

actual-tx-rate
actual-rx-rate
shaped-rx-rate
actual-tx-pps
actual-rx-pps
shaped-rx-pps
name

Counter

Total Packets:
TX success:
Total Bytes:
Data Packets:
Data Bytes:
Mgmt Packets:
Mgmt Bytes:

Dropped Packets:

Dropped Bytes:
Lost Packets:

Multicast groups:

MAC

01:00:5E:00:00:FB

00:04:43
1

n

no

yes

yes
false
obtained
discover
238

2

1

100

100

O NN R B e

Transmitted

100
8100637
7611
7902315
10

436

0

0

0

Transmitted

832
2004

|
|
|
739 |
|
|
4022 |

XXX.0.0.251
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Received
8515
1203939
7166
982376
1349
407
0]
0]

Received

1359

0]

0]

84

1508

1613

3950
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BbiBOA, MH)OPMaLMX MO KOHKPETHOMY/KOHKPETHBLIM K/IMEeHTY/KNneHTaM

WOP-2L (root):/# monitoring associated-clients bc:2e:f6:cc:85:46 (€CTb BO3MOXHOCTb YKa3aTb HECKOJILKO
mac-afpecos, HarnprmMep, monitoring associated-clients bc:2e:f6:cc:85:46 32:5b:60:62:e0:a4)

index 1

state ASSOC SLEEP AUTH_SUCCESS
hw-addr bc:2e:f6:cc:85:46
interface wlanl-va@

rfid 1

wid 0

band 5

ssid WOP-2L_5GHz
vlan-id 100

ip-addr 192.168.1.20
hostname client

username TIOXXXXXXXXX
domain root

authorized true
captive-portal-vap true
enterprise-vap false

radius-mac-auth
portal-auth

not-required
authorized

I

I

I

I

I

I

I

I

I

I

I

I

I

I

I

I

I

I
portal-auth-time | 60:03:57
wlan-auth-type | Open
wlan-auth-status | authorized
wlan-auth-time | 00:04:27
rx-retry-count | 227
tx-fails | ©
tx-period-retry | 71
tx-retry-count | 1801
rssi-1 | -43
rssi-2 | -46
rssi | -46
snr-1 | 14
snr-2 | 10
snr | 10
tx-rate | VHT NSS2-MCS8 SGI 173.3
rx-rate | VHT NSS2-MCS8 NO SGI 156
rx—bw | 26M
rx-bw-all | 26M
tx-bw | 26M
mfp | false
uptime | 00:04:27
multicast-groups-count | 1
wireless-mode | ac
using-802.11r | no
using-802.11k | yes
using-802.11v | yes
perftest-capable | false
dhcp-request-status | obtained
dhcp-start-packet-type | discover
dhcp-start-delay | 571
dhcp-start-duration | 4
dhcp-end-duration | 1
link-capacity | 90
link-quality | 95
link-quality-common | 94
actual-tx-rate | 481
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actual-rx-rate
shaped-rx-rate
actual-tx-pps
actual-rx-pps
shaped-rx-pps
name

Counter

Total Packets:
TX success:
Total Bytes:
Data Packets:
Data Bytes:
Mgmt Packets:
Mgmt Bytes:

Dropped Packets:

Dropped Bytes:
Lost Packets:

ofdmé
ofdm24
nssl-mcsoO
nssl-mcs7
nss2-mcs3
nss2-mcs4
nss2-mcs5
nss2-mcs6
nss2-mcs7
nss2-mcs8

Multicast groups:

MAC

01:00:5E:00:00:FB

w
(9]

Transmitted

100
15799559
15678
15391546
8

385

0

0

0

Transmitted

213
42

82
1465
13843

XXX.0.0.251
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Received
12372
13827531
11759
13506889
613
364
(0]
(0]

Received

10

602

4

0

1

2

19

180

31

11522
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dun bTpauna napamMmeTpoB MOHUTOPUHIa

WOP-2L (root):/# monitoring associated-clients 32:5b:60:62:e0:a4 filter hw-addr ip-addr tx-rate rx-rate
uptime (BbIBOJ, OrpaHNUYEHHOr0 KO/IMYECTBA NapaMeTPOB MOHUTOPMHIA NO onpeaesIeHHOMY KIIMEHTY. ECTb
BO3MOXHOCTb yKa3aTb HECKO/IbKO MAC-apecoB)

hw-addr
ip-addr
tx-rate
rx-rate
uptime

32:5b:60:62:e0:24
192.168.1.15
MCS4 NO SGI 65
MCS6 NO SGI 65
00:09:51

WOP-2L (root):/# monitoring associated-clients all filter hw-addr rssi-1 rssi-2 wireless-mode interface
(BbIBOA, OFPaHNYEHHOTO KOIMYECTBA NapamMeTPOB MOHUTOPUHIA MO BCEM K/TMEHTaM)

hw-addr
rssi-1

rssi-2
wireless-mode
interface

hw-addr
rssi-1

rssi-2
wireless-mode
interface

32:5b:60:62:e0:a4
-34

-34

n

wlan0-va0

bc:2e:f6:cc:85:46
-44

-31

ac

wlanl-va0
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7.14.2 WDS

[Ana moHutopuHra WDS-coenHeHWi Mcnonb3yeTcs KoMaHaa:

monitoring wds-entries <mac-agpec BCTpeYHO TOUKM foCTyna 1> ... <mac-apec BCTPEUYHOMN TOUKM
poctyna N> filter <napameTp 1> ... <napameTp N>,

rae <mac-afpec BCTPEYHOl TOUKM AOCTyna 1> ... <mac-aipec BCTPEUHOI ToUkM gocTyna N> — mac-agpeca
BCTPEUHbIX TOYEK AOCTYNa, C KOTOPbIMW NMOCTPOEHbI WDS-MOCTbI. [1151 TOro, YT06bI BbIBECTW MHhOpMALIMIO
Mo BCEM BCTPEYHbIM TOYKaM BBEAWNTE BMECTO <mac-afpeca BCTPEYHOIN Touku goctyna> all;

filter — cneunansHoe €oBo, NOC/E KOTOPOTO yKa3biBAOTCA NapaMeTpbl MOHUTOPUHTA, HEO6X0ANMbIE
L7151 BbIBOZAA MO OAHON UM HECKObKMM BCTPEYHBIM TOUYKaM A0CTYNa;

<napameTp 1> ... <napameTp N> — napameTp/napameTpbl MOHUTOPUHra, HEO6X0AMMbIE A5 BbIBOAA NO
OZIHOVA /TN HECKOJIbKUM BCTPEYHbIM TOUKaM A0CTyna.

[nsa BbIBOAA cnvcka TOYEK A0CTyNna, C KOTopbIMU NocTpoeHbl WDS-MOCTbI, HaXmuTe nocsie monitoring wds-
entries knasuwy Tab.

WOP-2L(root):/# monitoring wds-entries <Tab>

e8:28:cl1:d1:43:15
e8:28:cl:da:ch:80
all

[Nsi noNyyeHnst cnnucka napameTpoB MoHUTopuHra nocne filter HaxxmuTe knasuwy Tab.

WOP-2L(root):/# monitoring wds-entries all filter <Tab>

index
interface
hw-addr

state

ip-addr
hostname
rx-retry-count
tx-fails
tx-period-retry
tx-retry-count
noise-1
noise-2

rssi-1

rssi-2
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BbiBOS, I/IH(pOpMaLWIVI no BCe€M BCTPEYHbIM TOYKaM gocTtyna

WOP-2L (root):/# monitoring wds-entries (111 monitoring wds-entries all)

index 0

state WIFI_WDS

hw-addr e8:28:c1:d1:43:15
interface wlanl

rfid -1

wid -1

band 5

ssid

ip-addr 192.168.1.15
hostname WOP-2L

radius-mac-auth
portal-auth

not-required
not-required

I

I

I

I

I

I

I

I

I

I

I

I
wlan-auth-type | Open
wlan-auth-status | authorized
wlan-auth-time | 00:02:51
rx-retry-count | 36
tx-fails | ©
tx-period-retry | ©
tx-retry-count | 12
rssi-1 | -30
rssi-2 | -42
rssi | -42
snr-1 | 39
snr-2 | 36
snr | 36
wds-interface | wlanl-wdso
tx-rate | VHT NSS2-MCS8 SGI 173.3
rx-rate | VHT NSS2-MCS8 NO SGI 156
rx—bw | 26M
rx-bw-all | 26M
tx-bw | 26M
mfp | false
uptime | 00:02:30
multicast-groups-count | ©
wireless-mode | ac
using-802.11r | no
using-802.11k | no
using-802.11v | no
eltex-firmware-version | 2.8.13 build x
eltex-board-type | woP-2L
dhcp-request-status | not requested
perftest-capable | false
dhcp-start-packet-type | no
dhcp-start-delay | ©
dhcp-start-duration | ©
dhcp-end-duration | ©
link-capacity | 60
link-quality | 100
link-quality-common | 99
actual-tx-rate | ©
actual-rx-rate | 1
shaped-rx-rate | ©
actual-tx-pps | ©
actual-rx-pps | 1
shaped-rx-pps | ©
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name

Counter

Total Packets:
TX success:
Total Bytes:
Data Packets:
Data Bytes:
Mgmt Packets:
Mgmt Bytes:

Dropped Packets:

Dropped Bytes:
Lost Packets:

ofdmé

nss2-mcso
nss2-mcsl
nss2-mcs2
nss2-mcs3
nss2-mcs4
nss2-mcs5
nss2-mcs6
nss2-mcs7
nss2-mcs8

Multicast groups:

| ©

Transmitted

100
577458
1462
529722
15

952

0

0

0

Transmitted

131

1195

none
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Received
1578
968817
1563
918036
15
765
(0]
(0]

Received

19

4

4

4

9

4

5

31

179

1318
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BbiBOS, I/IH(pOpMaLWIVI no OAHOVI NN HECKOJIbKMM BCTPEeYHbIM TOYKaM AgocCcTyna

WOP-2L (root):/# monitoring wds-entries e8:28:c1:da:ch:80 (eCTb BO3MOXHOCTb yKazarbk HeCKos1bKo MAC-
aZipecos, HarpumMep, monitoring wds-entries e8:28:c1:da:cb:80 €8:28:c1:d1:43:15)

index 1

state WIFI_WDS

hw-addr e8:28:cl:da:ch:80
interface wlanl

rfid -1

wid -1

band 5

ssid

ip-addr 192.168.1.20
hostname WOP-2L

radius-mac-auth
portal-auth

not-required
not-required

I

I

I

I

I

I

I

I

I

I

I

I
wlan-auth-type | Open
wlan-auth-status | authorized
wlan-auth-time | 00:04:34
rx-retry-count | 2
tx-fails | ©
tx-period-retry | ©
tx-retry-count | 4
rssi-1 | -30
rssi-2 | -24
rssi | -30
snr-1 | 35
snr-2 | 32
snr | 32
wds-interface | wlanl-wdsl
tx-rate | VHT NSS2-MCS8 SGI 173.3
rx-rate | VHT NSS1-MCS2 NO SGI 19.5
rx—bw | 26M
rx-bw-all | 26M
tx-bw | 26M
mfp | false
uptime | 60:03:52
multicast-groups-count | ©
wireless-mode | ac
using-802.11r | no
using-802.11k | no
using-802.11v | no
eltex-firmware-version | 2.8.13 build x
eltex-board-type | woP-2L
perftest-capable | false
dhcp-request-status | not requested
dhcp-start-packet-type | no
dhcp-start-delay | ©
dhcp-start-duration | ©
dhcp-end-duration | ©
link-capacity | 60
link-quality | 100
link-quality-common | 99
actual-tx-rate | ©
actual-rx-rate | ©
shaped-rx-rate | ©
actual-tx-pps | ©
actual-rx-pps | ©
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shaped-rx-pps | ©
name | 1

Counter Transmitted

Total Packets: 316
TX success: 100
Total Bytes: 35549
Data Packets: 262
Data Bytes: 22788
Mgmt Packets: 54
Mgmt Bytes: 4377
Dropped Packets: 0
Dropped Bytes: 0
Lost Packets: 0

Rate Transmitted

nssl-mcsoO
nssl-mcsl
nssl-mcs2
nss2-mcso
nss2-mcs2
nss2-mcs3
nss2-mcs4
nss2-mcs5
nss2-mcs6
nss2-mcs7
nss2-mcs8 196

I S ©) BN ) B0 BN O BN O BN O I

N
N

Multicast groups: none

Received

14475
16
1879
53
12084

Received
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dun bTpauna napamMmeTpoB MOHUTOPUHIa

WOP-2L (root):/# monitoring wds-entries e8:28:c1:d1:43:15 filter hw-addr ip-addr tx-rate rx-rate uptime (
BbIBO/], OTPaHNYEHHOr0 KOSIMYeCcTBa NapamMeTpoB MOHUTOPMHIA N0 ONpeaeneHHol Touke agocTtyna. EcTb
BO3MOXHOCTb yKa3aTb HECKO/IbKO MAC-apecoB)

hw-addr | e8:28:c1:d1:43:15
ip-addr | 192.168.1.15

tx-rate | VHT NSS2-MCS8 SGI 173.3
rx-rate | VHT NSS2-MCS8 NO SGI 156
uptime | 00:06:32

WOP-2L (root):/# monitoring wds-entries all filter hw-addr rssi-1 rssi-2 wireless-mode wds-interface (B-1B0/,
OrpaHNYeHHOro KONIMYecTBa NapamMeTpoB MOHMTOPUHIA NO BCEM TOYKaM AOCTyna)

hw-addr | e8:28:c1:d1:43:15
rssi-1 | -30

rssi-2 | -42

wireless-mode | ac

wds-interface | wlanl-wdso

hw-addr | e8:28:cl:da:ch:80
rssi-1 | -30
rssi-2 | -24
wireless-mode | ac
I

wds-1interface wlanl-wdsl
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7.14.3 WNHpopmaumsa 06 ycTpoinctee

WOP-2L (root):/# monitoring information

08:16:34 24.04.2025
8 d 21:29:58
WOP-2L

2.8.13 build X
2.8.13 build X
2.8.13 build X

system-time

uptime

hostname

software-version
secondary-software-version
boot-version

memory-usage 70
memory-free 32
memory-used 76
memory-total 108
cpu-load 2.0
cpu-average 1.33
is-default-config false
vendor Eltex
device-type Access Point
board-type WOP-2L
hw-platform WOP-2L

68:13:E2: XX XX 1XX
68:13:E2: XX XX 1XX

factory-wan-mac
factory-lan-mac

factory-serial-number WP XXXXXXXX
hw-revision 1v3
session-password-initialized false

ott-mode false
last-reboot-reason firmware update
test-changes-mode false
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7.14.4 NHpopmaumsa o cepTudpmkarax

WOP-2L (root):/# monitoring certificate

ott:

status: present
url:

file 'cert.pem':

correctness: true

PykoBoacTtBo no akcnnyataunn WOP-2L

issuer: /CN=OTT Certification Root/O=Eltex Enterprise Ltd./OU=Wi-Fi/C=RU/
L=Novosibirsk

serial: 6813E201DO50DO5FC2D0332908COF9FF
subject: /CN=68:13:E2:01:D0:50/0=eltex
not-before: Jan 1 00:00:00 1999 GMT
not-after: Jan 1 00:00:00 2100 GMT

file 'key.pem':

wlc:

correctness: false

status: present
url: https://192.168.1.15:8044
file 'ca.pem':

correctness: true

issuer: /CN=WLC

serial: F15E65D33604010D

subject: /CN=WLC

not-before: Jan 1 00:00:00 1999 GMT
not-after: Aug 20 16:56:46 2124 GMT

file 'cert.pem':

correctness: true

issuer: /CN=WLC

serial: 6813E201D050

subject: /CN=68:13:E2:01:D0:50
not-before: Jan 1 00:00:00 1970 GMT
not-after: Mar 31 14:28:02 2125 GMT

file 'key.pem':

web:

correctness: false

status: present
file 'host.pem':

portal:

correctness: true

issuer: /C=RU/ST=Novosibirsk Region/L=Novosibirsk/O=Eltex Ent/CN=192.168.1.1

serial: AD4C597BEGD04958

subject: /C=RU/ST=Novosibirsk Region/L=Novosibirsk/O=Eltex Ent/CN=192.168.1.1

not-before: Jan 1 00:00:44 1970 GMT
not-after: Jan 18 00:00:44 2038 GMT

status: present
file 'portal.pem':

correctness: true

issuer: /CN=redirect.loc/0=Eltex Ent
serial: DDDDOOB627AEO3BC

subject: /CN=redirect.loc/O=Eltex Ent
not-before: Apr 24 07:46:06 2025 GMT
not-after: Mar 31 07:46:06 2125 GMT

redirector:
status: present
file 'redirector.pem':

correctness: true
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issuer: /CN=x.x/0=Eltex Ent

serial: 8737D51F860832B2

subject: /CN=x.*/0=Eltex Ent
not-before: Jul 9 13:26:36 2024 GMT
not-after: Jun 15 13:26:36 2124 GMT
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7.14.5 CeteBas nHcopmauus

WOP-2L (root):/# monitoring wan-status

Common 1information:

interface | bro

mac | 68:13:€2:xX:XX:XX
rx-bytes | 623207607
rx-packets | 2750425
tx-bytes | 15454709
tx-packets | 74220
IPv4 information:

protocol | dhcp
ip-address | 192.168.1.15
netmask | 255.255.255.0
gateway | 192.168.1.1
DNS-1 | 192.168.1.100
DNS-2 | 8.8.8.8

IPv6 information:

addresses | 2002::8/128 Global

| fe80::ce9d:a2ff:fee9:1470/64 Link
dns-servers | 2002::4144

| 2002::8844

| 2222::4144

WOP-2L (root):/# monitoring ethernet

link: up

speed: 1000
duplex: enabled
media-type: copper
rx-bytes: 4872597
rx-packets: 13844
tx-bytes: 2477091
tx-packets: 20923

WOP-2L (root):/# monitoring arp

# ip mac
0 192.168.1.1 02:00:48:XX:XX1XX
1 192.168.1.151 2c:fd:ral:xx:xx:xx
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WOP-2L (root):/# monitoring route

Destination Gateway

0.0.0.0
192.168.1.0

192.168.1.1
0.0.0.0

WOP-2L(root):/# monitoring lldp

7.14.6 becnpoBOHbIE MHTEPXIENCHI

Mask Flags
0.0.0.0 UG
255.255.255.0 U

Port ID System Name
gil/0/16

WOP-2L(root):/# monitoring radio-interface

name
rfid

status

band

hwaddr

tx-power
connection status
operation mode
noise-1

noise-2
utilization
channel

frequency
bandwidth

mode

thermal

name
rfid

status

band

hwaddr

tx-power
connection status
operation mode
noise-1

noise-2
utilization
channel

frequency
bandwidth

mode

thermal

wlano

0

on

2.4 GHz
68:13:E2 XX XX XX
16 dBm
AP mode
vap

-100 dBm
-100 dBm
50%

11

2462 MHz
20 MHz
b/g/n

32

wlanl

1

on

5 GHz
68:13:E2 XX XX XX
19 dBm
AP mode
vap

-100 dBm
-100 dBm
10%

48

5240 MHz
20 MHz
a/n/ac
37
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Interface
bro
bro
Capabilities TTL
120
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7.14.7 J>XypHan cobbITuii

WOP-2L (root):/# monitoring events

Jan 1 03:00:10 WOP-2L daemon.info syslogd[1018]: started: BusyBox v1.21.1

Jan 1 03:00:12 WOP-2L daemon.info configd[1031]: The AP startup configuration was loaded
successfully.

Jan 1 03:00:14 WOP-2L daemon.info networkd[1061]: Networkd started

Jan 1 03:01:17 WOP-2L daemon.info networkd[1061]: DHCP-client: Interface br0® obtained
lease on 192.168.1.15.

Oct 29 05:28:57 WOP-2L daemon.info configd[1031]: The AP running configuration was updated
successfully by admin

Oct 29 05:28:59 WOP-2L daemon.info configd[1031]: The AP startup configuration was updated
successfully by admin

Oct 29 05:30:25 WOP-2L daemon.info monitord[1190]: event: 'authenticated' mac:
GE:BB:0OA:xx:xX:xXx ssid: 'WOP-2L_5GHz' 1interface: wlanl-va® channel: 48 rssi-1: -64 rssi-2:
-62 location: 'root' auth-method: 'Open' captive-portal: 'disabled'

Oct 29 05:30:25 WOP-2L daemon.info monitord[1190]: event: 'IP address was updated by DHCP
packet' dip: 192.168.1.20 mac: 6E:BB:OA:xx:xx:xx ssid: 'WOP-2L_5GHz' interface: wlanl-va0
channel: 48 rssi-1: -63 rssi-2: -65 location: 'root' reason: 0

7.14.8 CkaHunpoBaHue admpa

€@ Bo Bpems ocyllecTBNEeHNA cKaHMPOBaHUSA advpa paavonHTepdelic yeTpoiicTsa 6yaeT OTKIIUEH, YTO
npvBeAeT K HEBO3MOXHOCTM nepeaaun AaHHbix A0 Wi-Fi KTMeHTOB Bo Bpemsi CKaHPOBaHMS.

WOP-2L(root);/# monitoring scan-wifi

SSID Mode Security BSSID Channel RSSI, dBm  Bandwidth, MHz
AP wpa/wpa2-1x 11 -45 20
AP wpa2-1x 6 -46 20
AP wpa2 11 -47 20
AP wpa2 6 43 20
AP wpa2/wpa3-1x 6 49 20
AP of f 1 5@ 20
AP off 11 51 20
AP of f 1 53 20
AP wpa2-1x 6 53 20
AP wpa2/wpa3-1x 44 38 20
AP off 36 41 20
AP wpa2-1x 44 41 20
AP wpa2 40 42 -
AP off 44 42 20
AP wpa2 44 43 -
AP off 40 50 20
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7.14.9 CnektpoaHanusaTop

CnekTpoaHasM3aTop npefoctasnseT MHPOoOPMaLMIO 0 3arpy>KeHHOCTU KaHau10B B ananasoHax 2.4 n 51Tu.
PesynbTtaT BbIBOAUTCSA B NPOLIEHTAX.

@ Bo Bpems pa6oThl cNekTpoaHaM3aTopa NPOUCXOAUT OTK/KOUEHNE BCEX KIMEHTOB OT TOUKM A0CTyNa.
KnuneHTbl Nogk/It4aTCs CHOBA TOJIbKO TOrAa, Korga CrekTpoaHan3aTop 3akoHUYUT CBOK paboTy.
Bpemsi aHann3a Bcex pagnokaHasioB ABYX AManas3oHOB COCTABASIET MPUMEPHO 5 MUHYT.

© CnexrpoaHanusatop NPOU3BOAUT aHaIM3 BCEX KAHA/IOB A1ana3oHa BHe 3aBYCMMOCTM OT HACTPOEK Ha
pagnonHTepgeiice.
C 6onee noapobHo nHopmaLuen o HacTpoiike pagnonHTepgeica yepes CLI MOXHO 03HAaKOMUTbLCS
B pasgene «Hactpoiikn Radio».

WOP-2L(root):/# monitoring spectrum-analyzer

Channel|Frequency [MHz]|Utilization [%]

1] 2412 | 67

2] 2417| 44

3 2422 | 7

4| 2427| 7

5] 2432 | 19

6| 2437| 58

7] 2442 | 24

8| 2447 | 24

9| 2452 | 29
10| 2457 | 38
11 2462 | 53
12| 2467 | 15
13| 2472 6
36| 5180 | 8
40| 5200 | 15
44| 5220 9
48| 5240 | 10
52| 5260 | 38
56| 5280 | 4
60 | 5300 | 2
64| 5320 10
132] 5660 | 2
136 5680 | 0
140 | 5700 | 2
144 | 5720 1
149 5745]| 18
153 5765]| 3
157 5785| 4
161] 5805 | 1
165] 5825]| 1
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7.15 Tony4yeHne oTnago4vyHom nHpopmaumm

KomaHpa pna coopa otnagouHov nHcpopmaymnm
WOP-2L(root):/# get-troubleshooting-file

Mocne BbINOMHEHUS KOMaHAbl 6yAeT co3aaH apxuB troubleshooting.tar.gz, cofepxallunii 0TNaA0uHbIE AaHHbIE
11 CBE[IEHMSI O COCTOSIHIM YCTPOIACTBA.

MonyunTb apxmB troubleshooting.tar.gz ¢ ycTpoiicTBa Ha cepBep/MK MoxHo no npoTtokony TFTP:

WOP-2L(root):/# tftp -pl troubleshooting.tar.gz <IP-agpec TFTP-cepBepa>

troubleshooting.tar. 100% |********************************| 62755 0:00:00 ETA

MonyunTb apxmB troubleshooting.tar.gz c ycTpoiicTBa Ha cepBep/MK MoXHO no npoTokosny SCP:

scp <[Monb3oBaTenb>@<IP-agpec Touku gocrtyna>:troubleshooting.tar.gz troubleshooting.tar.gz (
npumep: scp admin@192.168.1.15:troubleshooting.tar.gz troubleshooting.tar.gz. JaHHaa komaHga
BbINosIHAETCA Ha cepBepe/lK)
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8 BcnomoraTesibHble YTUNNTBI

8.1 YTtunurta traceroute

YTunuTa nokasblBaeT, yepes Kakme y3nbl (MapLupyTU3aTopbl) NPOXoAMT NakeT, CKOSIbKO BPEMEHM 3aHUMAaET
06paboTka nakeTa Ha KaxaoMm y3ne.

KomaHga 3anycka TpacCUpOBKU

WOP-2L(root):/# traceroute <TeCTUpyeMbIii XOCT>

Mpumep ncnonb3oBaHUsA

WOP-2L(root):/# traceroute eltex-co.ru

8.2 Ytnnuta tcpdump
Ytunuta tcpdump NO3BOJIAET 3axXBaTbIiBaTb NMakeTbl HA YKa3aHHOM MHTepd)ef/Ice.

Mony4nTb NOACKA3Ky No paboTe C YTU/IMTON MOXHO KOMaH/0IA:

WOP-2L(config):/# tcpdump --help

8.2.1 3axsart Tpachvka c aKTUBHOro nHTepdeliica

3axsaTt nakeToB Ethernet-uHtepdceiica.
WOP-2L(root):/# tcpdump -i eth0
3axBaT nakeToB Ethernet-uHTtepdeiica ¢ coxpaHeHnem B chaiin.

WOP-2L(root):/# tcpdump -i eth0 -env -w tcpdump.pcap

8.2.2 CHudhep achupa

© Ha Touke gocTyna fomKeH 6bITh BKOYEH M0G0l VAP B TOM AnanasoHe, 0TKy4a HE06X0AMMO
3axBaTbiBaTb TpaduKk.

HeobxoamMmo BKAUYMTb CnelmasnbHblil HTEPMENC, KOTOPLI yNaBnnBaeT NakeTbl U3 adiupa, Ha paboyem
KaHasie Touku goctyna.

KomaHAabl

WOP-2L(root):/# configure

WOP-2L(config):/# interface

WOP-2L(config):/interface# radioX (/15 avanazoHa 2.4 [Ty, — radio0, 115 5 [T, — radiol)
WOP-2L(config):/interface/radioX# common

WOP-2L(config):/interface/radioX/commont# enabled true
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3axeaT nakeToB achmpa Ha radio0-uHTepgeiice.
WOP-2L(root):/# tcpdump -i radio0
3axeaT nakeToB ahmpa Ha radio0-uHTepdeice ¢ coxpaHeHnem B doain.

WOP-2L(root):/# tcpdump -i radio0 -env -w tcpdump.pcap

8.2.3 HacTtpoiika yaaneHHon 3anicu gamna Tpadmka

B pa3gene remote-capture BbINO/HAETCA yAasieHHasa 3annucb gamna Tpaduka.
Touka gocTyna nogaepxunsaeT npotokos RPCAP, no3BonsoWwmiA NpomM3BoAnTb 3anncb gamna Tpadiuka ¢
NMHTepdeiica yCTPONCTBA Ha yAaNIEHHON MaLLUHE B PEXUME OHMaliH.

© /115 ynanéHHoro 3axeata NakeToB C payronHTepdelicoB He06X0A1MMO NOAHATL UHTepelchl
radio0 n/vnu radiol u3 npeablAyLLErO NyHKTA.

KomaHab! An1s HacTPOIiKM remote-capture

WOP-2L(root):/# configure

WOP-2L(config):/# remote-capture

WOP-2L(config):/remote-capture# enabled true (true — BktoueHve. s oTkioyeHns seeaute false)
WOP-2L(config):/remote-capturet# disable-authentication true (orna nossonser oTkIOUNTL TpeboBaHve
ayTeHTudmKaumm npu gobasneHnn yaaseHHoro nHitepgeica Ha ygasieHHoM xocte. o ymonyaHuio: false
— ayTeHTudomKauua 3anpallmsaeTcs)

WOP-2L(config):/remote-capturei# port 2002 (2002 — HOMep NopTa, KOTOPbIA CNYXUT A5 NOAKTHOYEHNS
yAa/IEHHOM MalLVHbl. BO3MOXHbIe 3HauYeHns: 1025 - 65530. o ymonyaHuio: 2002)
WOP-2L(config):/remote-capture# save (CoxpaHeHne HacTpoek)

[na yaanéHHoro nogxnoyeHnsa Heobxoammo ncnosibzosate RPCAP-npoTokon, ykasath IP-agpec Touku
AocTyna v nopT. /11 3Toro, Hanpumep, MOXHO Mucnosib3oBaTb nporpammy Wireshark. 3atem Heo6xoaMMO
NoslyYnTb CNCOK MHTepPhelicoB as1a CHUMHra OT TOUKM AOCTYNa, BbIopaTh OAUH N3 HUX U 3anyCTUTb CHATUE
famna ¢ yaasieHHoro uHtepdeiica.

8.2.4 Bbirpyska thainna gamna tpadmka ¢ TOUKM AOCTyna Ha cepsep

[aHHaa komaHga BbinosiHAeTcA Ha cepsepe/TK.

scp <Monb3oBaTenb>@<IP-agpec yctpoiicTtBa>:tcpdump.pcap tcpdump.pcap (nprvep: scp
admin@192.168.1.15:tcpdump.pcap tcpdump.pcap)
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8.3 Ytunuraiperf

[JaHHas yTunmMTa ucnosb3yeTcs Ans 3anycka noToka Tpadmka c 04HOro yCTpoicTBa Ha Apyroe.
OTnpasnsoLas CTOPOHa Ha3blBAETCS KIMEHTOM, NPUHMMAOLLAsi — CEPBEPOM.

MonyunTb NogckKasky nNo padboTe ¢ yTUANTON MOXHO KOMaHAOM:
WOP-2L(root):/# iperf --help

MprMep 3anycka NoToka Tpaduka ¢ ToUku AOCTyna Ha cepBep:
HacTtpoiika cepBepa Ha npuém Tpacdmka

root@server:/# iperf -s

3anyck Tpadmka ¢ TA-client B CTOPOHY cepBepa

WOP-2L(root):/# iperf -c X.X.X.X (rae X.X.X.X — |IP-agpec cepBepa)
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8.4 HacTpolika pexnma Radar

®YHKLUMOHaA NpefHa3HaveH aisi cbopa MHopMaLLMmn O KITMEHTCKMX YCTPOWCTBAX B 30HE AENCTBUS TOUKU
[ocTyna n nepefaymn AaHHbIX Ha CepBEpP-KOMIEKTOP.

8.4.1 HacTpoiika pagapa ¢ OTnpaBKOi gaHHbIX No NpoTokony HTTP

KomaHgbl gnsa HacTpoiikn cpyHKumoHana Radar (HTTP/HTTPS)

WOP-2L(root):/# configure

WOP-2L(config):/#radar

WOP-2L(config):/radar# enabled true (BkntoueHve dyHkumoHana radar. Ansa otkioyeHns seegute false)
WOP-2L(config):/radar# url http://host:port/service (ykassiaetcs URL-cChinika Ha cepBuc, KOTopbI ByaeT
nNpvHMMaTb AaHHble OT TOYKM gocTyna B JSON-thopmare. Mepegaya Bo3amoxHa no HTTP/HTTPS)
WOP-2L(config):/radar# scan-interface all (rae all — vHTepderic, Ha koTopom ByaeT paboTaTb
CkaHupoBaHue. BoaMoxHble 3HauyeHns: wlan0 — nHtepdoeiic 2.4 'y, wlanl — nHTepdeinc 5 ML, all —
OfIHOBPEMEHHO 2.4 Ty n 5. Mo ymonyaHuto: all)

WOP-2L(config):/radar# send-interval X (rae X — HTepBaU1 OTNPaBKnN AaHHbLIX HA KO/IIEKTOP. BO3MOXHbIE
3Ha4YeHus: 1-3600. Mo ymonyaHuto: 5 cekyHn)

WOP-2L(config):/radar# mac-source"probe data" (r/e probe data — BeIGOp TUNa AaHHbIX, CObMpaembix B
achmpe. Bo3amoxHble 3HaueHusi: probe — TOIbKO probe request, assoc — TO/IbKO assoc, data — TONIbKO
data, all — Bce Tunbl nakeTtos. Mo ymonyanutio: all)

WOP-2L(config):/radar# scan-channel-timeout X (r1e X — Bpewms, Bblje/leHHOe Ha CKaH/pOoBaHve 0HOro
KaHasna. Bo3amoxHble 3Ha4eHns: 100-60000. Mo ymonyaHumio: 200 Mc)

WOP-2L(config):/radar# scan-limit-channels-2g "1 6 11" (re 1,6, 11 — kaHasibl /15 CKAHVPOBaHNS B
ananasoHe 2.4 I'Tu,. MNMycToe 3HayYeHne — CKaHUPYHOTCA BCE A0CTYMHbIE KaHasbl)

WOP-2L(config):/radar# scan-limit-channels-5g ""36 40 44 48" (/e 36, 40, 44, 48 — kaHasbl A5
CKaHMpoBaHuS B gnana3oHe 5 [T, MycToe 3HavyeHne — CKaHMPYHTCS BCe AOCTYNHbIE KaHaslbl)
WOP-2L(config):/radar# save (coxpaHeHne HacTpoek)
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8.4.2 HacTtpoiika pafiapa c 0TnpaBKoi AaHHbIX Mo npoTokony MQTT

KomaHgbl ans HacTpoukun pyHKumoHana Radar (MQTT)

WOP-2L(root):/# configure

WOP-2L(config):/# radar

WOP-2L(config):/radar# url mqtt://host:port/service (ykassiBaetcs URL-CChbIIKa Ha CepBuC, KOTOPLI ByaeT
NnpUHMMaTb AaHHble OT TOYKM AOCTyna rno npoTtokony MQTT. Mpumep: mqtt://rtls.eltex.nsk.ru:1883/)
WOP-2L(config):/radar# mqtt-username eltex (/e eltex — nvsa nons3osaresns. Heobxogumo s
aBTopu3aunmn Ha cepBuce-KosIekTope)

WOP-2L(config):/radar# mqtt-password password (rze password — naposs. Heobxoaum nsis astopusaumm
Ha cepBuUCEe-KONEKTOPE)

WOP-2L(config):/radar# mqtt-topic qtracker_input_mgqtt (ykassiBaetcsa URL-naeHTUmMKaTop cyLHocTen B
0OMeHe Mex/y TOUKOM A0CTyna 1 KOJIeKTOPoM no MQTT-NPOTOKOANY)

WOP-2L(config):/radar# scan-mode passive (r/ze passive — pexum paboTtsl pagapa. Bo3MOXHbIe 3HaYeHNs:
active — TouYka fOCTyna TOJIbKO CKaHUPYeT ahmp 1 He NpefocTaBisAeT CePBUC KIMEHTaM; passive — TOUka
[oCTyna npefocTasisieT CepBuUC KaneHTam, aoup He cKkaHupyeT, nepegaeT AaHHble MO MNOAKNHYEHHbIM
KnueHTam. o ymonuaHumio: active)

WOP-2L(config):/radar# scan-interface all (re all — vHTepcpelic, Ha koTopom ByaeT paboTarb
CKaHupoBaHue. BoamoxHble 3HaueHns: wlan0 — nHtepdoeic 2.4 I'u, wlanl — nHtepdeic 5 Mu, all —
OZIHOBPEMEHHO 2.4 Ty 1 5 'Tu. Mo ymonyaHuto: all)

WOP-2L(config):/radar# send-interval X (rae X — nHTepBas1 OTNpaBKn AaHHbIX HA KO/I1IEKTOP. BO3MOXHbIE
3HayeHus: 1-3600. Mo ymonyaHuto: 5 cekyHn)

WOP-2L(config):/radar# mac-source"probe data" (r/e probe data — BeIGOp TUNa AaHHbIX, cCObMpaembIx B
adhmpe. Bo3mMoxHble 3Ha4YeHus: probe — TO/IbKO probe request, assoc — TO/IbKO assoc, data — TO/bKO

data, all — Bce Tunbl nakeTos. o ymonvaHuto: all)

WOP-2L(config):/radar# scan-channel-timeout X (r1e X — Bpewms, Bblfe/leHHOe Ha CKaHpOoBaHue 0HOro
KaHas1a. Bo3aMoXHble 3HayeHust: 100-60000. Mo ymonyaHuto: 200 Mc)

WOP-2L(config):/radar# scan-limit-channels-2g "1 6 11" (re 1,6, 11 — kaHa/ibl [/15 CKAHNPOBaHUS B
AnanasoHe 2.4 ['Tu. MNMycToe 3HayYeHne — CKaHUPYTCS BCe AOCTYMHbIE KaHasbl)

WOP-2L(config):/radar# scan-limit-channels-5g ""36 40 44 48" (/e 36, 40, 44, 48 — kaHa/bl A5
CKaHMpoBaHus B AnanasoHe 5 Ty, [ycToe 3HavyeHne — CKaHMpPYOTCA BCe AOCTYMHbIE KaHaslbl)
WOP-2L(config):/radar# scan-min-signal X (rze X — nopor ypoBHs curHana. Ecnm Touka gocryna BuanT
K/IMeHTa C YPOBHEM HWKe ykasaHHOro, To MAC-afpec k/iMeHTa He nepefaeTcs Ha KOIIEKTOP, U K/TUEHT He
cuntaeTcs 06HapyXeHHbIM. BO3MOXHble 3HauYeHus: -100-0. o ymonyaHuio: 0, PyHKLMOHa OTK/IOYEH)
WOP-2L(config):/radar# enabled true (BkntoueHve dyHkUMoHana radar. Ansa oTkitodeHns seegute false)
WOP-2L(config):/radar# save (coxpaHeHne HacTpoek)
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9 Cnncok n3mMeHeHui

Bepcus gokymeHTa
Bepcua 1.12

Bepcua 1.11

Bepcnsa 1.10

Bepcua 1.9

Jarta Bbinycka
06.2026
10.2025

05.2025

01.2025
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CopgepxaHne UsMmeHeHuii
CuHxpoHnsauus ¢ Bepcueli MO 2.8.13

CuHxpoHusauums c Bepcuein MO 2.8.0
Jo6aBneHo:

6.10.7 MoameHrto «OTNagovHas nHopmaums»
7.13 Hactpoiika DAS-cepBepa

8.2.4 Brirpyska chaiina gamna Tpadmka ¢ To4km goctyna Ha
cepsep

V13meHeHo:

7.3.5 HacTpoiika VAP ¢ BHellHeli nopTasibHO aBTOpM3aumei
7.3.7 JononHuTenbHble HacTpoikun VAP

7.10.2 YnpaBrneHvne KoHuUrypawumein ycTpoiictea

7.11 HacTtpolika napaMeTpoB NopTasibHOW aBTopu3aumnm
7.15 NonyyeHne 0TNaA0uHON MHhopMaLun

CuHxpoHn3aums ¢ Bepcuein MO 2.7.0
Job6asneHo:

7.2.2 HacTpolika yaanéHHoro ynpas/ieHus
7.8 Hactpolika pennvkauumn ARP

M3meHeHo:

7.3.4 Hactpoiika VAP ¢ nopTanbHoli aBTopm3aumei

7.3.5 HacTpoliika VAP c BHelUHel nopTanbHOl aBTopusaumeit
7.3.6 Hactpolika gononHutensHoro RADIUS-cepeepa Ha VAP
7.13 MOHUTOPWHT

CuHxpoHusauus ¢ Bepcueii MO 2.6.4
Jo6aBneHo:

7.7 Hactpolika pennvkaumm DHCP

7.12.10 Mony4yeHne oTNagouHoR MHhopMaLum
8.4 HacTpoiika pexuma Radar

8.4.1 HacTpoiika pagapa ¢ 0TNpaBKoii AaHHbIX MO NPOTOKO/TY
HTTP

8.4.2 HacTpolika pagapa ¢ 0TNpaBKoii gaHHbIX N0 NPOTOKO/Y
MQTT

i3meHeHo:

6.6.2 MopgmeHto «VAP»

7.3.7 JononHuTtenbHble HacTpoiku VAP
7.4 Hactpoiika AirTune
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06.2024
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CuHxpoHusauus ¢ sepcuein MO 2.5.2

Job6asneHo:

5.3.5 Hactpoliika VAP ¢ BHeLUHel nopTasibHO aBTopr3aunei
5.8 HacTpoiika napameTpoB NopTa/ibHOI aBTOpM3aLmm
5.8.1 ¥YnpaBneHue nopTasibHbIM CepTUINKATOM

6 BcnomoraTesibHble YTUUTbI

6.1 YTunurta traceroute

6.2 YTnnuta tcpdump

6.2.1 3axBaT Tpadmka c N1t0b6Oro akTMBHOrO MHTEpderica
6.2.2 CHuchpep achmpa

6.3 YTunuta iperf

VI3meHeHo:

4.5.1 NoameHto «Radio 2.4 Iu»

5.3.6 [lononHuTenbHble HacTpolikn VAP
5.4 Hactpoiiku Radio

5.7.5 HacTpoiika aatbl 1 BpeMeH!
5.10.4 VIHchopMaLmsa o cepTudmkaTax
5.10.6 becnpoBoaHble HTepeichl

CuHxpoHu3sauus ¢ Bepcueii MO 2.3.2
Jo6aBneHo:
5.9.4 iHchopmaums o cepTudrkaTax

Vi3meHeHo:

4.4.8 NoameHto «Hdopmauus 06 ycTpoiictee

4.6.2 NoameHo «VAP»

5.3 HacTpoiika BupTyasibHbIxX Touek goctyna Wi-Fi (VAP)
5.3.1 HacTtpoiika VAP 6e3 wingposaHus

5.3.2 Hactpoiika VAP ¢ pexumom 6e3onacHoctn WPA-Personal
5.3.3 HacTtpoiika VAP c Enterprise-aBTopusaumneri

5.3.4 HacTtpoiika VAP ¢ nopTasibHOn aBTOpm3aumeit
5.3.5 [lononHuTenbHble HacTpolikn VAP

5.4 Hactpoiiku Radio

5.4.1 lononHuTenbHble HacTpoiiki Radio

5.6 Hactpoiika WDS

5.9.3 ViHthopmaums 06 ycTpolicTBe

5.9.6 BecnpoBogHble nHTepgecol
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Bepcus AoKyMeHTa

Bepcunsa 1.6

Bepcua 1.5

Bepcua 1.4

Bepcusa 1.3

Jarta Bbinycka

09.2023

04.2023

03.2023

06.2022

PykoBoacTtBo no akcnnyataunn WOP-2L

CopgepxaHue nsmeHeHui

CuHxpoHu3aums ¢ sepcuein MO 2.2.0
Job6asneHo:
4.9.2 NopgmeHio «AirTune»

V13meHeHo:

4.4 4 NopmeHio «CkaHupoBaHue adompar
4.5.3 NoaMeHI0 «[JONONHUTENBHO»

4.6.2 NMoameHo «VAP»

5.2 HacTpoiika ceTeBbIX NapameTpoB

5.3.5 lononHutenbHble HacTpolikn VAP
5.7.6 [lononHuTe IbHble HACTPOIKA CUCTEMDI
5.7.8 MOHUTOPUHT

CuHxpoHusauums c Bepcuein MO 1.7.0
V3meHeHo:
5.3 CuctemMHble HacTpoIiku

CuHxpoHusauus c sepcumein N0 1.6.2
Jo6aBneHo:
5.5 HacTtpoiika DHCP onumu 82

MN3meHeHo:
6.5 MeHto «Radio»
5.6.2 NogmeHio «VAP»

CuHxpoHusaums ¢ sBepcuein MO 1.2.5
V13meHeHo:

2.3 TexHmyeckue napameTpbl yCTpoOiicTBa
5.8.2 MogmeHto «ocTyn»
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PykoBoacTtBo no akcnnyataunn WOP-2L

Bepcus AoKyMeHTa [arta Bbinycka CopgepxaHue U3mMeHeHui

Bepcus 1.2 01.2022

Bepcusa 1.1 06.2020
Bepcua 1.0 03.2020

Bepcusa nporpammHoro obecnevenuns 2.8.13

CuHxpoHu3aums ¢ sepcuein MO 1.2.2
Job6asneHo:

5.4.2 MogmeHto «WDS»

5.7 MeHto «WDS»

6.2.1 HacTpoiika ceTeBbIX NapamMeTpoB C MOMOLLbI YTUANTI
set-management-vlan-mode

6.2.2 HacTpolika ceTeBbIx NapameTpoB IPv6
6.5 HacTtpoiika WDS

6.6.5 [lonoNHWUTENbHbIE HACTPOIKN CUCTEMBI
6.8.2 WDS

6.8.7 CkaHupoBaHue acmpa

Vi3meHeHo:
2.2 XapakTepuctuka ycTpoiictea

5.6.1 NMogmeHo «CymMmmapHOo»

5.6.2 MogmeHo «VAP»

6.3.5 lononHuTenbHbIe HacTpoliku VAP
6.8.1 Wi-Fi knneHThI

6.8.3 ViHthopmaums 06 ycTpolicTBe

CuHxpoHusaums ¢ Bepcueid 1.1.0

MepBas ny6nkaums
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TEXHNYECKAA NMOAOEPXKA

[nsa nonyyeHnss TeXxHMYECKol KOHCYIbTaumm No Bonpocam akcnsyaraumm obopygosaHms OO0
«Mpegnpusatue «3NTTEKC» Bbl MOXeTe 06paTuTbcs B CepBUCHbIN LEHTP KOMNAHWK:

dopma ob6paTHO cBA3M Ha caiiTe: hitps://eltex.ru/support/
Servicedesk: https://servicedesk.eltex-co.ru

Ha ochmumanbHOM calite KoMNaHMM Bbl MOXETe HalTU TEXHUYECKYIO JOKYMEHTaLMo 1

nporpaMmmMmHoe obecneveHue ana npoaykumm OO0 «MpeanpuaTtne «/ITEKC», obpatutbcs K 6ase
3HAHWI NN OCTaBUTb UHTEPAKTUBHYHO 3a5BKY:

OdmuymanbHbIn caint komnanuu: https://eltex.ru/
Ba3sa 3HaHwuii: https://docs.eltex-co.ru/display/EKB/Eltex+Knowledge+Base
LieHTp 3arpysok: https://eltex.ru/download


https://eltex.ru/support/
https://servicedesk.eltex-co.ru/
https://eltex.ru/
https://docs.eltex-co.ru/display/EKB/Eltex+Knowledge+Base
https://eltex.ru/download
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