CepBUCHble MapLUpyTU3aTopbl cepun ESR

TexHUuecKkoe onucaHue

— MappyTtnsauma gaHHbIX
— MbKoe KoHdUryprpoBaHMe cepBrcoB
— AnnapaTtHoe ycKkopeHue 06paboTKu JaHHbIX
— MHoronpoToKo/ibHas KommyTauua no metkam (MPLS)
— NocTpoeHue 3awmwieHHoro nepumetpa cetu (NAT, Firewall)
— MIOHUTOPUHT U NpeaoTBpaLLEeHUe ceTeBbiX aTaK (IPS/IDS)!
— MoHUTOPUHT KauecTBa o6cny»KusaHua (SLA)
— ®unbTpaumn ceTeBbIX AaHHbIX MO PA3/IMYHbIM KPUTEPUAM:
— dunbrpauma no 3aronoskam L2/1L3/L4
— ®uUnbTPaLUA NO NPUNOKEHUAM
— ®dunbrpauyma no Kateropmam URL'
— OpraH13auma 3aLlMLLEHHbIX CETEBbIX TYHHenel mexay unavanamm KomnaHui
— YpaneHHoe nogKtoueHne COTPYAHUKOB K opucy
— YnpaBeneHue un pacnpegeneHue wnMpuHbl MHTepHeT-KaHana B odpuce nocpeacrsom QoS
— OpraHu3aums pesepBHOro coeguHeHus (nposogHoro unm nocpeacrsom 3G-/LTE-moaema)
— TepMUHMPOBaHWUE KAMEHTOB M OrpaHMYeHMi No nonoce nponyckaHua BRAS (IPoE)"
— BO3MOXKHOCTb conpskeHuA ¢ obopyaoBaHMEM BeAyLLMX NPOU3BOAUTENEN

ESR-15R-4G

ESR-15, ESR-15R, ESR-15R-4G, ESR-15VF, ESR-30, ESR-31 — cepBuCHble MapLlpyTU3aTOpPSI,

npeaHasHayeHble 4711 UCNO/Ib30BaHMUSA B KOPMOPATUBHbIX CETAX CBA3U ANA NOAKAOYEHUA He6Oob- .

LWNX U cpeaHnX odMCoB KOMMAHMN. DYHKLMOHANIbHOCTb MEKCETEBOIO 3KPaHa U MapLlpyTU3aTopa ll[[

nossonsieT obecneynTb 6€30MaCHOCTb MPU Pa3IMYHbBIX BapUaHTaX MOAKIHOYEHMA Yepes ceTb ESR-15VF

NHTepHeT. YcTpolicTBa NOAAEPKUBAIOT pacliMpeHHble GYHKUMM MapLupyTusaunm, GyHKUMm

opraHu3auuMmn TeppuTopuasbHO-pacnpeseneHHbix cetelr U GpyHKUMM obecrneyeHns ceTeBOW

6esonacHoCTW.

KntoueBbIMK 31eMEeHTaMM CepuUM ABNAIOTCA CPeLCcTBa annapaTHOro yckopeHua obpaboTku

OaHHDbIX.

e Bmogenb ESR-15R-4G BcTpoeH coToBbin mogem 4G (LTE) c noaaep»koi SIM-kapT, uto obecne-
YMBaET pe3epPBHbIN UM OCHOBHOM KaHan AoCTyna A5 nepenaym AaHHbIX.

* YctponctBo ESR-15VF nmeeT B coctaBe noptbl FXS, 4To No3Bo/IAeT yCTaHOBUTL B oduce Ao
YyeTblpex aHaNoroBbIX TeNedOHHbIX annapaToB M NOAKAOUYUTL UX K KOPNOpPaTUBHOM TenedoH-
HOM ceTn B6e3 NpuMeHeHM A OTAe/IbHbIX TeNePpOHHbIX LLUII030B.

e OTMuYUTENbHOM 0COBEHHOCTbIO Moaenu ESR-31 aBnaeTca eé ocHaLLEHHOCTb A0MNONHUTENbHbI-
MW nopTamm ctaHgapTa RS-232, KOTOpble MOTryT MCMOb30BaATbLCA ANA peasin3aLnm 4ONOAHU-
TeNbHbIX GYHKUMIA — yAaNeHHOro KOHCO/IbHOMO A0CTyNa K pAAOM CTOALLEMY 060pyA0BaHUIO
(pexxum AUX), noaKNOUEHNS K CEPBUCHOMY MapLLpPYTU3aTOPy NPOBOAHbLIX M GSM-moaemMoB.

' AKTUBMPYETCA INLEH3 eV,

eltex.ru




CepBUCHble MapLUpyTU3aTopbl cepun ESR

TexHUuecKkoe onucaHue

TexHUUEeCKUEe XxapaKTEPUCTUKU

_ ESR-15 ESR-15R ESR-15R-4G ESR-15VF ESR-30 ESR-31

UHTepdeiicbi
Ethernet 10/100/1000BASE-T (RJ-45) 4 4 4 8 4 8
Ethernet 1000BASE-X (SFP) 2 2 2 2 - 6
10GBASE-R (SFP+)/1000BASE-X (SFP) = = = = 2 2
MocnepoBatenbHbIN nopT RS-232 — — — — — 3
KoHconbHbI nopT RS-232 (RJ-45) 1 1 1 1 1 1
FXS — — — 4 — —
USB 2.0 2 2 1 2 1 1
UsB 3.0 — — - — 1 1
Cnot gna microSD-kapT = = = = 1 1
Cnot ana nanoSIM-kapTbl — — 2 — — —

Pazbem SMA-F Tvna a4na nogkntoyeHmsa
BHELIHWX aHTEHH

PaguouHTepdeicobl

4G LTE FDD: B1,B3,B7,B8,B820,B28,B32 4G LTE FDD: B1,B3,B7,B8,B20,B28
YacToTHble AnanasoHb!: 4G LTE TDD: B38, B40, B41 4G LTE TDD: B38, B40, B41
3G UMTS: B3,B5,B8 3G UMTS: B1,B8

4G LTE FDD: 150 M6uT/c (DL) / 100 M6ur/c (UL)
4G LTE TDD: 130 M6wuT/c (DL) / 35 M6uT/c (UL)
3G HSPA+: 21 M6wut/c (DL) / 5,76 M6ut/c (UL)

4G LTE: 600 M6uT/c (DL) / 11 M6ut/c (UL)

2
CKOPOCTL MepeAayt AaHHbIX 3G HSPA+: 42 M6uT/c (DL) / 11 M6ut/c (UL)

4G LTE FDD: po 23 gbm 4G LTE FDD: po 23 gbm
MakcrMmanbHaa MOLWHOCTb nepe,cl,amm(a1 AG LTE TDD: go 23 pbm 4G LTE TDD: o 23 gbm
3G UMTS: go 23,5 abm 3G UMTS: go 24 nbm

Habop ¢yHKuMI cooTBeTcTBYeT Bepcumn MO 1.46.
' KonMuecTBo KaHanoB 1 MaKCMManbHaA BbIXOAHAA MOLLHOCTb BYAeT U3MEHATLCA B COOTBETCTBMM C NPaBUAaMM PaJMOYaCTOTHOMO PeryIMpoBaHUA B PErvoHe.
? YKaszaHa MaKcMasibHaa CKopocTb 6ecnpoBoAHON Nepesaym AaHHbIX, OnpeaeneHHan crneunduKaLMaAMM CTaHaapToB. MOXET OTIMYATLCA OT PeasibHOM NPOMYCKHOM CNOCOBHOCTM B YCAIOBUAX SKCMyaTaLMu.

eltex.ru



CepBUCHble MapLUpyTU3aTopbl cepun ESR

TexHUuecKkoe onucaHue

TexHUUecKne xapaKTepucTUKU (MPOAONKEHUE)

T eeas csm1s —y—r csm.asvr — m—

SHELTEX

MpoussoanTeNbHOCTb

MpounssoautensHocTb Firewall/
MmapLpytusaumm (bperimbl 1518B)

MpoussoanuTensHocTb Firewall/
MapLpyTtusauum (IMIX)

MpoussogutensHocTb AppFirewall (EMIX)

MpounssoguTenbHOCTb L2-KommyTauum
(dperimbl 1518B)

MpowussoautenbHocTb IPsec VPN
(ppelimbl 1456B)°

NMpowussoauTensHocTb IPsec (IMIX)?

Mpon3BoaUTENBHOCTb O4HOTO
IPsec-TyHHensa (ppeitmbl 1456B)

MpPOU3BOANUTENLHOCTH OAHOTO
IPsec-TyHHens (IMIX)®

MpoussoautensHocTb IPS/IDS
10k npasun (IMIX)

MpounssoguTenbHoCcTb KommyTaunn MPLS
L2VPN (IMIX)

MpounssoguTenbHocTb KommyTaunn MPLS
L3VPN (IMIX)

MaKcrMmanbHoe KoM4yecTso
OAHOBPEMEHHbIX NOAKIOYEHUI
K RA L2TP-cepBepy

Habop ¢yHKumii cooTBeTcTBYET Bepcum MO 1.46.

®opmaT IMIX-TpadurKa (KoNMYecTBO B CEKYHAY : pa3mep Kaxaoro ¢pevima) — 8:74; 5:512; 7:1518.

1,4 réur/c;
115k naketos/c

650 M6uTt/c;
115k nakeTos/c

270 M6uTt/c

1,8 reut/c;
150k nakeTtos/c

255 MéuT/c;
22k naketos/c

130 M6ut/c;
24,5k nakeTtoBs/c

130 M6wuT/c;
11k naketos/c

68,5 Mbut/c;
12,5k nakeTos/c

130 M6wuT/c;
24k naketos/c

865 Mbut/c;
155k naketos/c

470 Mbut/c;
86k naketos/c

100

'3HaueHnA NPOM3BOANTENLHOCTM ByAyT NPeACcTaBaeHb! B CAeaytoLeii Bepcuu.

’Mi3mepAeTca Npy UCNOIb30BaHUM aNrOPUTMa ayTeHTUdUKaLmMm — MDS5, anroputma WwndposaHma — AES128.

1

1,15 réut/c;
97k naketos/c

570 M6wuTt/c;
110k nakeTos/c

270 M6uTt/c

1,8 reut/c;
150k nakeTtos/c

255 MéuT/c;
22k naketos/c

130 M6ut/c;
24,5k nakeToBs/c

130 M6uT/c;
11k naketos/c

68,5 Mbut/c;
12,5k naketos/c

130 M6wuT/c;
24k naketos/c

865 M6but/c;
155k naketos/c

470 Mbut/c;
86k naketos/c

100

8 rewt/c; 7,95 réur/c;
655k nakeTos/c 655k naketos/c
3,7 Iéut/c; 3,65 réut/c;
670k naketos/c 665k naketos/c
1,6 eut/c
18 réur/c; 18 réeur/c;
1,5M naketos/c 1,45M naketos/c
885 M6éut/c;

76k nakeTos/c

510 M6wuTt/c;
95,5k naketos/c

460 M6ut/c;
39,5k nakeTtos/c

265 M6éut/c;
49,5k nakeTos/c

2,5 réut/c;
455k nakeTos/c

980 M6éuTt/c;
180k nakeTos/c

190
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CepBUCHbIe MapLupyTU3aTopbl cepun ESR

TexHUuyeckoe onMcaHue

TexHUUecKne xapaKTepucTUKU (MPOAONKEHUE)

_ ESR-15 ESR-15R ESR-15R-4G ESR-15VF ESR-30 ESR-31

Konunuectso CPU no ponam

Ynpasastowumii CPU* 0
BanaHcupytowmii CPU’ 1 -
CepBUCHbIM CPU’ 2-3 1-3
bridge — 50 bridge — 250
NHTepdeichl sub — 64 sub—1024
QinQ - 64 QinQ-1024

interfaces port policies — 8

LLD
P network policies — 64

KommyTaumua no metkam

LDP neighbors — 128 LDP neighbors — 1024
MPLS pseudowires — 128 pseudowires — 1024

pseudowire classes — 64 pseudowire classes — 64

Ethernet over MPLS — 64 Ethernet over MPLS — 256

CUcTeMHbIe XapaKTePUCTUKN

MaKcrmanbHoe KonnyecTso

. 300k 3,26M
KOHKYPEHTHbIX CECCUN
Noppepka VLAN 00 4094 aktneHbIX VLAN B cooTtBeTcTBmm ¢ 802.1Q
Pasmep 6a3bl FIB iM 1,4M
VRF 32
PBR instances — 40 instances — 50
rules for all instances — 512 rules for all instances — 512

Habop ¢pyHKuumii cooTBeTcTBYET Bepcum MO 1.46.

'iapo npoueccopa, Ha KOTopom paboTaeT onepaLMoHHan cucTema U obpabaTbiBaeTtca TpaduK controle-plane.
*OTnenbHoe AApo, BblAeNeHHOe A1A 6aNaHCUPOBKM TPAH3UTHBIX CeCCHit Mexay cepBucHbIMM CPU.

*Anpa, obpabatbiBatolime data-plane.

eltex.ru



CepBuCHble MapLipyTU3aTopbl cepun ESR ’
TexHUuecKkoe onucaHue be LTGX
o

TexHUUecKne xapaKTepucTUKU (MPOAONKEHUE)

_ ESR-15 ESR-15R ESR-15R-4G ESR-15VF ESR-30 ESR-31
Object-groups

instances — 50 instances — 500
Object-group network ip prefixes in group — 1024 ip prefixes in group — 1024
ip ranges in group — 1024 ip ranges in group — 1024
Obiect-eroup address:port instances — 50 instances — 500
Ject-group P address:port in group — 8 address:port in group — 64
. . instances — 50 instances — 500
Object-group service . .
ports ranges in group — 6 ports ranges in group — 64

instances — 50

Object-group application apps in group — 128

instances — 50 instances — 64

Object- tent filt . .
ject-group content filter categories per vendor — 500 categories per vendor — 500

instances — 31
Object-group URL plain URL in group — 128
regex URL in group — 128

instances — 500

Object-group MAC macs in group — 64

Habop ¢yHKuMI cooTBeTcTBYeT Bepcumn MO 1.46.
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CepBUCHbIe MapLupyTU3aTopbl cepun ESR ’
TexHUueckoe onucaHue be LTex
-

TexHUUecKne xapaKTepUcTUKK (MPOAONKEHHUE)

_ ESR-15 ESR-15R ESR-15R-4G ESR-15VF ESR-30 ESR-31

Mapuwpytusauyma
CTaTuyeckre mapLipyTbl 1k 11k
instances — 64 instances — 64
networks in instance — 12 networks in instance — 128
BGP . .
neighbors — 100 neighbors — 1k
RIB—-1M RIB-2,5M
instance, neigbors in interface — 6 instance, neigbors in interface — 64
summaries in instance — 10 summaries in instance — 128
areas — 25 areas — 256
OSPFv3 networks in area — 6 networks in area — 64
virtual links — 128 virtual links — 1024
RIB — 30k RIB — 300k
IS-1S instances, circuits — 6 instances, circuits — 64
RIB — 30k RIB — 300k
neighbors — 16 neighbors — 16
RIP(ng) summaries — 8 summaries — 8
& networks — 12 networks — 128
RIB - 1k RIB — 10k

KauectBo obcnykusaHua QoS

class-maps — 50 class-maps — 256
OrpaHunyeHua QoS policy-maps — 25 policy-maps — 256

classes in policy-map — 76 classes in policy-map — 768

IPIP-10 IPIP — 250

GRE-10 GRE - 250

Ethernet over GRE — 10 Ethernet over GRE — 250
Konnyectso KoHbUryprpyembix GRE SUB - 10 GRE SUB - 250
VPN-TyHHenemn SoftGRE — 500 SoftGRE — 500

L2TPv3 -10 L2TPv3 - 250

LT-128 LT-128

IPsec VTI - 64 IPsec VTI - 256
KonunuectBo KoH$Urypupyembix 64 256

IPsec VPN-TyHHenen

Habop ¢yHKuMI cooTBeTcTBYeT Bepcumn MO 1.46.
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CepBUCHbIe MapLupyTU3aTopbl cepun ESR

TexHUuyeckoe onMcaHue

TexHUueckre xapaKTepUCTUKHK (NPOAONKEHUE)

_ ESR-15 ESR-15R ESR-15R-4G ESR-15VF ESR-30 ESR-31

YaaneHHbI aoctyn

L2TP tunnels (client) — 10
PPTP tunnels (client) — 10
Remote Access OpenVPN tunnels (client) — 10
OpenVPN remote addresses per tunnel — 8
OpenVPN concurrent users — 64

instance — 16 instance — 16
peers per instance — 32 peers per instance — 128
WireGuard tunnel, RA local addresses — 1 local addresses — 1
addresses per peer (address-range & obj-group) — addresses per peer (address-range & obj-group) — 10k
10k
ruleset — 512
Source NAT rules in ruleset — 512
pool =512
ruleset — 512
Destination NAT rules in ruleset — 512
pool —512
pools — 20 pools — 100
DHCP Server pool size — 10k pool size — 10k
static address in pool — 128 static address in pool — 1024
ACL instances — 512 instances — 1533
rules —512 rules — 1533
zone —48 zone —128
Firewall zone-pair — 192 zone-pair — 512
rules — 4096 rules — 10k
user update servers — 32
IPS ips-categories — 20

rules — 500

Habop ¢yHKuMI cooTBeTcTBYET Bepcum MO 1.46.
eltex.ru



CepBUCHble MapLUpyTU3aTopbl cepun ESR

TexHUuecKkoe onucaHue

TexHUueckue xapakKTepUCTUKHU (NPOAONKEHUE)

[T enis | enasm | e | e | e | wes
Habopb! wudpos IKE (v1/v2), IPsec (esp/ah)

md5, shal, sha2-256, sha2-384, sha2-512

des, blowfish128, aes128, camellial28, aes128ctr (IKEv2 only), blowfish192, aes192, camellial92, 3des, aes192ctr (IKEv2 only), blowfish256, aes256, camellia256,
aes256¢tr (IKEv2 only)

Regular Groups: 1, 2, 5, 14-18.

Modulo Prime Groups with Prime Order Subgroup: 22-24.

NIST Elliptic Curve Groups: 19-21, 25-26.

Brainpool Elliptic Curve Groups: 27-30.

Authentication

Encryption

Diffie Hellman

dusnueckue XapaKTepUcTtnuku

Elliptic Curve 25519: 31

ESR-15R-4G

dusnyeckne xapakTePUCTUKU U YCI0BUA OKpY>KatoLiei cpeapbl

ESR-15VF ESR-30 ESR-31

RAM 476 DDR4
Flash-namatb 8 6 eMMC
MakcumanbHas notpebnsemas 19 BT 18 BT . 28 BT 29 Br 44 By
MOLLHOCTb
100-240 B AC, 50-60 Tu;
MutaHne (4epes azionTBeACnMTaHMﬂ 100-264 B AC, 24-48 B DC 100-264 B AC, 100-264 B AC, Joranoe
pesaa P 50-60 Iy, 50-60 Iy, 50-60 T [0 ABYX UCTOYHNKOB
12B,2A) MUTaHWA C BO3MOMKHOCTbIO

ropsyei 3ameHbl

WHTepBan pabounx TemnepaTyp ot 0 mo +40 °C o1 0 o +40 °C ot 0 go +40 °C ot 0 go +40 °C o7 -10 go +45 °C o1 -10 po +45 °C

WNHTepBan TemnepaTypbl XpaHeHUA

OTHOCUTENbHAA BNAXKHOCTb
npwv aKcnayaTaumm

OTHOCWTENbHAA BNAXKHOCTb
npu XpaHeHuu

[abapuThbl (LU x B x T)
Macca

CpoK cny»K6bl

230 %32 x 133 mm

0,369 Kr

Habop ¢yHKLMIA cooTBeTcTBYET Bepcum MO 1.46.

eltex.ru

267 x 44 x 160 mm

1,405 kr

175,5 x 43,6 x 153,5 mm

oT-40 po +70 °C

He 6onee 80 %

o110 o 95 %

1,137 kr 1,536 kr

He meHee 15 net

267 x 44 x 160 mm

267 x 44 x 212 mm

1,881 kr

430 x 44 x 275 mm

3,425 kr



CepBUCHble MapLUpyTU3aTopbl cepun ESR

TexHUuecKkoe onucaHue

(DyH KUUMOHAaAbHbI€ BO3MOXXHOCTHU

KommyTauusa

—[o 4094 VLAN (802.1Q)
—Voice-VLAN

—Q-in-Q (802.1ad)

— MAC-based VLAN

— Bridge-gomeH

— LAG/LACP(802.3ad)

— Port-security, protected port
—Jumbo-Kagpbl

KommyTtauua no metkam (MPLS)

— MNogaepxKa npotokona LDP

— MNopaep*kka L2ZVPN VPWS

—Nogaeprkka L2VPN VPLS Martini Mode, Kompella
Mode

— Nopaepkka L3VPN MP-BGP (Option A, B, C)

— L2VPN/L3VPN over GRE, DMVPN

— MNpo3payHana nepegaya ciyKebHbIX MPOTOKO/OB

Mapuwpytusauyms

BGP:

— CemelictBo agpecos: IPv4, IPv6, VPNv4, L2VPN,
IPv4 label-unicast, Flow-spec

— BO3MOXKHOCTb rMBKOro yrnpaBaeHUs mapLlpyTHOM
nHbopmaumen no atpubyTtam. Moaaepka
mexaHnsmoBs Conditional Advertisement,
Route Aggregation u Local-AS

— BbicoKaa MaclTabupyemocTb U TMOKOCTb HAaCTPOMKMU:
noaaepkKa peer-group, dynamic neighbor, as-range,

Route-reflector n Confederation

— Fall over Ha ocHoBe npoTokona BFD u Fast Error Peer

Detection
— Graceful restart
— AyteHTndMKayma
— InbKana peauctpubslouma ns/s npouecc BGP

MapLIpyTOB APYrnx NPOTOKO/0B
Habop ¢yHKuMIA cooTBeTcTBYeT Bepcuun MO 1.46.

— B03MOXXHOCTb 3anycka 0 64 npoueccos
OLHOBPEMEHHO

— ECMP

— MNopaepKa mapwpyTmsaLmm Ha OCHOBE NMOJUTUK

OSPF(v3):

— 30HbI pa3nunyHbix TMnos: Normal, Stub, Totally stub,
NSSA, Totally NSS

— PaboTa B pa3ainyHbIX TUNax ceten: Broadcast, NBMA,
Point-to-point, Point-to-multipoint,
Point-to-multipoint non-broadcast

— Cymmapumsauma n GuabTpaLma MapLuipyTHOM
nHbopmaLmUn

— AyteHTduKauma

— ECMP

— [MaccuBHbIM MHTepdelic

— TnbKana peauctpubslouma ns/s npouecc OSPF
MapLIpyTOB APYrnx NPOTOKO/N0B

— BO3MOXKHOCTb 3anycka go 64 npoueccos
0AHOBPEMEHHO

—lMNopaepxka npotokona BFD

— MexaHu3am Auto cost calculation

—MNopaeprkka MapLUpyTU3aLLMM Ha OCHOBE MOJIUTUK

IS-IS:

— PaboTa B pa3/IMYHbIX TMNax ceTei: Broadcast,
Point-to-point

— YcraHoBKa coceactsa L1-/L2-yposHel

— Metric style: narrow, wide, transition

— AyteHTnduUKayma

— dunbTpaLma MapLwpyTHOM MHOPMaLLUK

— TMbKana peauctpubbiouma ns/s npouecc IS-1S
MapLIpyTOB APYr1X MPOTOKO/0B

— Bo3moXKHOCTb 3anycKa 4o 64 npoueccos
OAHOBPEMEHHO

—MNoaaeprKka MapLUpyTU3aLLMK Ha OCHOBE MOJIUTUK

RIP(ng):

— Pabora B pexkumax (RIP only): Broadcast, Multicast,
Unicast

— Cymmapusaums n duabTpauma mapLipyTHOM
nHopmaumm

— YnpaBneHve MeTpMKON MapLupyTa

— AyteHTnduMKauma

— [MaccuBHbIN MHTEpdelic

— nbKana peanctpubslouma ns/s npouecc RIP
MapLIpYTOB APYrux NPOTOKO/0B

—MNopaeprKka MapLUpyTU3aLLMmn Ha OCHOBE MOIUTUK

Static:

— MNoppepkKka npotokona BFD

— PeKypCUBHbIN MOUCK

— YnpaBneHvue MeTpMKON MapLupyTa

— Bo3moXKHOCTb BblOOpa BapuaHTa yBeAOMIEHMUA
oTnpasuTento Npu 6aokMposKe TpaduKa

KauectBo o6cnyxusaHus (QoS)

— [10 8 NPUOPUTETHBIX UM B3BELUEHHbIX oYepeaen Ha
nopt

— L2- n L3-nproputmnsauma tpadpmka (802.1p (CoS), DSCP,
IP Precedence (ToS))

— Uepapxmuecknin QoS

—YnpasneHue ovepeaamu: RED, GRED, SFQ, CBQ, WFQ,
WRR

— MapKnpoBKa Ha BXoZe U Bbixoze

— YnpaBsieHue nosiocolt nponyckaHus (policing, shaping)

eltex.ru




CepBUCHble MapLUpyTU3aTopbl cepun ESR

TexHUuecKkoe onucaHue

QPyHKUMOHaAbHblIE BO3MOXHOCTU (MPOAO/NKEHUE)

IPsec

— Pexkumbl «policy-based» n «route-based»

— Pexxumbl nHKancynauum: tunnel u transport

— Buabl ayteHTUdUKaumm: pre-shared key, public key,
xauth (ikev1 only), eap (ikev2)

— Nopaep*xka mobike (ikev2 only)

— MNopaep*ka HabopoB Kntouel ayTeHTUdUKauUK ike
keyring

— MNopaeprKka MHOPACTPYKTYPbl OTKPLITbIX KAtoueit (PKI)

—MNoppeprKka pacnpocTpaHeHus cepTudmKaTos
no npotokony SCEP

YnaneHHbIit goctyn (Remote Access)

— BO3MOXKHOCTb yAa/1eHHOro A0CTyna
K KoprniopaTuBHoM ceTn no PPTP, L2TP over IPsec,
OpenVPN, WireGuard

— MNoaaepskka PPPOE-/PPTP-/L2TP-knneHTa

— AyTeHTMdUKaLmMA Nonb3oBaTenemn

— lWndposaHue coegmHeHU

be3onacHocTb

— MNopaaepskka cnnckos KoHTpona aoctyna (ACL) Ha 6a3e
L2-/L3-/L4-nonen

— Zone-based Firewall B aByx pexummax: stateful
un stateless. JlornpoBaHue cpabaTbiBaHMA NpaBu,
CYETYMKMU

— ®unbTpauma No NPUNONKEHUAM

— 3awmTa ot DoS-/DDoS-/Spoof-atak u nx nornposaHme

— Cuctema obHapyKeHUA 1 NpeLoTBpaLLEHUSA
BTOpPKeHWi (IPS/IDS) 1 ux nornposaHue’

— CUrHaTypHbI aHanu3 nocpeactsom IPS B aByx
peXXnumax: aHasIn3 TPAH3UTHOTO U 3ePKAIMPOBAHHOTO
Tpaduka'

Habop ¢yHKumit cootseTcTByeT Bepcum M0 1.46.
'AKTUBMPYETCA NULEH3NEVA.

— B3aumogencteue c Eltex Distribution Manager ans
NoNyYeHUA NULLEH3MPYEMOTO KOHTEHTA — Habopbl
npaBun, npegoctaBnsemble Kaspersky SafeStream II°

— dunbTpaums http-/https-tpadmka Ha ocHoBe KaTeropuii
web-pecypcoB. OnpegeneHune 92 pasnnYHbIX
kateropmin URL no gaHHbim Kaspersky Security
Network’

MOHUTOPUHT U ynpaBseHue

—MNoppepKKa cTaHgAPTHBIX U pacwmnpeHHbix SNMP MIB,
RMONv1

— Zabbix agent/proxy

— AyteHTUdMKaLMA NoNb30BaTeNEN MO NOKaNbHOM base
cpeacteamm npoTtokonos RADIUS, TACACS+, LDAP

— 3aWwuTa OT OWMBOK KOHPUTYPUPOBAHUA,
aBTOMATMYECKOe BOCCTAaHOB/IEHME KOHbUTypaLmm

— WHTepdencol ynpasnenuma CLI

— Nopaeprkka Syslog

— MOHUTOpP MCNONb30BaHMA CUCTEMHBIX PECYPCOB

— Ping, monitor, traceroute (IPv4/IPv6), BbiBOA,
nHbOpMaLMM O MaKeTax B KOHCOU

— O6HoBneHue MO, 3arpy3Ka 1 BbIrpy3Ka KOHPUrypaumum
no TFTP, SCP, FTP, SFTP, HTTP(S)

—Moppepka NTP

— Netflow v5/v9/v10 (akcnopt ctatuctmkm URL
ansa HTTP, host ana HTTPS)

— JloKkanbHOE ynpaB/ieHue Yepes KOHCONbHbIM NopT
RS-232 (RJ-45)

— YnaneHHoe ynpasneHue, npoTokobl Telnet, SSH
(IPv4/IPv6)

— LLDP, LLDP MED

— JlokanbHOE M yaaneHHoe coxpaHeHue KoHbUrypaLumi
MapLpyTmM3aTopa

’Habopbl NpaBMA NPeAOCTaBAAIOTCA MO NOANMCKe. MUHUMAaNbHBbINM CPOK AeicTBMUA NOANMCKM — 1 roa,
*OnpepaeneHune KaTeropuii npeaocTaBAAIOTCA MO NOANMUCKe. MUHMMabHbIN CPOK AeiicTBMA noanucku — 1 rog,

eltex.ru

SLA
—SLA-responder gns Cisco-SLA-agent
— Eltex SLA
— 3aepKa (04HOCTOPOHHAA/ABYCTOPOHHAA)
— Jitter (npaAmoit/obpaTHbiit)
— Motepsa naketos (npsmas/obpaTHan/
OBYCTOPOHHSAA)
— Ob6HapyrKeHue aybnnpyoLmMXca NakeToB
— ObHapyKeHue HapyLLeHWA NOCNeA0BaTENbHOCTH
[0CTaBKK nakeTos (npamoe/obpaTHoe/
[OBYCTOPOHHee)

Pe3sepBupoBaHue 1 Knacrepmusauusa
—VRRP v2, v3
— Tracking Ha ocHoBaHuK VRRP- unu SLA-TecTa
—YnpasneHune napametpamm VRRP
—YnpasneHue napametpamu PBR
— YnpaBneHve aAMUHUCTPATUBHbIM CTaTyCOM
nHTepodeiica
— AKTMBAUMA M AeaKTMBALLMA CTAaTUYECKOrO MapLipyTa
—YnpasneHue aTpnbytom AS-PATH u preference
B route-map
— DHCP failover ans pesepsupoBaHus 6asbl IP-agpecos,
BblgaHHbIX DCHP-cepBepom
— Firewall failover ans pesepsupoBaHus ceccui Firewall
n NAT
— MultiwAN
— Dual-Homing




CepBUCHble MapLUpyTU3aTopbl cepun ESR

TexHUuecKkoe onucaHue

QOYHKUUOHaAbHbIE BO3MOXXHOCTH (MPOAO/NKEHUE)

Omkasoycmolivuenlii Knacmep: — VAD (peTeKTop aKTUBHOCTU peun) — HTTP/HTTPS Proxy
— lMpocToTa agMUHUCTPUPOBAHUA U UHTErPaLLUN: — CNG (reHepaums KomdpopTHOTO LWyMa) — HTTP/HTTPS Redirect

CUHXPOHM3aLMNA KOHOUTYPALMIA, BPEMEHU, BEPCUNA, — AEC (axoKkomneHcaums, pekomeHgaumm G.165, — AKKayHTUHT ceccuit no npotokony Netflow

nuueHswii; Zero Touch Provisioning (ZTP) G.168) — BsaumogeiicTaue c cepsepamu AAA, PCRF
— Pe3epBUpoOBaHME BCEX COEAMHEHWUI B KacTepe —DTMF — Ynpas/sieHne Noaocoi NponyckaHms no opucam
— Pe3epBupoBaHMe MapLIPyTU3aTOPOB (B TeKyLLel — ObHapyrKeHue u reHepupoBaHue curHanos DTMF 1 SSID, ceccusam nonb3osaTteneit

BEpPCMU NOAAEPKMBALTCA Pe3epBMpPOBaHME MO cXxeme — Nepenava metogammn INBAND, RFC 2833, — AyTeHTUMKaLms nonb3osatenei no MAC-

«1+1») SIPINFO nnu IP-agpecam

— [lononHuTeNbHble BUABI 06CNYKUBAHUSA DMVPN

Cepsuchbl -

P Yoep»kaHue Bbi3osa (Call Hold) — Moaaepska npotokona NHRP
— DHCP-knueHT, cepsep - MNepepaya Bbizosa (Call Transfer) _

. DMVPN phase 1,2,3
— DHCP Relay Option 82 — YBelOM/IeHME O MOCTYNAEHUM HOBOTO BbI30Ba — Per-Tunnel QoS
— DNS resolver (Call Waiting)
—MNoppepxKa IPsec
—NTP — Nepeaapecaumsa no 3aHatoctv (CFB)
— TFTP-cepBep — Nepeaapecaums no HeotseTy (CFNR) TyHHenuposaHue
— E1/multilink, mogembl — BesycnosHas nepeaapecauus (CFU) — IPoGRE, EoGRE
Volp' — Caller ID —IPIP
— 3anper Bbigaum Caller ID (CLIR) —L2TPv3

— MNopgpepxKa npoTtokona SIP

— BHYTpPEHHAA KOMMYTaLLMA COeANHEHN
— Pabota 6e3 SIP-cepBepa

— MBKMI NnaH Hymepaumnu

— lopayvasa/Tennaa nmHua (Hotline/Warmline) — LT (inter VRF routing)
— Ipynnosoit Bbi3os (Call Group)
— TpexcTopoHHsAsA KoHdepeHuumn (3-Way conference)

—Mpodunnm HacTpoek A41a NopToB BRAS’

— MNpumeHeHMe HacTpoek be3 nepesarpysku — TepMuHauma Nnonb3oBaTenen

—lonocoBsble Kogeku — Benbie/yepHble cnvckn URL
—-G.711 a-law, p-law — KBoTupoBaHue no o6bEMy TpaduKa, No BpemeHu
-G.723.1 Cceccuu, No ceTeBbIM NPUNOKEHUAM
- G.729 (A/B)

—Mepepaya pakca

—T.38 UDP Real-Time Fax

—a-law, p-law G.711 pass-through
— lonocoBble cTaHAAPTHI

Habop ¢yHKumMit cooTBeTcTBYET Bepcum MO 1.46.
‘NMpumennmo gna mogenm ESR-15VF.
’AKTMBMPYETCA AMLEH3NEN.

eltex.ru




CepBuCHble MapLipyTU3aTopbl cepun ESR
TexHUuecKkoe onucaHue

CxemMbl NPUMEHEHHUSA

ESR-15R-4G
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CepBUCHble MapLUpyTU3aTopbl cepun ESR

TexHUuecKkoe onucaHue

UHbopmauma pna 3akasa

Hawwewosawse | Owcawe

ESR-15

ESR-15R

ESR-15R-4G (cat.4)

ESR-15R-4G (cat.12)

ESR-15VF

ESR-30

ESR-31

CepBucHbIN maplupyTmsaTop ESR-15, 4xEthernet 10/100/1000BASE-T, 2x1000BASE-X SFP, 1xKoHconbHbI nopT RS-232 (RJ-45), 2xUSB 2.0, 4 I'6 DDR4 RAM, 8
6 eMMC, 220 B AC yepes agantep nutaHma 12 B, 2 A

CepBucHbI mapwpyTusatop ESR-15R, 2xEthernet 1000BASE-X SFP, 4xEthernet 10/100/1000BASE-T, 1xKoHconbHbil nopt RS-232 (RJ-45), 2xUSB 2.0,
4 Tb DDR4 RAM, 8 Tb eMMC, 24-48 B DC

CepBucHbIN maplupyTmsaTop ESR-15R-4G (cat.4), 2xEthernet 1000BASE-X SFP, 4xEthernet 10/100/1000BASE-T, 1xKoHconbHbI nopT RS-232 (RJ-45),
1xUSB 2.0, 2xCnot gna nanoSIM-kapTbl, 4xPasbem SMA-F Tnna gna nogkntoveHmna BHewHux aHteHH, 4 'b DDR4 RAM, 8 'b eMMC, 24-48 B DC

CepBucHbI MaplipyTusatop ESR-15R-4G (cat.12), 2xEthernet 1000BASE-X SFP, 4xEthernet 10/100/1000BASE-T, 1xKoHcobHbIi nopT RS-232 (RJ-45),
1xUSB 2.0, 2xCnot gna nanoSIM-kapTbl, 4xPazbem SMA-F Tuna gna nogkntoyeHmna BHewHux aHTteHH, 4 'b DDR4 RAM, 8 b eMMC, 24-48 B DC

CepBucHbIn maplupyTmsaTop ESR-15VF, 2xEthernet 1000BASE-X SFP, 8xEthernet 10/100/1000BASE-T, 1xKoHconbHbI nopt RS-232 (RJ-45), 2xUSB 2.0, 4xFXS,
476 DDR4 RAM, 8 'b eMMC,100-264 B AC

CepBucHbIN mapLlupyTmsaTop ESR-30, 4x10/100/1000BASE-T, 2x10GBASE-R/1000BASE-X (SFP+/SFP), 1xKoHconbHbIl nopT RS-232 (RJ-45), 1xUSB 2.0, 1xUSB
3.0, 1 cnot ana micro-SD KapT, 4 '6 DDR4 RAM, 8 'b eMMC, 100-264 B AC

CepBuCHbIN MapLpyTusaTop ESR-31, 8x10/100/1000BASE-T, 6x1000BASE-X (SFP), 2x10GBASE-R SFP+/1000BASE-X SFP, 1xKoHcosbHbI nopT RS-232
(RJ-45), 1xUSB 2.0, 1xUSB 3.0, 1 cnot gns microSD-KapT, 3xMocneaosatensHbiit nopt (RS-232), 4 ' DDR4 RAM, 8 b eMMC, 100—-240 B AC nau 36—72 B DC

ConyTtcTByloLee nporpaMmHoe obecneuyeHue

ECCM-ESR-15
ECCM-ESR-15R
ECCM-ESR-15R-4G
ECCM-ESR-15VF
ECCM-ESR-30
ECCM-ESR-31
IPS-ESR-15
IPS-ESR-15R
IPS-ESR-15R-4G
IPS-ESR-15VF
IPS-ESR-30
IPS-ESR-31
ESR-BRAS

Onuus ECCM-ESR-15 cuctembl ynpasneHus Eltex ECCM ana ynpaBneHUs U1 MOHUTOPUHTA ceTeBbIMM aiemMeHTamu Eltex: 1 ceTeBon anemeHT ESR-15
Onuma ECCM-ESR-15R cuctembl ynpasnenua Eltex ECCM gna ynpaBieHUAa u MOHUTOPUHTA ceTeBbIMM anemeHTamu Eltex: 1 ceTeBoi anemeHT ESR-15R
Onuusa ECCM-ESR-15R-4G cuctembl ynpasneHusa Eltex ECCM ansa ynpasaeHUAa M MOHUTOPUHIA ceTeBbiMU 3nemeHTamu Eltex: 1 ceteBoli anemeHT ESR-15R-4G
Onuma ECCM-ESR-15VF cuctembl ynpasneHua Eltex ECCM ans ynpasieHMa 1 MOHUTOPUHTIA ceTeBbIMU 3n1ieMeHTaMu Eltex: 1 ceteBolt anemeHT ESR-15VF
Onuus ECCM-ESR-30 cuctembl ynpasneHus Eltex ECCM ans ynpaBneHUs U MOHUTOPUHTIa ceTeBbIMM aieMeHTamu Eltex: 1 ceTeBon anemeHT ESR-30
Onuma ECCM-ESR-31 cuctembl ynpasnerua Eltex ECCM gna ynpaBneHUAa n MOHUTOPUHTA ceTeBbiMU 3nemeHTamm Eltex: 1 ceTeBoli anemeHT ESR-31
Onuus IPS/IDS ana cepBucHoro mapuupyTtmnsatopa ESR-15

Onuusa IPS/IDS ans cepsucHoro mapupyTtunsatopa ESR-15R

Onuma IPS/IDS ansa cepsucHoro maplipytusatopa ESR-15R-4G

Onuma IPS/IDS ans cepBMcHoro mapwpyTtusatopa ESR-15VF

Onuus IPS/IDS ana cepeucHoro maplupytusatopa ESR-30

Onumsa IPS/IDS ansa cepsrcHoro mapupyTtusatopa ESR-31

Onuwna ESR-BRAS Ha MO gna mapwpytmsatopos cepmn ESR

eltex.ru




CepBUCHble MapLUpyTU3aTopbl cepun ESR

TexHUuecKkoe onucaHue

ConyTcTBylOLLEe nporpaMmmHoe obecneyeHune

ESR-15-IPS/IDS Kaspersky SafeStream Il JInueHsua Ha npeaocTasneHne aocTyna K 6asam Kaspersky SafeStream 1l (IPS/IDS Kaspersky): 1 yctpoiicteo ESR-15

ESR-15R-IPS/IDS Kaspersky SafeStream Il JInueHsua Ha npeaocTaBaeHne goctyna K 6asam Kaspersky SafeStream Il (IPS/IDS Kaspersky): 1 yctpoiicteo ESR-15R

ESR-15R-4G-IPS/IDS Kaspersky SafeStream Il  /luueH3ua Ha npegoctasieHune Aoctyna K 6asam Kaspersky SafeStream Il (IPS/IDS Kaspersky): 1 ycrpoiicteo ESR-15R-4G

ESR-15VF-IPS/IDS Kaspersky SafeStream Il JInueHsna Ha npegocTasieHne aoctyna K 6asam Kaspersky SafeStream Il (IPS/IDS Kaspersky): 1 yctpoiictso ESR-15VF
ESR-30-IPS/IDS Kaspersky SafeStream Il JlnueHsua Ha npegocTasneHne aocTtyna K 6asam Kaspersky SafeStream Il (IPS/IDS Kaspersky): 1 yctpoiictso ESR-30
ESR-31-IPS/IDS Kaspersky SafeStream Il JlnueHsua Ha npeaocTasaeHne aocTyna K 6asam Kaspersky SafeStream 11 (IPS/IDS Kaspersky): 1 yctpoiicteo ESR-31
ESR-15-Kaspersky Web Filtering NnueHsma Ha npegocTaBaeHne gocTyna K dyHKumoHanbHoctu Kaspersky Web Filtering: 1 yctpoiictBo ESR-15

ESR-15R-Kaspersky Web Filtering JInueHsua Ha npegocTaBaeHne focTyna K dyHKumoHanbHoctu Kaspersky Web Filtering:
ESR-15R-4G-Kaspersky Web Filtering JNnueHsuna Ha npegocTaBnaeHne foctyna K dyHKkumoHanbHoctu Kaspersky Web Filtering:
ESR-15VF-Kaspersky Web Filtering JlnueH3suna Ha npegocTaBaeHne Aoctyna K dyHKumoHanbHoctu Kaspersky Web Filtering:
ESR-30-Kaspersky Web Filtering JlnueHsma Ha npegocTaBaeHne AocTyna K dyHKkumoHanbHocTu Kaspersky Web Filtering:

ESR-31-Kaspersky Web Filtering JnueHsua Ha npegocTaBaeHne focTyna K dyHKuMoHanbHoctu Kaspersky Web Filtering:

1 yctporictBo ESR-15R

1 yctpolictBo ESR-15R-4G
1 yctpoiictBo ESR-15VF

1 yctpoiicteo ESR-30

1 ycTpovictBo ESR-31

Cpenatb 3akas O komnaHuu Eltex

Mpeanpuatne «3/ITEKC» — BeayWwMil poCCMUCKUN pa3paboTuymnKk u

n ﬁ {é;} Npov3BOAUTENb KOMMYHUKaLMOHHOro obopyaosaHusa ¢ 30-neTHei
+7(383) 274 10 01 cltex@eltex.ru eltex.ru ncropueit. KOMNAeKCHOCTb pelleHnii U BO3MOXKHOCTb MX BecluoBHOM
+7(383) 274 48 48 MHTErpaummn B HGPaCTPYKTypy 3aKasunka — NpUOPUTETHOE HanpasieHune

Pa3BUTUA KOMMAHUN.

eltex.ru
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