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Bepcua AOKYMeHTa

[ara Bbinycka

CogeprKaHne U3MEHEHMA

Bepcusa 8.7

08.2026

CuHXxpoHM3auma c sepcueti MO 10.4.5.2

N3meHeHwuA B pasgenax:
-4.17.5.1 Telnet, SSH
-4.17.5.2 Hactpowka napameTpos npoTtokona SNMP gns goctyna K ycTponctay

Bepcusa 8.6

07.2026

CuHxpoHM3aumsa ¢ sepcumeit MO 10.4.5

MN3meHeHus B pasgenax:

- 1.3 OCHOBHbIe TEXHUYECKNE XapaKTEPUCTUKM

- 1.4 KOHCTPYKTMBHOE UCMNONHEHNE

- 2.2 YcTaHoBKa Ha DIN-peliky 1 gemoHTax ycTpoinctea MES3710P

- 2.3 MoakNo4YeHNe NPOMbIWAEHHOTo KommyTaTtopa MES3710P K 610Ky nuTa-
HuAa DRS-270-56

Bepcusa 8.5

05.2026

CuHxpoHM3aumsa ¢ sepcueit MO 10.4.4

MN3meHeHus B pasgenax:

- 1.3 OCHOBHble TeXHUYECKNE XapaKTePUCTUKMN

- 1.4 KOHCTPYKTMBHOE UCNOAHEHNE

-4.14.1 Hactpolika npoTokona ARP

- 1.4.5 CseToBas nHANKaLMA

- 2.2 YcTaHoBKa Ha DIN-peliky U gemoHTax ycTpoinctea MES3710P

[ob6asneHbl pasaensi:
- 2.3 MoakntoyeHne NPombIWAEHHOro Kommytatopa MES3710P Kk 610Ky nuTa-
HuAa DRS-270-56

Bepcua 8.4

03.2026

CuHXpoHM3auma c Bepcueit M0 10.4.3.4

Bepcua 8.3

02.2026

CuHXpoHM3auma c sepcueli MO 10.4.3.3

Bepcua 8.2

12.2025

CuHXpoHM3auma c sepcuelri MO 10.4.3.1

Bepcusa 8.1

10.2025

CuHxpoHM3aumsa ¢ sepcueit MO 10.4.3
[ob6asneHa nHpopmauma o6 yctponctee MES2420D-24DP

MN3meHeHus B pasgenax:

- 1.3 OCHOBHble TEXHUYECKME XapaKTEPUCTUKHN

- 1.4 KOHCTPYKTMBHOE UCMONHEHNE

- 4.8.2 HacTpoiika VLAN 1 pexxnmoB KOMMyTaumMn nHTepdeincos

- 4.18 ypHan aBapuii, npotokon SYSLOG

-4.21.7 NpoBepKa NOAAMHHOCTU KNWMEHTA Ha OcHoBe nopTa (cTaHaapT 802.1x)

Bepcusa 8.0

08.2025

CuHXpoHM3aumsa ¢ sepcueli N0 10.4.2.1

M3meHeHusA B pasgenax:

- 1.3 OCHOBHble TeXHUYECKNE XapaKTepUCTUKM
- 1.4 KOHCTPYKTMBHOE UCMNONHEHNE

- 4.18 ¥ypHan aBapwuit, npoTokon SYSLOG

Bepcua 7.9

05.2025

CuHXpoHM3auma c sepcmeii M0 10.3.6.13

Bepcua 7.8

04.2025

CuHXpoHM3auma c sepcueii M0 10.3.6.11

N3meHeHwuA B pasgenax:

- 1.3 OCHOBHble TEXHNYECKME XapaKTEPUCTUKN
-4.17.1 MexaHusm AAA

- 4.18 ypHan aBapuii, npotokon SYSLOG
-4.27.1 Hactpolika QoS

Bepcua 7.7

12.2024

CuHxpoHu3auua ¢ sepcueli MO 10.3.6.6

M3meHeHusA B pasgenax:

- 1.3 OCHOBHble TeXHUYECKNE XapaKTepPUCTUKM

- 4.15 Hactpoiika npotokosna OAM

- 4.28 KoHurypaums npoToKoI0B MapLUpyTU3aLmm

Bepcua 7.6

09.2024

CuHXpoHM3auma c Bepcuel M0 10.3.6.3
[ob6aeneHa nHdopmauma 06 yctponcteax MES3400-48F, MES2420B-24D

MN3meHeHus B pasgenax:

- 1.2.4 ®yHKLMM TpeTbero ypoBHs ceTeBol mogenu OSI
- 1.3 OCHOBHble TEXHMYECKME XapaKTEPUCTUKHM

- 1.4 KOHCTPYKTMBHOE UCMNOAHEHNE
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- 2.2 YcTaHoBKa Ha DIN-peliky 1 gemoHTax ycTpoinctea MES3710P

Bepcua 7.5

06.2024

CuHxpoHM3aumsa ¢ Bepcueit MO 10.3.6
[ob6asneHa nHdopmauma o6 yctporicteax MES2410-08DP, MES2410-08DU,
MES34001-24

Bepcua 7.4

03.2024

CuHxpoHu3aumsa c sepcumeit MO 10.3.5

N3meHeHwuA B pasgenax:

- 1.2.4 ®yHKLMYM TpeTbero ypoBHaA ceTesolt mogenun OSI

- 1.3 OCHOBHbIe TEXHUYECKNE XapaKTePUCTUKM

- 2.2 YcTaHoBKa Ha DIN-peliky 1 gemoHTax ycTpoinctea MES3710P

[o6asneHbl pasgensi:
- 4.14.3.3 HacTtpowka npoTtokona Rapid-PVST+

Bepcua 7.3

11.2023

CuHxpoHM3auma ¢ sepcumeit M0 10.3.4
[ob6asneHa nHdopmauma o6 yctporictee MES2420-48P

MN3meHeHus B pasgenax:

- 1.3 OCHOBHble TEXHUYECKME XapaKTEPUCTUKHM

- 1.4 KOHCTPYKTMBHOE UCNONHEHNE

- 4.25 KoHowurypauma ACL (cnmMcku KoHTpoAas goctyna)

Bepcna 7.2

06.2023

CuHXpoHM3auma c Bepcueli MO 10.3.3.1
[ob6asneHa nHpopmauma 06 yctponicteax MES3400-24, MES3400-24F,
MES3400-48.

N3meHeHuA B pasgenax:
- 1.3 OCHOBHble TEXHUYECKME XapaKTEPUCTUKHN
- 1.4 KOHCTPYKTMBHOE UCNONHEHNE

Bepcua 7.1

06.2023

CuHxpoHM3aumsa ¢ sepcumeit MO 10.3.3
[ob6asneHa nHdopmauma o6 yctponcteax MES2424FB, MES3710P.

M3meHeHusA B pasgenax:
- 1.3 OCHOBHble TEXHUYECKME XapaKTEPUCTUKHN
- 4.28.2 Hactpolika Virtual Router Redundancy Protocol (VRRP)

[obaBneHbl pasaensbl:

- 4.28.3 Hactpolika npotokona OSPFv2
- 4.28.4 Hactpoiika npotokona OSPFv3
-4.28.5 Hactpolika npoTtokona RIP

Bepcua 7.0

12.2022

CuHxpoHu3auma c sepcueli MO 10.3.1

M3meHeHusA B pasgenax:
- 1.2.4 ®yHKLMM TpeTbero ypoBHs ceTesolt mogenn OSI
- 1.3 OCHOBHble TeXHUYECKNe XapaKTepUCTUKM

[ob6aBneHbl pasaensl:
- 4.28 KoHOuWrypaLma NpoTOKONI0B MapLipyTU3aLmm

Bepcusa 6.5

11.2022

CuHXxpoHM3aumsa ¢ sepcumeit M0 10.2.10
[ob6asneHa nHpopmauma o6 yctpoinctee MES2448P

M3meHeHusA B pasgenax:

- 1.2.6 ®yHKLMM 0becneyveHnn 6e3onacHoOCTH
- 1.3 OCHOBHble TeXHUYECKNE XapaKTePUCTUKM
- 4.22 dyHKuuun DHCP Relay nocpegHuka

[obasneHbl pasaenbi:
- 4.30.6 KomaHapb! ana otnagkm npotokona DHCP

Bepcus 6.4

10.2022

CuHxpoHu3aumn ¢ sepcueii MO 10.2.9.4

Bepcus 6.3

08.2022

CuHxpoHM3auma ¢ sepcumeit MO 10.2.9

MN3meHeHus B pasgenax:

- 4.4 KomaHapbl ynpaB/ieHUss CUCTEMOM
-4.17.5.1 Telnet, SSH

- 4.30.8 OTtnaaka ¢yHKumm DCS

Bepcus 6.2

06.2022

CuHXpoHM3auma c Bepcueli MO 10.2.8.2
[o6asneHa nHdopmauma o6 yctporictee MES2424P.
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M3meHeHusA B pasgenax:

- 1.3 OCHOBHble TEXHNYECKME XapaKTEPUCTUKN

-4.17.1 MexaHusm AAA

-4.21.6 HacTpolika ¢oyHKummn MAC Address Notification

[ob6asneHbl pasgensi:
-4.16.5 KoHdurypaumsa IGMP proxy

Bepcua 6.1

11.2021

CuHXpoHM3auma c Bepcueli NO 10.2.7.2

M3meHeHuA B pasgenax:

- 4.18 ¥ypHan aBapwuit, npoTokon SYSLOG
-4.21.8 Hactpoliika ¢yHKumm IPv6 RA Guard
-4.21.9 Hactpoiika ¢yHKumm IPv6 ND Inspection

Bepcua 6.0

10.2021

[ob6asneHa nHdopmauma o6 yctpoiictee MES2411X

Bepcna 5.9

10.2021

CuHXpoHM3auma c Bepcueit MO 10.2.7

MN3meHeHus B pasgenax:

- 4.3 HacTpoiKa MaKpoOKOMaHA,

- 4.4 KomaHapbl ynpaB/ieHUs CUCTEMOM
- 4.30.8 OTnaaka ¢oyHKumm DCS

- 4.30 Pexxnm oTnagku

[ob6asneHbl pasaensi:
-4.21.7 NpoBepKa NOA/IMHHOCTM KANEHTA Ha OCHOBe nopTa (cTaHgapT 802.1x)

Bepcna 5.8

07.2021

CuHXpoHM3auma c sepcueli MO 10.2.6.3

Bepcna 5.7

05.2021

CuHxpoHM3auma c sepcueit MO 10.2.6

M3meHeHusA B pasgenax:

-4.11 Fpynnbl arperauumm KaHanos — Link Aggregation Group (LAG)
- 4.12 Hactpoiika IPv4-agpecaumm

-4.21.8 Hactpoiika ¢yHKumn IPv6 RA Guard

-4.17.4 Cnucku poctyna ACL gna ynpaBneHus yCTpoOMUCTBOM
-4.21.6 HacTpolika ¢oyHKummn MAC Address Notification

- 4.25 KoHourypauma ACL (cnnmckun KOHTponsa gocTtyna)

-4.27.1 Hactpoliika QoS

[ob6asneHbl pasaensi:
-4.21.9 Hactpolika ¢yHKumm IPv6 ND Inspection

Bepcua 5.6

03.2021

CuHXpoHM3aumsa ¢ sepcueit MO 10.2.5.2

Bepcua 5.5

11.2020

CuHxpoHM3aumsa ¢ sepcueit MO 10.2.5
[ob6asneHa nHdopmauma o6 yctporicteax MES2448 DC, MES2448B.

N3meHeHwuA B pasgenax:

- 1.1 HasHayeHwne

- 1.3 OCHOBHble TEXHMYECKME XapaKTEPUCTUKN

- 1.4.1 BHewWwHuWI BUA, 1 onvcaHue nepegHei NnaHeamn ycTpomncTs
-1.4.2 3a4HAA 1 BePXHAA NaHeNn yCTpomncTs

- 1.5 KomnnekT nocTaBku

- 4.4 KomaHapbl ynpaB/ieHUs CUCTEMOM

- 4.8.1 Napametpbl Ethernet-nntepdeliicos, Port-Channel n Loopback-uxTep-
delicos

- 4.8.2 Hactpoika VLAN 1 pexMmoB KOMMyTaLMK MHTepdelicos
-4.21.8 Hactpoliika ¢yHKumm IPv6 RA Guard

- 4.15 HacTpovika npotokosa OAM

-4.27.1 Hactpolika QoS

- MpwunoxkeHue B. Ouepeaun ans npuHumaemoro Ha CPU Tpaduka

Bepcua 5.4

10.2020

N3meHeHun B pasgenax:

- 1.3 OCHOBHble TEXHWUYECKME XapaKTEPUCTUKN

- 4.4 KomaHapbl ynpaB/ieHUs CUCTEMOM

- 4.8.1 Napametpbl Ethernet-uHtepdeitcos, Port-Channel n Loopback-nHtep-
deiicos

- 4.8.2 HacTpoiika VLAN 1 pexXxmmoB KOMMYyTaumMn nHTeppencos
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-4.11 Fpynnbl arperaumm KaHanos — Link Aggregation Group (LAG)
-4.21.8 Hactpoliika ¢yHKumm IPv6 RA Guard

-4.14.3.1 Hactpowka npoTtokona STP, RSTP

- 4.15 HactpoWika npotokona OAM

- 4.18 ¥ypHan aBapwit, npoTokon SYSLOG

-4.21.6 Hactpolika ¢pyHkummn MAC Address Notification

-4.27.1 Hactpoiika QoS

Bepcua 5.3

08.2020

Job6asneHa nHdpopmauma 06 ycrponctee MES3708P.

N3meHeHwuA B pasgenax:

- 1.3 OCHOBHblE TEXHWUYECKME XapaKTEPUCTUKN

- 3.6.2.3 HacTtpoiika napameTtpos npotokona SNMP ana goctyna K ycTpoincrey
- 4.4 KomaHapl ynpaB/ieHUs cucTemon

- 4.8.1 Napametpbl Ethernet-nntepdeliicos, Port-Channel n Loopback-uHTep-
deiicos

- 4.8.2 Hactpoiika VLAN 1 pexMmoB KoMmmyTaLmm nHTepdericos

-4.17.1 MexaHusm AAA

-4.17.3 Npotokon TACACS+

-4.21.2 KoHTponb npotokona DHCP n onuma 82

-4.21.4 3awumTa IP-agpeca KnuneHTa (IP Source Guard)

[ob6asneHbl pasaensi:
- 4.3 HacTpoiKa MaKpoKoMaHA,

Bepcua 5.2

07.2020

N3meHeHuA B pasgenax:

- 3.6.2.2 HacTpoiika ctatudyeckoro IP-agpeca, Macku NoACETM U W03a No YMOA-
YaHuio

- 3.6.2.3 HacTtpotika napameTtpos npotokona SNMP ana gocrtyna K ycTpoicrey
- 4.6.2 KomaHab! ana pabotsl ¢ pannamu

- 4.8.2 HacTpoiika VLAN 1 peXxnmoB KomMyTaummn nHTepdencos

-4.21.8 Hactpoiika ¢yHKumn IPv6 RA Guard

- 4.15 HacTpoiika npotokosa OAM

- 4.18 ypHan aBapuii, npotokon SYSLOG

-4.20.2 dneKkTponuTaHue no anHuam Ethernet (PoE)

-4.21.3 DSLAM Controller Solution (DCS)

-4.21.4 3awmTa IP-agpeca knmnenTa (IP Source Guard)

-4.27.1 Hactpoiika QoS

[o6asneHbl pasgensi:
- MpwnoxeHue . PaclwmdpoBKa cnmcka npoLeccos

Bepcua 5.1

06.2020

[ob6asneHa nHdpopmauma 06 yctponcteax MES2424, MES2424B.

MN3meHeHus B pasgenax:
- 1.3 OCHOBHble TeXHUYECKNE XapaKTepUCTUKM
- 1.4.1 BHeWHW BUA M ONMcaHne nepesHel naHenm ycTpoinicTs

Bepcua 5.0

03.2020

MN3meHeHus B pasgenax:

- 1.3 OCHOBHble TEXHMYECKME XapaKTEPUCTUKHM

-3.6.2.1 3apaHue napons gaa nosib3osatena «admin» U cosgaHne HoBbIX NOJb-
3oBaTenein

- 3.6.2.3 HacTtpoiika napameTtpos npotokona SNMP ansa gocryna K ycTpoicTey

- 4.4 KomaHapbl ynpaB/ieHUs CUCTEMOM

- 4.6.2 KomaHabl ans pabotbl ¢ pannamm

- 4.8.2 Hactpoika VLAN 1 pexMmoB KOMMYyTaLMK MHTepdelicos

-4.17.1 MexaHusm AAA

- 4.30.4 XypHanupoBaHue OTNaZ04HbIX COObLLEHNM

[ob6asneHbl pasgensi:
- 3.4 3arpy304Hoe mMeHto
- MpwnoxeHue B. Ouepeaun ansa npuHumaemoro Ha CPU Tpaduka

Bepcua 4.5

12.2019

MN3meHeHus B pasgenax:

- 3.6.2 ba3oBas HacTpoika KommyTaTopa

- 4.8.2 HacTpotika VLAN 1 pexxnmoB KommMyTaummn nHTepoeincos
- 4.9 Selective Q-in-Q

-4.20.1 AnarHocTMka megHoro Kabens

-4.21.2 KoHTponb npoTtokona DHCP v onuua 82

Bepcus 4.4

11.2019

M3meHeHusa B pasaenax:

Ethernet-kommymamopei cepuli MES14xx, MES24xx, MES3400-xx, MES37xx 5
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-4.17.5.2 Hactpowka napameTpos npoTtokona SNMP gna goctyna K ycTponctay
- 4.20.2 dnekTponuTaHue no vHuam Ethernet (PoE)

Bepcua 4.3 10.2019

N3meHeHuA B pasgenax:

- 1.3 OCHOBHblE TEXHUYECKME XapaKTEPUCTUKN

- 4.4 KomaHapl ynpaB/ieHUs cucTemon

- 4.20.2 dnekTponuTaHue no vHuam Ethernet (PoE)
-4.21.3 DSLAM Controller Solution (DCS)

[ob6asneHbl pasaens:

- 4.2 dunbTpauma coobLLeHN KOMaHAHOM CTPOKK

- 4.5 KomaHapl s HaCTPOIMKM NapameTpoB 418 3a43aHWA Naposien
- 4.30 Pexxnm oTnagku

Bepcua 4.2 08.2019

MN3meHeHus B pasgenax:

- 3.6.2.3 HacTtpoiika napameTtpoBs npotokona SNMP ansa gocTyna K ycTpoicTBy
- 4.8.2 HacTpolika VLAN 1 pexxnmoB KOMMyTaumMn nHTepdencos

-4.17.3 Npotokon TACACS+

-4.21.2 KoHTponb npotokona DHCP n onumna 82

Bepcua 4.1 06.2019

M3meHeHuA B pa3genax:
— Storm Control gns pasnnyHoro TpaduKa (broadcast, multicast, unknown
unicast)

Bepcusa 4.0 06.2019

MN3meHeHus B pasgenax:

— HayvanbHasa HacTpoiKka KommMyTaTopa

— HacTtpoliika napameTtpoBs npotokona SNMP ana goctyna K ycTponcTBy
— dNeKTponuTaHue no nuHuam Ethernet (PoE)

Bepcua 3.0 03.2019

Job6asneHa nHdopmauma 06 yctponcreax cepmum MES2408x n MES2428P.

[o6asneHbl pasgensi:

— ABTOMaTM4YeCKas HacTpoliKa NapameTpoB KOMMyTaTopa
(Zero Touch Provisioning)

— Selective Q-in-Q

— HacTpolika npotokona OAM

— MpoTtokon TACACS+

— DeKTponuTaHue no AMHuam Ethernet (PoE)
—MNpoTtokon UDLD

— 3awwuTa IP-aapeca kauneHTa (IP Source Guard)

Bepcua 2.0 01.2019

Btopas ny6aukaums.

Bepcua 1.0 12.2018

MepBas nybauKaums.

Bepcua nporpammHoro obecneyenuna 10.4.5.2

Ethernet-kommymamopei cepuli MES14xx, MES24xx, MES3400-xx, MES37xx
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HELTEX

YC/NTOBHbIE O6O3HAYEHUA

0O603HauyeHue

OnucaHue

[]

B KBaZpaTHbIX CKOBKax B KOMaHAHOM CTPOKe YKa3blBaloTCA HeobszaTenbHble
napameTpbl, HO MX BBOJA NpeaocTaBAAeT onpeaeneHHble A0MNOAHUTENbHbIe
onuuu.

{}

B purypHbix ckobKkax B KOMaHAHOM CTPOKE YKa3blBalOTC BO3MOXKHble 0653a-
TeNbHble napameTpbl. Heobxoanmo BblI6paTh 0AMH U3 MapaMeTpos.

«,»
«-»

ﬂ,aHHbIe 3HaKM B ONNCaHNN KOMaHAbl UCMNONb3YOTCA ANA YKa3aHUA ANaNa30-
HOB.

«|»

[aHHbIN 3HaK B ONUCAaHMM KOMaHAbl 0603HaYaeT «Uany.

«/»

l£|,aHHbIl\;1 3HaK B ONNCaHne KoMaHA4bl YKa3biBae€T Ha 3Ha4Y€HUNE NO YMO/TYAHUIO.

Kypcue Calibri

Kypcusom Calibri yka3sbiBatloTca nepeMeHHble AKX NapamMeTpbl, KOTopble Heob-
XOZAMMO 3aMEHUTb COOTBETCTBYHOLLMM CIOBOM WU/ CTPOKOW.

MonyXupHbI Kypcue

MonyXMpHbIM WPUEOTOM BblAENEHBI NPUMEUYAHUA U NPesyNpPeXaeHUS.

<MonyxcupHolii
Kypcue>

MoNYyXMPHBIM KYPCUBOM B YI/I0BbIX CKOBKAX YKa3blBalOTCA HAa3BaHUA KNaBULL
Ha KfnaBuaType.

Courier New

MonyxupHbim LW pndtom Courier New 3anuncaHbl NpUMepbl BBOAA KOMAHA,

Courier New|

WpunopTtom Courier New B pamKe C TEHbIO YKa3aHbl Pe3yabTaTbl BbIMOJAHEHMSA
KOMaHa,

NPUMEYAHUA U NPEAYNPEXAEHUA

Y

MpumeyvaHuA coaeprKaT BaXKHYIO MHPOPMaLUIO, COBETbI UM PEeKOMEHAAL MU NO UCNOJIb-
30BaHUIO U HACTPOKe YCTPOMUCTBA.

1 MpeaynpexageHna MHGOPMUPYIOT NOb30BaTENA O CUTYALUAX, KOTOpPble MOTYT HaHeCTU
’ Bpepa, yCTPOMCTBY UM YeNI0BEKY, MPUBECTU K HEKOPPEKTHOU paboTe ycTpoiicTBa Mam no-
Tepe AaHHbIX.
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HELTEX

BBEAEHUE

B nocnegHue ropbl Habnogaetca TEHOEHUMA K OCYLWLECTBAEHWUIO MAcCWTAbHbIX MPOEKToB Mo
NOCTPOEHMUIO ceTel CBA3U B COOTBETCTBMMU € KoHUenuneit NGN. OaHol M3 OCHOBHbIX 3a4a4 Npu peaansauum
KPYMHbIX MY/JbTUCEPBUCHDBIX CETEN ABAAETCA CO34aHME HALEXKHbIX W BbICOKOMPOU3BOAUTENbHBIX
TPAHCMOPTHbIX CETEN, KOTOPblE ABAAKOTCA ONOPHLIMW B MHOTOCNOMHOM apXMTEKTYpe CeTei cnepyowero
NOKONEHMUA.

[NA pOCTUNKEHUA BbICOKMX CKOPOCTEN WMPOKO MPUMEHAIOTCA TEXHOIOTUM Nepesadn nHGopmMaLmm
Gigabit Ethernet (GE). Nepegaya MHGOpMaLMM Ha BbICOKMX CKOPOCTAX, OCOBEHHO B CETAX KPYMHOro
MacwTaba, noapasymeBaeT Bbl6Op TaKoOW TOMNOMOMMKM CeTM, KOTOpas Mo3BOAAET IMBKO OCYLLecTBAATb
pacnpefeneHne BbICOKOCKOPOCTHbIX MOTOKOB.

KommyTatopsbl cepuit MES14xx, MES24xx, MES34xx n MES3708P moryT Mcnosb30BaTbCA Ha CETAX
KPYNHbIX NpeanpuaTUii U NpeanpuaTuii manoro u cpegHero busHeca (SMB), B onepatopckux cetax. OHu
obecneynBaloT BbICOKYID NPOM3BOAMUTENBHOCTb, MOKOCTb, 6€30MacHOCTb, MHOFOYPOBHEBOE KayecTBO
obcnyxumeaHua (QoS).

MpomblwneHHble KommyTaTtopbl MESS34001-24, MES3708P, MES3710P npeaHasHayeHbl AnA
OpraHM3aLmMn 3aLWMLLEHHBIX OTKA30yCTOMUYMBBIX CETEN Mepenayn AaHHbIX Ha 06beKTax, rae Heobxoanmo
BbiNO/SIHEHWEe TpeboBaHMI NO 0b6ECcneYeHUo YCTOMYMBOCTM K BO3AEUCTBMAM pPas3NMYHOMO BUAA:
TeMnNepaTypHbIM, MEXAHUYECKUM U APYTUM.

B HacToAWeEM pPYKOBOACTBE U3/10XKEHbI HAa3HAYEHWNE, TEXHUYECKNE XapaKTEPUCTUKM, peKOMeHAALNN
MO Ha4ya/NbHOW HACTPOMKE, CUHTAKCUC KOMaHA, AnA KOHUrypauuum, MOHUTOPWHra W obBHOBAEHMA
nporpammHoro obecneyeHns KommyTaTopa.
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HELTEX

1 OMNWUCAHUE U3AENUA

1.1 HasHauyeHue

YctpoiictBa cepuit MES14xx n MES24xx ABAAOTCA ynpaBAseMbliMM KOMMYTaTOPaMM, BbIMOHAD-
MMM CBOM KOMMYTALLMOHHbIE GYHKLUMM HA KaHA/IbHOM M CETEBOM YPOBHAX moaenm OSI.

CeTteBble KommyTaTopbl MES1428 nmetoT B cBOEMm cocTaBe 24 anieKTpuyeckmx nopta Fast Ethernet u
4 onTtnyeckunx nopta Gigabit Ethernet ana yctaHoBKku SFP-TpaHcmeepos (Combo-nopTbi).

CeTteBble KOmMyTaTOpbl MES2408X MMetOT B CBOEM cOCTaBe 8 aneKkTpuyeckux noptos Gigabit Ethernet
M 2 onTuyeckux nopta Gigabit Ethernet ana ycraHoBku SFP-TpaHcMBepoB.

CeteBble KommyTaTopbl MES2411X mMmeloT B CBOEM cocCTaBe 8 3/eKTpuuyeckux nopTtoB Gigabit
Ethernet 1 11 ontnuyeckmx noptoB TenGigabit Ethernet ans yctaHoBKku SFP+-TpaHcMBEpOB.

CeTteBble KommyTaTopbl MES2420B-24D, MES2420D-24DP nmetoT B cBOeM cocTase 24 3NeKTPUYECKUX
nopta 2,5 Gigabit Ethernet n 4 ontTnyeckux nopta TenGigabit Ethernet gns yctaHoBKM SFP+-TpaHcHMBEpOB.

CeTteBble KOMmMyTaToOpbl MES2428x MMetoT B CBOEM cocTaBe 24 aneKkTpuyeckunx noprta Gigabit Ethernet
1 4 onTnyeckmx nopta Gigabit Ethernet ana ycraHoBku SFP-TpaHcnepos (Combo-nopTsl).

CeteBble KommyTaTtopbl MES2424x, MES3400-24, MES34001-24 umeroT B CBOEM cocTaBe 24
3/IeKTpMYecKmx noprta Gigabit Ethernet n 4 ontuyecknx nopta TenGigabit Ethernet gna ycraHoBku SFP+-
TpaHCUBEPOB.

CeTteBble KommyTaTopbl MES2410-08DU, MES2410-08DP nmetot B cBoOEM COCTaBe 8 3/1EKTPUYECKUX
noptos 2,5 Gigabit Ethernet n 2 ontuyecknx nopta TenGigabit Ethernet gns yctaHoBKkM SFP+-TpaHcMBepOB.

CeteBble KommyTaTopbl MES2424FB nmetoT B cBOEM cocTaBe 24 onTuyeckmx nopTa Gigabit Ethernet
Ans yctaHoBKM SFP-TpaHcuBepoB M 4 onTudeckux nopta TenGigabit Ethernet ana ycraHoBKkM SFP+-
TpaHCMBepos.

CeTteBble KommyTaTopbl MES2420-48P, MES2448 DC, MES2448B, MES2448P nmetoT B CBOEM cOCTaBe
48 anekTpuyeckmx nopTtoB Gigabit Ethernet n 4 ontuyecknx nopta TenGigabit Ethernet ana ycraHoBKku SFP+-
TPaHCUBEPOB.

CeteBble KommyTaTopbl MES3400-24F nmetoT B CBOEM cocTaBe 24 onTuyeckmx nopta Gigabit Ethernet
Ans yctaHoBKM SFP-TpaHcuBepoB M 4 ontudeckux nopta TenGigabit Ethernet gna ycraHoBKM SFP+-
TpaHCUBEPOB.

CeteBble kKommyTaTtopbl MES3400-48 nmetloT B CBOEM cocTaBe 48 aneKkTpuyeckmx noptos Gigabit
Ethernet n 4 onTnueckmx nopta TenGigabit Ethernet gns yctaHoBKM SFP+-TpaHcMBepoB.

CeteBble KommyTaTopbl MES3400-48F nmetot B cBOEM cocTaBe 48 onTuyeckmx nopta Gigabit Ethernet
Ana yctaHoBKM SFP-TpaHcuBepoB M 4 onTuyeckmx nopTta TenGigabit Ethernet gns yctaHoBKM SFP+-
TpaHCUBEPOB.

CeteBble KommyTaTopbl MES3708P mmeloT B CBOEM cocCTaBe 8 3/eKTpuyeckux noptosB Gigabit
Ethernet u 2 onTnyeckmx nopta Gigabit Ethernet gns yctaHoBku SFP-TpaHcuBepos.

CeTteBble KommyTaTopbl MES3710P mMmeloT B CBOEM cocTaBe 8 3/1eKTpuyeckux nopTtosB Gigabit
Ethernet u 4 onTnueckux nopra Gigabit Ethernet ana ycraHoBkn SFP-TpaHcrBepos.
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1.2 ®dyHKUMKM KOMMYyTATOPA

1.2.1 ba3osvbie pyHKYUU

B Tabanue 1 npuseseH cnncok 6a3oBblx GYHKUMIA YCTPOMUCTB, AOCTYMNHbIX 414 agMUHUCTPUPOBAHMA.

Tabanua 1 — basoBble GyHKUUM YCTPOMCTBA

3awuma om
6510KUpoBKuU o4Yepedu
(HOL)

BNIOKMPOBKa BO3HMKAET B C/ly4asx Neperpysku BbIXOAHbIX MOPTOB YCTPOWCTBA Tpadu-
KOM OT HECKOJIbKMX BXOAHbIX MOPTOB. ITO NPUBOAMT K 33aJePKKaM nepesaum faHHbIX
M NoTepe NaKeToB..

Moddepxka
ce8epXx0/1UHHbIX KAOpOoe
(Jumbo frames)

CnocobHocTb NoaAepKnBaTh nepesady CBEPXA/AMHHBIX KagpoB, YTO MO3BONAET ne-
pefaBaTb AAHHbIE MEHBLIMM YMC/IOM MAKETOB. ITO CHUXKAET 06BEM C/yKEOHOMN UH-
dopmaunm, sBpems 06paboTKM 1 NepepbIBbI.

anaeneHue MoOMOKOM
(IEEE 802.3X)

YnpaB/iieHne NOTOKOM NO3BOJIAET COEAUHATb HU3KOCKOPOCTHOE YCTPOMCTBO C BbICO-
KOCKOPOCTHbIM. [nA npepoTBpalleHuA nepenonHeHusa bydepa HU3KOCKOPOCTHOe
YCTPOMCTBO MMEET BO3MOXKHOCTb OTNPaBAATb NakeT PAUSE, Tem cambim MHPopMMpya
BbICOKOCKOPOCTHOE YCTPOICTBO O HEOBXOAMMOCTU cAeNaTb Naysy npu nepegave na-
KeTOoB.

1.2.2 ®yHKYyuu npu pabome c MAC-adpecamu

B Tabsmue 2 npuBeaeHbl GyHKUMM YCTPOWUCTB Npu paboTte ¢ MAC-aapecamu.

Tabnunua 2 — PyHKuMKM paboTbl c MAC-agpecamm

Tabauya MAC-adpecos

KommyTaTtop cocrasaser B namatv Tabauuy, B KOTOPOW yCTaHaBAMBAETCA COOTBET-
cteune mexay MAC-agpecamu 1 y3namu nopToB KOMMyTaTOpa.

Pexcum obyyeHus

B oTcyTcTBME 0OYYeHMA, AaHHble, NOCTyNalwoLlmMe Ha Kakon-1mbo nopT, nepeaatoTcs
Ha BCe OCTasIbHble NOPTbI KOMMYTaTOPa. B pexkume 0by4eHMs KOMMYTATOP aHaNU3U-
pyeT Kagpbl U, onpegenvs MAC-aapec oTnpasuTens, 3aHOCUT ero B Tabamuy mapLu-
pyTv3auunn. Bnocneactsum kagp Ethernet, npegHasHaveHHbIN gns xocta, MAC-agpec
KOTOPOrO y»e ecTb B Tabanue, nepenaetca TONbKO Yepes yKa3aHHbIW B Tabauue noprt.

Moddepicka nepedayu
Ha HecKosnbKo MAC-
adpecos (MAC

[daHHaa ¢yHKUMA NO3BONAET YyCTaHaBAMBATb COEAMHEHUA «OAMH KO MHOFMM» U
«MHOTME KO MHOrMm». Takum o6pa3om, Kagp, afpecoBaHHbI MHOroagpecHom
rpynne, nepefaeTcsa Ha KaxkAblil NOPT, BXOAALLMI B rpynny.

Multicast Support)

AsmomamuyecKoe

epemsa xpaHeHua MAC- | Ecnv ot ycTpoiicTea c onpefeneHHbM MAC-agpecom 3a onpeaeneHHbli nepuog, spe-

adpecos MEHMU He MOCTyNalT NaKeTbl, TO 3anNucb 414 AaHHOTO agpeca ycTapesaeT U yaanaeTtcs.

(Automatic Aging for 370 NO3BONAET NOAAEPHKMBATD TAOAMLY KOMMYTALMW B aKTyalbHOM COCTOAHUU.

MAC Addresses)

CmamuyecKue 3anucu .

MAC CeTeBoM KOMMYTaTOp MO3BOJIAET MO/Ib30BATENIO ONpeaenuTb CTaTUYecKue 3anucu
. . cooTBeTcTBMIN MAC-aapecoB, KOTOpble COXPaHAIOTCA B Tabaunue MapipyTusauuu.

(Static MAC Entries)
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1.2.3 ®yHKyuu emopozo yposHa cemeesoli modenu OSI|

B Tabanue 3 npmeeseHbl GyHKLMM U 0COBEHHOCTU BTOPOro ypoBHA (yposeHb 2 OSI).

Tabnunuya 3 — OnucaHme PyHKUMM BTOporo ypoBsHs (yposeHb 2 OSI)

Peanusauusa npotokona IGMP no3sBonsier Ha ocHoBe WMHGOPMaLMK, NOAYYEHHON
npu aHanuse cogepxunmoro IGMP-nakeTos, onpeaennTb, Kakue yCcTponcTea B ceTm

®yHkyusa IGMP Snooping .

YYaCTBYHOT B Fpynnax MHOroaZpecHOM paccblikK, U agpecoBaTtb TPadMK Ha COOTBET-

CTBYIOLLME MOPTHI.

. Peannsauma npotokona MLD no3sosseT yCcTpoOACTBY MUHUMU3NPOBATb MHOT0aA-

®yHkyua MLD Snooping batl P yerp y P A

pecHbIi IPv6-Tpaduk.

®yHKLMA, NO3BONAOWLAA NEPeHanpPaBaATb MHOroaapecHbl TpaduK M3 oAHOro
®yHkyua MVR VLAN B pgpyryto Ha ocHoBaHuMM IGMP-coObLLEHNI, YTO MNO3BOAAET YMEHbLWUTL

HarpysKy Ha uplink-nopty. NMpumeHaeTca B pelweHusax lll-play.

3awuma om «wmopma»
(Broadcast, multicast,
unknown unicast Storm
Control)

«LTopm» — 370 pasmHoKeHMe broadcast-, multicast-, unknown unicast-nakeTos B
KaXK40M y3/e, KOTopoe NPUBOAUT K 1aBUHOOBPA3HOMY POCTY MX YMC/Ia U Napanu-
3yeT paboTy ceTn. KoMMyTaTopbl UMEIOT GYHKLNIO, MO3BOAIOLLYIO OFrPaHUYUTb CKO-
pOCTb NepeAaYm MHOroaApPECHbIX U LLIMPOKOBELLATENbHbIX KaApOoB, MPUHATbIX M ne-
peaaHHbIX KOMMYTaTOPOM.

3epKanuposaHue
nopmos
(Port Mirroring)

3epKanMpoBaHWe NOPTOB NO3BOASET Ay6ANpPOBaTh TpadUK HabogaeMbIX MOPTOB,
nepecbiias BXOAALME U/UAN UCXOSALIME NAaKEeTbl HA KOHTPOAMPYIOLWMI nopT. Y
No/sb30BaTeIn KOMMYTaTOPa €CTb BO3MOXKHOCTb 334aTb KOHTPOAUPYIOLWMIA U KOH-
TpoAMpyemble NOpPTbl U BbIGPATb TMN TpaduKa (BXOAALLMI /UK UCXOLALLMIA), KO-
TopbIi ByaeT nepeaaH Ha KOHTPOAUPYHOLWMIA NOPT.

U3zonayua nopmos
(Protected ports)

OanHaa GyHKUMA NO3BONAET Ha3Ha4uTb NopTty ero uplink-nopT, Ha KoTopbin 6es3-
YC/0BHO ByAeT nepeHanpasBAAaTbCA Becb TpaduK, obecneymsan Tem cambim U30AA-
UMIO C APYrMMM NopTamu (B Nnpeaenax o4HOro KOMMYTaTopa), HAXOAALLMXCA B 3TOM
e wupokoselwatensHom gomeHe (VLAN) B npegenax 04HOro KOMmyTaTopa.

lMooddepxcka npomoKona
STP (Spanning Tree
Protocol)

Spanning Tree Protocol — ceTeBol NPOTOKO/, OCHOBHOW 3aZa4yeit KOTOPOro ABASA-
eTcsA npuseaeHune cetu Ethernet ¢ M3BbITOYHBIMU COEAUHEHUAMM K APEBOBUAHOM
TOMNOAOMUK, UCKNtOYatoLLel NeTan. KommyTaTopbl 06MeHUBaOTCA KOHUIYpaLMOH-
HbIMW COOBLLEHNAMM, UCMONB3YA Kaapbl cneumansHoro dopmata, U BbIBOPOUHO
BK/IOYAIOT M OTK/ILOYAIOT Nepesady Ha NopTbl.

Mooddepxcka npomoKona
RSTP

(IEEE 802.1w Rapid
spanning tree protocol)

Rapid (6bicTpbiit) STP (RSTP) — AaBnsieTcA ycoBeplUeHCTBOBaHMEM NpoTokona STP, xa-
PaKTepPU3yeTca MeHbLWMM BpEMEHEM NPUBEAEHNA CETU K APEBOBUAHOMN TONOAOMMM
n uMmeeT 60/1ee BbICOKYH YCTOMYMBOCTD.

Mooddepxcka npomoKona
ERPS (Ethernet Ring
Protection Switch)

MpoToKOA NpeAHa3HayYeH 414 NOBbIWEHNA YCTOMYMBOCTU U HALEKHOCTM CETU Nne-
pegayn AaHHbIX, UMeloLel KONbLEBYIO TOMOJIOMUIO, 3a CHET CHUMXEHWUA BPEMEHM

BOCCTAHOB/IEHWA CETM B C/ly4ae aBapuu. Bpems BocCcTaHOBAEHUA He npesbiwaeT 1
CEKYHAbI, YTO CYLLLECTBEHHO MEHbLUE BPeMeHU NepecTpoiiku ceTn Npu UCNob3o-

BaHUM NPOTOKO/I0B CEMECTBA spanning tree.

Moododepxcka VLAN

VLAN —3T0 rpynna nopToB KOMMYyTaTopa, 06pa3yowmx o4HY LUMPOKOBELLLATE/IbHYO
obnactb (aomeH). KommyTaTop noanep1BaeT pasnyHble CpeacTsa Kaaccuopuka-
LMW NaKeTOoB ANA onpeAeneHna Ux NnpuHaanexXHoctTu Kk onpegeneHHoro VLAN.

Mooddepxcka npomoKona
OAM

(Operation,
Administration and
Maintenance,

IEEE 802.3ah)

Ethernet OAM (Operation, Administration and Maintenance), IEEE 802.3ah — ¢yHK-
LUK YPOBHA KaHafa nepeaayn AaHHbIX, NpeacTasasowme coboin NpoToKoN MOHU-
TOPWHIA COCTOAHMA KaHana. B aTom npoTokose gns nepegaydn MHPopmalmm o co-
CTOSIHUM KaHafa Mexay HenocpencTBeHHO MNOAKAHOYEHHBIMM YCTPOMCTBAMM
Ethernet ncnonb3yotca 610K gaHHbIX npoTokona OAM (OAMPDU). O6a ycTpoii-
CTBa A0NKHbI NoaAepKuBaTb cTaHaapT IEEE 802.3ah.

Moddepxcka VLAN Ha
6aze nopmoe
(Port-Based VLAN)

Pacnpepenernue no rpynnam VLAN BbinonHAeTcA No BXoAAawMm noptam. [laHHoe
pelleHMe NO3BONAET UCMO/Ib30BaTb Ha Ka*KAOM NOpTy TONbKO oAHy rpynny VLAN.
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IEEE 802.1Q — OTKpbITbIVA CTaHAAPT, KOTOPbLIN ONKUCbIBAET NpoLeaypy TerMpoBaHua
Moddepxka 802.1Q TpaduKa gna nepegaum nHbopmauumn o npuHagaexHoctn K VLAN. MNossonseT umc-
nonb3oBaTb HecKosibko rpynn VLAN Ha ogHOM nopTy.

Mpotokon LACP obecneynBaeTt aBTomatTuyeckoe ob6beAMHEHNE OTAE/bHbIX CBA3EN
MeXay ABYMA YCTPOWCTBaMM (KOMMYTaTOP—KOMMYTATOp WM KOMMyTaTop—cep-
Bep) B e4MHbIM KaHa nepesaym AaHHbIX.

B NpoTOKONE NOCTOAHHO ONpPEeAENseTca BOSMOXHOCTb 06 begMHEHNA KaHANOoB, U B
C/ly4ae O0TKa3a coeguHeHUA, BXogALLero B 06begMHEHHDBIN KaHas, ero TpaduK aBTo-
MaTUYeCKU nepepacnpeaenseTca no He OTKa3aBLIMM KOMMNOHEHTaM 06beauHeH-
HOro KaHana.

O6veduHeHuUe KaHan08 ¢
ucnonv3zosaHuem LACP

B ycTpoicTBax nogaepkmeaetca GyHKLMA CO34aHMA FPYNN KaHaaoB. Arperauma Ka-
Hanos (Link aggregation, trunking) nnu IEEE 802.3ad — TexHosorMa o6beanHeHus
HECKOIbKMX GUINYECKMX KAHANOB B OAMH JIOTMYECKUI. ITO CNOCOOCTBYET HE TO/IbKO
YBENMYEHMNIO NPONYCKHOM CMOCOBHOCTM MArMcTpasbHbIX KaHa/oB KOMMyTaTop—
Co3daHue epynn LAG KOMMYTATOp WM KOMMYTaTOP—CepPBEP, HO M MOBbLIWEHUIO UX HAAEXHOCTU. Bo3-
MOHbl TPM TMNa 6anaHCMpPOBKM — Ha ocHoBaHMKM MAC-agpecos, Ha OCHOBaHuMM |P-
aflpecoB 1 Ha OCHOBaHMM nopTa (socket) HasHayeHus.

lpynna LAG cocToMT U3 NOPTOB C OANHAKOBOM CKOPOCTbIO, PaboTalowWmx B AynaeKc-
HOM peXnme.

Mo3BonseT HasHa4aTb BHewHMi VLAN SPVLAN (ServiceProvider's VLAN) Ha ocHoBe
CKOHPUIYPUPOBAHHBIX MpaBua oGuabTpauMmM No Homepam BHyTpeHHux VLAN
Selective Q-in-Q (Customer VLAN). MpumeHeHune Selective Q-in-Q nossonseTt pasobpatb Tpaduk
aboHeHTa Ha HeckonbKo VLAN, nameHntb metky SPVLAN y naketa B oTAE/bHOM
yyacTKe ceTu.

1.2.4 ®yHKYuu mpemoe2o ypoeHa cemesoli moodenu OSI|

B Tabnumue 4 npuseaeHbl GyHKUMM TpeTbero ypoBHsA (yposeHb 3 OSI).

Tabnunua 4 — OnucaHme GyHKUMIN TpeTbero ypoBHaA (Layer 3)

Cmamuyeckue IP- AAMUHUCTPATOP KOMMYTaTopa MMeeT BO3MOXHOCTb A06aBAATb U yaanaTb cTaTuye-
mapwpymeol CKMe 3anuncu B Tabimuy mapLipyTmsaumm.
KnueHmeoi BootP u v . 6 P
. cTpoicTBa CnoCOBHbI  aBTOMATUYECKM MoJyyYaTb -afpec Mo MPOTOKON

DHCP (Dynamic Host Boorch /DHCP Y AP P 4
Configuration Protocol) '
lpomokon ARP ARP — npoToKos conocTaBnieHua IP-agpeca u pusndeckoro agpeca ycrporictea. Coort-
(Address Resolution BETCTBME YCTAHAB/IMBAETCA Ha OCHOBE aHa/M3a OTBEeTa OT Y3/1a CeTW, agpec y3/a 3a-
Protocol) npalmMBaeTca B LUMPOKOBELLLATE/IbHOM MaKeTe.

IGMP Proxy — HKUMA YNPOLWEHHOW MapLlupyTU3auumM MHOroaapecHbIX AaHHbIX
®yHKyus IGMP proxy y — oyHKumMa ynpouy ppyTH3aL, ap it

MeXAy ceTamu. s ynpaBieHMa mapLipyT13aumein ncnobsyertcs npotokon IGMP.

MpoTtokon VRRP npegHasHavyeH gna pesepBMpoOBaHNA MApPLLIPYTM3aTOPOB, BbIMNOJIHA-
OLLMX POAb W33 NO YMOAYaHUI0. ITO JocTuraeTcsa nyTém obbeguHeHua IP-nHTep-
¢delicoB rpynnbl MapLLpPyTU3aTOPOB B OANH BUPTYasbHbIN, KOTOPbIV ByaeT MCnosb3o-
BATbCA KaK LW/I03 MO YMONYaHUIO /19 KOMIMbIOTEPOB B CETU.

lpomokon VRRP

OSPF (Open Shortest Path First) — npoTokon gMHaMn4yeckon mapLupyT13aLmm, OCHo-
BaHHbI Ha TEXHONOIMU OTC/AEXKMBAHMA COCTOAHUA KaHana (link-state technology) u
MCMO/b3YIOWMINCA ANA HAXOXKAEHUA KpaTyaliwero nyTu anroputm [eikcTpbl. MNpoTo-

Mpomokon OSPFv2 .

P kKon OSPF npeactaBnset coboi NpoToKoa BHyTpeHHero wnto3a (IGP). MpoTtokon
OSPFv2 pacnpocTtpaHaeT MHGopmMaLmio 0 AOCTYNHbIX IPv4-mapLlupyTax mexay mapLu-
pyTU3aTopamu ogHOM aBTOHOMHOW CUCTEMbI.

MpoToKon gnHamuyeckol mapwpyTtmnsauum OSPFv3 pacnpocTpaHsaeT MHbopMaLmio o
lpomokon OSPFv3 AOCTYNHbIX IPV6-MaplupyTax mexay MapluipyTM3aTopamu OA4HOM aBTOHOMHOMN CU-

CTeMbl.
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lpomokoan RIP

RIP (Routing Information Protocol) — npoTokon maplpyTHOM MHOPMaLMK, OTHOCA-
WMIACA K BHYTPEHHMM MNPOTOKO/IAM MapLIpyTM3aLMM AUCTAaHULMOHHO-BEKTOPHOrO
™na.

1.2.5 ®yHKyuu QoS

B Tabnuue 5 npuBeaeHbl OCHOBHble GyHKLUUM KadecTBa obcaykmnsaHus (Quality of Service).

Tabnnua 5 — OcHOBHble PYHKLUMM KadecTBa 06C/yKnBaHUA

IModdeprcka
npuopumemHoix
ouepedeli

YCTpOICTBO NoaaepKnBaeT NPUOPUTE3aLMI0 UCXOAALLEro TpaduMKa No ovepessam Ha
KaXAoM nopTy. PacnpegeneHve nakeTos No o4epeasm MOXeT NPOoM3BOANTLCA B pe-
3y/ibTaTe KAaccudrKaLumMm NaKeToB Mo Pas/IMYHbIM MOJIAM B 3aro/I0BKax NaKkeTos.

IModdepixka Knacca
obcnymwueaHusa 802.1p

CraHgapT 802.1p cneumdpuumnpyeT MeToq yKasaHUa NpuopuTeTa Kaapa v anroputm
MCMNONb30BaHMA NPUOPUTETA B LENSAX CBOEBPEMEHHOM AOCTaBKM YyBCTBUTENbHOTO K
BPEMeHHbIM 3a4epKkam Tpaduka. CtaHaapT 802.1p onpenenset BOCEMb YPOBHEN
npuoputeTos. KOMMyTaTopbl MOTyT MCNONb30BaTb 3Ha4YeHue npuoputeTa 802.1p anA
pacnpeaeneHunsa Kagpos NO NPUOPUTETHLIM ovepeaam.

1.2.6 ®yHKYuu obecnevyeHus 6ezonacHocmu

Tabnunuya 6 — PyHKUMKM obecneyeHma 6e30nacHOCTU

DHCP snooping

PyHKUMA KOMMYTaTOpPa, NpeHa3Ha4YeHHana A4 3alnTbl OT aTak C UCNO/Ib30BAHUEM
npotokona DHCP. O6ecneumBaer ¢punbTpaumto DHCP-coobuieHnin, NOCTYNUBLUUX C
HeHaZeXHbIX MOPTOB NyTEM MOCTPOEHUA U NoAdepKaHua 6asbl JaHHbLIX NMPUBA3KM
DHCP (DHCP snooping binding database). DHCP snooping BbinonHAeT aAenctsus
6paHaMayspa MeXay HEHaAEKHbIMU MopTamn 1 cepsepamu DHCP.

Onyus 82 npomokKona
DHCP

Onuwua, KoTopas nossonseT npouHbopmuposaTb DHCP-cepsep o Tom, € Kakoro
DHCP-peTpaHcnaTopa 1 Yepes Kakoi nopT npuLlen 3anpoc.

Mo ymo4yaHUO KOMMYTaTOp, Ucnosb3yowmin pyHkumio DHCP snooping, obHapyXu-
BaeT u oTbpacbiBaeT Atob6oin DHCP-3anpoc cogepkalumnii onumto 82, KOTOPbIN OH Mo-
Ny4unn yepes HeHadExHbIN (untrusted) nopr.

Dynamic ARP
Inspection (Protection)

PyHKUMA KOMMYTaTOpa, NpeAHa3HaYeHHasa A1A 3aWmUTbl OT aTaK C UCNOb30BaHUEM
npoTtokosa ARP. CoobLieHne, KOTOpPOe NOCTyNaeT ¢ HEHAAEKHOro NOpTa, Noagepra-
eTcA NpoBepKe — cooTBeTcTBYeT M IP-agpec B Tene npuHAaToro ARP-naketa IP-agpecy
oTnpasuTens.

Ecnv agpeca He coBnagatoT, TO KOMMyTaTop OoTbpacbiBaeT NakerT.

L2-13-L4 ACL (Access
Control List)

Ha ocHoBe MHdOpMaLMK, coaepsKaLlleinca B 3arosI0BKax yposHeit 2, 3 u 4, y aAMUHK-
CTpaTopa ecTb BO3MOXHOCTb HacTpouTb 40 100 Npasu, COrnacHo KOTOPbIM Naket 6y-
AeT 0bpaboTtaH, MMbo oTbpoLLEH.

IP Source address
Guard

PyHKUMA KOMMYTaTOpa, KoTopasa orpaHudunsaeT IP-Tpaduk, drunbTpys ero Ha OCHOBa-
HUM TabMLbI COOTBETCTBUI 6a3bl AaHHbIX NpunBA3KKM DHCP — DHCP snooping 1 ctaTu-
YeCKM CKOHOUTYpPUpPOBaAHHbIX IP-aapecoB. PyHKUMA ncnonblyeTca ans 6opbbbl c noa-
meHoW IP-agpecos.

1.2.7 ®yHKyuu ynpasaeHUa Kommymamopom

Tabnuua 7 — OcHOBHble PYHKLMM YIPABIEHNA KOMMYTAaTOPaMM

3azpy3Ka u ebi2py3Ka
¢haiina Hacmpoliku

MapameTpbl YCTPOMCTB COXPaHAOTCA B daline HacTPOMKK, KOTOPbIM COAEPKUT AaH-
Hble KOHPUIYpaL MK KaK BCE CUCTEMbI B LLE/IOM, TaK M onpese/ieHHOro nopTa ycTpoi-
cTBa.

Mpomokon TFTP (Trivial
File Transfer Protocol)

MpoTokon TFTP ncnonb3yertca Ana onepauui 3anmcu u yteHma ¢ainos. NpoToKon oc-
HOBAH Ha TpaHcNopTHOM npoToKone UDP.

YcTpoiicTBa NoOAAepKMBAOT 3arpysky M nepegady no gaHHOMy npoTtokony ¢dannos
HaACTPOWKKM 1 06pa3oB NporpaMmmHoro obecneyeHums.
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MpoTtokon SNMP ucnonb3yetca ANs MOHUTOPUHIA U yrnpaBJeHUsa CeTeBbIM YCTPOM-

lNpomokon SNMP cTBOM. 1A ynpasaeHUA AOCTYNOM K CMCTEME ONpeaensaeTca CIMCOK 3anucei coob-
LEeCTBA, KaXK4an U3 KOTOPbIX COAEPKUT NPUBUAETMM AOCTYNa.
YnpasneHue kommyTtatopamu nocpeactsom CLI ocywiectsnaeTca I0KabHO Yepes no-
Unmepdpeiic cneposaTtesibHbI nopT RS-232, anbo ypnaneHHo yepes Telnet. UHTepdeiic KomaHa-

KOMaHOHOL cmpoKu
(CLI)

HOW CTPOKK KoHconu (CLI) sBnseTcs NpoMbIWAEHHbIM CTaHAapToM. MHTepnpeTaTop
CLI npegocTaBnfaeT CNMCOK KOMAHA, U KAOYEBbIX CN0B AN NOMOLLM NONb30BATENIO U
COKpaLLLEeHNI0 06bemMa BBOANMbIX SAHHbIX.

Syslog

Syslog — npoTokon, obecneynBatoLLMin Nepesady coobLEHNI O NPOUCXOAALLUX B CU-
cTeme cobbITUSAX, a TaKKe yBeAoMAeHNN 06 olwMbKax yaaieHHbIM cepBepam.

SNTP
(Simple Network Time
Protocol)

Mpotokon SNTP — NnpOTOKOAN CUMHXPOHU3ALMK BPEMEHMU CETU, rAPAHTUPYET TOYHOCTb
CUMHXPOHM3ALLMM BPEMEHW CETEBOIO YCTPOMCTBA C CEPBEPOM 0 MUNINCEKYHAbI.

Traceroute — cnykebHas GyHKLMA, NpegHa3HauYeHHan 414 onpeaesieHns MapLupyTos

Traceroute
nepefaye AaHHbIX B IP-ceTax.
Ynpaenexue .
AZMMHUCTPATOP MOXET onpeaennTb ypoBHM NPUBUAETMIA A0CTyNa A4 NO/b30oBaTe-
KOHMponupyemoim . . -
Neli YCTPOMCTBA M XapaKTEPUCTUKU O/1A KaXKL0r0 YPOBHA NPUBUAETUIA (TONbKO ONA
docmynom — ypoeHu o
. yTeHuns — 1 ypoBeHb, MNOHbIN A0CTyN — 15 ypoBEHb).
npusunez2uu
KommyTtaTop cnocobeH ycTaHaB/AMBaTb 3anpeT AOCTyna K KaxKaomy uHTepodeicy
Bnokupoeka ynpasneHusa (SNMP, CLI). 3anpeT moxKeT 6bITb YCTaHOB/IEH OTAENbHO AN KaXKA0ro
unmepdeiica TMNa gocTyna:
P e Telnet (CLI over Telnet Session);
ynpaesneHuUua . SNMP:
e SSH.
JlokanbHasa [na nokanbHol ayTeHTUMKaALMM NoAAEPKUBAETCA XPaHEHWe Naposieit B base AaH-
aymeHmudguKkayus HbIX KOMMYTaTOpa.
dunompayus IP- JocTtyn no SNMP paspewaeTca ana onpegeneHHbix |P-agpecos, ABNAIOLWNXCA Yne-
adpecos 013 SNMP Hamu SNMP-coobecTsa.
DHCP-cepBep ocyliecTBaneT LeHTpaIn30BaHHOe ynpaBaeHne ceTeBbIMK aapecammn
W COOTBETCTBYHOLMMMU KOHOUTYPALMOHHBIMM NapaMeTpaMu, aBTOMaTUYECKU Npeso-
CTaBAAA UX KIMEHTAM.
®yHkyuu DHCP-
cepsepa l DyHKLMA noaaepKUBaETCA TONIbKO Ha mopgenax MES2424, MES2424B,
peep . MES2424FB, MES2424P, MES2410-08DP, MES2410-08DU, MES2420-
48P, MES2420B-24D, MES2420D-24DP, MES2448, MIES2448B,
MES2448P, MES2411X, MES3400-24, MES3400-24F, MES3400-48,
MES3400-48F, MES3710P.
Mpotokon RADIUS ucnonbsyetca ana ayteHTMdMKaLmMm, aBTopmsaumm m yyeta. Cep-
Knuenm RADIUS Bep RADIUS ucnonbsyet 6a3y AaHHbIX NO/b30BaTe/Ie, KOTOPaA COAEPHKUT AaHHbIe
NPOBEPKM NOAAMHHOCTU ANA KAXKA0ro nosb3osatensa. KommyTtaTopbl cogepat Kaum-
E€HTCKYH YacTb npoTokoaa RADIUS.
TACACS+ YCTpOICTBO NpesoCcTaBaAAeT NOAAEPKKY NPOBEPKM NOAJAMHHOCTM KNMEHTOB Nocpes-
. ctBom npoTokona TACACS+. MpoTtokon TACACS+ obecneynBaeT LEeHTPaIM30BaAHHYO
(Terminal Access cuctemy 6esonacHocTM A NPOBEPKM NO/Mb30BATENEN, NOAYYAKOLWMX AOCTYN K
Controller Access w AR nposep ’ yHaiotx pocty
YCTPOMCTBY, @ TAKXKe LeHTPA/AM30BaHHYI0 CUCTEMY ynpasaeHua npu cobntoaeHun
Control System)

cosmectumocTtm ¢ RADIUS u gpyrumu npoueccamm NpoBepPKM NOSAMHHOCTM.
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1.2.8 [onoaHumesnbHble hyHKYuu

B Tabaunue 8 npmseaeHbl AONOAHUTEbHbIE GYHKLMWN YCTPONCTBA.

Tabnunuya 8 — [lononHUTeNbHble GYHKLMM YCTPOMCTBA

BupmyansHoe CeTeBble KOMMYTATOPbI UMEIOT B CBOEM COCTaBe NPOrpaMMHble U annapaTHble cpes-
mecmupoeaHue Kabess | cTBa, NO3BONAKOLIME BbINONHATL GYHKLMM BUPTyanbHOro Tectepa kabena — VCT. Te-
(VCT) CTep NO3BO/IAET ONpeAe/InTb COCTOAHNE MeAHOro Kabensa cBA3u.
AuazHocmuka YCTpoCTBO NO3BONAET TECTMPOBATL ONTUYECKMI TpaHcMBep. MNpu TECTUPOBAHUN OT-
onmuyecKoz0 CNIeXKMBAIOTCA TaKMe NapaMeTpbl, KaK TOK M HanpaxeHwe NWUTaHWA, TemnepaTtypa
mpaHcueepa TpaHcuBepa. [lna peanusaummn TpebyeTtcsa nogaepkKa sTnux GyHKUUI B TpaHcHBepe.
UDLD (Unidirectional MpOTOKON BTOPOrO YPOBHA, CO34aHHbIN A1 aBTOMAaTUYECKOro obHapyeHua notepu
Link Detection) OBYXCTOPOHHEN KOMMYHMUKALUKN Ha ONTUYECKMX IMHUAX CBA3U.
KommyTaTop obnasaeT Bcemn HEObXOAMMbIMU XapaKTEPUCTUKAMM A/1A paboTbl €
npoTtokonamm MMS, GOOSE, SV:
Coomeemcmeue e Manas BennumHa 3agepkkn GOOSE-coobueHns npu nepegave;
e  VYmeHue pacnosHaBaTb Ethertype GOOSE-coobuieHuns;
cmaHdapmy M3K P P 8 -
61850 o  YmeHue paboTaTb C TEFOM BUPTyasibHOM CETU U Terom npuopuTeTa IEEE
802.1Q GOOSE-coobueHuns;
o [opaep:kka nepegaym multicast-coobuieHnit 1 BO3MOXKHOCTb paboTbl ¢
onpeaeneHHbiM ctaHgapTom M3K 61850 gmManasoHom rpynn BewaHma.

1.3 OcHOBHbIe TeXHUYECKME XapaKTepPUCTUKH

OCHOBHblE TEXHUYECKME napamMeTpbl KOMMYTAaTOpPOB NpmuBeaeHbI B Ta6nv1u,e 9.

Ta6m4u,a 9 — OCHOBHbIe TeEXHUYECKME XapPaKTePUCTUKHU

06wme napameTpbl

24 x 10/100BASE-TX (RJ-45)

MES1428 4 x 10/100/1000BASE-T/100BASE-FX/1000BASE-X (Combo)
1 x KoHconbHbI nopT RS-232 (RJ-45)
8 x 10/100/1000BASE-T (RJ-45)

ME:%ZB 2 x 100BASE-FX/1000BASE-X (SFP)
1 x KoHconbHbI nopTt RS-232 (RJ-45)
8 x 10/100/1000BASE-T (RJ-45)

MES2408C 2 x 10/100/1000BASE-T/100BASE-FX/1000BASE-X (Combo)
1 x KoHconbHbI nopT RS-232 (RJ-45)
8 x 10/100/1000BASE-T (PoE/PoE+)

MES2408CP 2 x 10/100/1000BASE-T/100BASE-FX/1000BASE-X (Combo)
1 x KoHconbHbI nopTt RS-232 (RJ-45)

MkTepdeico! mg:;zgglpp DCL | g x 10/100/1000BASE-T (PoE/PoE+)

2 x 100BASE-FX/1000BASE-X (SFP)

MES2408PL 1 x KoHconbHbI nopTt RS-232 (RJ-45)

MES3708P
8 x 10/100/1000BASE-T (PoE/PoE+)

MES3710P 4 x 100BASE-FX/1000BASE-X (SFP)
1 x KoHconbHbI nopTt RS-232 (RJ-45)

MES2428 24 x 10/100/1000BASE-T (RJ-45)

MES2428B 4 x 10/100/1000BASE-T/100BASE-FX/1000BASE-X (Combo)
1 x KoHconbHbI nopt RS-232 (RJ-45)
24 x 10/100/1000BASE-T (PoE/PoE+)

MES2428P 4 x 10/100/1000BASE-T/100BASE-FX/1000BASE-X (Combo)
1 x KoHconbHbI nopTt RS-232 (RJ-45)

18 Ethernet-kommymamopei cepuli MES14xx, MES24xx, MES3400-xx, MES37xx




HELTEX

24 x 10/100/1000BASE-T (RJ-45)

m:iiifm 4 x 1000BASE-X (SFP)/10GBASE-R (SFP+)
1 x KoHconbHbIM nopTt RS-232 (RJ-45)
24 x 100BASE-FX/1000BASE-X (SFP)
MES2424FB 4 x 1000BASE-X (SFP)/10GBASE-R (SFP+)
1 x KoHconbHbIM nopTt RS-232 (RJ-45)
24 x 10/100/1000BASE-T (PoE/PoE+)
MES2424P 4 x 1000BASE-X (SFP)/10GBASE-R (SFP+)

1 x KoHconbHbIM nopTt RS-232 (RJ-45)

MES2410-08DP

8 x 10/100/1000/2500BASE-T (PoE/PoE+)
2 x 1000BASE-X (SFP)/10GBASE-R (SFP+)
1 x KoHconbHbIM nopTt RS-232 (RJ-45)

MES2410-08DU

8 x 10/100/1000/2500BASE-T (PoE++)
2 x 1000BASE-X (SFP)/10GBASE-R (SFP+)
1 x KoHconbHbIN nopTt RS-232 (RJ-45)

MES2420B-24D
MES2420D-24DP

24 x 10/100/1000/2500BASE-T (RJ-45)
4 x 1000BASE-X (SFP)/10GBASE-R (SFP+)
1 x KoHconbHbIN nopTt RS-232 (RJ-45)

MES2448 DC
MES2448B

48 x 10/100/1000BASE-T (RJ-45)
4 x 1000BASE-X (SFP)/10GBASE-R (SFP+)
1 x KoHconbHbIN nopTt RS-232 (RJ-45)

MES2420-48P
MES2448P

48 x 10/100/1000BASE-T (PoE/PoE+)
4 x 1000BASE-X (SFP)/10GBASE-R (SFP+)
1 x KoHconbHbIM nopTt RS-232 (RJ-45)

MES2411X

8 x 10/100/1000BASE-T (RJ-45)
11 x 1000BASE-X (SFP)/10GBASE-R (SFP+)
1 x KoHconbHbIM nopTt RS-232 (RJ-45)

MES3400-24

24 x 10/100/1000BASE-T (RJ-45)
4 x 1000BASE-X (SFP)/10GBASE-R (SFP+)
1 x KoHconbHbIN nopTt RS-232 (RJ-45)

MES3400I-24

24 x 10/100/1000BASE-T (RJ-45)

4 x 1000BASE-X (SFP)/10GBASE-R (SFP+)
1 x KoHconbHbIM nopT RS-232 (RJ-45)
1xUSB2.0

MES3400-24F

24 x 1000BASE-X/100BASE-FX (SFP)
4 x 1000BASE-X (SFP)/10GBASE-R (SFP+)
1 x KoHconbHbIM nopT RS-232 (RJ-45)

MES3400-48

48 x 10/100/1000BASE-T (RJ-45)
4 x 1000BASE-X (SFP)/10GBASE-R (SFP+)
1 x KoHconbHbIM nopT RS-232 (RJ-45)

MES3400-48F

48 x 1000BASE-X/100BASE-FX (SFP)
4 x 1000BASE-X (SFP)/10GBASE-R (SFP+)
1 x KoHconbHbIM nopT RS-232 (RJ-45)

MponyckHas cnocob-
HOCTb

MES1428

12,8 réut/c

MES2408
MES2408B
MES2408C
MES2408CP
MES2408IP DC1
MES2408P
MES2408PL
MES3708P

20 Féut/c

MES3710P

24 T6ut/c

Ethernet-kommymamopei cepuli MES14xx, MES24xx, MES3400-xx, MES37xx

19




HELTEX

MES2428
MES2428P 56 6ut/c
MES2428B

MES2410-08DP

MES2410-08DU | /8 FouT/c

MES2424

MES24248B
MES2424FB
MES2424pP 128 rout/c
MES3400-24
MES34001-24
MES3400-24F

MES2420-48P
MES2448 DC
MES2448B
MES2448P
MES3400-48
MES3400-48F

176 T6ut/c

MES2420B-24D

MES2420D-24pp | 200 M/c

MES2411X 236 [out/c

MES1428 9 MPPS

MES2408
MES2408B
MES2408C
MES2408CP
MES2408IP DC1
MES2408P
MES2408PL
MES3708P

14,88 MPPS

MES3710P 17,8 MPPS

MES2428
MES2428P 41,658 MPPS
MES2428B

MES2410-08DP

MpoussoauTens- MES2410-08DU

59,5 MPPS

HOCTb Ha NaKeTax

LNMHOW 64 Baiital MES2424

MES2424B
MES2424FB
MES2424pP 95,2 MPPS
MES3400-24
MES34001-24
MES3400-24F

MES2420-48P
MES2448 DC
MES2448B
MES2448P
MES3400-48
MES3400-48F

130,95 MPPS

MES24208B-24D

MES2420D-24pp | 488 MPPS

1 3HaueHuA yKa3aHbl AN8 OAHOCTOPOHHEN nepeaaun
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MES2411X

175,5 MPPS

O6bem bydepHol
namaTu

MES1428
MES2408
MES2408B
MES2408C
MES2408CP
MES2408IP DC1
MES2408P
MES2408PL
MES2428
MES2428P
MES24288B
MES3708P

512 K6ant

MES2424
MES24248B
MES2424FB
MES2424pP
MES2410-08DP
MES2410-08DU

1,5 Mbant

MES2420-48P
MES24208B-24D
MES2420D-24DP
MES2448 DC
MES24488B
MES2448P
MES2411X
MES3710P
MES3400-24
MES3400I-24
MES3400-24F
MES3400-48
MES3400-48F

2 Mbaunt

O6bem O3Y
(DDR3)

MES1428
MES2408
MES2408B
MES2408C
MES2408CP
MES2408IP DC1
MES2408P
MES2408PL
MES2428
MES2428P
MES2428B
MES3708P

256 Mbaunt
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MES2424
MES24248B
MES2424FB
MES2424pP
MES24208B-24D
MES2420D-24DP
MES2448 DC
MES2448B
MES2448P
MES2411X
MES3710P

512 Mb6aunt

MES2410-08DP
MES2410-08DU
MES2420-48P
MES3400-24
MES34001-24
MES3400-24F
MES3400-48
MES3400-48F

1 réamr

O6vem N3Y
(SPI Flash)

MES1428
MES2408
MES2408B
MES2408C
MES2408CP
MES2408IP DC1
MES2408P
MES2408PL
MES2428
MES2428P
MES2428B
MES3708P

32 Mbaunt

MES2424
MES2424B
MES2424FB
MES2424pP
MES2410-08DP
MES2410-08DU
MES2420-48P
MES2420B-24D
MES2420D-24DP
MES2448 DC
MES2448B
MES2448P
MES2411X
MES3400-24
MES3400I-24
MES3400-24F
MES3400-48
MES3400-48F
MES3710P

64 M6aunt
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Tabnmua MAC-
aapecos

MES1428
MES2408
MES2408B
MES2408C
MES2408CP
MES2408IP DC1
MES2408P
MES2408PL
MES2428
MES2428P
MES2428B
MES3708P

8192

MES2424
MES24248B
MES2424FB
MES2424pP
MES2410-08DP
MES2410-08DU

16384

MES2420-48P
MES24208B-24D
MES2420D-24DP
MES2448 DC
MES24488B
MES2448P
MES2411X
MES3400-24
MES3400I-24
MES3400-24F
MES3400-48
MES3400-48F
MES3710P

32768

Konnyectso ARP-3anucei

1000

Nopnepxka VLAN

cornacHo 802.1Q ao 4094 aktneHbix VLAN

KonnuecTso rpynn
L2 Multicast
(IGMP snooping)

MES1428
MES2408
MES2408B
MES2408C
MES2408CP
MES2408IP DC1
MES2408P
MES2408PL
MES2428
MES2428P
MES24288B
MES3708P

509

MES2424
MES2424B
MES2424FB
MES2424pP
MES2410-08DP
MES2410-08DU

1023
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MES2420-48P
MES24208B-24D
MES2420D-24DP
MES2448 DC
MES2448B
MES2448pP
MES2411X 4094
MES3400-24
MES34001-24
MES3400-24F
MES3400-48
MES3400-48F
MES3710P

MES2424

MES2424B
MES2424pP 512
MES2410-08DP
MES2410-08DU

MES2420-48P
MES2420B-24D
MES2420D-24DP
MES2448 DC
MES2448B
MES2448P
MES2411X 2048
MES3400-24
MES34001-24
MES3400-24F
MES3400-48
MES3400-48F
MES3710P

Konnyectso rpynn
L3 Multicast
(IGMP proxy)

MES1428
MES2408
MES2408B
MES2408C
MES2408CP
MES2408IP DC1
MES2408P
MES2408PL
Konnuectso npasun | MES2428
MAC-based VLAN MES2428P
MES2428B
MES3708P

128 Ha ntoboe KonyecTso MHTepdencos

MES2424
MES2424B
MES2424FB
MES2424P
MES2410-08DP
MES2410-08DU

1024 Ha toHuT ¥ 2

! lo6aBneHne NpaBuaa Ha KaxkAbli NOPT pacxoAyeT annapaTtHble pecypcbl obuiero nyna.
2 Mac-based vlan 1 SQinQ ncnonb3yloT obwue annapaTHble pecypcbl.
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MES2420-48P
MES2420B-24D
MES2420D-24DP
MES2448 DC
MES2448B
MES2448P
MES2411X
MES3400-24
MES3400I-24
MES3400-24F
MES3400-48
MES3400-48F
MES3710P

2048 Ha toHuT ¥?

KonnuecTso npasun
Protocol-based VLAN

MES1428
MES2408
MES2408B
MES2408C
MES2408CP
MES2408IP DC1
MES2408P
MES2408PL
MES2428
MES2428P
MES2428B
MES3708P
MES2424
MES2424B
MES2424FB
MES2424pP
MES2410-08DP
MES2410-08DU
MES2420-48P
MES24208B-24D
MES2420D-24DP
MES2448 DC
MES2448B
MES2448P
MES2411X
MES3400-24
MES3400I-24
MES3400-24F
MES3400-48
MES3400-48F
MES3710P

100 Ha toHuT ?

! lo6aBneHne npaBmaa Ha Kaxablid NOPT pacxoayeT annapaTHble pecypcbl obuiero nyna.
2 Mac-based vlan 1 SQinQ ncnonb3yloT 06wue annapaTHbie pecypcbi.
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MES1428
MES2408
MES2408B
MES2408C
MES2408CP
MES2408IP DC1
MES2408P
MES2408PL
MES2428
MES2428P
MES2428B
MES3708P

128 (ingress)/256 (egress)

MES2424
MES2424B
MES2424FB
MES2424pP
MES2410-08DP
MES2410-08DU

Konunyectso npasun 1024 (ingress®?)/512 (egress)

SQinQ

MES2420-48P
MES2420B-24D
MES2420D-24DP
MES2448 DC
MES2448B
MES2448P
MES2411X 2048 (ingress?)/1024 (egress)
MES3400-24
MES34001-24
MES3400-24F
MES3400-48
MES3400-48F
MES3710P

MES1428
MES2408
MES2408B
MES2408C
MES2408CP
MES2408IP DC1 MAC - 381
MES2408P IPv4/IPv6 — 227/128
MES2408PL
Konnuectso npasun | MES2428
ACL MES2428P
MES2428B
MES3708P

MES2424
MES2424B
MES2424FB MAC - 509
MES2424P IPv4/IPv6 — 384/192
MES2410-08DP
MES2410-08DU

! lo6aBneHne NpaBuaa Ha KaxkAbli NOPT pacxoAyeT annapaTtHble pecypcbl obuiero nyna.
2 Mac-based vlan 1 SQinQ ncnonb3ytoT obume annapaTHbie pecypcbi.
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MES2420-48P
MES2420B-24D
MES2420D-24DP
MES2448 DC
MES2448B
MES2448P
MES2411X
MES3400-24
MES3400I-24
MES3400-24F
MES3400-48
MES3400-48F
MES3710P

MAC-765
IPv4/IPv6 — 640/320

Konunyectso npasmn ACL B ogHom ACL

Konnyectso mapuu-
pyTos L3 IPv4
Unicast

MES2424
MES24248B
MES2424FB
MES2424pP
MES2410-08DP
MES2410-08DU

496

MES2420-48P
MES24208B-24D
MES2420D-24DP
MES2448 DC
MES24488B
MES2448P
MES2411X
MES3400-24
MES3400I-24
MES3400-24F
MES3400-48
MES3400-48F
MES3710P

2048

Konnyectso
mapupyTtos L3 IPve
Unicast

MES2424
MES2424B
MES2424FB
MES2424p
MES2410-08DP
MES2410-08DU

124

MES2420-48P
MES2420B-24D
MES2420D-24DP
MES2448 DC
MES24488B
MES2448P
MES2411X
MES3400-24
MES3400I-24
MES3400-24F
MES3400-48
MES3400-48F
MES3710P

512
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Konnyectso VRRP-
MapLpyTN3aTOPOB

MES2424
MES2424B
MES2424FB
MES2424pP
MES2410-08DP
MES2410-08DU
MES2420-48P
MES2420B-24D
MES2420D-24DP
MES2448 DC
MES2448B
MES2448P
MES2411X
MES3400-24
MES34001-24
MES3400-24F
MES3400-48
MES3400-48F
MES3710P

32

Konwnuectso L3-uH-
Tepdencos

MES1428
MES2408
MES2408B
MES2408C
MES2408CP
MES2408IP DC1
MES2408P
MES2408PL
MES2428
MES2428P
MES2428B
MES3708P

20 vlan, po 5 IPv4-agpecos B Kaxaom vlan, go 300 IPv6 GUA cym-
MapHo ana Bcex vlan

MES2424
MES2424B
MES2424FB
MES2424pP
MES2410-08DP
MES2410-08DU

20 vlan, po 5 IPv4-agpecos B Kaxgom vlan, go 124 IPv6 GUA cym-
MapHo ana Bcex vlan

MES2420-48P
MES2420B-24D
MES2420D-24DP
MES2448 DC
MES2448B
MES2448P
MES2411X
MES3400-24
MES3400I-24
MES3400-24F
MES3400-48
MES3400-48F
MES3710P

20 vlan, po 5 IPv4-agpecos B Kaxkgom vlan, no 512 IPv6 GUA cym-
MapHO ana Bcex vlan

Konnuectso BnpTyanbHbix Loopback-nH-

TepdelicoB

10
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HELTEX

MES1428
MES2408
MES2408B
MES2408C
MES2408CP
MES2408IP DC1
MES2408P
MES2408PL
MES2428
MES2428P
MES2428B
MES3708P

8 rpynn, o 8 noptos B ogHOom LAG

MES2424
MES2424B
MES2424FB
MES2424pP
MES2410-08DP
MES2410-08DU
MES2420-48P
MES2420B-24D
MES2420D-24DP
MES2448 DC 64 rpynnsbl, Ao 8 noptos B ogHom LAG
MES2448B
MES2448P
MES2411X
MES3400-24
MES3400I1-24
MES3400-24F
MES3400-48
MES3400-48F
MES3710P

Arperau,Mﬂ KaHa/10B
(LAG)

Konunyectso akszemnnapos MSTP 64

Konunuectso sksemnnapos RPVST+! 64

Konnuectso DHCP pool! 5

Kosimuectso aapecos, BblaaBaemMbIx

4096
DHCP-cepsepom?

Konnuectso cTatnyeckmx 3anmnceit DHCP- | 512, Bkatoyan Bce cTaTUyecKue 3anmcu aasa ogHoro
cepsepa’ naeHTudmMKaTopa

npuopuTnsaLma Tpaduka, 8 yposHe
KauecTtBo 06cnyxnBaHus QoS 8 BbIXOAHbIX oyepeael C pasHbIMU MPUOPUTETAMM ANA KAXKLOMO
nopTta

1 dyHKuma noaaepunsaetca ToNbKO Ha mogdensx MES2424, MES2424B, MES2424FB, MES2424P, MES2410-08DP,
MES2410-08DU, MES2420-48P, MES2420B-24D, MES2420D-24DP, MES2448, MES2448B, MES2448P, MES2411X,
MES3400-24, MES3400-24F, MES3400-48, MES3400-48F, MES3710P.
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CBepxg/IMHHbIE

Kagpsl
(jumboframes)

MES1428
MES2408
MES2408B
MES2408C
MES2408CP
MES2408IP DC1
MES2408P
MES2408PL
MES2428
MES2428P
MES2428B
MES3708P

MaKCMManbHbIN padmep naketos 10000 6ant

MES2424
MES2424B
MES2424FB
MES2424pP
MES2410-08DP
MES2410-08DU
MES2420-48P
MES2420B-24D
MES2420D-24DP
MES2448 DC
MES2448B
MES2448P
MES2411X
MES3400-24
MES3400I-24
MES3400-24F
MES3400-48
MES3400-48F
MES3710P

MaKCUMManbHbIM pasmep naketoB 12288 6ant

CooTBeTCTBME CTAHAA pTam

IEEE 802.3 10BASE-T Ethernet

IEEE 802.3u 100BASE-T Fast Ethernet

IEEE 802.3ab 1000BASE-T Gigabit Ethernet

IEEE 802.3z Fiber Gigabit Ethernet

IEEE 802.3x Full Duplex

IEEE 802.3ad Link Aggregation (LACP)

IEEE 802.1p Traffic Class

IEEE 802.1q VLAN

IEEE 802.1v

IEEE 802.3ac

IEEE 802.1d Spanning Tree Protocol (STP)

IEEE 802.1w Rapid Spanning Tree Protocol (RSTP)

IEEE 802.1s Multiple Spanning Tree Protocol (MSTP)

IEEE 802.3af PoE, IEEE 802.3at PoE+ (Tonbko MES2408CP,
MES2408IP DC1, MES2408P, MES2408PL, MES2424P, MES2410-
08DP, MES2410-08DU, MES2428P, MES2420-48P, MES2420D-
24DP, MES2448P, MES3708P, MES3710P)

M3K 61850

YnpasneHue

JNlokanbHoe ynpaeneHune

Console

YaaneHHoe ynpasneHue

SNMP, Telnet, SSH, Web
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HELTEX

dusnuyeckme xapakTepucTUKU U yCNOBUA OKpYKaloLeit cpeabl

MES2408C

MES2408CP ceTb nepemeHHoro Toka: 110-250 B, 50-60 Iy,
MES2408PL

MES2411X

MES2410-08DP ceTb nepemeHHoro Toka: 100-240 B, 50-60 Iy,
MES3708P

MES2410-08DU ceTb nepemeHHoro Toka: 200240 B, 50-60 Iy,
ME>1428 ceTb nepemeHHoro Toka: 110-250 B, 50-60 Iy,
MES2408

MES2428 CeTb NOCTOAHHOIO TOKa: 18-72 B

MES2424 ceTb nepemeHHoro Toka: 100-240 B, 50-60 Iy,

CeTb MOCTOAHHOIO TOKa: 18-72 B

MES2408IP DC1
MES2448 DC

CeTb MOCTOAHHOIO TOKa: 36—72 B

MES2424pP

ceTb NnepemeHHOoro Toka: 176—264 B, 50—-60 Iy,

MES2420-48P

ceTb nepemeHHoro Toka: 100-240 B, 47-63 Iy,

CeTb NOCTOAHHOIO TOKa: 3672 B

BapuaHTbl MUTAHUA:

- OAUH UCTOYHUK NUTAHNA NOCTOAHHOIO NN NepemMeHHOro ToKa;

- ABAa UCTOYHMKA NUTAHMA MOCTOAHHOIO MAN NEePEeMeHHOro ToKa C
BO3MOXHOCTbIO ropAYein 3aMeHbl

MES2420D-24DP

ceTb nepemeHHoro Toka: 100-240 B, 47-63 Iy,

ceTb NnepemeHHoro Toka: 100—240 B, 47-63 Iy, (ans PM450-220/56,
PM380-220/56)
ceTb NOCTOAHHOrO ToKa: 36—72 B ana PM380-48/56

MES2448P
- OAMH UCTOYHMK NUTAaHWNA NOCTOAHHOIO UM NEPEMEHHOTO TOKa;
- ABa UCTOYHMKA NUTAHWUA MOCTOAHHOIO UAM NEepPEeMEHHOro ToKa C
BO3MOXHOCTbIO ropaYein 3aMeHbl
MES2408P CeTb NnepemeHHOoro Toka: 176—250 B, 50-60 Iy,
CeTb NOCTOSAAHHOTO TOKa: 36—-72 B
CeTb NepemMeHHOro Toka: 176—264 B, 50-60 Iy,
MCTO”””;‘” MES2428P ceTb MOCTOAHHOTO TOKa: 36-72 B
nUTaHNA ceTb nepeMeHHoro Toka: 100-240 B, 47-63 'y, (ana PM165-220/12,
_ _ 2
MES30024 | o e 3672 5 s PM100.48/12
MES34001-24 BapWaHTbl NUTaHUA: . :
MES3400-24F - op WUH UCTOYHUK nv;Tava NOCTOAHHOIO NN NEPEMEHHOrO TOKa;
MES3400-48 A P '

- ABa UCTOYHUKaA MUTAaHMUA NMOCTOAHHOIoO AN NepemMeHHOro Toka C
BO3MOMHOCTbIO I'Opﬂ‘-lel‘;l 3aMeHbl

MES3400-48F

ceTb nepemeHHoro Toka: 100-240 B, 47-63 'y, (ana PM165-220/12,
PM160-220/12)

CeTb MOCTOAHHOrO TOKa: 36—72 B gna PM100-48/12

BapuaHTbl MUTAHMUA:

- O4MH UCTOYHMK NUTAHWNA NOCTOAHHOIO UM MEPEMEHHOTO TOKa;

- 1BA UCTOYHMKA NUTAHUA MOCTOAHHOTO WM NEepPEeMEHHOro TOKa C
BO3MOXHOCTbIO ropsyeit 3ameHbl

! ina ycrpoitcts MES1428 AC, MES1428B AC, MES2408 AC, MES2408B AC, MES2408C AC, MES2428 AC, MES2424 AC,
MES2424B AC, MES2424FB AC, MES2411X AC, MES2420B-24D AC, MES2448B AC pgonycKaeTca aneKTponutaHue oT
CeTW NOCTOAHHOrO TOKa C HanpAXeHnem B gnanasoHe 120-370 B DC.

2 Ina 6noka nutaHma PM65-220/12 aonyckaeTcsa aNeKTPOnNUTaHMne OT CeTW NOCTOAHHOMO TOKa C HanpAXKeHWeM B Ana-

nasoHe 120-370 B DC.
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CETb MNOCTOAHHOTIO TOKaA:

MES3710P C BK/ItOYEHHOM dyHKumnen PoE: 48-57 B
C BblKAtoYeHHOW yHKuUmel PoE: 18-57 B
ceTb nepemeHHoro Toka: 100—-240 B, 50-60 Iy,
aKKymynaTopHas 6atapes: 12 B DC
XapaKTepUCTUKM 3apsaHOIo YCTPOMCTBA:
- TOK 3apaga:
MES2408B 1,6£0.1 A — MES2408B, MES2424B, MES2428B;
MES24248 1+0.1 A — MES2424FB, MES2420B-24D, MES2448B.
MES2424FB &gi:g)s;m;we cpabaTbiBaHMA pacuenuTens Harpyskn —
MES2428B e
- NOPOroBoe HanpaA*KeHne NHANKALMM HMU3Koro 3apaga — 11 B
MES2420B-24D =
MES2448B V CeueHue nposopga ana noaknoueHna AKb He me-
Hee 1,5 mm. [Ona MES2408B, MES2424B,
MES2428B pekomeHpyetca mucnonb3osatb AKb
eMKOCTbl0 He meHee 12 Ah, gna MES2424FB,
MES2420B-24D, MES2448B peKkomeHAayeTca UC-
nonb3oBaTb AKb emKoCTblo He meHee 9 Ah.
AC: SPM30-220/12,50 A, 5 mc
MES1428 DC: SPM30-48/12, 120 A, 0,6 mc (72 B)
MES1428B AC: SPM45B-220/12, 15 A, 6 mc
AC: SPM30-220/12,50 A, 5 mc
MES2408 DC: SPM30-48/12, 120 A, 0,6 mc (72 B)
MES2408C AC: SPM30-220/12,50 A, 5 mc
AC: SPM270-220/56, 36 A, 4 mc
MES2408P DC: SPM270-48/56, 115 A, 5 mc
MES2408CP AC: SPM160-220/56, 40 A, 4 mc
MES2408PL AC: SPM80-220/56, 50 A, 4 mc
MES2408B AC: SPM45B-220/12, 15 A, 6 mc
AC: SPM30-220/12,34 A, 6 mc
MES2428 DC: SPM30-48/12, 120 A, 0,6 mc (72 B)
MES2428B AC: SPM45B-220/12, 15 A, 6 mc
AC: SPM380-220/56, 25 A, 6 mc
MES2428P
MyckoBble TOKM DC: SPM380-48/56, 200 A, 5 mc (72 B)
MES2424 AC AC: SPM30-220/12,50 A, 5 mc
MES2424 DC DC: SPM30-48/12, 120 A, 0,6 mc (72B)
MES2424P AC: SPM380-220/56, 25 A, 6 mc
MES2424B AC: SPM45B-220/12, 15 A, 6 mc
MES2424FB AC: SPM60B-220/12,40 A, 1 mc
MES2448B AC: SPM60B-220/12, 40 A, 1 mc
AC: PM380-220/56, 25 A, 6 mc
MES2448P AC: PM450-220/56, 15 A, 4 mc
MES2411X AC: SPM35-220/12, 34 A, 6 mc

MES2410-08DP

AC: SPM290-220/56, 20 A, 8 mc

MES2410-08DU

AC: SPM750-220/56, 90 A, 6 mc

MES2420B-24D

AC: SPM60B-220/12, 40 A, 1 mc

MES2420D-24DP

AC: PM450-220/56, 15 A, 4 mc

MES2420-48P

AC: PM950-220/56, 40 A, 10 mc
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MES3400-24

AC: PM65-220/12, 30 A, 4 mc

AC: PM160-220/12, 50 A, 8 mc

AC: PM165-220/12, 23 A, 5 mc

DC: PM100-48/12, 200 A, 4 mc (72 B)

MES3400-24F

AC: PM65-220/12,30 A, 4 mc
AC: PM165-220/12, 23 A, 5 mc

AC: PM65-220/12,30 A, 4 mc
AC: PM160-220/12, 50 A, 8 mc

MES34001-24 AC: PM165-220/12, 23 A, 5 mc
DC: PM100-48/12, 200 A, 4 mc (72 B)
MES3400.48 AC: PM65-220/12, 30 A, 4 mc

AC: PM165-220/12, 23 A, 5 mc

MES3400-48F

AC: PM160-220/12, 50 A, 8 mc
AC: PM165-220/12, 23 A, 5 mc
DC: PM100-48/12, 200 A, 4 mc (72 B)

MES3710P DC: DRS-270-56, 300 A, 1 mc
MES1428 AC
MES2408C 108t
MES1428 DC 11 Bt
MES2408 AC 7 BT
MES2408 DC 8,6 BT
MES2408B 33 Bt
MES3708P 150 BT (c yueTom Harpysku PoE)
MES2408CP 150 BT (c yueTom Harpysku PoE)
MES2408IP DC1 135 BT (c yueTom Harpysku PoE)
m:;;‘gii AC 275 BT (c yueTom Harpysku PoE)
MES2408P DC 280 BT (¢ y4yeTom Harpysku PoE)
MES2408PL 80 BT (c yueTom Harpysku PoE)
MES2428 18 Bt
MES2428B 45 Bt
MES2428P AC 420 BT (c yueTom Harpysku PoE)
MakcumanbHan MES2428P DC 450 BT (c yueTom Harpysku PoE)
MOTPEOMAEMAR  \1ec)424 AC 25 Br
motiHocTe MES2424 DC 26 Br
MES2424B 49 Bt
MES2424FB 75 BT
MES2424P 420 BT (c yueTom Harpysku PoE)
MES2420-48P 1600 BT (c yueTom Harpysku PoE)
MES2420B-24D 60 BT
MES2420D-24DP 860 BT (c yueTom Harpysku PoE)
MES2448 DC 48 Bt
MES2448B 66 BT
MES2448P 820 BT (c yueTom Harpysku PoE)

MES2410-08DP

275 BT (c yueTom Harpysku PoE)

MES2410-08DU

810 BT (c yyeTom Harpysku PoE)

MES2411X 35 Bt
MES3400-24 37 Bt
MES3400I-24 32 Bt
MES3400-24F 55 Bt
MES3400-48 52 Bt
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MES3400-48F 105 Bt
MES2408P AC
MES2408CP 9 Bt
MES2428P DC
MES2408P DC 4 BT
MES2408PL
MaKcumanbHas MES2428P AC 11 BT
nortpebnsemas MES2424p
MoLHOCTb 6e3 MES2410-08DP 10 Bt
y4yeTa Harpysku MES2410-08DU
PoE MES2420D-24DP
31Bt
MES2420-48P AC
MES2448P 33 Bt
MES2420-48P DC 30 Bt
MES3708P 9 Bt
MES3710P 13 BT
MES2408B 7 Bt
MES2424B 25 Bt
Makcumanshan | yec)go4r8 47 Br
nortpebnsemas
MOWHOCTb 683 | (oo 1oeg 20 BT
y4yéta 3apaga AKb
MES2420B-24D 45 Bt
MES2448B 48 Bt
MES2408CP
MES2408IP DC1 120 Bt
MES3708P
MES2408P
MES3710P 240 B
MES2408PL 65 Bt
bioakeTt PoE MES2424pP
MES2428P 370 B
MES2420-48P 1450 Bt
MES2420D-24DP 720 BT
MES2448P 720 Bt
MES2410-08DP 240 Bt
MES2410-08DU 720 Bt
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D ELTEX

BeHTunayma

MES1428
MES2408
MES2408C
MES2408CP
MES2408B
MES2408IP
MES2408P
MES2408PL
MES2428
MES2428B
MES2424
MES24248B
MES3708P
MES3710P
MES3400I-24

MaccmBHOE

MES2428P
MES2424pP
MES24208B-24D
MES2448
MES24488B
MES2411X

Front-to-Back, 2 BeHTMNATOpPaA

MES2424FB
MES2410-08DP
MES2410-08DU
MES2420-48P
MES2420D-24DP
MES2448P
MES3400-24
MES3400-24F
MES3400-48
MES3400-48F

Front-to-Back, 4 sBeHTMNATOpPA

MaKcumanbHbI
YPOBEHb
aKyCTUYEeCKoro
wyma

MES1428
MES2408B
MES2408P
MES2408PL
MES2408C
MES2408CP
MES2428
MES2424
MES3708P
MES3710P
MES3400I-24

C nepeaHei naHenu, 33 ab
C 3agHelt naHenun, 33 ab

MES2411X

C nepeaHen naHenu, 53,2 nb
C 3apHelt naHenu, 54,1 nb

MES2428P

C nepeaHen naHenu, 52,8 nb
C 3apHelt naHenu, 54,1 nb

MES2424FB

C nepeaHen naHenu, 52,8 nb
C 3apHelt naHenu, 54,2 nb

MES2420-48P

C nepeaHen naHenu, 58,2 nb
C 3agHelt naHenu, 61,1 b

MES2424pP

C nepeaHei naHenu, 53 ab
C 3apHelt naHenu, 54,2 nb
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MES2448B

C nepegHe naHenn, 52,4 nb
C 3agHelt naHenu, 54,1 nb

MES2448P

C nepegHen naHenn, 51,2 ab
C 3agHelt naHenu, 54,2 nb

MES3400-24
MES3400-24F

C nepegHen naHenu, 53,6 ab
C 3agHelt naHenu, 54,2 nb

MES3400-48
MES3400-48F

C nepegHen naHenn, 52,2 nb
C 3agHelt naHenu, 54,2 nb

MES2410-08DP
MES2410-08DU

C nepegHen naHenu, 53,9 ab
C 3agHelt naHenu, 54,2 nb

MES2420B-24D

C nepegHew naHenun, 53,8 ab
C 3agHel naHenu, 54,2 nb

MES2420D-24DP

C nepegHen naHenun, 51,1 gb
C 3aaHeit naHenu, 54,1 nb

MES1428 AC 10 Bt
MES1428 DC 11 Bt
MES2408 AC 7 Bt
MES2408 DC 8,6 BT
MES2408B 11 Bt
MES2408C 10 Bt
MES2408CP 30 Bt
MES2408IP DC1 15 Bt
MES2408P AC 35 Bt
MES2408P ACW 30 Bt
MES2408P DC
MES3710P 40 Br
MES2408PL 15 Bt
MES2411X 35 Bt
MES2424 AC 25 Bt
MES2424 DC 26 Bt
MES2424B 27 Bt
Tennosblae- MES2424FB 62 BT
neHnel MES2424pP 50 Bt
MES2428 18 BT
MES2428B 23 Bt
MES2428P AC 50 BT
MES2428P DC 80 BT
MES2420-48P 160 Bt
MES2420B-24D 48 Bt
MES2420D-24DP 140 Bt
MES2448 DC 48 Bt
MES2448B 53 BT
MES2448P 100 Bt
MES2410-08DP 35BT
MES2410-08DU 90 Bt
MES3708P 30 Bt
MES3400-24 37 Bt
MES3400I-24 32 Bt
MES3400-24F 55 Bt
MES3400-48 52 Bt

! YkaszaHo TennosblgeneHme npu NOAHOM Harpyske.
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HELTEX

MES3400-48F

105 Bt

AnnapaTtHas
noaaeprkka
Dying Gasp

MES1428 AC
MES2408C
MES2408CP
MES2428 AC
MES2428P AC
MES2424
MES2424pP
MES2410-08DP
MES2410-08DU
MES2420B-24D
MES2448B

eCTb

MES1428 DC
MES2408
MES2408B
MES2408IP DC1
MES2408P
MES2408PL
MES2428 DC
MES2428B
MES2428P DC
MES24248B
MES2424FB
MES2420-48P
MES2420D-24DP
MES2448 DC
MES2448P
MES2411X
MES3708P
MES3710P
MES3400-24
MES3400I-24
MES3400-24F
MES3400-48
MES3400-48F

HeT

UHTepsan
pabounx
Temneparyp

MES2420-48P
MES2448P

o1 -10 po +50 °C

MES1428
MES2408 DC
MES2408B
MES2408C
MES2408P
MES2408PL
MES2424pP
MES2428
MES24288B
MES2428P
MES2420D-24DP
MES2448 DC
MES2448B
MES2411X

ot -20 go +50 °C
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37




HELTEX

oT-20 go +50 °C

MES2424 -
Mpwm aKcnayaTaumumu yCTPOMUCTB Npu TemnepaTtype Bbille
MES24248 45 °C Heo6x04MMO MCNOb30BaTb MHAYCTPUanbHble SFP+
MES2424FB A Ayerp
TpaHCcUBepbI.
oT-20 go +50 °C
MES2408CP Mpu aKcnayaTauuu yCTpoIiCTB Npu TemnepaTtype Bbiwe

MES2408P DC

45 °C Heo6Xx04MMO MUCNO/b30BaTb UHAYCTPUANbHbIE SFP
TPaHcUBeEpbI.

MES2408 AC

oT1-20 go +60 °C

MES2408IP DC1
MES3400I-24
MES3708P

oT-40 go +60 °C

MES3400-24
MES3400-24F
MES3400-48
MES3400-48F

ot-10 go +45 °C

MES3710P

oT-40 go +70 °C

MES2410-08DP
MES2410-08DU
MES2420B-24D

o1 -15 go +50 °C

WHTepBan TemnepaTypbl XpaHeHUA

oT-40 po +70°C
(oT-50 po +85 °C — ansa MES3708P, MES3710P)

OTHOCUTE/IbHAs BNAXKHOCTb NP
aKcnayataumu (6e3 obpasoBaHuA

KOHAeHcaTa)

He 6onee 80 %
(o710 % 0o 90 % — ana MES3708P, ot 5 % a0 95 % ansa MES3710P)

OTHOCWUTE/IbHAA BNAXKHOCTb NPU
XpaHeHuu (6e3 obpasoBaHus

o110 % 0o 95 %
(o1 5% no 95 % — ana MES3708P, ana MES3710P)

KOHAeHcaTa)
MES1428
MES2408IP DC1
MES2408P 430 x 44 x 178 mm
MES2428
MES2428B
MES2408
MES2408B
MES2408C 310 x 44 x 177 mm
MES2408CP
MES2408PL
MES2428P AC 430 x 44 x 204 mm
FabaputHble MES2428P DC 430 x 44 x 305 mm
pasmepbl MES2424
(WxBxT) MES2424B 430 x 44 x 203 Mm
MES2411X
MES2424FB 430 x 44 x 243 mm
MES2424pP
MES2420B-24D 430 x 44 x 225 mm
MES2420D-24DP 440 x 44 x 424 mm
MES2420-48P 440 x 44 x 490 mm
MES3708P 152 x 550 x 85 mm
MES3710P 85x 175 x 115 mm
MES2448 DC
MES24488 440 x 44 x 280 mm
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MES2448P

440 x 44 x 447 mm

MES2410-08DP
MES2410-08DU

430 x 44 x 243 mm

MES3400-24
ME23400.24F 430 x 44 x 275 mm
MES34001-24 430 x 44 x 278 MM
MES3400-48
MES3400-48F 440 x 44 x 330 mm
MES1428 2,26 Kr
MES2424 AC 2,44 kr
MES2424 DC 2,42 kr
MES2424B 2,54 Kr
MES2424FB 2,69 Kr
MES2424P 3,36 Kr
MES2408 1,72 kr
MES2408B 1,78 kr
MES2408C
MES3710P 1,77 ke
MES2408CP 2,16 kr
MES2408IP DC1 2,38 kr
MES2408P 2,69 Kr
MES2408PL 1,9 kr
MES2428P 3,27 kr

Macca MEs24288 2,35 kr
MES2420-48P 9,55 Kr
MES3708P 4,2 Kkr
MES2448 DC
MES2448B 3,98 kr
MES2448P 7,46 Kkr
MES2410-08DP 3,48 Kkr
MES2410-08DU 3,74 Kkr
MES2420B-24D 3,16 Kr
MES2420D-24DP 7,01 kr
MES2411X 2,57 kr
MES3400-24 4,63 Kr
MES34001-24 5,2 kr
MES3400-24F 4,69 Kr
MES3400-48 5,6 Kr
MES3400-48F 5,53 Kr

CpoK cnyxb6bl

He meHee 15 net

V Tun nUTaHMA YCTPOICTBa onpeaenneTca Npu 3aKkase.

1.4 KOHCTPYKTUBHOE UCNO/IHEHUE

B faHHOM pa3fesie onnMcaHo KOHCTPYKTUBHOE MCMOJIHEHWeE YCTPOoICTB. MpeacTtasaeHbl M306paxeHna
nepeaHemn, 3aaHein 1 6OKOBbIX NaHene yCTPONCTBa, ONMCaHbl pa3beMbl, CBETOAMOAHbIE NHANKATOPbI U Op-

raHbl ynpasaeHus.

Ethernet-kommymamopei cepuli MES14xx, MES24xx, MES3400-xx, MES37xx
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Ethernet-kommyTtaTopbl cepuint MES14xx, MES24xx, MES34xx BbINOAHEHbI B METa/I/IMYECKOM KOPp-
nyce ¢ BO3MOXHOCTbIO YCTaHOBKM B 19” KapKac, BbicoTa Kopnyca 1U.

MpombiwneHHbI Ethernet-kommyTtatop MES3708P BbINONIHEH B META/I/IMYECKOM KOPMYCe C BO3-
MOXHOCTbIO NOABELIMBAHUA HA WUTAHTY TONLWMHON He 6onee 8 mm. CTeneHb 3awWmMTbl Kopnyca IP55.

Ethernet-kommyTaTop MES3710P BbINONHEH B META/I/IMYECKOM KOpnyce ans KpenneHua Ha DIN-

peWnKy.
1.4.1 BHewHuli sud u onucaHue nepedHeli naHeau ycmpolicme

BHewHM BUA NnepeaHen naHenn ycTponcts cepum MES1428 nokasaH Ha pucyHke 1-2.

110-250 VAC 60/50Hz max 14 A S 2 27 AELTEX MEsiaz8
I TLIC ] aa2e: avicorssomsser
il Console or 00BASE FX/1000BASE X
] ] r
— =3 bdb | [E
Aarm O - - - - - - -
— ' 4 0 s 10 2 1 16 ] 20 2 TS ]
1 2 3 4 5 6 7

PucyHok 1 —NepeaHas naHenb MES1428 AC

1 3 5 7 9 1 13 15 17 19 2 23 2 27
[ N P ™ e | 7 Y e Y e ¥ ™ e e e e o )| Dﬁ 2520 Sorion/soammnser
cmee | ] o] o] Cotn ]V e ] T ] o] ] a7 1] P55
= s T 1o C e e ) B B Col G B oA ol L | (O
Aarm O D S SD S S DS e S o S o o === [o] |i==]
— 2 2 0 8 o) 2 1 16 1 ) 2 u T

AELTEX MEs1428

11 2 3 4 5 6 7
PucyHok 2 — MNepepHaa naHens MES1428 DC

B tabnmue 10 npuseneH nepevyeHb pasbemMos, CBETOAUOAHbIX MHANKATOPOB M OPraHOB yrpaB/ieHns,
PacroOKEHHbIX Ha NepeaHen NaHean KOMMYTaToOpPOB.

Tabaunuya 10 — OnucaHme pasbemoB, MHAMKATOPOB M OPraHOB yNpaBAeHUA nepegHel NaHean KoOMMyTaTo-
pos cepun MES1428

dnemeHT nepegHen
Ne e OnucaHue
naHenm
1 ~110-250VAC, 60/50Hz max | Pasbem Ans MOAKAOYEHUA K WUCTOYHMKY 3SNEKTPOMUTAHUA NepemMeHHOro
1A TOKa.
1.1 | ~18-72VAC, max 1A Paszbem ana nogKNOUYEHNA K UCTOYHWUKY 3/IEKTPONUTAHMA NOCTOAHHOIO TOKa.
Power NHAMKATOp NUTaHMA YCTPOMCTBA.
2
Alarm UHOuKaTop neperpesa.
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3 Console

KOHCONbHbIM NOPT ANA NOKANbHOIO yNpaB/ieHUA YCTPOUCTBOM.
PacnuHoBKa pasbema cneayrowan:

He ucnonbsyetca

He ucnonbsyetca

RX

GND

GND

TX

He ucnonbsyeTca

He ucnonbsyetca

He ucnonbsyeTca

Pacnaiika KoHconbHoro kabensa npusegeHa B MNMpunoxerHue A. KOHCONbHbBIN
Kabenb.

O oONOULLE WN P

' NoakntoueHne Ethernet-kabena B KOHCO/IbHbIA MOPT 3anpelyeHo!
BO3MOXHO BAUAHUE HA PAabOTOCNOCO6HOCTb YCTPOMUCTBA MU BbIXOA, €ro
U3 cTpos.

dyHKLMOHAbHAA KHOMKa 418 nepesarpysku ycTpoictea 1 cbpoca K 3aBoa-
CKMM HacTpoMKam:
- NPV HaXKaTUM Ha KHOMKY ANUTENbHOCTbIO MeHee 10 ¢ npoucxoamT nepesa-

4 |F
rpy3Ka yCcTponcTBa;
- MPM Ha)KaTUM Ha KHOMKY AautenbHocTbio 6osee 10 ¢ npoucxoaut cbpoc
HaCTPOEK YCTPOMCTBA 4,0 3aBOACKON KOHbUTypauuu.

5 [1-24] Moptbl 10/100BASE-TX (RJ-45).

6 25, 26, 27, 28 Combo-nopTbl: nopTbl 10/100/1000BASE-T (RJ-45).

7 25, 26, 27, 28

Combo-nopTbl: cioTbl gAs ycTaHOBKM TpaHcueepos 1000BASE-X Combo.
LNK/SPD — cBeTOBast MHAMKALMNA COCTOAHUA ONTUHECKUX MHTEPQENCOB.

BHewHumn

BWA, NepeaHelt naHenm yctpoicts cepnn MES2408 nokasaH Ha pucyHKax 3—11.

S
®

110-250 VAC 60/50Hz max 0.5A cuass 1 AELTEX MES2408

e el

=1
= EEEEE fere
Alarm O Wﬂ [ e S 5 0 0] e 0 Lol ose
Lz 4 3 [

2 3 4 5 6 7

PucyHok 3 — lNMepeaHasa naHeno MES2408 AC

2

gust AELTex Mes2408

1 3 5 7
13-7z_voimzxu [, Y T e (o o U] [
cese | (] (] Cn] [}
£ =  EiRSSEm
Alarm O x : (S Sy g ] Sy ] Sy )
eed 2 4 6 8

L

X

9 10

Foqi © O
[ o[ om
L |

2.1 3 4 5 6 7
PucyHok 4 — NepeaHAaa naHenb MES2408 DC
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110-250 VAC 60/50Hz max 14

] A\ kot 1 3 s ; LELTEX MES24088
= C T T g
T pover O onsole
@ |[-7|| g o
= - Battery O
® I =izl
L2 4 6 8
1 2 23 3 4 5 6 7
PucyHok 5 — lMepeaHaa naHeno MES2408B
HOTIAC SR R A v 1 3 5 ; N JAELTEX MES2408C
OO0 OO0 O —h0 Of L) 210" 10001000
@ o consal Eﬁl [ﬂﬂrﬂTﬂﬂD m ' 100BASE-X/10008ASE-
(I . 5 10
Power O o o Ok
@ L2emO | ﬂmmﬂ Q.W—ME o g e
L 2 4 6 8 g 10 )
1 2 3 4 5 6 6.1 7.1

PucyHok 6 — lMepeaHaa naHenb MES2408C

110-250 VAC 60/50Hz max 2A

A s, 1 3 s . o AELTEX MES2408¢P
[ NP W e N ket
‘or 100BASE-FX/1000BASE-X
o [f . e [T [
D 0 1357 — F 10
| Lam0, 0000 bl ETDE@ el il | o e
@ Aam® ; 0000 | OO O o OO OO O Lt | O
L 12 46 8| L 2 4 (] 8 Il 1 1

PucyHok 7 — lNMepeaHaa naHeno MES2408CP

=

AELTEX MES24081P
w2t

10 100BASE-£X/ J000RASE-X

A it
=
Pof. Console
1357 £
=, 555 [0 [
wmO; 0000 @l = =
2468 L 2 4 5 3 1
2:2 3 31 45 6

w3

B

cuass1
Lasen pavice

AELTEX MEs2408P

w0 5000
O, D000
e ; ;
| | |
2 3 3.1 4 5 6 7

cccccc

JVELTEX MES2408P
wsmrts

1 3 5 7
] G Coa] Com]|

F
L2 4 [ 8

0BASE£X,

J1vcaeasex

3.1

PucyHok 10 — NepeaHAas naHenb MES2408P DC
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110-250 VAC 60/50Hz max 1A HELTEX MES2408PL

Las bevce 1 3 5 7
P NP e e ] 0 e
S w oo |Cane) G (] L
1357 e ? 10

Power O [oJojolo) o] OLNK
® pnt el [t I i i | Y iy i e
| I 246 8 L 2 4 6 8 L 1

1 2 3 3.1 4 5 6 7

PucyHok 11 — lMNepeaHaa naHenb MES2408PL

B Tabnvue 11 npuseaeH nepeyeHb Pa3beMoB, CBETOANOAHbIX MHANKATOPOB M OPraHOB ynpas/ieHus,
pacnooXeHHbIX Ha NepeaHen naHenn KommyTtatopos cepumn MES2408.

Tabnumua 11 — OnucaHWe pa3bemoB, MHANKATOPOB M OPraHOB yNpaBiAeHUA NepeaHen NnaHe M KoMmyTaTo-
pos cepmun MES2408

Ne | dnemeHT nepegHen naHenu OnucaHue
1 Knemma 3asemneHus = Knemma ana 3asemneHma ycTpoicTBea.
) ~110-250VAC, 60/50Hz max | Pasbem 418 MOAKMOYEHUA K WUCTOYHWUKY 3/1EKTPOMUTAHUA MepeMeHHOro
1A TOKa.
21 | 18-72 VDC max 10A Pasbem AnA NOAKNOYEHMA K WUCTOYHMKY 3/1EKTPOMUTAHWA MOCTOAHHOIO
TOKa.
2.2 | 36-72 VDC max 1A/10A Pasbem ANnA NOAKNIOYEHUA K UCTOYHWUKY 3SNEKTPOMUTAHMA MOCTOAHHOrO
TOKa.
2.3 | 12VDC max 2A Pasbem g5 NoAKNIOYEHMA K aKKYMYNATOPHON BaTapeu.
Power NHAMKaTOp NUTaHMA yCTPOMCTBA.
3 Alarm NHauKaTop neperpesa.
Battery (ana MES2408B) NHamKaTop paboTbl akKymynsTopHon baTapeu.
3.1 | PoE1-8 NHaMKaTopbl cocToAHuA PoE-nopTos.
KoHCObHbIV NOPT ANA NOKANBHOTO YNpaBAeHUA YCTPONCTBOM.
PacnnHoBKa pa3bema cneayroLan:
1 He ncnonb3yetca
2 He ucnonb3yeTcA
3 RX
4 GND
4 Console 5 GND
6 TX
7 He wucnonb3lyeTcA
8 He wucnonb3yeTcA
Pacnalika KOHCO/NbHOTO Kabens npuseaeHa B MpunoxkeHne A. KOHCONbHbIN
Kabenb.
dyHKLMOHaNbHAA KHOMKa 1A nepesarpyskun ycTpolicTea 1 cbpoca K 3aBoa-
CKMM HaCTpoOMnKam:
5 . - NPY HaXKaTUM Ha KHOMKY AAUTEeNbHOCTbIO MeHee 10 ¢ npoucxoguT nepesa-
rpy3Ka yCcTpoIiCTBa;
- NPV Ha*KaTUKU Ha KHOMKY AAnTeNnbHOCTbio 6onee 10 ¢ npoucxoamT copoc
HaCTPOEK YCTPOMCTBA A0 3aBOACKOW KOHOUIypaLuuu.
6 [1-8] MopTtbl 10/100/1000BASE-T (RJ-45).
6.1 | 9,10 Combo-nopTbl: nopTbl 10/100/1000BASE-T (RJ-45).
CnoTbl ANA YCTaHOBKM ONTUYECKUX TpaHcueepoB 100BASE-FX/1000BASE-X
7 9, 10, LNK/SPD (SFP).
LNK/SPD — cBeToBas MHAMKALMA COCTOAHUA ONTUYECKMX MHTEPENCOB.
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7.1 | 9,10, LNK/SPD

Combo-nopTbl: cNoTbl ANA ycTaHOBKM TpaHcmepoB 1000BASE-X Combo.
LNK/SPD — cBeToBas MHAMKaLMNA COCTOSHUA ONTUHECKUX MHTEPENCOB.

BHewHW BUA nepeaHen naHenn yctponcts cepnn MES2428 nokasaH Ha pucyHKax 12-16.

110-250 VAC 60/50Hz max 1A

AeELTex mesaas

1 2 3
£\ it 1 3 s ; 5 1 13 15 17 AELTEX MES2428
JE'T?fﬂim”‘ [ - o0 [ . V] [ - - ) 00
,,,,,,, (o] G o] o o] L] Coa] ]
E f
ot N gl g g |
% Atarm O @ | [y ] =], (S5, (S5 e Ly e (=], i
|—|—| L2 [ 3 8 0 [ 1% 16 0
T
1.2 2 3 4 5 7

&m&m 1 3 5 7
- w0 e | lom] o] o] Com]
- E = B E088E

AELTEX MES24288

PucyHok 14 — NepenHaa naHenb MES2428B

= ==i==s = = = s==i==i==1

s==izsi=ss

170-264 VAC 60/50Hz max 34 A\ uSenc

AELTEX MEs2428p

2528 - 10/100/10008A5E

i o

Lo Lo BB

) mwmm“mmmmmmﬁﬁwmmﬁ
D I )

il

=i

E@m
1 2 3 Lll

PucyHok 15 — lMNepeaHaa naHens MES2428P AC

LA

®900000

= = = T TEEE

36-72 VDC max 15A ﬁem?:ﬁii A = =] " EI O Oy
- EEET, mmm mmmm
o = &
== ==ves =i | SR T T o T o W — T Vo F= = = S F T § e W——T 1
1.2 2 3 4 5

PucyHok 16 — lNepeaHaa naHeno MES2428P DC

B Ta6nmu,e 12 npueeaeH nepevyeHb pasbemos, CBETOANOOHbBIX UHOAUMKATOPOB U OPraHOB ynpasB/ieHUA,

PacnofIoXKEeHHbIX Ha nepegHel naHeAn KoMmMyTaTopoB cepun MES2428.
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Tabnvua 12 — OnucaHne pa3bemoB, MHONKATOPOB M OPraHOB yNpaB/ieHUA NepeaHein naHe M KOMMyTaTo-
pos cepun MES2428

No dnemeHT nepeaHen Onucanme
naHenm
~110-250VAC, 60/50Hz max
1 1A Pasbem gnA NOAKNOYEHMA K WCTOYHUKY 3NEKTPOMUTaHMA MNepeMeHHOro
(170-264 VAC 60/50 Hz max | ToKa.
3A ana MES2428P)
1.1 | 12vDC max 2A Pasbem gns NogKAtoUYeHMA K aKKyMyIATOPHOM BaTapen.
18-72 VDC max 2A
1.2 | (36-72 VDC max 15A ann Pasbem a4na noaKNOYEHNA K UCTOYHWUKY 3/1€KTPONUTAHNA NOCTOAHHOIO TOKaA.
MES2428P DC)
Power MNHAMKaTOp NUTAHMA YCTPOMCTBA.
Alarm MNHavkaTop neperpesa.
2
PoE NHankaTop paboTbl PoE.
Battery (ana MES2428B) NHAanKaTop paboTbl aKKYMyNATOpHOM HaTapen.
KOHCONbHbIM NOPT ANA NOKANbHOIO YNpaB/eHUA YCTPOUCTBOM.
PacnuHoBKa pa3bema cnegytowan:
1 Hewncnonb3yeTtcA
2 He ucnonb3syeTca
3 RX
4 GND
3 Console 5 GND
6 TX
7  He ncnonb3yeTcA
8 He ucnonbsyetca
Pacnaiika KoHconbHOro Kabensa npusegeHa B NMpunoxeHue A. KOHCONbHbIN
Kabenb.
PyHKLMOHaANbHAA KHOMKAa ANA Nepe3arpysku yCcTpoicTea U copoca K 3aBoa-
CKMM HaCTpoOMKam:
4 . - MPW HaXKaTUKN HA KHOMKY AAUTEeNIbHOCTbIO MeHee 10 ¢ npoucxoauT nepesa-
rpy3Ka yCTpOWCTBa;
- NPW HaXXaTUM Ha KHOMKY AAUTeNbHOCTbio 6onee 10 ¢ nponcxogut cbpoc
HaCTPOEeK YCTPOMCTBA 4,0 3aBOACKON KOHbUTypauuu.
5 [1-24] MopTbl 10/100/1000BASE-T (RJ-45).
6 25, 26, 27, 28 Combo-nopTbl: nopTbl 10/100/1000BASE-T (RJ-45).
7 25 26, 27, 28, LNK, SPD Combo-nopTbl: cNOTbl ANA YCTaHOBKM TPaHCMBEPOB 1OOOBASE—)V( Combo.
LNK/SPD — cBeToBas MHAMKALIMA COCTOAHUA ONTUYECKUX NHTEPdENCOoB.
8 T1 4 napbl BXOAHbIX CyXMX KOHTAKTOB.

BHewHMn BMA nepeaHen naHenwm yctpoincts MES2424 AC, MES2424 DC, MES2424B, MES2424P,

MES2420-48P, MES2448 DC, MES2448B, MES2448P, MES2411X, MES3400-24, MES3400-241, MES3400-48
NOKa3aH Ha pUCYHKax 17-28.
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PucyHok 17 — MepeaHaa naHenb MES2424 AC
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PucyHok 22 — MepeaHaa naHenb MES2448B
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PucyHok 24 —lMepeaHaa naHenb MES2420-48P
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PucyHok 28 — MNepeaHaa naHenb MES3400-48

B Tabnuue 13 npmBeaeH nepeyeHb pasbemoB, CBETOANOAHbIX MHAMKATOPOB U OPraHOB YNpaB/eHus,
pacnonoXeHHbIX Ha NnepegHel naHenn kommyTtaTtopos MES2424 AC, MES2424 DC, MES2424B, MES2424P,
MES2420-48P, MES2448 DC, MES2448B, MES2448P, MES2411X, MES3400-24, MES34001-24, MES3400-48.

Tabnnua 13 — OnuncaHMe pasbemoB, MHAMKATOPOB W OPraHOB YNpPaB/ieHUA NepegHel NaHean KOMMYTaTo-
pos MES2424 AC, MES2424 DC, MES2424B, MES2424P, MES2420-48P, MES2448 DC, MES2448B,
MES2448P, MES2411X, MES3400-24, MES3400I-24, MES3400-48

No dnemeHT nepepHei Onucanme
naHenm
1 ~110-250VAC, 60/50Hz max | Pasbem Ana MNOAKNOYEHWA K UCTOUYHUKY S/EKTPOMUTAHUA NepemMeHHOoro
1A TOKa.
1.1 | ~18-72 VDC max 2A Paszbem ana noaKNO4EHNA K UCTOYHUKY 3/1EKTPONUTAHMA NOCTOAHHOIO TOKa.
1.2 | 12VvDC max 2A Pasbem gns NnogKntouYeHna akKyMyIATOpHOM 6aTapen.
Power MHAWKaTOp NUTAHUA YCTPOMCTBA.
PS1 MHAWKaTOp COCTOAHUA NepBoro 6J10Ka NUTaHKUA.
2 PS2 MHAMKaTOp COCTOAHUA BTOPOro 610Ka NUTaHKUA.
Status MHAauKaTop cTaTyca ycTpolcTaa.
Alarm MHanKaTop neperpesa.
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Master NHauKaTop pexuma paboTbl ycTpoiicTBa (Beayumii/seaombiii).
Fan NHauKaTop paboTbl BEHTUAATOPOB.
RPS NHOMKaTOp pe3epBHOro 3/1eKTPONUTAHUA.

Battery (gna MES24248B,
MES2448B)

NHanKaTop paboTbl akKymynsTopHon baTapewu.

3 Unit ID

MHAMKaTOp HOMepa YCTPOICTBA B CTEKeE.

4 Console

KoHCO/IbHbIM NOPT 415 IOKANbHOTO YNPAB/AEHUA YCTPOUCTBOM.
PacnnHoBKa pa3bema cneaytowasn:

He ucnonbsyetca

He ucnonbsyetca

Pacnaiika KoHconbHOro Kabens npuseaeHa B MNpunoxeHve A. KOHCONbHbIV
Kabenb.

1 Hewucnonb3yetca
2 He wucnonblyetca
3 RX

4 GND

5 GND

6 TX

7

8

dyHKLMOHaNbHAA KHOMKA AN Nepesarpysku ycTpoincTea U cbpoca K 3aBoa-
CKMM HaCTpoMKam:

- MPU HaXKaTUM Ha KHOMKY AAUTeNbHOCTbIo MeHee 10 ¢ npoucxoaunT nepesa-
rpy3Ka yCTpOWCTBa;

- MPM HAXKaTMM Ha KHOMKY AauTenbHoCTbio 6onee 10 ¢ npoucxoaut cbpoc
HaCTPOEK YCTPOMCTBA [0 3aBOACKOM KOHOUIypaLuuu.

6 [1-8], [1-24], [1-48]

MopTbl 10/100/1000BASE-T (RJ-45).

7 | [XG1-XG4], [XG1-XG11]

Cnotbl gna yctaHoBKM TpaHcnsepos 1000BASE-X (SFP)/10GBASE-R (SFP+).

8 USB

USB-nopr.

BHewHW BuA, nepegHent naHenn yctporicts MES2424FB, MES3400-24F, MES3400-48F nokasaH Ha

puUcyHKax 29-31.

AELTEX MES2024F8 (55 a500¢

I — c
= T AuSE 3 =il
eolelo]
- @
as

JelTex
MES3400-24F

PucyHok 30 — NepeaHAas naHenb MES3400-24F
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PucyHok 31 — NepeaHasa naHenbo MES3400-48F

Tabanuya 14 — OnucaHne pasbeMOoB, MHOVMKATOPOB M OPraHOB YNpPaB/ieHMA nepegHein naHean KOMMYTaTo-
pos MES2424FB, MES3400-24F, MES3400-48F

Ne

dnemeHT nepepHei
naHenu

OnucaHue

~110-250V AC, 50-60 Hz

Paszbem ONnA NOAKNYEeHUNA K UCTOYHUKY INEKTPONUTaHMA nepemeHHOoro
TOKa.

12v DC

Pazbem AN NoAKAOUYEHUA aKKYMYyIATOpPHOM H6aTapen 12V.

Power

MNHAMKaTOP NUTaHMA YCTPOMCTBA.

Alarm

NHaukaTop aBapuu.

Master

NHAaMKaTop pexkmma paboTsbl ycTpoicTea (BeayLumii/segombiii).

Battery (ans MES2424FB)

NHAanKaTop paboTbl aKKyMmynsTopHol 6atapeu.

Fan

UHamKkaTop paboTbl BEHTUAATOPOB.

RPS

NHAMKaTop pe3epBHOro 3/1eKTPONUTaHMUA.

UnitID

MHAMKaTOp HOMepa YCTPOWCTBA B CTeKe.

Console

KOHCONbHbIM NOPT AN5 NOKANbHOFO YNpaBAeHUA YCTPONCTBOM.
PacnuHoBKa pasbema cnegytowan:

1 Hewucnonb3yeTca
2 He ucnosb3syeTtca

3 RX

4 GND

5 GND

6 TX

7  He ncnonb3yeTtcA

8 He ucnonb3syetca

Pacnaiika KoHconbHoro kKabensa npusegeHa B MNpunoxerHne A. KOHCONbHbIN
Kabenb.

dDyHKLMOHaNbHAA KHONKA N8 nepe3arpyskun ycTpoicTea U cbpoca K 3aBo-
ACKMM HacTpoMKam:

- NPW HaXKaTUK Ha KHOMKY ANUTeNbHOCTbO MeHee 10 ¢ npoucxoauT nepe-
3arpysKa ycTpoucTBa;

- MPU Ha¥KaTUM Ha KHOMKY AnuTenbHocTblo 6onee 10 ¢ nponcxoauT cbpoc
HACTPOEK YCTPOMCTBA A0 3aBOACKON KoHdUrypaumu.

[1-24], [1-48]

CnoTbl A4 YCTaHOBKU ONTUYecKux TpaHcusepos 100BASE-FX/1000BASE-X
(SFP).

[XG1-XG4]

CnoTbl ANA ycTaHOBKM TpaHcueepoB 1000BASE-X (SFP)/10GBASE-R (SFP+).

BHewHW BMA nepegHux naHenen ycrponcts MES2410-08DP, MES2410-08DU noKasaH Ha pUCYHKax
32-33.
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PucyHok 33 — lNepeaHasa naHenb MES2410-08DU

Tabnnua 15 — OnurcaHue pa3bemMoB, MHAMKATOPOB U OPraHOB ynpas/ieHUs nepegHen NnaHem KOMMyTaTo-
pos MES2410-08DP 1 MES2410-08DU

dnemeHT nepeaHen

Ne OnucaHue
naHenu
100-240 V AC, 50-60 Hz
1 (ans MES2410-08DP) Pazbem AnA NOAKAOYEHMA K UCTOYHWUKY 3S/1IEKTPOMNUTAHUA NMepemeHHOro
200-240 V AC, 50-60 Hz TOKa.
(ans MES2410-08DU)
2 UnitID NHANKaTop HOMepa YCTPOMCTBA B CTEKE.
Power NHAMKaTOp NUTaHMA yCTPOMCTBA.
Alarm NHAanKaTop aBapuu.
3
Master MHAMKaTop pexkrMma paboTol ycTpoicTea (BeayLumit/segombiii).
PoE NHamkaTop paboTbl POE.
PyHKLMOHaNbHAA KHOMKa A1A nepe3arpysku ycTpoictea u cbpoca K 3aBos-
CKMM HacTpoMKam:
4 r - MPY HAXaTMM Ha KHOMKY ANUTeNbHOCTbIo MmeHee 10 ¢ npoucxoauT nepe-

3arpysKa ycTpoWncTBa;
- NPY HaXKaTUW Ha KHOMKY AnuTenbHocTbio 6onee 10 ¢ nponcxoaut cbpoc
HaCTPOEK YCTPOMCTBA A0 3aBOACKON KOHUIypaLuu.

KoHCO/IbHbIM NOPT 4N1A OKANBHOIO YNPaB/AEHUA YCTPOUCTBOM.
PacnnHoBKa pasbema cneayroLlan:

9 He ucnonbayetcA

10 He ucnonb3yetca

11 RX

12 GND

13 GND

14 TX

15 He ucnonbsyetca

16 He ucnonb3yetca

17 He ucnonb3yetca

PacnaiKka KoHCO/IbHOrO Kabens npueeneHa B NPUNOXKeHUn A.

5 Console

6 [1-8] NMopTbl 10/100/1000/2500BASE-T (RJ-45).

7 [XG1, XG2] CnoTbl 4na ycTaHoBKM TpaHcneepos 1000BASE-X (SFP)/10GBASE-R (SFP+).

BHewHM BUA nepeaHen naHenm yctpoiicte MES2420B-24D, MES2420D-24DP noKasaH Ha pUCyHKax
34-35.
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PucyHok 35 — NMepeaHaa naHeno MES2420D-24DP

Tabnnua 16 — OnncaHMe pPasbeMOoB, MHAMKATOPOB W OPraHoOB YNPaB/ieHUA nepegHel NaHean KOMMYTaTo-
pos MES2420B-24D, MES2420D-24DP

nem 7
Ne dnemeHT nepeaHen Onncanme
naHenu
1 100-240 V AC, 50-60 Hz Pasbem gnA NOOKAOYEHMA K UCTOYHWKY 3S/1EKTPOMUTAHUA NMEepemMeHHOro
TOKa.
1.1 | 12vDC max 2A Pasbem gns nogKntoyeHma akkyMynaTopHoi 6aTapen.
Power MHAMKATOp NUTaHMA YCTPOMCTBA.
Alarm MHanKaTop neperpesa.
Master MHAaMKaTop pexkrnma paboTbl ycTpoicTea (BeayLumii/segomblit).
2 Battery NHAanKaTop paboTbl aKKYMynAaTopHOM BaTapen.
Status MHanKaTop cTaTyca ycTpoKcTsaa.
PS1 NHAMKaTOp COCTOAHUA nepBoro 610Ka NUTaHuA.
PS2 MNHAMKATOP COCTOAHMA BTOPOro 610Ka NUTaHMA.
3 Unit ID MHAMKaTOp HOMepa YCTPOMCTBA B CTEKE.
KOHCONbHbIV NOPT ANA NOKANBHOMO YNPaBAEHUA YCTPONCTBOM.
PacnuHoBKa pasbema cneaytowan:
1 Heucnonb3yetca
2 He ucnosb3syeTca
3 RX
4 Console 4 GND
5 GND
6 TX
7  He ucnonb3yeTcA
8 He ucnonbsyetca
Pacnaiika KoHconbHOro Kabena npueeneHa B NpUIOKeHUU A.
PyHKLMOHaNbHAA KHOMKAa A/1A Nepe3arpysku yCTpoicTea 1 cbpoca K 3aBoa-
CKMM HacCTpoMKam:
5 r - MPY HAXKATMM HA KHOMKY A/NTENbHOCTbIO MeHee 10 ¢ nponcxoanT nepesa-
rpy3Ka yCTpOKNCTBa;
- NPWU HaXXaTUM Ha KHOMKY A/uUTenbHocTbio 6onee 10 ¢ npoucxoauT cobpoc
HaCTPOEK YCTPOWCTBA A0 3aBOACKOM KOHGUrypaumu.
6 [1-24] MopTbl 10/100/1000/2500BASE-T (RJ-45).
7 [XG1 - XG4] CnoTbl AnA yctaHoBKM TpaHcusepos 1000BASE-X (SFP)/10GBASE-R (SFP+).

Ethernet-kommymamopei cepuli MES14xx, MES24xx, MES3400-xx, MES37xx 51




HELTEX

8 LNK/SPD CBeToBas MHAMKALUMA cOCTOAHUA MHTepdelicoB XG1-XG4.

BHewHW BUA nepeaHen naHenn yctponctea cepum MES3710P nokasaH Ha pucyHKe 36.
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JveLTEX
MES3710P
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Console

1..8 - 10/100/1000BASE-T PoE+
9..12 - 100BASE-FX / 1000BASE-X

PucyHok 36 — lNepeaHaa naHenb MES3710P

Tabnunuya 17 — OnucaHune pasbemoB, MHANMKATOPOB M OPraHoOB ynpasaeHuns nepegHen naHenn MES3710P

. -

Ne AnemeHT nepeaHen Onncanme
naHenm

1 [1-8] MopTtbl 10/100/1000BASE-T (RJ-45).

2 [1-8] CeeToBaa nHAMKauma PoE.

CnoTbl ANA YyCTaHOBKM ONTUYECKUX TPAHCUBEPOB
3 9, 10, 11, 12, LNK/SPD 100BASE-FX/1000BASE-X (SFP).
LNK/SPD — cBeToBas MHAMKALMA COCTOAHUA ONTUYECKMX UHTEPhENCOoB.

PWR1, PWR2 NHAMKaTOpbl NUTAHWUA YCTPOICTBA.
4 Alarm MHAanKaTop aBapuu.
Temp MHAnKaTop Temnepartypbl.

PyHKLMOHaNbHaA KHOMKa A1A Nepe3arpy3Kku ycTponcTea u copoca K 3a-
BOACKMM HaCTpOMKam:

- NPW HAXKaTUW HA KHOMKY ANMTeNbHOCTbI0O MeHee 10 c. nponcxoamT ne-
pesarpyska ycTpoucTBa;

- NPW Ha)KaTUW Ha KHOMKY AauTenbHocTblo 6osee 10 c. npoucxoaut
cbpocC HACTPOEK YCTPOMCTBA 4,0 3aBOACKOM KOHPUTYypaLuu.
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KOHCONbHbIM NOPT ANA NOKANbHOTO yNpaB/ieHNA YCTPOUCTBOM.
PacnuHoBKa pasbema cneayrowan:

He ncnonb3yeTca

He ncnonb3yeTca

RX

GND

GND

X

He ncnonb3yeTca

He ncnonb3ayeTca

Pacnaiika KoHconbHOro Kabensa npuseaeHa B MpunoxkeHune A. KoHconb-
Hbll Kabenb.

6 Console

0O NOOULEA, WN P

1.4.2 3adHAA u sepxHAA naHenu ycmpoiicme

BHewHWN BUA, 3agHel naHenn kommytatopoB MES14xx, MES24x, MES34xx (BepxHei ana 3710P)
npuBeAEeH Ha PUCYHKAX HUKe.
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PucyHok 37 —3aaHAaa naHenb MES1428, MES2428, MES2428B, MES2408IP DC1, MES2408P, MES2424 n
MES2424B
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PucyHok 39 —3aaHAaa naHenb MES2424P, MES2428P, MES2420B-24D
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PucyHok 40 — 3agHaa naHenb MES2448 DC
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PucyHok 41 —3agHAaa naHenb MES2448B

100-240 V AC 50-60 Hz
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PucyHok 46 — 3agHaa naHenb MES2420D-24DP, MES3400-24, MES34001-24, MES3400-48, MES3400-48F

54 Ethernet-kommymamopei cepuli MES14xx, MES24xx, MES3400-xx, MES37xx



PucyHok 48 — 3agHaa naHenb MES2410-08DP, MES2410-08DU

TaTOPOB.

B Tabanuax 18 n 19 npuBeaeH nepeyeHb Pa3sbemMoB, PACMOJIOMKEHHbIX HA 3aZlHEN NMAHENN KOMMY-

Tabnmua 18 — OnucaHuMe pasbemMoB 3afHel naHenu kommyTtatopos MES1428, MES2428, MES2428B,
MES2408IP DC1, MES2408P, MES2424 n MES2424B

Ne

dnemeHT 3agHeii naHenu

OnucaHue

1

[ .
Knemma 3asemnenuva =

Knemma g/1a 3a3emneHuns ycTpomncTea.

Tabnnua 19 — OnucaHne pa3beMoB 3agHen naHenu KommyTtatopa MES2424FB, MES2424P, MES2428P,
MES2448 DC, MES2448B, MES2448P, MES2410-08DP, MES2410-08DU, MES2420-48P, MES2420B-24D,
MES2420D-24DP, MES2411X, MES3400-24, MES3400I1-24, MES3400-24F, MES3400-48, MES3400-48F

Ne dnemMeHT 3agHeil naHenun OnucaHue
1 BeHTMNATOPbI ANA OXNaXAEHUA YCTPOMCTBA.
2 Knemma 3azemnenns = Knemma gna 3a3emneHus ycTpomncraa.
3 36-72 V DC Pasbem gnA NOAKNOYEHMA K MCTOUYHUKY 3MEKTPOMUTAHMA MOCTOAHHOrO
TOKa.
4 ~110-250VAC, 60/50Hz max Pasbem ana NoAKNOYEHUA K UCTOYHWUKY SNEKTPOMNUTAHMA MEPEeMEHHOro
1A TOKa.
4.1 12VDC max 5A Pasbem gns NnogKAouYeHns akkyMynaTopHoOM baTtapee.
5 CNOTbI ANA yCTaHOBKM 6710- CnotT ans ycTaHOBKM pe3epBHOro 61oKa nutaHma AC nnm DC.
6 KOB NUTaHNA CnoT ANnA ycTaHOBKM OCHOBHOTO 610Ka nutaHua AC uam DC.
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BHewHMI BUA BepxHel naHenn kommyTtatopa MES3710P npuBeaeH Ha pucyHKe 49.

PWR2

s
PWR1

NC-COM-NO)
Dry contact

PucyHok 49 — BepxHaa naHenb MES3710P

B Tabnunue 20 npuBeaeH nepeyeHb PasbeMoB, PaACNoIOKEHHbIX Ha BePXHEW NaHenn KoMmmyTatopa
MES3710P.

Tabnunuya 20 — OnucaHne pasbeMOB BEpPXHEN NaHenn Kommytatopa MES3710P

Ne dnemeHT 3agHel naHenu OnucaHue
[ — o
1 Knemma 3asemnenHuns = Knemma pns 3a3emneHuns ycTponcTBaa.
PaszbeMbl g1a NOAKAOYEHMA K UCTOYHMKAM 3N1EKTPONUTAHMUA NOCTO-
2 48 (45~ 57) VDC AJIA noA P
AHHOTO TOKa.
3 12VDC max 5A PeneiHbiN BbIxO4 aBapuUiiHOM curHanmnsaumm: 1 A 24 V DC.

1.4.3 bokoevle naHesau ycmpolicmea
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PucyHok 51 — flesaa 6okoBas naHenbs MES1428
PucyHKn 60KOBbIX MaHenen ANA OCTaNIbHbIX YCTPOMUCTB aHAN0TUYHbI.

Ha 60KoBbIX NnaHensx yCTPOVICTBa PacnonoXxeHbl BEHTUNAUMOHHbDbIE pelleTKN, KoTopble CAyXaT AnAa
oTBoAa Tenna. He 3aKprBal‘;1Te BEHTUNAUNOHHbIE OTBEPCTUA MOCTOPOHHMMU NpeaMeTaMu. 3TO0 MmoXKeT
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HELTEX

NPMBECTU K Neperpesy KOMMOHEHTOB YCTPOMCTBA M BbI3BaTb HapyleHWs B ero paboTte. PekomeHgaumm no
YCTaHOBKE YCTPOMCTBA Pacno/oxKeHbl B pasgene «YCTaHOBKa M NOAKIOYEHMEY.,

1.4.4 KoHcmpykmueHoe ucrnosHeHue Kommymamopa MES3708P

B gaHHOM pasgenie onnMcaHo KOHCTPYKTUBHOE ucnonHeHue Ethernet-kommytatopa MES3708P.

YCTPOMCTBO COCTOMT M3 OCHOBHOM NAaThbl, NAaTbl 6/10Ka NUTaHUA U moaynein 3awnTbl nopTtos Ethernet
10/100/1000BASE-T oT nepeHanpsa>keHuit. MnaTtbl pacnofioxeHbl B MeTaJIMYeCcKom Kopryce.

Ona KpenneHus yCTPOMCTBA Ha Kopnyce npeaycMOTPEH MeTaN/IMYecknin Kptok. KpenneHue
NnoABEeCHOE, Ha LWTAHry To/WMHOM He 6onee 8 mm. lMogKatouyeHWe NUTAHUA M ceTeBblXx MHTepdelicoB
npou3BoAUTCA K pa3bemam, PacnosioKEeHHbIM BHYTPU Kopnyca. BbiBoa, NpoBOAOB HapyKy BbiNOAHAETCA
yepes npefHa3HaYeHHble 4N1A 3TOro OTBEPCTMA B Kopnyce.

Ha pucyHKe 52 noKa3aHbl OCHOBHbIE KOMMNOHEHTbI U pazbembl MES3708P.

Il

1 SH20000000% |

9

PrcyHOK 52 — OCHOBHble KOMMNOHEHTbI U pasbembl MES3708P

Ethernet-kommymamopei cepuli MES14xx, MES24xx, MES3400-xx, MES37xx 57



HELTEX

B Tabnnue 20 npuBeaeHoO onncaHMe OCHOBHbIX KOMMOHEHTOB M pazbemoB MES3708P.

Tabnmua 21 — OnucaHne OCHOBHbIX KOMMNOHEHTOB U pa3bemos MES3708P

OnucaHue

Pasbembl 415 YCTaHOBKM ONTUYECKUX TpaHcuBepos 100BASE-FX/1000BASE-X (SFP).

OcHoBHa#A naaTa yCTPOMCTBa.

MnaTa 610Ka NUTaHUA.

Pasbem gna NoaKnoYeHUA K UCTOYHUKY 31IEKTPONUTAHMA NEPEMEHHOrO TOKa.

Pasbembl 415 NOAK/IOYEHNA MoAy el 3awmTbl nopTos Ethernet 10/100/1000BASE-T oT nepeHanpsasKeHui.

Moaynu 3awmTbl noptos Ethernet 10/100/1000BASE-T oT nepeHanpaKeHni.

Knemma gna 3azemneHus yCTpOﬁCTBa.

Pasbembl 415 NOAK/IIOYEHNA YCTPOWCTB /IoKasibHOM ceTu Ethernet.

O | (I NV | W|IN|RFP

FepmosBoA ana Kabens 31EeKTPpONUTaHUA.

[
o

fepmoBBOA 418 MeAHbIX U ONTUYECKUX Kabenelt nokanbHon cetu Ethernet.

[y
=

Paszbem gna NOAKAOYEHUA K KOHCO/IM YCTPOMCTBA Yepes nHTepderic RS-232.

1.4.5 Ceemosasn uHoukayusa

CocrosiHue nHTepdeincos Ethernet nHguumMpyeTca AByma cBeTOAMOAHbIMU UHANKATOPamu, LINK/ACT

3eneHoro useta n SPEED aHTapHOro ugeTa. PacnonoeHue cBeToAN0A0B NOKAa3aHO Ha pUcyHKax 53-55.

(O LNK

ey | (O) SPD

PucyHoK 53 — BHellHKWI1 BUA ogMHapHoro pasbema SFP/SFP+

LINK/ACT  SPEED

PucyHOK 54 — BHewHWI B1A, CABOEHHOro pasbema SFP/SFP+

LINK/ACT SPEED

)
000000 7

PucyHoK 55 — BHewwHuin Bug, pasbema RJ-45
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Tabnuua 22 — CsetoBas nHAuKauma coctoaHna Ethernet-nopros 10/100/1000/2500BASE-T

BbikntoueH BbikntoueH MopT BbIKNOYEH MW COeANHEHUE HE YCTaHOBEHO.
YcTaHoBeHO coeanHeHmMe Ha ckopocti 10 M6uT/c uam
lopwuT nocToAHHO BbikntoueH
100 M6wuT/c.
YcTaHOB/MIEHO coeaMHeHue Ha ckopoctu 1000 M6uTt/c
FopnT NnocToAHHO [opuT NnocToAHHO
nnmn 2500 Méut/c.
Mwuranue - NaoeT nepepava gaHHbIX.

Tabnunua 23 — CeeToBas MHAMKALUMA COCTOAHUA UHTepdeicos SFP

BbikntoyeH BbikntoueH MopT BbIKNOYEH AN COeANHEHME HEe YCTaHOB/IEHO.
lopwuT nocTtoAHHO BbikntoueH YcTaHOB/IEHO coeanHeHne Ha ckopoctu 100 M6ut/c.
lFopnT nocToAHHO FopuT NnocToAHHO YcTaHoOB/IeHO coeMHeHne Ha ckopocTu 1 Iéut/c.
Mwuranue - MpoeT nepepaya AaHHbIX.

Tabnunuya 24 — CeeToBas MHAMKAUMSA COCTOAHUA UHTepdencos SFP+

BbikntoueH BbikntoueH MopT BbIKNOYEH AN COEAUHEHUE HE YCTaHOBJIEHO.
lopwuT nocTtoAHHO BbikntoueH YcTaHOB/IEHO coeanHeHue Ha ckopocTtu 1 Meut/c.
lopuT nocToAHHO [opuT noctoAHHO YcTaHOB/IEHO coeanHeHue Ha ckopocTtu 10 Feut/c.
MwuraHune - NpoeT nepegava gaHHbIX.

CuctemHble MHauKatopbl (Power, Alarm) cnyxaT gns onpeaeneHusa cocTosHusa paboTbl y310B

KommyTaTtopos cepum MES14xx, MES24xx, MES34xx.

Tabnunua 25 — CBeToBas MHANKALMA CUCTEMHbIX MHANKATOPOB

CocToaHue BbikntoyeH

MuTaHMe BbIKAOYEHO.

MUCTOYHUKOB
NMUTaHUA

3eneHbll, roOpUT NOCTOAHHO

MWTaHWe BKAOYEHO, HOpMabHasn
paboTa ycTpolicTBa.
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MES1428
MES2408
MES2408B
MES2408C
MES2408P
MES2408IP DC1
MES2408CP
MES2408PL
MES2428
MES2428B
MES2428P
MES2424
MES2424B
MES2424pP
MES2424FB
MES2411X
MES2410-08DU
MES2410-08DP
MES2420B-24D
MES2448B
MES2448 DC

KpacHbliit

ABapuAa BTOPUYHOIO UCTOYHUKA.

MES3400-24
MES34001-24
MES3400-24F
MES3400-48
MES3400-48F

KpacHbii

OTcyTCTBME NEPBUYHOrO NUTAHUA
OCHOBHOFO UCTOYHMKA (NPY NUTAHMK
YCTPOWCTBA OT pe3epBHOI0 UCTOYHMKA)
WM aBapus BTOPMYHOTO UCTOYHMKA.

MpusHak 3eneHblIii, FOPUT NOCTOAHHO YCTPOKNCTBO ABNAETCA KMAcTEPOM» B
’
Master! Beg,yu.ul.ero CTeKe.v
yCTpOICTBa Npwm BbIKIOYEH YCTPOMCTBO He ABNAETCA «MacTepom»
paboTe B cTeke B CTEKE.
3enewbii, Bce BHyTpeHHMe cucTeMbl paboTatoT B
MES2448P roput
MIHpuikaTop MES2420D-24DP I'IOF::TOHHHO HUTATHOM PEXUME.
Status COCTOAHUA ”
yCTpoiicTsa MES2420-48P KpacHbin, Bo3moxHasa HemcnpaBHOCTb
roput BEHTUNATOPOB.
NOCTOAHHO InobanbHas owmnbKa PoE.
CocTosiHMe 3eneHbli, ropuT NOCTOAHHO Bce BEHTUNATOPbBI UCMPABHbI.
Fan BEHTMNATOPA N OTKa3 ogHoro unu 6onee
KpacHbli1, ropuT NOCTOAHHO
oXNaxkaeHuA BEHTU/IATOPOB.
Alarm CocTosiHMe BkntoueH HopmanbHasa paboTa ycTponcTsa.
ycTpolicTBa KpacHbIi, ropuT NOCTOSHHO Meperpes nan aBapua BEHTUNATOPOB.
Pe3epBHbIN UCTOYHMK YCTAHOBAEH,
P 6 3eneHbliA, FOPUT NOCTOAHHO nuTaHue BKAOYEHO, paboTaeTt
eXunm paboTbl
pesepsrforo HOPMa/bHO.
RPS HCTOUHMKA OTcyTCcTBME NEPBUYHOMO NUTAHMUA
TaHUS KpacHbIi, roput NOCTOAHHO pe3epBHOro NCTOYHMKA UK ero
HEWCnpPaBHOCTb.
BbIkntoueH Pe3epBHbIN NCTOYHUK HE NOAKIOYEH.
3eneHbli
MES2408P ropuT ! MopgKntoyeH notpebutens PoE xoTa 6bl
PoE MES2408PL B OZMH NOPT.
MES2408CP MIOCTOARHO
KpacHbliit
CocrosaHue Pok MES2428P r: T ! Asapwua PoE (nopT B coctoaHUM
MES2424P P neperpysku, rnobanbHana aBapus PoE).
MES2410-08DP nocToAHHO
MES2410-08DU BbikntoueH Motpebutenun PoE He nogKAtoYeHbI.

! KommyTatopbl MES1428, MES2408, MES2408B, MES2408C, MES2408CP, MES2408P, MES2408PL, MES2408IP DC1,
MES2428, MES2428P, MES2428B, MES3708P, MES3710P He nogaepXMBatOT PEXMM CTEKMPOBAHUA.
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3eneHbln, AKB nogKkntoyeHa, NUTaHWe B HOpMe.
MES2408B
ropur
MES2428B 1
NOCTOAHHO
Batter CoctoaHne AKB MES24248 KpacHbii OcHoBHOE NUTaHKe BblKAoYeHO, AKB
’ MES2424FB 3:neHbu7| paspsaxkaerca '
MES2448B S P '
MES2420B-24D n
BbIkntoueH AKB oTKntoueHa.
3eneHbln,
ropuT BNOK NUTaHWA NOAKNOYEH U 3aNNTaH,
€CTb BbIXOAHOM TOK C 6/10Ka NUTaHMUA.
C 6 MES2448P NOCTOAHHO A
ocTosaHne 6a0Ka "
. MES2420D-24DP | KpacHbin, BNOK NUTaHWA YyCTaHOBAEH, HO
nutaHua Main
PSs1 MES2420-48P roput OTCYTCTBYET BXOAHOE HanpsxeHne/
NOCTOAHHO HeT BbIXO4HOr0 TOKa ¢ 6/10Ka NUTaHuA.
BbIkntoueH BNOK NUTAHMA HEe NOAKNOYEH.
3eneHsbin,
ropuT BNOK NUTAaHWA NOAKNOYEH U 3aMNTaH,
€CTb BbIXOAHOM TOK C 6/10Ka NUTaHuUA.
CoctosAHune bnoka | MES2448P NOCTOAHHO
nuTaHuA MES2420D-24DP | KpacHbii, BNOK NUTaHWA yCTaHOB/EH, HO
pPS2 Redundant MES2420-48P ropur OTCYTCTBYET BXOAHOE HanpseHune/
NOCTOAHHO HET BbIXOAHOro TOKa ¢ 6/10Ka NUTaHuUs.
BbikNtoyeH BNOK NUTAaHUA He NOAK/OYEH.
3eneHsbin,
roput MNopaHo nutaHue Ha BBog PWR1.
PWR1 WMHaMKaTOpbI NOCTOAHHO
COCTOAHUA BbikntoyeH MutaHue Ha BBog PWR1 He nogaHo.
nuTanna 3enieHbll,
ycTpounctea roput MopaHo nuTaHue Ha BBoa PWR2.
PWR2 NOCTOAHHO
BbikntoueH MutaHue Ha BBog PWR2 He noaaHo.
KpacHbii,
ropuT Meperpes nan nepeoxnaxaeHue
CTpoiicTBa.
Whankatop NOCTOAHHO yerp
Alarm aBapuun MES3710P
BbikntoyeH HopmanbHana paboTa ycTpoicTsa.
KpacHbii,
Meperpes nnu nepeoxnaxaeHue
NHgukaTop roput N
Temp yCTpOoMcTBa.
TemnepaTypbl NOCTOAHHO
BbikNtoyeH HopmanbHana paboTa, neperpesa Her.
3eneHbii
- ’ MoakntoueH notpebutens PoE B
NHAanKaTopbl COOTBETCTBYHOLWMI NOPT.
PoE A P NOCTOAHHO ylout P
coctoaHua PoE
MoTpebutenb POE He noaKAtOYEH B
BbikatoyeH o
COOTBETCTBYHOLWMI NOPT.

! Mpu nogknoueHnn AKB BO3MOXHa 3a4epKa CMeHbl MHAMKaLUMK 40 5 MUHYT.
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1.5 KomnaeKT noctaBKku

B 6a30BbIli KOMNAEKT NOCTABKM BXO4AT:

Ethernet-kommyTaTop;

KomnnekT Kpenerka B cTOnKy (Kpome MES3708P, MES3710P);

WHyp nutaHusa EBpoBunka-Cl3, 1.8m (Tonbko gns MES2408C, MES2408CP, MES2408PL,
MES2428B, MES2408B, MES2420B-24D, MES1428 AC, MES2408 AC, MES2428 AC, MES2408P
AC, MES2428P AC, MES2410-08DP, MES2410-08DU, MES2424 AC, MES2424P, MES2424B,
MES2424FB, MES2448B, MES2411X);

LLHyp nuTaHua MBC 2x1.5, 2m (Tonbko ana moaenei MES2408I1P DC1, MES1428 DC, MES2408
DC, MES2424B, MES2424FB, MES2428 DC, MES2408P DC, MES2428P DC, MES2424 DC,
MES2448 DC, MES3710P);

CbemHble KnemmHble Konogku (1 Pos. — 1 wrT., 2 Pos. — 2 wr.) (Tonbko ans MES3710P)
MamaATKa 0 AOKYMEHTaLMK;

CepTudmKaTt/aeKknapauma COOTBETCTBUS;

Macnopr.

Mo 3aKa3y NoKynaTena B KOMMNJIEKT NOCTaBKM ONUNOHAIbHO MOTYT ObITb BKAIOYEHDI:

PykoBoAacTBO No 3Kcnayataunm Ha CD-gucke;

WHyp nutaHma EBposunka-C13, 1.8m (B cayyae KomnaeKtauuMm moaynem nutaHusa PM160-
220/12 nnn PM380-220/56);

LWHyp nuTaHua NBC 2x1.5, 2m (B ciydae KOMNieKkTaumMm moaynem nutaHmua PM100-48/12);
Moaynb nutaHua PM65-220/12 (ana MES3400-24, MES3400-24F, MES34001-24, MES3400-48);
Moaynb nutaHua PM160-220/12 (ana MES3400-24, MES34001-24, MES3400-24F, MES3400-
48, MES3400-48F);

Moaynb nutaHua PM165-220/12 (ana MES3400-24, MES3400-24F, MES34001-24, MES3400-
48, MES3400-48F);

Mogaynb nutaHna PM100-48/12 (ana MES3400-24, MES34001-24, MES3400-24F, MES3400-48,
MES3400-48F);

Mogaynb nutaHna PM380-220/56 (ana MES2448P);

Mogaynb nutaHna PM450-220/56 (ana MES2448P, MES2420D-24DP);

Mogaynb nuTaHns PM950-48/56 (ana MES2420-48P);

Mogaynb nuTaHna PM950-220/56 (ana MES2420-48P);

KoHco/bHbIM Kabenb;

SFP/SFP+ TpaHcuBepbl.
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2 YCTAHOBKA U NOAKNIOYEHUE

B ngaHHOM pasaene onucaHbl NpoLeaypbl YCTAaHOBKM 060pyA0BaHUA B CTOMKY M NOAKAOUYEHUSA K NK-
Talowen cetu.

2.1 YcTaHOBKa YCTPOMCTB B CTOMKY

B KOMMNAEKT NOCTaBKM YCTPOCTB BXOAAT KPOHLITENHbI A/1A YCTaHOBKM B CTOMKY M BUHTbI 414 Kpenne-
HUA KPOHLITENHOB K KOPNYCY YCTPOMCTB. Ha KPOHLWITENHAX PACNON0OMKEHbI LECTb KPeneXKHbIX 0TBEPCTMI 1A
pa3HbIX BAPUAHTOB KPEMJEHMA, YTO NO3BOIAET PErYANPOBATb PAaCCTOAHUE MeXAy nepenHein naHenbto u
OBepLel cepBepHOro wKada (pUcyHKM 56—57). YcTpoMncTBa YCTaHABAMBAKOTCA B CTOMKKU rybuHoi ot 600
MM 0 1000 mm. 1nA yCTaHOBKM KPOHLUTEMHOB BblbepuTe OANH U3 BApUaHTOB KpeneHus:

PucyHok 57 — BapuaHT KpenaeHua KpoHWwTenHoB No2
1. BblbepuTte HeobXoaMMble MONOXKEHMA KPOHLWTEWHA, NOKa3aHHble Ha pUCyHKax Bbiwe. Cos-
MecCTUTe BbIbpaHHbIe YeTblpe OTBEPCTUA A1 BUHTOB HA KPOHLUTEMHE C TAKUMMU }Ke OTBEPCTU-
AMKM Ha BOKOBOM NaHenn yctponcTea. C NOMOLLbIO OTBEPTKU MPUKPENNTE KPOHLLUTENH BUH-

TaMu K Kopnycy.
2. ToBTopuTe War 1 A4na BTOPOro KPOHLWTenHa.
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3. CoBMeCTUTe OTBEPCTUA KPOHLITENHOB C OTBEPCTUAMM Ha NepesHUX BePTUKaIbHbIX HanpaB-
NAOWMX CTOMKM (pUCYHOK 58). Mcnonb3yiiTe 0TBEPCTUA B HAMPABAAIOWMX HA OAHOM YPOBHE
€ 06enx CTOPOH CTOMKM, AN5 TOTO YTO6bI YCTPOWCTBO pacnosiaranocb ropu3oHTanbHo. C no-
MOLLbIO OTBEPTKM MPUKPENUTE YCTPOMCTBO K CTOMKE BUHTaAMM.

PucyHoK 58 — YcTaHOBKa yCTPOICTBA B CTOMKY

Ha pucyHke 59 npusegeH npumep pasmeweHnAa Kommytatopos MES14xx, MES24xx n MES34xx B
CTOWKe.

o MES14xx/MES24xx N1 o]
o KabenbHbIn opraHainsep (o]
o|  MES14xxMES24xx N2 o
o KabenbHbIn opraHainsep o
o|  MES14xxMES24xx N3 o
o KabenbHbIin opraHainsep o
o|  MES14x<MES24xx N4 o
o KabenbHblin opraHainaep o
o|  MES14x<MES24xx N5 o
o KabenbHblin opraHainaep o

PucyHok 59 — PaameleHne KommyTtaTopoB MES14xx, MES24xx n MES34xx B cTOlKe
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'1 He 3aKpbliBaliTe BEHTUNALUOHHDbIE OTBEPCTUA, @ TaKKe BEeHTUNATOPbI, PACNO/IONKEHHbIE HA
' 3aAHeli naHean, NOCTOPOHHUMU NpeameTamu Bo M3berKaHue neperpeBa KOMMNOHEHTOB
KOMMYTaTOpa M HapyLeHuA ero paboTbl.

2.2 YcrtaHoBKa Ha DIN-peiiKy u gemoHTax yctpoiictea MES3710P

’1 Ycrpoiicteo MES3710P yctaHaB/MBaeTcA BePTUKaNbHO, TaK Kak 6oKoBble naHenu obecne-
' YMBAIOT TENZI00TBOA,. YCTAaHOBKA YCTPOICTBa BO3MOXHa Ha DIN-peiiky ctaHaapTta IEC60715,
noaAep:KMBarTca TonbKo npopunn TS35x7,5 n TS35x15.

[ns yctaHoBKK ycTpolicTBa Ha DIN-peliky:

1. HakNOHWTbL KOpNyC YCTPOMCTBA BEPXHEN YACTbiO OT CEOA M NPUNOKUTL KpenieHne Ha 3a4-
Hei naHenu K DIN-peiKe Tak, 4TobObl € BEPXHAA KPOMKA OKa3asiacb 3a NPOBOJIOYHOMN Npy-
YKUHOMN.

2. HapgaswuTb Ha KOpNyC YCTPOICTBA CBEPXY, KaK NpeacTaB/eHo Ha pUcyHkKe 60.

PucyHok 60 — MepB.bIn 3Tan nHctannaumm MES Ha DIN-peliky

3. He cHMMmas paBneHus, NpuXKaTb HUMKHIOK Y4acTb Kopnyca ycTpoiicTea K DIN-pelike ao 3a-
LEe/TKMBAHWA, KaK NPeaCcTaBNeHo Ha pUCYHKe 61.

PucyHok 61 — Bropo# atan uHcrannauymm MES Ha DIN-peliky
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Ons pemoHTaxKa ycrporictea ¢ DIN-peiiku:

1. HapaBWTb Ha KOpPMYC YyCTPOMCTBA CBEPXY.
2. He cHMMasA faBneHuA, NOTAHYTb HUMKHIOK YacTb YCTPOICTBA Ha cebs.
3. TMpunoaHss Kopnyc, CHATb ycTponcteo ¢ DIN-peliku.

2.3 NoaknioueHme NnpombilwNneHHOro Kommytatopa MES3710P K 610Ky nuTa-
HuA DRS-270-56

1. Y6eautbca, yto NnuTaHue 230 B oTkAtoueHO oT 610Ka nuTaHua DRS-270-56.

2. CoepMHUTb Kabenem oTpuUATENbHLIN NOAOC BA0KA NUTAHMA U OTPULATENBHBIA NOAOC
KOMMYyTaTOpa Yepes KAeMMHble KONOAKM.

3. AHaNoOrMyHbIM 06pasom CoeAMHUTL NONOKUTENbHbBIE NOAHOCHI.

4. HageXHo 3aTAHYTb BUHTbI Ha KIEMMHbIX KONOAKaX U YCTaHOBUTbL MX B COOTBETCTBYOLME
pasbembl Ha 610Ke NUTAHUA U KOMMyTaTope. Pe3ynbTaT NpeacTaBaeH Ha pUCyHKe 62.

PucyHok 62 — MNoakatoveHne nutaHna KommyTtaTopa ot DRS-270-56

5. MNogknounTtb Kabenb nutaHma 230 B K KnemmHon Konoake DRS-270-56 ¢ cobatogeHmem

¢dasbl (L), Hyns (N) 1 3a3emneHus (@). HageHo 3aTAHYTb BUHTbI Ha KNEMMHOM KonoaKe
M YCTaHOBUTb ee B pa3bem C MapKkuposkoi 110-240 B ~ 3 A, 50-60 Ty, Ha 6/10Ke NUTaHuA
B COOTBETCTBUM C PUCYHKOM 63.

PucyHok 63 — lMoakntovyeHne nutaHma K DRS-270-56
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6. YbeauTbca, YTO BCE KOHTAKTbI MOAK/OYEHbBI BEPHO, U MEXKAY HUMM UCKIIOYEHO 3aMblKaHMe,
nocne 4yero noAatb NuTaHmMe Ha DRS-270-56. MNMprmep NogKAHOUYEHUA NPOMbILLAEHHOTO KOM-
MyTaTopa oT oaHoro 6,10Ka nuTaHua DRS-270-56 npeacTaBieH Ha pUCYHKe 64.

PucyHoK 64 — MoakntouyeHME NUTaHMA KOMMYyTaTopa oT ogHoro 610Ka nutaHus DRS-270-56

7. Mpumep NOAKNHOYEHMA NPOMbILL/IEHHOrO KOMMYTATOpPa OT ABYX 6/10K0B NMUTaHUa DRS-270-
56 npeacTaBneH Ha pucyHke 65.

PucyHoK 65 — MoakntoyeHne NMTaHMA KOMMyTaTopa oT AByx 610KkoB nuTaHuMa DRS-270-56

2.4 NopaknioueHue NUTalOLWEN CETU

1. MMpexae, 4em K ycTponcTey ByaeT NoAxaloYeHa NUTaloLWLan ceTb, HeObXoAMMO 3a3eMIUTb
KOpMnyc YCTpoKcTBa. 3a3em/ieHne HeobXoAMMO BbIMOAHATL M30/MPOBAHHBLIM MHOTOMW/b-
HbIM MPOBOAOM. YCTPOCTBO 3a3eM/IEHUA U CEYEHME 3a3eM/IAIOLLLENO NPOBOAA AOXKHbI CO-
oTBeTCTBOBaTh TpeboBaHNAMM MY, OYHKUMOHANLHOTO 3a3eMIeHNA Ha KomMmyTaTopax MES
HeT, Heo6X0AMMO MOAKNIOUATb TOMbKO 3aLMTHOE 3a3eMNeHne B COOTBETCTBMM C PEKOMEH-

Aaumamm.

’ l MopKnoyeHne J0MKHO OCYLLECTBNATLCA KBAaAMPULMPOBAHHBIM CNELUAIUCTOM.

2. Ecam npepnonaraetca NOAKAOMEHME KOMMbIOTEPa MAM MHOro 060pyaoBaHMUA K KOHCOJb-
HOMY MOPTY KOMMYTaTopa, 3TO 060pPYA0BaHME TaKXKe A0/IKHO BbITh HaEKHO 3a3eMJIEHO.
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3. TMogKntounTe K ycTpoicTey Kabesb NUTaHUA. B 3aBUCMMOCTM OT KOMMJIEKTALLMM YCTPOMCTBA,

NUTaHUE MOXKET OCYLLECTBAATLCA OT CeTU NepeMeHHOro ToKa, B0 OT CeTU NOCTOAHHOro
TOKa. NP1 NOAKAIOYEHNM CETU NePEMEHHOTO TOKa CaeyeT MCNoAb30BaTh Kabesb, BXOAALLMIA
B KOMMIEKT YCTPOMCTBA. [INA NOAKNOUYEHNA K CETU NOCTOAHHOIO TOKa UCNOAb3yiiTe NpoBoy,
ceyeHnem He meHee 1 mm?2.

Ha ycTpoiicTBax cO CMeHHbIM 6/10KOM NMUTaHUA PEKOMEHAYETCA BbINOJIHUTD 3a3eM/IeHUE KaK
Koprnyca camoro KOMMyTaTopa, TaK M 3asemsieHue 6710Ka nuTaHuA. ITo obecneumsaer
3awWwMTy OT NPo60os Ha Kopnyc. 3a3emneHne 6,10Ka NUTaHUA OCYLLECTBAAETCA NOAKAIOYEHNMEM
TPEXKUbHOTO Kabena B PO3eTKy C 3a3eMIAIOLLMM KOHTAKTOM.

Bo usbe)kaHMe BO3HUKHOBEHUA KOPOTKOro 3amMbiKaHUA nNpU MNOAKNAIKOYEHUUN K CeTu
NMOCTOAHHOIO TOKa peKomeHAyeTCcA Npon3BecTu 3a4nCTKy Nnposoada Ha AJIUHY 9 mm.

Llenb NUTaHUA NOCTOAHHbIM TOKOM A0NXHA COAEPKaTb YCTPOMUCTBO OTKAIOUYEHUA NUTAHUA C
duU3MUeCcKUM pasbeguHEeHUEeM coeaUHEHUA (BbIKOUaTeNb, pa3bem, KOHTaKTop, aBTOMaTy-

YyecKuii BbiKNloYaTenb U T. n.).
4. BKAOYMTE NUTAHME YCTPOWCTBA U ybeanuTecb B OTCYTCTBUM aBapuii NO COCTOAHUIO MHAUKATO-

pPOB Ha nepeaHen NaHesun.

Ona nogknoueHua K MES3708P nutatowieit ceT HEO6X0AMMO CHATb KPbILKY YCTPOMCTBA,
OTKPYTMB OTBEPTKOI1 18 BUHTOB, PACNO/IOXKEHHbIX MO KPasm.

2.5 YcraHoBKa u yganeHue SFP-TpaHcuBepoB

YcTaHOBKA ONTUYECKUX Mo,qyneii MOXeT Npon3BoAnUTbCA KaK NPU BbIKNIIOYEHHOM, TaK U Npu
BK/IIOYEHHOM YCTPOVICTBE.

PekomeHAayeTtcAa pasgenbHoe nogknouveHue SFP-tpaHcuBepa M ONTUYECKOro Narty-kopaa B
cnor.

1. BcraBbTe BepxHUi1 SFP-mo4ynb B CIOT OTKPbITOM YacTbio pa3bema BHU3, @ HUXKHUIA SFP-mo-
AyNb OTKPbLITOM YacTblo pa3bema BBEPX.

PucyHok 66 — YcTtaHoBKa SFP-TpaHcmBepos

2. Hapasute Ha moaynb. Korpa oH BcTaHeT Ha MecTo, Bbl ycabiwuuTe xapaKTeprlﬁ Len4yoK.

68
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PucyHok 67 — YcTtaHoBneHHble SFP-TpaHcuBepbl

[nsa ypaneHus TpaHcueepa:

1. OTKpoiiTe 3alLenky moayns.

PucyHok 68 — OTKpbITHe 3awenkn SFP-TpaHcnsepos

2. WU3Bnekute MmoAay/nb U3 CnoTa.

PucyHok 69 — N3BneveHune SFP-TpaHcuBepos
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3 HAYA/IbHAA HACTPOMKA KOMMYTATOPA

3.1 Tlopauue Knasuwm

CouyeTaHue KnasuLl OnucaHue
Ctrl+A BepHYTbCA K HaYany CTPOKM.
Ctrl+E BepHyTbCA K KOHLY CTPOKM.
Ctrl+F MpoaBnHyTbCA BNnepea Ha 0 ANH CUMBO.
Ctrl+B MpoaBWHYTLCA Ha3ad Ha OAUH CUMBO.
Ctrl+D YaanuTb AaHHbIN CUMBOJI.
Ctrl+U,X Y4anutb Ha4ano CTPOKKU A0 CMMBOAA.
Ctrl+K YAanntb KOHeL, CTPOKM nocae CMMBOAA.
Ctrl+wW Ypaannte npegblayuiee cnoso.
Ctrl+T MepemecTuTb NpeablayLLINIA CUMBOA.
Ctrl+P MepenTn K NpeablayLLen CTPOKe B UICTOPUN KOMaHA,
Ctrl+N MepenTu K cneaytoLLelt CTPOKe B UCTOPUN KOMaHA,
Ctrl+z Bo3spat K KopHesomy pexumy CLI.

3.2 Hactpoiika TepmuHana

Ha KomnbloTepe 3anyCcTUTb NPOrpammy smynsumumn tepmunana (HyperTerminal, TeraTerm, Minicom)

1 NPOMU3BECTU CeAYIOLLIME HACTPONKMN:

— BblbpaTb COOTBETCTBYIOLWMI NOCAEA0BaTENbHbIN NOPT;

—  YCTaHOBWTb CKOPOCTb Nepeaayn aaHHbix — 115200 604,

— 3a4aTtb dopmaT AaHHbIX: 8 6UT AaHHbIX, 1 cTONOBbLIM 6UT, 6E3 KOHTPOAA YETHOCTY;

—  OTKNKYUTb annapaTHOE U NporpamMmmHoe ynpasaeHme NOTOKOM AaHHbIX;

— 330aTb PeXUM 3sMynauuMu TepmuHana VT100 (MHOrMe TepmMMHaNAbHble MPOrPaMMbl
NCMOb3YIOT AAaHHbIN PEXUM IMYAALUN TEPMUHANA B KAYECTBE PEKMMA NO YMOJIYAHUIO).

3.3 BkaoueHue ycTpoiicTBa

YCTaHOBUTb CoOeANHEHNE KOHCOM KoMmmyTaTopa (nopT «console») ¢ pasbemMom nocnesoBaTe/IbHOro
nHTepdeiica KoOMNbloTepa, Ha KOTOPOM YCTaHOBAEHO NPOrpammMmHoe obecneyeHne amynaLUM TepMUHaNa.

BKkAlounTb  ycTponcTBo. [lpM  KaxkKAOM  BKAKOYEHMM  KOMMyTaTopa

3anyCKaeTca npouecc

WMHUUMANM3ALMM YCTPOICTBA, MOC/AE KOTOpPOM HeobxoAMmMO MpoOMTM npouedypy asTopu3aumMuM Ans

AanbHelwwe paboTbl C KOMMYTAaTOPOM:

ISS login:admin
Password: *x*x* (admin)
console#
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3.4 3arpy3o4yHoe MeHIo

Ona BXxoda B 3arpy3oyHoe MeHlo ciedyeT NOAKAOUYUTLCA K YCTpoMcTBy Yepes uHtepdeic RS-232,

nepesarpysutb YCTPOMCTBO M BBECTM Maposib A/ 3arpy304HOro MEHI0 B TeyeHue 3-X CeKyHZA, nocse
MOABNEHUA CTPOK:

U-Boot 2011.12.(2.1.5.67086) (Feb 18 2019 - 06:43:17)

CPU:500MHz LXB:200MHz MEM:300MHz

DRAM: 256 MB

SPI-F: 1x32 MB

Loading 65536B env. variables from offset 0x110000
chip index= 23

Switch Model: MES2428 board (Port Count: 28)

KA A K A AR AR A AR A AR AR A AR A AR AR A AR A AR AR AR AR A A AR A A A kA Ak ok k

Now External 8218B

KA A KA AR AR A IR A AR AR A AR AR A AR A AR AR A AR AR AR A A AR AR A AR A X kK

Now Internal PHY

KA A K A AR AR A IR A AR AR A AR A A A AR A AR AR A AR AR AR A A AR A AR AR Ak kK

Now External 8218B
khkkhkkhkhkhkhkkhkkhkhkhkhhkhkhkhrhhkkhkhkhkhhkhkhkhkhkhkkhhkhkhrhkkhkhkhrhkhkkhkkhhrhkkhhhxhkhkh*k
Now External 8214FC

Net: Net Initialization Skipped

Autobootin 3 seconds..

’ I'Iaponb OT 3arpy3o4yHoOro meH no ymos4aHuUio anAa scex yCTpOFICTB «eltex».
7 8

Bupg, 3arpy3o4yHoro mMmeHto:

Startup Menu

[1] Restore Factory Defaults

[2] Boot password

[3] Password Recovery Procedure

[4] Image menu

[5] Serial bandwidth

Enter your choice or press 'ESC' to exit:

Tabnnua 26 — PyHKUMK MHTepdelica 3arpy304HOro MEHIO

DyHKYUA OnucaHue

Restore Factory Defaults BoccTaHOBUTL 3aBOACKME HACTPOMKM.
Boot password MN3meHeHne napona Ha 3arpy3oyHOe MeHHo.

Password Pecovery Procedure BoccTaHoBeHWE yTpayeHHoOro napons. Mpu cnepytouen 3a-

rpyske ocHosHoro MO nonb3oBaTenb Cpasy NoOMageT B PEKUM
Privileged EXEC 6e3 BBOAa napons.

Image menu Bbi6paTb aKTMBHbIV 06pa3 cuctemHoro MO. Ecan HOBbIN 3arpy-

JKeHHbI ¢dain cuctemHoro MO He BbIGpaH aKTUBHbLIM, TO
YCTPOWCTBO BbIMOAHMUT 3arpy3Ky C UCMO/Jb30BaHMEM TEKYLLEro
aKTMBHOro obpasa.

Image menu
[1] Show current image — npocmoTp akKTUBHOTIO cnoTa c obpasom
Mno;
[2] Set current image —BbI6Op aKTUBHOTO c/10Ta cnucTemHoro MO;
[3] Back.

Serial bandwidth BbI6Op CKOPOCTU NocneaoBaTeNIbHOro MHTepdeiica.

[na sbixoga us 3arpy3o4HOro MeHw " nNpoaoIKeHnA 3arpyakim oCHOBHOIo o6pa3a no HGO6XOAMMO

HaXaTb <Esc>.

’ | Ecnm B TedeHUne 1 MUHYTbI He BbiIGPaH HM OAWH U3 NYHKTOB MEHI0, 3arpy3Ka ycTpoiictea npo-

vadRCl)

BONXKUTCA.
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3.5 PexXumbl paboTtbl KOMMYyTaTOpa

KommyTaTtopsl cepuit MES24xx, MES3400-xx, MES2410-08, MES2420-24 paboTaloT B pesKnUMe CTEKU-
poBaHuA.
’ ' KommyTatopbi MES2408, MES2408B, MES2408C, MES2408CP, MES2408P, MES2408PL,
e MES2408IP DC1, MES2428, MES2428P, MES2428B, MES3708P, MES3710P He nopaepu-
BalOT PeXXUM CTEKUPOBAHUA.
, KommyTtatopol MES2424, MES2424B, MES2411X, MES2448B noaaepKMBaloT CTEKUPOBaHUE
! C QHANIOrMYHbIMM YCTpOiicTBaMM rev.B. Bce ocTanbHbie YCTPOMUCTBA MOrYT 6biTb 06beAUHEHDI
B CTEK TO/IbKO NMPU YCAOBUM COBNAAEHUA PEBU3UIA.
CTeknMpoBaHue No3BoAsSeT 06beANHUTL A0 8 KOMMYTAaTOPOB OAHOW M TOM e MoAenn B 04HO IoTu-
yecKoe YCTPOMCTBO. N1 YCTPOMCTB, BXOAALWMX B COCTAB CTEKA, NPEeAYCMOTPEHbI Cieaytolme posiun:

— Master (UID yctpoiictBa oT 1 Ao 8) — ocyllecTBAseT ynpaBieHue BCeMWU YyCTPOUCTBaMn B
cTeke. Posib MacTepa NpMHMMaET TONbKO O4HO YCTPOMCTBO, BCE OCTa/IbHbIE YCTPOICTBA NOY-
yaloT posib Backup. B ciyyae oTkaoueHus yctpolictea Master U3 ycTpoliicTs ¢ poJibio Backup
BblGMpaeTca HOBbIM MacTep.

— Backup (UID ycTpoictea oT 1 Ao 8) — yCTpPOICTBO, NOAYUHSAIOLLEECA YCTPOUCTBY C PO/bHO
Master. YctpolicTBo ¢ posabto Backup aybamnpyet koHdurypaumio, HbopmaLmio 0 No1b30Ba-
TensAx, akTUBHbIN 06pa3 MO. B ciyyae BbIxoAa U3 CTPOA YNPaBAAOLWEro yCcTpoicTea bepeT Ha
ceba pyHKUMM ynpaBaeHMA CTEKOM.

/ UHTepdeiicbl B pexkume CTEeKMPOBaHUA PaboTAlOT TO/IbKO HA MAKCUMaNbHOM CKOPOCTU UH-
Tepdeiica.
l | YcTpoiicTBa € 0auHAKOBbIMU uaeHTudukatopamm «Unit ID» He moryT paboTtatb B ogHOM
- cTeke.

B pexknme CTEKMPOBAHMSA YCTPOMCTBA UCNOb3YIOT XG-NOPTbI 418 CUHXPOHM3aLMK. [py 3TOM yKasaH-
Hble MOPTbl He y4yacTBYlOT B Mepefaye AaHHbIX. BO3MOMKHbI ABe TOMOMOMMU CUHXPOHM3UPYIOLLMXCA
YCTPOMCTB — KOJIbLLEBAA U INHEHAA. [1N5 NOBbILWEHNA OTKAa30YCTOMYMBOCTM CTEKA PEKOMEHAYETCA UCNONb-
30BaTb KOJIbLLEBYIO TOMOAOIMI0. PN UCNOAb30BaHUN TMHENHOW TONONOTUM B CXEME U3 ABYX FOHUTOB CTEKO-
Bble NopTbl 06beanHAOTCA B LAG, YTO NO3BOAAET MOBbLICUTL MPOMNYCKHYO CNOCOBHOCTbL KaHana. Mpu ncnonb-
30BaHUU KOJIbLLEBOM TOMOMOMMM OAMH CTEKOBbIM NMHK BaoKupyeTca ana Broadcast, Multicast, Unknown
Unicast-Tpaduka n He 6aokunpyetca gna obydyeHHoro Unicast-Tpaduka, YTo N03BOIAET NOBLICUTbL MPOMYCK-
HYH0 CNOCOBHOCTb CTEKOBBIX JIMHKOB.

MaTpuua cTeknposaHua kommytatopos MES2424

MES2424 MES2424 rev.B | MES24248B MES2424B rev.B MES2424FB MES2424P
MES2424 + + - - - -
MES2424 rev.B + + - - - -
MES24248B - - + + - -

MES2424B
rev.B
MES2424FB - - - - + -

MES2424pP - - - - - +

MaTtpuua ctekmpoBaHma KommyTtatopos MES2410-XX n MES2420-XX

MES2410-08DP MES2410-08DU MES2420B-24D MES2420-48P MES2420D-24DP
MES2410-08DP + - - - -
MES2410-08DU - + - - -
MES24208B-24D - - + - -
MES2420-48P - - - +
MES2420D-24DP - - - - +
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MaTtpuua cTeKMpoBaHma KommyTtatopos MES2448 n MES2411X

MES2448 DC

MES2448B

MES2448B rev.B

MES2448P MES2411X MES2411X rev.B

MES2448 DC +

MES24488B -

+

+

MES2448B
rev.B

+

+

MES2448P -

MES2411X -

MES2411X
rev.B

MaTtpuua cTekmpoBaHma KommyTtatopos MES3400-XX

MES3400-24

MES34001-24

MES3400-24F MES3400-48 MES3400-48F

MES3400-24 +

MES34001-24 -

+

MES3400-24F -

+ - -

MES3400-48 -

MES3400-48F -

Hacmpolika cmeKuposaHuUs KOMMymamopos

Bug, 3anpoca KOMaHAHOM CTPOKM pexmnma rnobanbHoOM KOHPUIypaLmm:

console (config) #

Tabnunua 27 — KomaHAabl A5 HACTPOMKK CTEKA

3HayeHue/3HayeHue no

no stack persistent-mac

KomaHoa Aelicmeue
yMOAYaHUIO
. . o HasHaunTb Homep ycTpoicTBa «unit-id» oKanbHOMY
stack configuration unit-id - o
unit-id unit_id: 1-8 YCTPOWCTBY (Ha KOTOPOM BbINO/IHEHA KOMaHAa). CMeHa Homepa
YCTPOMCTBA NPOU3ONAET NOCAE Nepesarpyskn KOMMyTaTopa.
' . . HasHaunTb MHTepdeichbl AnA CUHXPOHM3aLUK PaboTbl
stack configuration {links pd A P U p
L. - KOoMMyTaTopa B cTeke. MUHUManbHOe Konnyectso — 1,
tengigabitethernet 1-4}
MaKcMmanbHoe — 2.
no stack configuration - YoanuTb CTEKOBYHO KOHOUTypaLmio.
. BkntounTb noctoaHHbIM MAC-agpec. MAC-agpec cTeka byaeT co-
stack persistent-mac AP AP VA
oTBeTcTBOBaTH MAC-aipecy M3Ha4YabHOro MacTepa.
-/BKAKOYEHO

OTKNOUNTL NOCTOAHHLIM MAC-agpec. MAC-agpec cteka byaer
cooTBeTcTBOBaTb MAC-azpecy TeKyLero macrepa.

Mpumep KOMaHA CTEKOBOW KOHOUIypaumm Ana HacTPoMKK nepBoro Homepa Unit n ncnonbsoBaHuA
nHTepodelicos Te 1/0/1-2 B KaUecTBe CTEKOBbIX.

console#configure terminal
console (config) #stack configuration unit-id I
console (config) #stack configuration links tengigabitethernet 1-2

KomaHOb! pexcuma privilege EXEC

3anpoc KOMaHAHOW CTPOKU MMEET Caeayiolmii BUA,:

console#

Tabnunua 28 — ba3oBble KOMaHAbl, AOCTYMHbIE B pexume privilege EXEC

KomaHoa

3HayeHue/3HayeHue no
YMOAYAHUIO

Aelicmeue

show stack

0OT06pa3nTb MHPOpPMaLMIO 06 YCTPOMCTBAX, BXOAALLMX B CTEK.
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OT06pasnTb MHPOPMALUIO O CTEKUpYOWMX WHTepdelicax u
show stack configuration - naeHtndukatope Unit ID, a TakkKe 0 3HaYEHUAX ITUX NapameTpoB
noc/se nepesarpysku.

PacwupeHHoe oTobparkeHne MHGOPMALMM O CTEKMPYIOLLMUX WH-
Tepdelicax.

show stack links [details] -

3.6 HacTtpoiKa pyHKUMA KOMMyTaTOpa

®PyYHKUMM NO HaYaNbHOMY KOHPUIYPMUPOBAHMIO YCTPOICTBA MOXKHO Pa3AenunTb Ha ABa TMna:

— ba3oBasA HacTpoiKa — BK/oYaeT B cebs onpeaeneHne 6a3oBbIX PyHKUMIA KOHPUTypaL UM 1
HaCTPOWKY AMHamMmnYecKux IP-aapecos.

— HacTpoiika napameTpoB cucTtembl 6€30MacHOCTM — BK/lOYaeT ynpaB/ieHWe CUCTEeMOMN
6e3onacHOCTM Ha ocHoBe mexaHu3ma AAA (Authentication, Authorization, Accounting).

HUA N06bIX BHECEHHbIX U3MEHEHUIM B HAaCTPOIMKY KOMMYyTaTopa UCNob3yeTca cieayowasn
KOMaHAaa:

V Mpu nepesarpysKe ycTPoOCTBa BCe HECOXPaHEHHbIe AaHHble 6yayT yTepaHbl. A coxpaHe-

console# write startup-config

3.6.1 AsmomamuuecKkasa Hacmpolika napamempoe Kommymamopa
(Zero Touch Provisioning)

B uenax aBTomMaTM3auMu ynpaBieHUA KOMMYTATOPOM Ha yCTpoicTBe noaaepkaHa ¢yHkuma ZTP

(Zero Touch Provisioning). laHHaA GpyHKLMSA NO3BOASET MNOAYYUTb HACTPOMKY HEKOTOPbIX onuuii oT DHCP-
cepBepa Ha 3Tane NoAKAOYEHUA yCTpolcTBa. 1o ymonyaHuio ZTP BKAKOUYEH aBTOMATUUECKN.

KomaHObI pexcuma 2a0baab6Hol KOHuU2ypayuu

Bua 3anpoca KOMaHAHOWM CTPOKM pexknma rnobanbHom KoHbUrypauum:
console (confiqg) #

Tabnunua 29 — KomaHabl perknma rnobanbHo KoHPUrypaumm

3HavyeHue/3Ha4veHue no .

KomaHda / Aeilicmeue

YMOAYAHUIO

ztp enable BKAtounTb paboty dyHKumm ZTP.

V‘ Mo ymonuaHuio ZTP nogpepiKusaer nepegady on-
umii 43, 66, 67. Noaonuun ana 43 onuun:

-/BK/IlOMEHO, 3anycKaeTcn -1-image
BHayvane cTtapTa NPOLIMBKHK - 2 —bootfile
- 3 — config-file
- 4 — tftpserver
ztp disable OTKNOYUTL paboTy pyHKuUMM ZTP.

3.6.2 bas3osasa Hacmpolika Kommymamopd

[na Hayana KoHGUrypaumm yctTporictea Heob6xo04MMO NOAKAYUTL YCTPOMCTBO K KOMNblOTEPY Yepes
nocnaefoBaTeNbHbI NOPT. 3aNyCTUTb HAa KOMMNbIOTEPE NPOrpaMmmy SMyASALMU TEPMUHANA COTACHO NMYHKTY
3.2 «HacTtpolika TepMUHaNa».
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Bo Bpemsa HavyanbHOM HAaCTPOMKM MOXKHO onpeaennTb MHTepdenc, KoTopbii byaeT MCNoNb30BaTbCA
ONA NOAKAOYEHMA K YCTPOMCTBY YAaNEHHO.

basosan HaCTpOVIKa BK/IIOYaEeT cheaytouee:

1. 3agaHue napona ans nonbsosatens «admin» (c ypoBHem npusunernin — 15).
2. Co3paHue HOBbIX MO/b30BaTeNEeN.

3. Hactpoika ctatuyeckoro IP-agpeca, Mackv NoaceTv 1 Wk03a N0 YMOMYAHUIO.
4. HacTpolika napameTpoB npoToKosa SNMP.

3.6.2.1 3adaHue naponsa a1 nosnv3oeamena «admin» u co30aHuUe HOBbIX Noab3osameneli

[Ona o6ecneyeHus 3alMULLEHHOrO BX0O4a B cCUCTEMY HEOO6X04MMO Ha3HAUMTb Napo/ib NPUBHK-
N NerMpoBaHHOMY noJsb3oBaTtento «adminy».

MmA nosib3oBatens W naposb BBOAUTCA MPU  BXOAE B CUCTEMY BO BpPemMa CeaHcoB
aAAMUHUCTPUPOBAHMA yCTpoicTBa. [NA Co34aHNA HOBOrO NO/Ib30BaTENA CUCTEMbI UM HAaCTPOMKK Nto6oro
13 NapameTpoB — UMEHM M0/1b30BaTENA, NapPOAs, YPOBHA NMPUBUNETMIA, UCMO/b3YHOTCA KOMaHAbI:

console# configure terminal
console (config)# username name password password privilege {1-15}

V’ YpoBeHb npusunaerunii ¢ 1 no 14 paspeluaer goctyn K yCTPOUCTBY, HO 3anpeLLaeT HaCTPOIiKy.
YposeHb npuBuaeruii 15 paspeluaer Kak A0CTyn, TaK U HACTPOMKY YCTPOIACTBA.

Mpumep KOMaHA onA 3a4aHuA nosnb3osaTento «adminy» napona «Eltex_1» 1 cosgaHna nonb3osaTens
«operator» c naponem «Pass_2» 1 ypoBHeM npusuaerui 1:

console# configure terminal

console (config) # username admin password Eltex 1

console (config) # username operator password Pass 2 privilege I
console (config) # exit

console#
/' MHPopmauma O NOKaNbHbIX YYETHbIX 3aNUCAX XPaHUTCA B 3HEProHe3aBUMCUMOI NamATU U
MoKeT 6bITb oumLLeHa KomaHAoi 'delete startup-config'.
’ ‘ Heobxoaumo 6paTb B KaBbIUKU MMEHA YUYETHbIX 3aNuceil U Napo/u, cogepKalyme cneucum-
- BOJbI.

3.6.2.2 Hacmpolika cmamu4ecKozo IP-adpeca, macku nodcemu U wisno3d o yMmoa4YaHuto

[na BO3MOXHOCTU yrNpaBNeHUA KOMMYTaTOPOM M3 CETU HeobXOoAMMO HasHauuTb ycTponctsy IP-
ajpec, MacKy NOACeTU U, B C/y4ae ynpasBaeHUsa M3 APYroi ceTu, W3 Mo yMon4YaHuto. IP-agpec MoXKHO
Ha3HauuTb nHTepdeiicy VLAN (no ymonuyaHuio Ha uHtepderice VLAN 1 HasHaueH IP-aapec 192.168.1.239,
macKa 255.255.255.0). IP-agpec wnto3a A0NXKEH NPUHaA/IeXaTb K TOM Ke noacetu, 4YTo U oauH u3 IP-
nHTepdelicoB ycTPonCTBa.

V IP-appec 192.168.1.239 cywecTByeT A0 TeX Nop, NOKa Ha Atob6om uHTepdeiice cTtaTuyecku
uam no DHCP He co3paH ppyroii IP-agpec. Mpu atom Ha interface vlan 1 gonkeH 6biTb BKAIO-
yeH dhcp-KnueHr.
V’ Mpu ypaaneHuun Bcex IP-agpecoB KommyTaTopa A0CTYN K Hemy 6yaeT ocywecTBnaTbca no IP-
agpecy 192.168.1.239/24. NMpu 3tom Ha interface vlan 1 gonxeH 6biTb BKAtoueH dhcp-knu-
€HT.

Ethernet-kommymamopei cepuli MES14xx, MES24xx, MES3400-xx, MES37xx 75



HELTEX

lpumep KomaHO Hacmpoliku IP-adpeca 019 uHmepagelica VLAN 1

MapameTpbl MHTEpPdelica:

IP-adpec, HazHa4yaemblll 0a5 uHmepgpelica VLAN 1 —192.168.16.144
Macka nodcemu — 255.255.255.0
IP-adpec winto3a no-ymonyaHuro —192.168.1.1

console# configure terminal

console (config)# interface vlan I

console (config-if)# ip address 192.168.16.144 255.255.255.0
console (config-if) # exit

console (config) #ip route 0.0.0.0 0.0.0.0 192.168.16.1

Ons Toro ytobbl ybeantbca, 4to aapec 6ol HasHavyeH UHTepdelicy, BBEaUTE KOMaHAy:

console# show ip interface

vlanl is up, line protocol is up
Internet Address is 192.168.16.144/24
Broadcast Address 192.168.16.255
Vlan counters disabled

3.6.2.3 Hacmpoiika napamempoe npomokoaa SNMP dns docmyna K ycmpolicmey

KommyTaTopbl No3BOAAOT HAacTPoUTb paboTy npotokona SNMP ana yaaneHHOro MOHUTOPUHIA U
ynpaB/ieHMA YCTPOMCTBOM. YCTPOICTBO NOAAEPKNBAET NPOTOKO/Ibl Bepcuii SNMPv1, SNMPv2, SNMPv3.

[ns BO3MOMKHOCTU agMUHUCTPUPOBAHMA YCTPOMCTBA NocpeacTBOM npoTokona SNMP, Heobxoanmo
€034aTb XO0TA Obl 0AHY CTPOKY coobuiecTsa.

B KauectBe npumepa bygem mcnonb3oBaTb Bepcuto snmpv2c. Co3maamm nonb3osatena USER,
npuHagnexauwero rpynne GROUP. [aHHbI nonb3oBaTenb AOMKEH MMETb BO3MOXKHOCTb MCNOAb30BaTb
community NETMAN, Kotopol npucBoum uHaekc 1. Fpynne GROUP 6yaeT paspeweH [ocCTyn Ha
yTeHue/3anncb/nonydeHme snmp-trap No o6bEKTaM, NPMHAANEKAWMM view iso. OBBbEKTbI, 414 KOTOPbIX
paspelleHa oTnpaBKa TPanos, AO/KHbI NPUHaANeXKaTb Ter-nucty TAG, oTNpaBAATbLCA Ha rpynny agpecos
ADDR, B koTOpYyto BXoguT IP-agpec 192.168.1.1. MapameTpbl OTNPaBKM yKa3biBatoTcA B targetparam TRAPS,
onpeaensemom ana nonb3osartena USER.

console (config) #snmp user USER

console (config) #snmp community index 1 name NETMAN security USER

console (config) #snmp group GROUP user USER security-model v2c

console (config) #snmp access GROUP v2c read iso write iso notify iso
console (config) #snmp view iso I included

console (config) #snmp targetaddr ADDR param TRAPS 192.168.1.1 taglist TAG
console (config) #snmp targetparams TRAPS user USER security-model v2c
message-processing vZc

console (config) #snmp notify USER tag TAG type Trap

3.6.3 Hacmpoliika napamempos cucmemoi 6e3onacHocmu

Ona obecneyeHns 6e30MacCHOCTU CUCTEMbI MCMOAb3YyeTcA MexaHuam AAA (ayTeHTUUKaLmsS,
asTopu3aums, ydet). Ansa wndpoBaHUA AaHHbIX UCNOb3YETCA MexaHuU3m SSH.

— Authentication (ayTeHTUdUKauma) — comnocTaBAeHWe 3anpoca CYLEecTBYIOLWEN YYETHOM
3anuncu B cucteme 6e30nacHOCTU.

— Authorization (aBTopr3aLms, NPOBEPKA YPOBHA A0CTyMNa) — CONOCTaBAeHNe YYETHOM 3anucu
B cucTeme (npoweawen ayTeHTUOMKaLuMIo) M onpeaenéHHbIX MOAHOMOUYNNA.
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— Accounting (y4€T) — cnexeHue 3a noTpebaeHnem pecypcos No/b30BaTeNieMm.

HpI/I MCIIOJIB30OBaAHMM HACTpPOEK yCTpOIZCTBa I1I0 YMOJIWAHMK MVMA II0JIB30BATEJIA — admin,
rnapojsi — admin.
/ Monb3osatenb no ymonuauuio (admin/admin) cywiecteyer Ao Tex nop, Noka He co3AaH Jto-
6011 apyroii nonb3oBaTenb ¢ ypoBHEeM npusuaeruin 15.

« Bcerpga p0/13KeH cywecTBoBaTb N0/1b30BaTe b C YPOBHEM npusunerui 15.

3.6.3.1 Hacmpolika docmyna 0o cepeepoe RADIUS u TACACS+

Ons ncnonb3osaHma Radius u TACACS+ cepBepoB HEOOXOAMMO BbINOHUTD CAeaytoLmne HaCTPOMKM
Ha KommyTaTtope:

— HacTtpoutb IP-agpec cepsepa;

— HacTpouTb KAtoy A0CTyna, 3a4aHHblil AN HacTpanBaemoro cepsepa (Mpu Haamumm).

[Mpumep KomaHO 018 Hacmpoliku RADIUS u TACACS+ cepsepos:

console# configure terminal
console (config) # radius-server host 192.168.16.3 key KEY
console (config) # tacacs-server host 192.168.16.3 key KEY

3.6.3.2 Hacmpolika AAA 011 pa3HbIX MPOMOKO0s108 ynpaesneHus
HacTtpoutb cnmncok AAA no ymonyanmio. Cnncok AAA No YMONYaHUIO NPUMEHAETCA KO BCEM JIMHUAM

(console, telnet, SSH), ecan gna yKasaHHOM IMHMM He YKa3aHO MHOrO. B NpuBeaeHHOM Npumepe ANA ANHUM
console goctyn 6yaeT ocyLWecTBAATLCA TONbKO Yepes /I0KanbHYo 6a3y AaHHbIX.

[Mpumep KomaHO 018 Hacmpoliku AAA:

console (config)# aaa authentication default radius tacacs local
console (config)# aaa authentication user-defined cons local
console (config)# line console

console (config-line)# aaa authentication login cons

console (config-line)# aaa authentication enable cons
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4 YNPABNEHUE YCTPOMUCTBOM. MUHTEP®EMUC KOMAHAHON CTPOKU

[NA KOHPUrypaLMM HacTPOeK KOMMYTaTOpa UCMO/Ib3YETC HECKOJIbKO PEXKMMOB. B KaxKaoM pexume
[AOCTyrneH onpeaeseHHbl CMUMCOK KoMaH4,. BBog cMMBOMa «?» CAYKUT ANA NpocmoTpa Habopa KomaHa,
OOCTYMHbIX B KaXXA0M M3 PEKMMOB.

[na nepexoda U3 OA4HOrO pe)KMma B APYrol UCMONb3YIOTCA cneumanbHble KomaHabl. MepevyeHb
CYLLECTBYIOLWMX PEKMMOB M KOMaHS, BXOZa B PEXUM:

KomaHOdHbiii pexcum (EXEC), naHHbI peXXMm AOCTyNeH cpasy noc/se yCcnewHon 3arpy3kmM KommyTa-
TOpa M BBOAA MMEHM NONb30BaATENA U NAPOAs (41a HENPUBMAETMPOBAHHOTO NoAb30BaTens). MpurnaweHue
CUCTEMBI B 3TOM PEXMME COCTOUT U3 UMEHM ycTpoicTea (host name) u cumsona “>”.

console>

Mpusune2upoeaHHbIii KOMaHOHbIl pexcum (privileged EXEC), naHHbIN peXMm AOCTyneH cpasy no-
C/le yCNeLwHoM 3arpy3kM KOMMyTaTopa, BBOAa MMeHW Nob3oBaTena U naponsd. MpurnaweHne cucTemMbl B
3TOM peXXMMe COCTOMT U3 UMeHM ycTpolicTBa (host name) u cumsona “#”.

console#

Pexcum 2nobanbHoli KoHgpuypayuu (global configuration), naHHbIN peXxum npeaHasHayeH ana 3a-
AaHuA 06LWKMX HacTpoek KommyTaTtopa. KomaHabl pexmma rnobanbHon KOHGUIypauum A0CTYMHbI U3 Jio-
6oro nogpexunma KoHpuUrypaumun. Bxoa B pexknmm ocyLlecTBaseTca KoMaHaon configure terminal.

console# configure terminal
console (confiqg) #

Pexcum KoHguaypayuu mepmunHana (line configuration), naHHbIN pexnm npegHasHavyeH A1A KOH-
burypaumm, cBasaHHoM ¢ paboTon TepmMuHana. Bxos B pexMm OCyLLeCTBAAETCA U3 perrMma rnobanbHOM
KOHOUIypaumm KomaHaoM line console.

console (config)# line console
console (config-line) #

4.1 ba3oBble KOMaHAbI

KomaHOwbi pexcuma EXEC

3anpoc KoMaHAHOWM CTPOKM B pexkume EXEC nmeet cnegyowmin BuA:

console>

Tabnunua 30 — ba3oBble KOMaHAbl, AOCTYMHble B pexkmme EXEC

Komanda 3HayeHue/3HayeHue Neiicmeue
no yMmoan4YaHuto
enable [priv] priv: (1..15)/15 MepekntounTbCA B NPUBUNETMPOBAHHBIN PEXUM (€C/IU 3HAYEHUe
He YKa3aHo — To ypoBeHb npusunernii 15).
logout - 3aBeplLueHMe TEKyLLEN CECCUM U CMEHa NOob30BaTeNs.
exit - 3aKpbITb aKTUBHYIO TEPMUHAJbHYIO CECCUIO.
help 3anpoc cnpaBo4YHOW WMHPopmaumm o paboTe uHTepdelica Ko-
) MaHZHOW CTPOKMU
show privilege - MoKasaTb ypoBEHb NPUBUAETUIA TEKYLLETO NONb30BATENS.
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KomaHObi pexcuma Privileged EXEC

3anpoc KoOMaHAHOM CTPOKU MMeeT ceayowmii BUAa,:

console#

Tabnunua 31 — basoBble KOMaHAbI, AOCTYNHbIe B pexkume Privileged EXEC

KomaHda

3HayeHue/3Ha4yeHue
no ymon4aHuwo

Aelicmeue

disable [priv]

priv: (1, 7, 15)/1

BepHyTbCA B HOPMANbHbIW PEXKUM U3 MPUBUNETUPOBAHHOTO.

configure terminal

MepeiTn B pexxum KoHPUrypawumm.

KomaHOb1, docmyrniHbie 80 8cex perumMmax KoOHgu2ypauuu

3anpoc KOMaHAHOVI CTPOKN nmeeT O 4nH U3 cheagyroumnx suaos:

console#

console (config) #

console (config-line)#

Tabanua 32 — ba3oBble KOMaHAbI, A4OCTYMHbIE BO BCEX peXUMax KOHOUTypaLmm

Komanda 3HayeHue/3HayeHue Neiicmeue
no ymoa4YaHuro

exit ) BobIliTn 13 noboro pexmma KoHPUrypaLmm Ha ypoBeHb Bbllle B
nepapxmm Komang CLI.

end BbIiTn U3 noboro perkmuma KoOHOUTypaLum B KOMaHAHbIN pexrum

i (Privileged EXEC).

do ) BbINONHUTL KOMaHAY KomaHgHoro ypoBHa (EXEC) 3 noboro pe-
KUMa KOHOUTypaLmm.

help - BbIBECTM cnNpaBKy MO MCNOJIb3yeMbIM KOMaHAAM.

4.2 dunbTpayma coobieHnit KoOMaHAHOMN CTPOKMU

®unbTpaums coobLeHni N03BOAAET YMEHbLINTL 06BeM 0TOBpaXKaeMbIX AaHHbIX B OTBET Ha 3aMpOChI
nosib3oBaTens U 06aerynTb NOUCK Heobxoanmon nHpopmaumu. Ana dunbTpaumm Tpebyerca nob6asuTh B
KOHeLl, KOMaHAHOW CTPOKM CMMBOJI « |» M UCMONIb30BaTb OA4HY U3 ONUMIA GUNbTPALUN, NEPEYUCIEHHDBIX B
Tabanue 33. PunbTpauua paboTaeT ToNbKO AnA show-KomaHa,

KomaHOwbi pexcuma Privileged EXEC

3anpoc KOMaHAHOW CTPOKU MMEET Caeayiolmii BUA,:

console#

Tabnunua 33 — ba3oBble KOMaHAbl, AOCTYMHble B pexkmume Privileged EXEC

KomaHda

3HayeHue/3HayeHue
Mo yMmoA4YaHuo

Aelicmeue

grep

BbiBecTn Bce CTPOKMU, cogepKaiue WabnoH.

grep-v

BbiBECTW BCe CTPOKM, He copepxalime WabnoH.

grep -c "regexp"

BbIBECTM BCe CTPOKM, CoAeprKallme perynspHbie BblpaxKeHus:

. — COOTBETCTBYET Nt060MY OTAEbHOMY CUMBOAY;

* — npeaplAyLmMii cumBon cooTseTcTyeT O Mnu bonee pas;

A — cooTBETCTBYET Npobeny B Hayane CTPOKMU;

\b — cooTBercTByeT npobeny B KOHLE CNOBa;

[l — BbIBOAWT BCE CTPOKM, B KOTOPbIX COAEPIKATCA CUMBOJIbI U3
KBagpaTHbIX CKOBOK;

\ — UrHopUpyeT CMMBOA, CNEAYIOLWMIA 33 PErynsapHbIM BbipaKe-
HUEM.
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4.3 HacTpoiiKa MaKpOKOMaHp,

[aHHas QyHKLMA NO3BONSET CO34aBaTb YHUPUUMPOBaAHHbIE HabOPbl KOMaHA — MaKpPOChI, KOTOpble
MOXHO BMOC/NeACTBUMN NPUMEHATb B NpoLecce KoHOUrypaumm. MakcMmanbHOe KoNMYecTBO MaKpoCoB —
15.

KomaHObI pexcuma 2a06aa6HolU KOHu2ypayuu

Bua 3anpoca KOMaHAHOW CTPOKM peXknma rnobanbHoM KoOHPUrypaumu:
console (confiqg) #

Tabnunuya 34 — KomaHabl perkuma rnobanbHo KoHpUrypaumm

3HayeHue/3HayeH
KomaHoa ue no Aelicmeue
yMOAYaHUIO
macro name word Co34aTb HOBbIM Habop KOMaHA, ecnn Habop ¢ TaKUM UMeHeM
cylLecTByeT —nepesanucatb ero. Habop KomaHg BBOAUTCA NO-
CTPOYHO. 3aKOHUYMTb MAKPOC MOMKHO C MOMOLLbIO CMMBO/A
word: (1..32) “
@”. MakcMmanbHaa aanHa makpoca — 510 cumBonios. B Tene
cMmBonoB MaKpoca MOXHO MCNO/Ib30BaTb 40 TPEX NEPEMEHHbIX B KOH-
durypauum.
no macro name word YAanuTb YKasaHHbIA Makpoc.
macro apply word MpUMeHNTb YKa3aHHbIA MaKpoc.
[patternl valuel] [pattern2 word: (1..32) - pattern — wWabnoH, COCTOALMA U3 0OBABNEHUA, HAaNpUMepP
value2] [pattern3 value3] CMMBOJ/I0B cumBona "%", n nepemMeHHON, HanMcaHHbIX CIMTHO;
- value — nepeMeHHasn KoHdUrypaumuu.
macro trace word OTo6pa3unTb NpoLecc BbINOJHEHWUA MaKpOCa.
[patternl valuel] [pattern2 word: (1..32) - pattern — wabaoOH, coCTOAWMIN N3 06BABNEHNA, HAaNpUMep
value2] [pattern3 value3] CMMBO/IOB cumBona "%", u nepemeHHoM, HanUCaHHbIX CIMTHO;
- value — nepemeHHasn KoHdUrypaumuu.

KomaHOowb! pexcuma EXEC

Buza 3anpoca KomaHAHOM CTPOKK pexxnma EXEC:
console#

Tabnuua 35 — KomaHab! pexkuma EXEC

Komanda 3Ha4yeHue/3HayeHue Neiicmeue
no ymoa4aHuro

macro apply word MpPUMEHUTb YKa3aHHbIN MaKpoc.
[patternl valuel] [pattern2 word: (1..32) - pattern — wabnoH, COCTOALLMI U3 0OBABNEHUS, HAaNPUMep
value2] [pattern3 value3] CMMBO/IOB cumBsona "%", u nepemeHHoM, HanUcaHHbIX CIMTHO;

- value — nepemeHHasn KoHOUTypaLmu.
macro trace word OTo6pasnTb NpoLLecC BbINOJHEHMA MaKpoOCa.
[patternl valuel] [pattern2 word: (1..32) - pattern — wWabA0OH, cOCTOALMIN U3 06BABNAEHUA, HaNpUMepP
value2] [pattern3 value3] CUMBOJI0B cumeona "%", U nepemeHHOM, HanMUCaHHbIX CIMTHO;

- value — nepemeHHasn KoHOUTypaLmu.
show macro OTo6pasnTb MNapameTpbl HACTPOEHHbIX MaKpPOCOB Ha

i ycTpoiicTse.

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica

Buza 3anpoca KOMaHZAHOW CTPOKM peXxnma KoHouUrypaumm nHtepdeica:

console (config-if) #
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Tabnnua 36 — KomaHabl pexkuma KoHourypauum uHtepdelica

Komanda 3HayeHue/3HayeHue Neiicmeue
no ymoa4aHuro

macro apply word MprUMeHNTb YKa3aHHbIA MaKpoc.
[pattern1 valuel] [pattern2 word: (1..32) - pattern — wab0OH, COCTOALWMMN U3 06BABNEHMSA, HANPUMEP
value2] [pattern3 value3] CMMBOJI0B cumBona "%", n nepemMeHHON, HaNMCaHHbIX CIUTHO;

- value — nepemeHHas KoHoUrypauuu.
macro trace word OT06pasnTb NPOLLECC BbIMOJHEHUA MaKpoca.
[patternl valuel] [pattern2 word: (1..32) - pattern — wab0OH, COCTOAWMMN U3 06BbABNEHUSA, HANPUMEP
value2] [pattern3 value3] CMMBONOB cumBona "%", v nepemeHHOM, HaMUCaHHbBIX CAUTHO;

- value — nepemeHHas KoHoUrypauuu.

[pumep UCNoaAb308AHUA MAKPOKOMAHO:

console (config) #fmacro name 1234

Enter macro commands, one per line. End with symbol '@'.
conf t

interface gil/0/%1

switchport mode access

switchport access vlan %2

description %3

@

consolef#macro apply 1234 %1 6 %2 10 %3 "gil/0/6"

4.4 KomaHAapbl ynpaBaeHUa cUCTeMmomn

KomaHOwbI pexcuma EXEC

Bua 3anpoca KoMaHAHOM CTPOKK pexunma EXEC:
console>

Tabnnuya 37 — KomaHAabl ynpasaeHna cuctemon B pexkume EXEC

Komanda 3HayeHue/3HayeHue o Neiicmeue
YMOAYAHUIO
ping {A.B.C.D | host | ipv6 KomaHgza cnyuT ans nepegaym 3anpocos (ICMP Echo-Request)
AAAA::BBBB} [size size] npotokona ICMP yKkasaHHOMY y3/ly CETU, a TaKKe AN KOHTPoAA
[Fount count] [timeout host: (1..158) cUMBONOB; nocrtynatowmx otsetos (ICMP Echo-Reply).
timeout] . N - A.B.C.D — IPv4-apgpec y3na cetu;
size: (36..2080)/64 6aiT;
- AAAA::BBBB — IPv6-agpec y3na cetu;
count: (0..10)/3; - host — pomeHHOe UMs y3na ceTu;
timeout: (1..100) ) ’ .
- Size — pa3mep NakeTa ANs OTNPaBKK, KOAMYecTBO BaWT B NakeTe;
- count — KONIMYECTBO NAKETOB ANA Nepesayu;
- timeout — Bpema 0XXnAaHWA oTBeTa Ha 3anpoc.
traceroute {A.B.C.D | host | OnpeaeneHne maplpyTta TpadurKa 40 y3na HazHaAYeHus.
ipvé AAAA::BBBB} [size size] - A.B.C.D — IPv4-apapec y3na cetu;
[ttl tt/] [count count] - AAAA::BBBB — IPv6-aapec y3na cetu;
[timeout timeout] host: (1..63) cumBONOB; - host — pomeHHOEe UMA y31a ceTu;
size: (64..1518)/64 6aiit; | - size — pasmep nakeTa A4/ OTNPaBKM, KOAMYeCTBO BaiiT B NakeTe;
ttl: (1..255)/30; - tt/ — MaKCcMManbHOE KOIMYECTBO Y4aCTKOB B MapLLpyTe;
count: (1..10)/3; -count — KONMYECTBO MOMbITOK Mepefayn MakeTa Ha KaxKaom
timeout: (1..60)/3 c y4acTke;
- timeout — Bpema 0XMAaHWA OTBETa Ha 3anpoc.
OnucaHue oWwM60K NpU BbINOJIHEHUU KOMaHA U pe3yb-
V TaToOB NpuBeaeHo B Tabauue 39.
show users OT06pasnTb UHPOPMALMIO O NO/b30BATENAX, UCMOb3YIOLWMX pe-
) CypCbl YCTpOMCTBA.
show system information - BbIiBOA, CUCTEMHOWN MHPOPMALUN.
show system id OT06pasnTb cepuiiHbIA HOMep YCTPOMCTBA, PeBM3NIO NaaTbl U ba-
i 308Bbl1 MAC-agpec.
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show nvram

OT06pasnTb MHPOpPMaLMto 06 yCTPOMCTBE B SHEPrOHE3aBMCUMOW
namaTu.

show tech-support

BbiBOA KOMaHAbI NpeacTaBafeT coboi KoMOMHALMIO BbIBOAOB
nepeyvncaIeHHbIX HUXE KOMaHA,:

- show clock

- show system information

- show bootvar

- show running-config

- show ip interface

- show ip route

- show ipv6 interface

- show spanning-tree

- show etherchannel summary

- show etherchannel load-balance
- show interfaces status

- show interfaces counters

- show interfaces utilization

- show interfaces

- show ip arp

- show env all

- show mac-address-table count summary
- show fiber-ports optical-transceiver
- show cpu rate limit

- show errdisable interfaces

- show vlan

- show ip igmp snooping groups

- show ip igmp snooping forward

- show ip igmp snooping mrouter
- show ipv6 mld snooping groups

- show ipv6 mld snooping forward
- show ipv6 mld snooping mrouter
- show stack

- show stack configuration

- show stack links

- show stack links details

- show logging

- show logging filename-one

- show logging filename-two

- show logging filename-three

- show users

- debug show tcam

KomaHOwbi pexcuma Privileged EXEC

3anpoc KomaHaHoOM cTpoku B pexkumme Privileged EXEC nmeeT cneaytowmin sua;

console#

Tabnunua 38 — KomaHabl ynpasneHuns cuctemon B pexkume Privileged EXEC

KomaHoa

3Ha4yeHue/3HayeHue

no ymosi4yaHurw

Aeiicmeue

reload [unit-id unit_id]

unit_id: (1..8)/-

KomaHgza cnyxkuT Ans nepesarnycka ycTpoicTsa.
- unit_id — Homep ycTpolicTBa B cTeke.

reload at hh:mm:ss [day month]

hh: (0..23);
mm:(0..59);

ss: (0..59);
day: (1...31);
month: (1..12)

YcTaHOBKa BpemeHu nepesarpysku ycTpoiicTaa.

reload in {hours minutes}

hours: (0..168);
minutes: (0..59)

YcTaHOBKa BPeMEHMU, Yepes KOTOPOe NPOM30MAET Nepesarpyska
yCTpOMCTBa.

reload cancel

OTMeHa OTNOXKEHHOM NepesarpysKku.

show reload

MpOCMOTpP BPeMeHU, Ha KOTOPOe Ha3HayYeHa nepesarpysKa.

show env {CPU}

MoHuTopuHr ytnamnsaumm CPU.
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show env {tasks}

MoHuTopuHr ytuausauum CPU no npoueccam.

show env {RAM}

MoHuTOpUHI yTansaumm RAM.

show env {temperature}

MOHWUTOPUHT TepMOZaTUMKa.

show env {flash}

MoHuTopuHr flash-namaTu.

show env {power}

MOHWTOPUHT NUTaHUA n AKB.

show env {all}

MOHUTOPUHT BCEX NAapPaMeTPOB OKPYKEHWS.

show env {dry-contacts} [out]

MOHUTOPUHT TEKYLLETO COCTOAHUA CYXMX KOHTAKTOB.
- out — oTOBpaKeHNe cobbITUA, KOTOPOE NPUBENO K USMEHEHUIO
COCTOSIHUA CYXMX KOHTAKTOB.

V Tonbko gnsa MES3710P.

show env {fan}

MOHUTOPUHT COCTOAHWS BEHTUAATOPOB.

show env {fan thresholds}

OTO06pasunTb TabauLy ¢ AONYCTUMBbIMKU CKOPOCTAMM BPaALLEHUA
BEHTUIATOPOB.

set env dry-contacts out {toggle |
lock | ulock} {pin_numbers}

- /unlock
pin_number: (1..4)

MepekntoUnTb pexnm paboTbl CyXMX KOHTAKTOB:

- lock — no cobbITUIO aBapuK cyxme KOHTaKTbl He By AyT U3MEHATb
CBOE COCTOSIHUE;

- unlock — n3meHeHue COCTOAHUA CYXMX KOHTAaKTOB NMPOUCXOAUT
no cobbITUIO aBapuu;

- toggle — py4yHOe M3MeHeHMe COCTOAHMA CYXMX KOHTAKTOB B
NPOTUBOMO/IOXKHOE TEKYLLEMY.

V TonbKo gna MES3710P.

show iss-startup status

OT06pa3sunTb cTaTyc 3anycka ycrpoicrea (cold/warm) u cratyc
KOoHduUrypaumm startup (default/success/failed)

telnet {A.B.C.D | host |
AAAA::BBBB |
AAAA::BBBB%interface} [-| name]

host: (1..63) cumsonos

OTkpbiTve TELNET-ceccumn ans ysna cetu.
- A.B.C.D — IPv4-appec y3na cetu;

- AAAA::BBBB — IPv6-agpec y3na cetu

- interface - nntepdelic;

- name — uma NoNb3oBaTeNs.

show telnet-client

OT06pasunTb cTaTyc KAneHTa Telnet n KoAIMYECTBO aKTUBHbIX cec-
CUIA.

ssh [@]{A.B.C.D | AAAA::BBBB |
AAAA::BBBB%interface} [-l name]
[-v]

OTKpbITMe SSH-ceccun ana ysna cetu.

- A.B.C.D — IPv4-appec y3na cetu;

- AAAA::BBBB — IPv6-agpec y3na cetu

- interface — HTepdeiic;

- name — UMa NoNb3oBaTeNs;

-V —nogpobHo oTobpakaTb NPOL,ECC NOAKIIOYEHMS.

show ssh-client

OT06pasunTb cTaTyc KAMeHTa SSH M KoNn4YecTBO aKTUBHbIX cec-
CUN.

create ssl crypto key rsa [1024 |
2048]

CreHepurpoBaTb NPMBaTHbLIN KAOY AnA SSL-cepBepa Ha KoMmy-
TaTope.

create ssl cert-req algo rsa sn
[string]

CreHepupoBaTh 3anpoc Ha cepTudUKaT OT KOMMyTaTOpPA.

create ssl server-cert

BK/ItOUMTL peXxnm BBOAA cepTUdUKaTa.

an BbIMOZIHEHNUN KOMaHAbI traceroute MOTYT I'IpOM3OIZTVI 0LIJM6KI/I, onucaHue oWwWnboK npueeaeHoO

B Tabanue 39.

Tabnnuya 39 — OWKMOKKM NpU BbINOJHEHUN KOMaHAbIl traceroute

Cumeon owubKu

OnucaHue

*

TalimayT Npu NonbITKe Nepeaayn naketa.

? HeunsBecTHbIM TN NakeTa.

A AOMUHUCTPATUBHO HeaocTyneH. O6bIMHO NPOUCXOAUT NPU BAOKMPOBAHMU UCXOAALLErO
TpadumKa no npasuiam B Tabaunue goctyna ACL.
TpebyeTca ¢parmeHTauma n yctaHoBka éutos DF.

H Y3en cetn HeJOCTynNeH.

CeTb HeOCTYMHa.
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MpoToKOoAN HeJoCTyNeH.

MCTOYHMK NnogasneH.

McTekno Bpema noBTOpHOM cbopKM pparmeHTa.

OwnbKa ncxoaaLero MapLpyTa.

CcClun | |O|O

MopT HeaocTyneH.

KomaHObI pexcuma 2n10bas1bHoOU KoOHGuU2ypayuu

3anpoc KOMaHAHOM CTPOKU B pexkmme rnobanbHON KOHPUTYpaLnm nmeeT cneayowmnii Bua:
console (config) #

Tabaunua 40 — KomaHAabl ynpaBaeHUs cUCTeMOM B pexkume rnobasbHoM KoHGUrypaumum

3Ha4yeHue/3HayeHue "
KomaHoa / Aelicmeue
o ymMoa4YaHuto
hostname name name: (1..128) KomaHza cnykut AN 3agaHus ceTeBoro MMeHM yCTpoMCTBa.
no hostname CMMBONIOB/- BepHyTb ceTeBOe MMA YCTPOMCTBA B 3HAYEHWNE MO YMONYAHMIO.
system location name name:(1..255) .
3aaTb MHPOPMALMIO O MECTOMO/IOKEHWUM YCTPOIACTBA.
CUMBOJI0B
system contact name name:(1..255) 3a4aTb KOHTAKTHYIO MHPOPMaLMIO YCTPOICTBA
CMMBOJI0B A ¥ pmatmio ycrp ’
system description name name:(1..255) N
3apaTb onNucaHue yCcTpomncTea
CMMBOIOB
cpu rate limit queue queue YCTaHOBWTb OrPaHNYEHME CKOPOCTU BXOAALLMX Kagpos (frame) gna
maxrate pps onpeaeneHHol oyepeam
- ppS — NAKeTOB B CEKYHAY.
V Peanusyet ¢pyHKumio CoPP (Control plane protection).
queue: (1-8)
-pps: 1..2000/128 .
V PacnpepeneHue ouepegeii AnA npuHUMaemoro Tpadpmka
Ha CPU npusepeHo B MpunoxxeHue B. Ouepeau ana npu-
Humaemoro Ha CPU tpaduka.
cpu-rate limit queue queue BOCCTaHOBWTb 3HAYEHME ppPsS NO YMONYAHUIO ANA OnpeseneHHoM
maxrate 128 ouepeau.
reset-button {enable | disable - enable — npun HaxaTm KHonku F annTtenbHocTbio meHee 10 ce-
| reset-only} KYHA, NPOUCXOAUT nepesarpysKa yCTPOMCTBa; NPY HaXKaTuKM Ha
Jenable KHOMKy 6onee 10 cekyHA, NPOUCXOAMT cOpoc yCTpoiCTBa A0 3a-
BO/CKOM KOHOUrypaumm;
- disable — kHonKa F oTKAloYeHa (He pearMpyert Ha Ha)KaTue);
- reset-only — TonbKO nepesarpyska.
set telnet-client enable Bkntountb paboty TELNET-knuneHTa.
- - -/BKAKOYEHO
set telnet-client disable BbIkntountb paboty TELNET-KnueHTa.
set ip http enable .
Bkntountb HTTP-cepBep Ha ycTponcTee.
-/BKNIOYEHO
set ip http disable Bbikntountb HTTP-cepBep Ha ycTpoiicTse.
HasHauutb nopTt, npocaywmnsaemoii HTTP-cepsepom.
ip http port port 80 | Tpebyetca nepe3sanyck HTTP-cepBepa A4/1A NPUMEHEeHUA
we | Hacrpoitku.
set ssh-client enable Bkntountb paboty SSH-knmneHTa.
- - -/BKAKOYEHO
set ssh-client disable BbIKntounTb paboTy SSH-KnneHTa.
BKAtOUMTb OTNpaBKy coobuieHnit dying gasp.
V TonbKo gna ycrpoiictBa MES2424FB AC, MES2420B-24D
AC, MES2448B.
env dying-gasp enable -/BbIK/IIO4EHO V Mpw BKAIOYEHMM OTNPaBKU coobeHwii dying-gasp Bbik-
nrovaetca MoHUTOpuHr AKB.
’ i dyHKUMA He NoaaeprKaHa B CTeKe B TeKkywiei sepcum MNO.
2
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env dying-gasp disable

BbIKNOUMTL OTNPaBKy coobuieHmit dying gasp.

env battery monitor enable

env battery monitor disable

-/BKAOYEHO

BkatounTtb moHuUTOpUHT AKB.
Tonbko Aana yctpoicte MES2424FB, MES2420B-24D,
MES2448B.

Mpu BKAOYeHUU moHuTopuHra AKB Bbikntoyaetca otn-
paBKa coobueHuit dying-gasp.

\4

BbIKNOUNTb MOHUTOPUHT AKB.

env maximum CPU threshold

percentage:1-100/100

HacTpouTtb I0rMpoBaHmne O NpesbleHUU 334aHHOMO B MPOLEHTaxX

percentage nopora ytunausaumm CPU.
env maximum RAM threshold percentage:1-100/100 HacTpouTb norMposaHue o NpesbllEHUN 334aHHOIO B NPOLEeHTax
percentage nopora ytuaunsaumm RAM.

env maximum flash threshold
percentage

percentage:1-100/100

HacTpouTtb IorMpoBaHmne O NpesbleHUU 334aHHOMO B MPOLEHTaxX
nopora ytunusaumu flash.

env dry-contacts out enable
cause alarms [initial-states
state] {pin_number}

no env dry-contacts out enable
{pin_number}

- /BbIK/IIOYEHO
state: (nc-com/no-com)
-/nc-com
pin_number: (1..4)

BK/toUnTb paboTy NEpekoYEHNA CYXMX KOHTAKTOB NMPU BO3HUKHO-
BEHWW aBapUMHOIO cobbITUA.
- state — nepBOHa4YaNbHOE NONOXKEHNE CYXUX KOHTaKTOB.

l | Mpyu BO3HUKHOBEHUWN aBapUM COCTOAHUE CYXMX KOHTAKTOB

H 6yaeT M3MEeHATbCA HAa NPOTUBOMNOJIOXKHOE COCTOAHMIO ini-
tial-state; ecam g0 3TOro cocToAAHUE CyXMX KOHTAKTOB 6b110
M3MeHEeHO BPYYHYIO, TO NPU BOSHUKHOBEHUM aBapuUn cyxme
KOHTaKTbl He U3MEHAT CBOEro COCTOAHUA, @ NOCAE OUYUCTKU
cobbITUA aBapuUM COCTOAHUE CYXUX KOHTAKTOB U3MEHMUTCA
Ha yKasaHHoe B initial-state.

Ecnv Ha MOMEHT BOSHUKHOBEHUA aBapuu pexKUm paboTbl

CYXUX KOHTaKTOB 6ygeT usmeHeH Ha lock, To coctosiHue cy-
XWX KOHTaKTOB He U3MEHUTCA 4,0 MOMEHTa U3MEHEHUsA pe-
}uma pabortbl Ha unlock.

®

V Tonbko ana MES3710P.

BbIKNHOUMTL PaboTy NEPEKNOYEHMA CYXMX KOHTAKTOB NPWU BO3HUK-
HOBEHMM aBAPUIMHOrO cobbITUA.

banner exec [string]

no banner exec

-/BbIK/OYEHO

HacTpouTb npuBeTCcTBME 418 NOAb30BATENIEN NOC/AE ABTOPU3ALLUN.

string — TEKCT NPUBETCTBUSA 4/IMHON A0 256 cimBOIOB.

Mpw BBOA4E KOMaHAbl 6e3 napameTpa string NpuBETCTBME MOXKET
MmeTb AnnHy ao 1023 cumeonoB. BBoa NpuBeTCTBUA NpepbiBaeTca
C Nnomollbio cumeona "@".

Ypanutb npusetcTeme AnA dBTOPMU30BAHHbIX nosb3osaTenen.

banner login [string]

no banner login

-/BbIK/IIOYEHO

HacTpouTtb npuseTcTBME ANA HEAaBTOPM30BAHHbLIX MOJb30BaTeNeN
Npv NOAKIOYEHNN K KOMMYTaTOpPY.

string — TEKCT NPUBETCTBMA AUHOMN A0 256 CUMBONOB.

Mpu BBOAE KOMaHAbl 6€3 mapameTpa string NpPUBETCTBUE MONKET
nmetb aanHy o 1023 cumsonos. BBog npmeeTcTBMA NpepbiBaeTca
C Nnomollbio cumsona "@".

Ypanutb npuseTcTeme A4N1A HeaBTOPMU30BaAHHbIX nonb3osaTenen.

logging events reload

no logging events reload

-/BKNOYEHO

BK/ItOUMTbL OTNPaBKY snmp TpanoB 1 syslog coobLueHnit npu nepe-
3arpysKe ycTpoictsa no KomaHge «reload» nnm yepes SNMP.

BbIKNOUMTL OTNPABKY sSnmp Tpanos U syslog coobueHnin npu nepe-
3arpysKe ycTpoictsa no KomaHge «reload» nnm yepes SNMP.

ip http secure server

no ip http secure server

-/BbIK/IIOYEHO

BkntounTtb HTTPS-cepBep Ha ycTpoiicTBe.

OTkNtounTb HTTPS-cepBep Ha ycTpoiicTae.

Tabnmua 41 — KomaHapl pexkmma Privileged EXEC

KomaHoa

3HayeHue/3Ha4yeHue
no ymoa4aHuro

Aeiicmeue

clear cpu rate limit counters

O4UCTUTL cYeTUMKM rate limit Ha CPU.

show cpu rate limit

OTobparkeHune cyeTymKoB rate limit Ha CPU.

set cli pagination on

-/on

BK/IOUUTbL NOCTPAHUYHBIN BbIBOL KOHOUIypaLmu.

Ethernet-kommymamopei cepuli MES14xx, MES24xx, MES3400-xx, MES37xx

85




HELTEX

set cli pagination off OTK/IOYNUTb NOCTPAHMYHbIN BbIBOA, KOHPUTYpaL UK.

Bkntountb noareepxaeHne nepeq BblNO/IHEHMEM HEKOTOPbIX KO-

set cli prompt on
P P MaHAa,

-/on
OTKAIOYUTb NOATBEPNKAEHWNE Nepes BbiNOJHEHNEM HEKOTOPbIX KO-

t cli prompt off
set cli prompt o MaH,

4.5 KomaHapl AnA HAaCTPOMUKMU NapaMeTpoB ANA 3a4aHMA Naponen

[aHHbI pa3gen npeAHa3HayeH A5 HaCTPOMKM 3aJaHuMA Napoaen ana nosibsoBaTtenen.

KomaHObI pexcuma 2a06ana6HolU KOHpu2ypayuu

3anpoc KOMaHAHOW CTPOKM B PeXKUME r106anbHOM KOHPUTYpaLMM MMEET ceayowmnin BUa,;

console (config) #

Tabanua 42 — KomaHgbl ynpaBaeHUs CUCTEMON B pexnme rnobanbHoi KoHoUrypaumum

Komanda 3HayeHue/3HayeHue Neiicmeue
Mo yMoA4YaHuto
password validate char BKNHOYMTb MEeXaHU3M NPOBEPKUN Naponen.
[lowercase | numbers | - lowercase — naponb fOMKEH CofepKaTb CUMBOJIbI HUXKHETO peru-
symbols | uppercase] cTpa;
- numbers — Napoab JOIKEH COAepKaTb XOTA bbl 0aHY LUndpY;
-/sbiknioseHo - symbols — naponb JONMKEH COXKePIKaTb XOTA 6bl OAMH CUMBOT;
- uppercase — Naposib AO/MKEH COAEPKaTb CUMBOJIbI BEPXHETO pe-
rmcrpa.
no password validate OTKOUYUTL MEXAHM3M NPOBEPKU Naponen.
password validate length 3a4aTb MMHUMAbHYIO AMHY NAPONs.
length length: (0..20)/0
no password validate YCTaHOBWUTb 3HAYEHME MO YMONYAHUIO.
login block-for timer attempts YCTaHOBUTL:
value - timer — Bpems 6/10KMPOBKM NIOKaNbHOM YY4ETHOM 3anncy Noab3o-
) BaTens;
timer: (30-1800)/30 cex | _ value — KONMYECTBO MAYLWMX NOAPAL NOMNbITOK BBOAA Napons
value: (1-10)/3 OWMBKON [0 BAOKUPOBKM NOKANbHOW YYETHOW 3aNUCK NOJ/Ib30Ba-
Tens.
no login block-for YCTaHOBWTb 3HaYEHWE MO YMOYAHUIO.
login max-sessions value 3afaTb MaKCMManbHOe KOAWYECTBO OAHOBPEMEHHbIX YAANEHHbIX
value: (1-8)/8 ceccui.
no login max-sessions YCTaHOBWUTb 3HAYEHWE MO YMOYAHUIO.

3anpoc KomaHAHOM cTpoKKM B pexxkume Privileged EXEC nmeeT cneaytowmim BuA;:

console#

Tabnunua 43 — KomaHabl ans paboTbl ¢ pannamm B pexkmume Privileged EXEC

3HayeHue/3HayeHue
110 yMOAYAHUIO

KomaHoa Aelicmeue

show password validate rules - MpocMOoTp TeKyLel HaCTPOMKM MexaHM3Ma NPOBEPKKU Naponei.
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4.6 Pab6ota c pannamm

4.6.1 OnucaHue ap2ymeHmMo8 KOMAaHO

Mpu ocyuwecTeneHmn onepaumin Hag dannamm, B KayecTBe apryMeHTOB KOMaHA, BbICTyMNatoT ajapeca
URL — onpegenutenn mecTtoHaxoxaeHua pecypca. OnucaHue KA4YeBbIX CNOB, WUCMOAb3yeMbIX B
onepaumax, npuseaeHo B Tabauue 44.

Tabnuua 44 — CNUCcoK KNoYEBbIX C/I0B U UX ONUCaHWe

Knrouesoe cnoso

OnucaHue

flash://

McxopHbi agpec nam agpec mecta HasHayeHWA ANA SHepProHe3aBUCMMOW NamAaTU. dHeproHesaBu-
CcMMan NamATb UCMOb3YeTca No ymondaHuio, ecamn agpec URL onpeaeneH 6e3 npedukca (npedpuk-

camu asaatotcs: flash:, tftp:, scp:...).

running-config

Parin TekyLen KoHPUrypaumm.

startup-config

daiin nepBoHaYanbHOM KOHUTypaLum.

active-image

®aiin ¢ akTMBHbIM 06pasom.

inactive-image

dain c HeakTUBHbIM 06pa3om.

tftp://

MUcxoaHbIM agpec nav agpec mecTta HasHaveHus ans TFTP-cepsepa.
CuHTakcuc: tftp://host/[directory]/ filename.

- host — IPv4-agpec unu ceteBoe MMsA yCTPOICTBA;

- directory — kaTanor;

- filename — ums daiina.

usb://

UcxoaHbIv agpec nav agpec mecta HasHavyeHua ana USB-HakonuTtens.
Cuntakcuc: ush://[directory]/ filename.

- directory — kaTanor;

- filename — ums ¢aiina.

logging

dainn c nctopmeit KomaHa,

4.6.2 KomaHObI s pabomei ¢ paiinamu

3anpoc KomaHgHoM cTpoKu B pexume Privileged EXEC nmeeT cneayrowmin Bua;

console#

Tabnunua 45 — KomaHabl ans pabotbl ¢ paiinamm B pexkume Privileged EXEC

KomaHda

3Ha4yeHue/3HayeHue
no ymon4yaHuro

Aeiicmeue

copy source_url [:port]
destination_url [:port]

copy startup-config
destination_url [:port]

copy running-config
destination_url [:port]

copy source_url [:port]
running-config

copy source_url [:port]
startup-config

copy source_url [:port] image

copy source_url [:port] boot

source_url: (1..160)
CMMBO/IOB;
destination_url: (1..160)
CUMBOJIOB;
port: (1..65535)

KonuposaHue ¢daitna n3 mectononoxeHna UCTOYHWKA B MeCTomMo-
NIO}KEHWE HazHaYeHus.

- source_url — mectononoxeHue konupyemoro daiina;

- destination_url —appec mecTa Ha3HauyeHuUs, Kyaa ¢aiin byaert cko-
nMpoBaH;

- port — TCP-nopT.

CoxpaHeHue nepBoHayYanbHOW KOHdUrypaLmm Ha cepsepe.

CoxpaHeHWe TeKyllei KoHMrypauum ycTpoicTBa Ha cepBsep.

KonupoBaHue KoHOUrypauum ¢ cepsepa B TeKyLLylo KOHdUrypa-
LMI0 YCTPOMCTBA.

KonupoBaHue KoHdUrypaumm c cepeepa B NEPBOHAYA/bHYIO KOH-
durypaumio ycTpoicrea.

KonupoBsaHue daiina MO 13 MecToNoN0KeHUA UCTOYHUKA.

KonupoBsaHue dalina HayanbHOro 3arpy3ymka U3 MecTono/oXeHus
MCTOYHMKA B CUCTEMY.

dir [flash:path | dir_name]

OT06pasnTL CNUCOK GaiiaoB B yKasaHHOM KaTasiore.

more [flash:path | file_name]

OT06pa3unTb cogepkumoe daina.

pwd

OTO06pasnTb NyTb A0 TEKYLLEWH AUPEKTOPUU.
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cd [flash:path | dir_name]

MN3MeHNTb AMPEKTOPUIO Ha YKa3aHHY!Ho.

mkdir [flash:path | dir_name]

Co34aTb AUPEKTOPUIO C YKa3aHHbIM Ha3BaHUEM.

rmdir [flash:path | dir_name]

YAanuTb AUPEKTOPUIO C YKa3aHHbIM Ha3BaHWEM.

erase [flash_url]

Ypanutb dann

erase startup-config

Yaanutb ¢hann nepsoHavanbHON KOHUTypaumu.

erase nvram:

CbpocuTb 80 AedONTHOW SHEProHe3aBUCUMYIO NAMATD.

erase flash:/LogDir/filename

Yaanutb daiin 3anncm aBapuiiHbIX U OTAAL04HbIX COOBLLEHWN.

boot system inactive

3arpysuTbCa ¢ HeakTMBHOro obpasa MO.
’ | KomaHgbl boot system He meHsioT 06pa3 Ha 63Kanax.

boot system active

3arpysuTbca ¢ akTMBHOro obpasa Mo.

delete startup-config

Yaanutb paiin nepBoHavaibHOM KOHGUTYPaLIMM BMECTE C O4UCTKOM
rno6anbHbIX HACTPOEK NVram W yaaseHUem Nosb3oBaTeNei.

show running-config
[interface {fastethernet
fa_port | gigabitethernet
gi_port |
twopointfivegigabitethernet
two_port |
tengigabitethernet te_port |
port-channel group | vlan
vlan_id] [module]

fa_port: (1..8/0/1..24);
gi_port: (1..8/0/1..48);
two_port: (1..8/0/1..8);
te_port: (1..8/0/1..11);
group: (1..64);
vlan: (2..4094);
module: (igs, la, stp..)

OTobpasnTb cogep:knumoe ¢aina TeKywen KoHdurypauum
(running-config).

- interface — koHpUrypauma nHTepdeincos KommyTtatopa - dusnye-
CKUX UHTepdelicos, rpynn nHtepdelicos (port-channel), VLAN-uH-
Tepdelicos, MHTepdeica 3ambikaHMA Ha cebs;

- igs —IGMP snooping;

- la —link-aggregation;

- stp —spanning-tree.

show startup-config

OTob6pasnTb copeprkmmoe dalina nepBoHaYaNbHOW KOHoUrypa-
umn.

show bootvar

MokasaTb akTMBHbIN dann cuctemHoro MO, KOTOPbIV YCTPOMCTBO
3arpy»xaert npu 3anycke.

write {startup-config | url}

CoxpaHuUTb TeKyLLYI KoHbUTypauuto B ¢paiii nepBoHaYa bHOM KOH-
burypauum.

replace running-config
[flash:path]

3ameHuTb running-config KoHdurypaumei us palina.

clear running-config

OumMCTUTL TeKyLLYo KoHUrypaumto (running-config).

diff [flash:path] [flash:path]

CpaBHUTb ABe KoHbUTrypauuu.

Cepsep TFTP He moxeT 6bITb aAPECOM UCTOUHUKOM M aAPECOM HasHAYEHUA ANA OLHOIA
rad | KOMaHAbl KONUPOBaHUA.

KomaHObI pexcuma 2a06anab6HolU KOHpuU2ypayuu

3anpoc KOMaHAHOW CTPOKM B peXUmMe rnobanbHoOM KoHPUrypaumm:

console (config) #

Tabnunua 46 — KomaHabl pexknma rnobanbHOM KoOHGUrypaumm

KomaHoa

3HayeHue/3Ha4yeHue
110 yMOAYAHUIO

Aelicmeue

ip tftp retransmit retransmit
interval interval

no ip tftp retransmit

retransmit: (1-30)/3;
interval: (1-30)/8
CEKYHS,

YCcTaHOBWUTbL NapameTpbl NOBTOPHOM nepegayu TFTP-nakeTos.

- retransmit — MakCMManbHOe YUCNO MOBTOPHbBIX MOMbLITOK nepe-

[aun nakeTa;

- interval — Bpema OXMAAHUA MeXAy MOBTOPHbLIMM MOMbITKAMMU
B CEKYHAAX.

YCTaHOBUTb 3HaYeHMe N0 YMONYAHWUIO.

MpPOCMOTpP aKTUBHOTO M HeaKTMBHOro obpasa AocTyneH us u-boot. s 3Toro B KOMaHAHOM CTPOKE U-

boot Heob6xoanmo BBecTU:

MES2428# bootimg print

KomaHgaa ans cmeHbl akTMBHOTo obpasa 13 u-boot:

MES2428# bootimg inactive
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KomaHpga «bootimg inactive» npumeHsertca 6e3 oXXngaHua noaTBepXKAeHUA.

Mpu 3arpyske daiina KoHPUrypauum c yganeHHoro cepsepa B «startup-config» B Hauane
daitna Heobxogumo [06aBUTb CTPOKY C CUMBOIOM «I».

®aitn KoHpUrypauum gonxKeH umeTtb paclumpeHue «.conf».

4.6.3 KomaHOblI 0na pe3epsupoeaHusa KOHgu2ypayuu

B AaHHOM pasaene onucaHbl KOMaHAbl, NO3BO/IAOWME Pe3epPBMPOBaTb KOHOUIypaLUio Ha cepBep.
[ns pesepBMpoBaHnA KOHOUIypaLLMM HEOBXOAMMO YKa3aTb agpec cepsepa.

KomaHObI pexcuma 2a06ana6Hol KoOHguU2ypayuu

Bug 3anpoca KOMaHAHOM CTPOKU B pexknume rnobasibHoOM KoHbUrypaumm:

console (config) #

Tabnnuya 47 — KomaHabl pexkmma rnobanbHoM KoHpUrypaumm

KomaHda

3Ha4yeHue/3HayeHue
no ymon4aHuro

Aelicmeue

[:port][encrypted]

backup server destination_url

no backup server

destination_url:
(1..160) cumBonos;
port: (1..65535)

YKa3aTb afpec cepBepa, Ha KOTOPbIN bByAeT NPoM3BOANTLCA pe-
3epBupoBaHue KoHourypauum. CTpoka B popmarte:
«tftp://XXX XXX XXX XXX »;

«sftp://username:password @XXX.XXX.XXX. XXX».

- port —TCP nopr;

- encrypted — 3aaaTb 3aWMdPOBaHHbIA Napoab (Hanpumep, na-
ponb B 3aWwMbpPOBaHHOM BUAE, CKOMMPOBAHHBLIN C ApYroro
YCTPOICTBA).

Ypoanute agpec cepsepa.

backup path path

no backup path

YKasaTb NyTb pacnonoxeHusa ¢aitna Ha cepsepe ¢ npedukcom
umeHu daiina. Mpu coxpaHeHUM K npeduKcy byaeT nobasneHa Te-
Kylias aata u Bpems B dopmaTte rrrrmmaa44mmcc.

Y4anute NyTb ANA Pe3epPBUPOBAHUA.

backup auto

no backup auto

BK/IIOYNTL aBTOMATUHECKOE pe3epBMpPOoBaHMe KOHOUIYpaL .

BbIKOYMTL aBTOMATUYECKOE Pe3epBrpoBaHMe KOHOUIypaL M.

backup history enable

no backup history enable

Bkatouuntb COXpaHeHne UCTOPUKN pe3epBHbIX KOnui.

BbikntounTb COXpaHeHne NCTOPUU pe3epBHbIX KOMWN.

backup time-period timer

no backup time-period

timer: (1..10080)/720
MUHYT

YKaszaTb NMPOMEKYTOK BPEMeHW, No UCTeYeHUn Kotoporo byaer
OCYLLEeCTBNATLCA aBTOMATMYECKOE pe3epBMpOBaHuMe KoHdUrypa-
TIZR

YCTaHOBUTb 3HaYeHMe nNo YMONYaHUIO.

backup write-memory

no backup write-memory

-/BbIK/IOYEHO

BK/tOYEHUE pe3epBUMPOBAHUA KOHOUIypauuu npu COXpaHeHWuu
nosnb3oBaTtenem KoHourypaumm Ha flash-Hakonutens.

YCTaHOBUTb 3HaYeHuMe no YMONYaHUIO.

KomaHObI pexcuma Privileged EXEC

3anpoc KomaHgHoM cTpoKu B pexxkume Privileged EXEC nmeet cneayrowmin BuAa;

console#

Ethernet-kommymamopei cepuli MES14xx, MES24xx, MES3400-xx, MES37xx 89



HELTEX

Tabnunua 48 — KomaHabl perkmuma Privileged EXEC

3HayeHue/3Ha4yeHue
no ymon4yaHuro

KomaHoa

Aelicmeue

backup running-config -

Co3faTb pe3epBHYH KOMUIO KOHOUIypaLMIo Ha cepBepe.

4.7 HacTpoiKa CUCTEMHOro BpeMeHMU

v/

Mo ymonuyaHuio aBTOMaTUUYECKUII Nepexos Ha NeTHee Bpemsi OCyLLecTBAAETCA B COOTBET-
cTBMM co cTaHgapTamu CLLUA n Esponbl. B KOoHGUrypauum moryTt 6biTb 3agaHbl Ntobble pgaTta

M Bpema ANA nepexoa Ha ieTHee Bpems U obpaTHo.

KomaHObi pexcuma Privileged EXEC

3anpoc KomaHAHOM cTpoKK B pexxkume Privileged EXEC nmeeT cneayowmin BuAa;:

console#

Tabnunuya 49 — KomaHabl HACTPOMKM CUCTEMHOTO BpemeHu B pexkume Privileged EXEC

Komanda 3HavyeHue/3HayeHue Neiicmeue
no ymMoa4YaHuto
clock set hh:mm:ss day month hh: (0..23); Py4yHasa ycTaHOBKa CMCTEMHOro BpemeHW (KomaHZa n[oCTynHa
year mm: (0..59); TONbKO A/1A NPUBUIETMPOBAHHOTO NO/b30BaTeNs).
ss: (0..59); - hh — 4acbl, MM — MWHYTbI, SS — CEKYHAbI;
day: (1..31); - day — peHb; month — mecay,; year —rog,
month: (Jan..Dec);
year: (2000..2037)

KomaHOowb! pexcuma EXEC

3anpoc KomaHAHOM CTpoKKM B pexkume EXEC umeeT cnegytowmin BUA;

console#

Tabnuua 50 — KomaHab! pexxknma Privileged EXEC

KomaHoa 3HayeHue/3Ha4yeHue Aeiicmeue
no ymoa4aHuro
show clock - MoKasaTb cMCTEMHOE Bpemsa 1 Aary.
show clock properties - OTo6pasunTb CBOKCTBA.

KomaHObI pexcuma 2106as1bHoU KOHpuU2ypayuu

3anpoc KoOMaHAHOM CTPOKM B peknume rnobasbHoM KOHOUrypaLmMmn MMeeT Ceayowmn Bua,:

console (config) #

Tabnaunua 51 — CNMCoK KOMaHA A/1A HacTPOMKM CUCTEMHOIO BPEMEHM B peXkMMe rnobasbHOlM KoHoUrypa-

umm

3HayeHue/3HayeHue
no ymon4aHuro

KomaHoa

Aelicmeue

clock time source ntp

no clock time source

YctaHoBuTb SNTP-cepBep MCTOYHMKOM CUHXPOHWU3ALMKN BpemMeHwU
ONA YyCTPOMCTBa.

YCTaHOBWTb 3HaYeHMe N0 YMOJIHaHUIO.

clock utc-offset utc
utc: (+00:00..+14:00)

no clock utc-offset

YCTaHOBUTb YacoBOE CMeLLeHMe OTHOCUTENbHO HY/1eBOTO Mepuau-
aHa.

YCTaHOBUTb 3HAYeHue no YMOI4aHUIO.
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KomaHObI pexcuma KoHguaypauyuu SNTP

[Ons nepexona B pernm KoHdpurypaumm SNTP HeobxoaMMO MCMO/Ib30BaTb KOMaHAY:

console (config) #sntp

3anpoc KOMaHAHOW CTPOKM B peXknme KOHPUIrypaummn nHTepdelica MMeeT cneayowmin BUa;:

console (config-sntp) #

Tabanuya 52 — CNMCOK KOMaHA, ANA HAaCTPOMKN CUCTEMHOIO BPEMEHMU B pPeXKMME KOHOUIypaLumm sntp

KomaHda

3HayeHue/3HayeHue
no yMmoA4aHuo

Aelicmeue

set sntp unicast-server auto-
discovery enabled

set sntp unicast-server auto-
discovery disabled

-/disabled

BKntounTb aBTOMaTM4eckuii nonck SNTP-cepsepa B pexxume
unicast.

BbIKNOUYMTb aBTOMaTUYeCKnit nouck SNTP-cepsepa B pexxume
unicast.

set sntp unicast-server {ipv4 |
ipv6 | host} ip_addr [priority
priority] [version version] [port
udp_port]

no sntp unicast-server {ipv4 |
ipv6} ip_addr

MOeT 6bITb 331aHO 40
4 cepBepoB
priority: (1..15);
port: (1025..36564);
version: (3..4);
host: (1..63) cumBonos

YKasatb IP-agpec SNTP-cepsepa.

Ypanutb IP-agpec SNTP-cepsepa.

set sntp client enable

set sntp client disable

-/disabled

BKAtounTb paboty SNTP-KnmeHTa.

BbIkntounTb paboty SNTP-kAMeHTa.

set sntp client addressing-
mode unicast

-/unicast

YKazaTb pexxum pabotbl SNTP-kaneHTa.

set sntp client authentication-
key key md5 parametrs

key: (0..65535)

YCTaHOBUWTDb KAtoY ayTeHTUdMKaumm gns SNTP-KnneHTa.

set sntp client clock-format
{ampm | hours}

-/hours

YctaHoBUTbL Ppopmart Yacos s SNTP.

set sntp client port port_num

port_num: (123, 1025-
65535)

YctaHosutb UDP-nopt ana SNTP-knneHTa.

set sntp client time-zone zone

zone: (+00:00 to
+14:00)

3aaaTb 3HaYeHWe YacoBOro nosca.

set sntp client version version

version: (v1,,v4)

3apaTtb Bepcuto NpoToKona Ana pabotol SNTP-KnmeHTa.

Tabnuua 53 — KomaHab! pexxkmma Privileged EXEC

KomaHda

3HayeHue/3HayeHue
no yMmon4aHuwo

Aelicmeue

show sntp statistics

MoKa3aTb CTaTUCTUKY NpoToKoia SNTP.

show sntp status

MNMokasatb cTatyc npotokona SNTP.

KomaHOwbi pexcuma Privileged EXEC

Bupa 3anpoca KoMaHAHOM CTPOKK B pexxkume Privileged EXEC:

console#

[Mpumep Hacmpoliku SNTP-kaueHma 011 cepsepa 192.168.1.1:

console (config) # sntp

(
console (config-sntp) #
console (config-sntp) #
console (config-sntp) #
console (config-sntp) #
console (config) #clock

exit

set sntp client enabled
set sntp client addressing-mode unicast
set sntp unicast-server ipv4 192.168.1.1

time source ntp
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4.8 KoHdurypauua nntepoeiicos u VLAN

4.8.1 [lMapamempeoi Ethernet-unmepdgbelicos, Port-Channel u Loopback-

uHmepageiicos

KomaHObI pexcuma KoHgpu2ypayuu uHmepagelica (duanaszoHa uHmepgelicos)

console# configure terminal

console (config) # interface { fastethernet fa port | gigabitethernet
gi port | twopointfivegigabitethernet two port | tengigabitethernet

te port | port-channel group |
console (config-if) #

range {..}

| loopback Ioopback id }

JaHHbIN pexXum OCTyrneH M3 penma KoOHPUrypaumm n npegHasHavyeH ana 3agaHua napameTpos

KOHOUrypaummn wuHTepdelica (nopta KommyTaTopa Wau

rpynnbl NOPTOB, pPaboTaloWMx B pexunme

pasaeneHus Harpysku) inbo guanasoHa MHTepdeincos.

Bblibop MHTepdeiica ocyLecTBAAETCA NPU NOMOLLM KOMaHA, NpuBeAEHHbIX B Tabauue 54:

Tabnunua 54 — KomaHabl Bbibopa nHTepdeiica ana MES14xx, MES24xx, MES37xx

KomaHda

HasHaveHue

interface fastethernet fa_port

[ns HacTpoliku nHtepdelicos Fast Ethernet.

interface gigabitethernet gi_port

[na HacTpoikn 1G-nHTepdeicos.

interface twopointfivegigabitethernet two_port

[ns HacTpolikn 2,5G-uHTepdeiicos.

Interface tengigabitethernet te_port

[Ons HacTpolikn 10G-nHTepdeincos.

interface port-channel group

[N HacTPOWKM rpynn KaHanos..

interface loopback /oopback_id

[na HacTpoMnKKM BUPTYaNnbHbIX UHTEPdENCOB.

roe:

— fa_port — nopsaakosbin Homep 100MB-uHTepdeiica, 3agaetca 8 suge: 1/0/1;

— gi_port — nopaaxosbiit Homep 1G-uHTepdeiica, 3aaaetca B8 suae: 1/0/1;

— two_port — nopaakosblii Homep 2,5G-nHTepdeiica, 3aaaetca 8 suae: 1/0/1;

— te_port — nopsaaxosbin Homep 10G-uHTepdeiica, 3agaetca 8 suae 1/0/1;

— group — nopsAKoBbI HOMep rpynnbl, 0bLee KOMYECTBO coriacHo Tabaumue 9 (cTpoka «Arperayus

KaHanos (LAG)»);

— loopback_id — nopsakoBbIi HOMep BUPTYabHOro MHTepdelica, obliee KOANYECTBO COrNAcHO Tab-
nvue 9 (cTpoka «Konnuectso BUpTyanbHbix Loopback-nHtepdericos»).

KomaHabl, BBeAeHHble B pexkuMme KoHdUrypauum wuHTepdelica, NPUMEHAIOTCA K BblbpaHHOMY

nHTepdecy.

Tabnunua 55 — KomaHabl pexkuma KoHourypaumm nHtepdericos Ethernet u Port-Channel

3HayeHue/3HayeHue
no ymon4aHuwo

KomaHoa

Aeilicmeue

shutdown
-/BKNIOYEHO

no shutdown

BbIKNOUNTL  KOHOUTypupyemblid  uHTepdeic (Ethernet, port-

channel).

BKNOUMTL KOHPUTYPUPYEMbIV MHTEPdENC.

description description description: (1..128)

[ob6asutb onucaHune nHtepoeiica (Ethernet, port-channel).

— CMMBONOB/HET
no description onMcanms YaanuTb onucaHue nHtepoeica.
speed mode mode: (10, 100, 1000, 3apaTb CKOPOCTb Nepesaun aaHHbIx (Ethernet).
no speed 10000) YCTaHOBUTb 3HAYEHME MO YMOIHYAHMIO.

duplex mode
mode: (full, half)/full

no duplex

3a4aTb pexum ayniekca uHtepdeiica (nosHoaynaeKcHoe coeau-
HeHue, NoayaynaeKkcHoe coegnHerue, Ethernet).

YCTaHOBUTb 3HaYeHMe nNo YMONYaHUIO.
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negotiation [capl
[cap2...cap5]]

cap: (10f, 10h, 100f,
100h, 1000f)

no negotiation

Y/

BK/ilo4aeT aBTOCOrnacoBaHMe A/A CKOPOCTUM M AynjieKkca Ha HacT-
panBaemom nHTepdeiice. MOXHO yKasaTb onpeaeneHHble CoBMe-
CTMMOCTM MapameTpa aBTocornacoBaHua. Ecav napametpsl He 3a-
[aHbl, TO NOAAEPMKMBAIOTCA BCE COBMECTMMOCTY.
ABTOCOrn1acoBaHue HacTpamBaeTcs TO/IbKO Ha MHTepdeid-
cax Ethernet.

BbIK/lOYaeT aBTOCOr/NacoBaHWe AN CKOPOCTM M AynaeKkca Ha
HacTpanBaemom MHTepodeiice.

media-type { force-fiber |
force-copper | prefer-fiber }

-/prefer-fiber

Bbi6bop TMNa KOMBO-NOPTa B KAYECTBE OCHOBHOMO HOCUTENS.

- force-fiber — paspeleHa akKTMBHOCTb TO/ILKO ONTUYECKOM YacTu
KOMb0-nopTa;

- force-copper — paspelleHa aKTUBHOCTb TO/IbKO MEAHOMU 4acTu
KomMb0-nopTa;

- prefer-fiber — npenmyLLecTBO ONTUUECKOTO NINHKA.

mtu size

size: (128..12288)/
12288 6auiT

no mtu

YCcTaHOBUTb 3HaYeHMe maximum transmission unit (MTU) gns uH-
Tepdelica
- size — pasmep nakema, Kosu4ecmso b6alim e nakeme.

’ KomaHga goctynHa TonbKo gnasa ycrpoicts MES2424,

H MES2424B, MES2424FB, MES2424P, MES2448, MES2448B,
MES2448P, MES2410-08DP, MES2410-08DU, MES2420-
48P, MES2420B-24D, MES2420D-24DP, MES2411X,
MES3400-24, MES3400-24F, MES3400-48, MES3400-48F,
MES3710P.

Ecnun Ethernet-untepdeiic Bxogut B coctas Port-Channel,
TO HA HEM HeNb3A U3MEHATb 3HaYeHne MTU.

S

, DedonTtHoe 3HaueHne MTU pns Ethernet n Port-Channel
H MHTepdeiicoB paBHO 3HAYEHUIO 33JaHHOMY KOMaH-
[ou system mtu B pexkume rnobanbHoii KOHGUrypauuu.

YCTaHOBUTb 3HAYEHME MO YMOJIHAHUIO.

hardware serdes rx leq value

MapameTp HaCTPOMKKN A1A NAPAMETPOB rX-4acT ONTUYECKUX UH-
Tepdelicos.

value: 0-31/8 ! KomaHga goctynHa TonbKo gns ycrpoiicte MES2424.
BepHyTb HAaCTPOMKM NO YMONYAHMIO NAapaMeTPOB rx-4acTu onTuye-
no hardware serdes rx leq Py pu y P P
CKUX UHTepdencoB.
BKntounTb  aBTOMOACTPOMK napameTtpoB BKAoyeHua DAC-
hardware serdes rx leq check . AcCTROMKY P P
Kabenen.
-/BKNIOYEHO BbIKNtOUMTb  aBTOMOACTPOMKY NapamMeTpoB BKAtouyeHus DAC-

no hardware serdes rx
leq check

Kabeneh gns nsbexkaHua BePOATHOCTM BO3HWKHOBeHUs link flap-
ping Ha Kabenax 60bLwOoN ANVHDI.

KomaHObI pexcuma 2106aa6Hol KOHGuU2ypayuu

BuAa 3anpoca KOMaHAHOM CTPOKM B pexxume rnobasbHoM KoHUrypaumm:

console (confiqg) #

Tabnnuya 56 — KomaHabl pexkmma rnobanbHoM KoHpUrypaumm

KomaHoa

3Ha4yeHue/3HayeHue no
YMOAYAHUIO

Aelicmeue

errdisable recovery interval
interval

no errdisable recovery
interval

interval: (30..86400)/300

YCTaHOBWUTb BPEMEHHOI MHTEpBas AAA aBTOMaTUYeCKoro
NOBTOPHOrO BKAlOYeHUA WHTepderica. MNpu cmeHe uHTep-
Bana Talimep obHoBAseTcA AnA Bcex 3ab6/0KMPOBaHHbLIX
MOPTOB, Ha KOTOPbIX BKAOUYEHO aBTOCOr/1acoBaHMe.
YCTaHOBWTb 3HAYEHME MO YMONYAHMIO.
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errdisable recovery cause
{storm-control | loopback-
detection | udld | port-se-
curity}

no errdisable recovery
cause {storm-control|loop-
back-detection | udid

| port-security}

-/3anpeweHo

BK/OYMUTL aBTOMATUYECKYIO aKTUMBALMIO UHTEpdelica nocie
€ro OTK/IIOYEHUSA B CNEAYIOLLMX CAYYanX:

- loopback-detection — o6Hapy:keHue neTens;

- udld — akTnBauus 3awmtsl UDLD;

- storm-control — WrpoKoBeLaTeNbHbIN LTOPM;

- port-security — HapyweHne 6e30nacHOCTU ana port
security.

YCTaHOBUTb 3HaYeHMEe N0 YMONYAHWUIO.

system mtu size

no system mtu

size: (128..10000)/10000 6ait
size: (128..12288)/12288 6ait
(Tonbko ana MES2424,
MES2424B, MES2424FB,
MES2424P, MES2448,
MES2448B, MES2448P,
MES2410-08DP, MES2410-
08DU, MES2420-48P,
MES2420B-24D, MES2420D-
24DP, MES2411X, MES3400-24,
MES3400-24F, MES3400-48,
MES3400-48F, MES3710P)

YCTaHOBWTb 3HaYeHWe CUCTEMHOro maximum transmission
unit (MTU)
- size — pa3mep nakeTa (KonmyecTBo 6aliT B nakeTe).
' 3HaueHue system mtu BKaloyaeTt B ceba 18 6aiit,
- npuxogAwMmeca Ha 3aronoBoK Ethernet M KoH-
TponbHyto cymmy (FCS).

YCTaHOBUTb 3HaYeHMEe N0 YMOAYAHMUIO.

default interface [range]
{fastethernet fa_port | giga-
bitethernet gi port | two-
pointfivegigabitethernet
two_port | tengigabitether-
net te_port | port-channel
group | vlan vian_id | loop-
back loopback_id }

fa_port: (1..8/0/1..24);
gi_port: (1..8/0/1..48);
two_port: (1..8/0/1..8);
te_port: (1..8/0/1..11);
group: (1..64);
vlan_id: (1..4094);
loopback_id: (1..10)

Cbpoc HacTpoek uHTepderica nam rpynnol MHTEPHENCOB Ha
3HaYeHUA, YCTAaHOB/IEHHbIE MO YMONYAHMIO.
’ Bo Bpems BbINONHEHMA KOMaHAbI MHTepdeiic by-
b AeT OTKNIOUEH.

KomaHOos! pexcuma EXEC

Buz 3anpoca KomaHAHOM CTPOKM B pexxnme EXEC:

console#

Tabnunua 57 — KomaHabl pexkuma EXEC

3Ha4yeHue/3HayeHue
no ymon4aHuo

KomaHoa Aelicmeue

clear counters - C6poc CTaTUCTUKM ANsA BCex MHTepdeincos.

clear counters { fastethernet
fa_port | gigabitethernet
gi_port |
twopointfivegigabitethernet
two_port | tengigabitethernet
te_port | port-channel group}

fa_port: (1..8/0/1..24); Cbpoc cTaTucTnKKM ansa nHtepdelica.

gi_port: (1..8/0/1..48);

two_port: (1..8/0/1..8);

te_port: (1..8/0/1..11);
group: (1..64)

show interfaces { fastethernet
fa_port | gigabitethernet
gi_port |
twopointfivegigabitethernet
two_port | tengigabitethernet
te_port | port-channel group}

MNokasaTtb CBOAHYO MHd)OpMaLI,VIPO 0 COCTOAHUMN, HaCTpOﬁKe N CTaTn-

fa_port: (1..8/0/1..24); CTMKe nopTa

gi_port: (1..8/0/1..48);

two_port: (1..8/0/1..8);

te_port: (1..8/0/1..11);
group: (1..64)

show interfaces status - MoKasaTb cocTosiHMe Bcex MHTepdencos.

show interfaces description - MoKasaTb onucaHusA BCeEX MHTePdecoB.

show interfaces counters -

Moka3aTb CTaTUCTUKY A5 Bcex UHTepdeiicos.
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show interfaces counters {
fastethernet fa_port |
gigabitethernet gi_port |
twopointfivegigabitethernet
two_port | tengigabitethernet
te_port | port-channel group |
vlan vian_id }

fa_port: (1..8/0/1..24);
gi_port: (1..8/0/1..48);
two_port: (1..8/0/1..8);
te_port: (1..8/0/1..11);
group: (1..64);
vlan: (1..4094)

MokasaTtb cTaTUCTUKY Ana nHTepdeiica.

show errdisable interfaces {
fastethernet fa_port |
gigabitethernet gi_port |
twopointfivegigabitethernet
two_port | tengigabitethernet
te_port}

fa_port: (1..8/0/1..24);
gi_port: (1..8/0/1..48);
two_port: (1..8/0/1..8);
te_port: (1..8/0/1..11)

MoKasaTb NPUYMHY OTK/IOYEHUA NOPTA, FPYNMbl NOPTOB, 3abN0KK-
pOBaHHble NOPTHI.

show errdisable recovery

MoKa3aTb HAaCTPOMKM A/1A aBTOMATUYECKOM MOBTOPHOM aKTUBaLUK
nopra.

set interface active {
fastethernet fa_port |
gigabitethernet gi_port |
twopointfivegigabitethernet
two_port | tengigabitethernet
te port}

fa_port: (1..8/0/1..24);
gi_port: (1..8/0/1..48);
two_port: (1..8/0/1..8);
te_port: (1..8/0/1..11)

AKTMBMpOBaTb MHTEpdeic nocne errdisable.

show interfaces utilization {
fastethernet fa_port |
gigabitethernet gi_port |
twopointfivegigabitethernet
two_port | tengigabitethernet
te_port } {interval interval}

fa_port: (1..8/0/1..24);
gi_port: (1..8/0/1..48);
two_port: (1..8/0/1..8);
te_port: (1..8/0/1..11);
interval: (5, 60, 300) cek

MoKa3aTb CTAaTUCTUKY NO Harpyske Ansa nHTepodelica.
- interval — nHTepBan B cekyHaax.

4.8.2 Hacmpoiika VLAN u pexcumos Kommymayuu uHmepdgeiicos

KomaHObI pexcuma 2a06anb6Hol KoOHpu2ypayuu

Bug, 3anpoca KOMaHAHOM CTPOKM B peXKMUMe r106anbHON KoHGUrypaumm:

console (config) #

Tabnunua 58 — KomaHabl pexkmnma rnobanbHoOM KoHPUrypaumm

3HavyeHue/3HavyeHue .
KomaHda / Aelicmeue
Mo ymMoa4YaHuro
vlan vian_id vlan_id: (2..4094) MepeiTn B pexkMm KOHPUrypmpoBaHua ykasaHHoro VLAN

map protocol {ip | other}
{enet-v2 | licOther | snap} pro-
tocols-group group-id

no map protocol {ip | other}
{enet-v2] licOther | snap}

group-id:
(1..2147483647)/-

HacTpouTb rpynny npoToKonos, no KoTopbim byaeT npousso-
AWNTbCA KnaccudmKauma Kagpos. B oaHy rpynny MoxKHo obbeau-
HUTb HECKOJ/IbKO MPOTOKO/OB, YKa3blBana A/A HUX OAUH U TOT e
Group ID. Homep npoTokona MOXHO BblbpaTb M3 cnucKa npea-
YCTQHOBJ/IEHHbIX 3HAYEHMI UK 33[aTb BPYYHYIO Yepes napameTp
other B popmate XX:XX. PacnonokeHve nons c HOMepPOm NpoTo-
KO/a 3aBUCUT OT TMNa L2-3aronoBKa u1 nHKancyaaumu:

- enet-v2 — Kaap c 3aronoskom Ethernet I, npoTtokon onpepens-
etca no noato EtherType. Mpu Hanmumm VLAN-Teros Bbibupaertca
cambiit nocnegHuin EtherType, ¢ Hanbonblmm odpdceTom.

- licOther — kaap popmata RFC1042 (IEEE 802). AByx6aiTHbIN HO-
Mep npoTokona cootseTtcTByeT nonam DSAP:SSAP B LLC-3aro-
NoBKe.

- snap — Kaap c LLC/SNAP-uHkancynsumein. Homep npotokona co-
oTBeTcTBYeT nonto Protocol ID 8 SNAP-3aronoske.

Ypansert protocol-group c KommyTaTtopa.

map mac {host | mac-address
mask} macs-group group-id

group-id:
(1..2147483647)/-

HacTtpouTb ananasoH MAC-agpecos, no KoTopbiMm byaeT nponsso-
AnTbea Knaccudukauma. Ona pasHoix MAC-agpecoB MOXKHO Bbl-
6paTb OAHY M Ty XKe rpynny.
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no map mac {host | mac-ad-
dress}

Yaanutb ykasaHHbIn MAC-agpec 13 macs-group.

shutdown garp

no shutdown garp

-/MoAyNb BbIK/OYEH

OTKAtounTbL paboTy moayns GARP Ha ycTpoicTse.
, JaHHaa KomaHpa oTKAw4aeT pabory moayna GARP c
H 6e3B03BpaTHbIM yAaneHUeM BCeX HacTpoek 6n10ka
GARP.

BkatounTtb moaynb npotokona GARP.
Ana pa6otbl moayna GARP pesepsupyertca 15 M6ait
. onepaTMBHOWN NamMATU.

gvrp enable

gvrp disable

-/BbIK/IOYEHO

BKatounTb npotokon GVRP rnobansHo.
’ 1 OyHKLMA He NoAAEepPrKaHa B CTEKe B TEKyLU el Bepcum
~e No.

BbikntounTb NpoTtokon GVRP rnobanbHo.

voice vlan id vian_id

no voice vlan id

YctaHoBUTb ngeHtuoukatop VLAN gna Voice VLAN

vlan_id:(1..4094)

Yaanutb naeHtnduratop VLAN ana Voice VLAN

voice vlan oui-table {add

Pa3pewnTtb pegaktnposatb Tabamuy OUI.

word:(1..32)

- oui —nepsble 3 balita MAC-agpeca;
CMMBO/I0B

- word — onucaHue oui.

oui | remove oui}
[descriprion word]

KomaHObI pexcuma kKoHgpuaypayuu VLAN (duanasoH VLAN 08)

console# configure terminal
console (config)# vlan 1,3,7
console (config-vlan-range) #

Tabnunuya 59 — KomaHabl pexkuma KoHourypaumm VLAN

3Ha4yeHue/3HayeHue

Aeiicmeue
o yMmon4aHuro

KomaHoa

vlan active - AKTMBMpOBaThb vlan uam rpynny vlan’os.

set unicast-mac learning BKNOUNTB/BbIKNOYMTL 3ydeHne MAC-agpecos a5 VLAN.

{enable | disable}

set unicast-mac learning YCTaHOBWTb 3HAYEHWE MO YMONYAHUIO.

default

KomaHObI pexcuma KoHgu2ypauuu uHmepgelica (duanaszoHa uHmepageticos) Ethernet, uHmep-

gelica 2pynnsl nopmos

Buga 3anpoca KOMaHAHOM CTPOKW B pexnme KoHourypauum uHtepdelica Ethernet, nHtepdeiica
rpynnbl NOpPTOB:

console# configure terminal

console (config)# interface { fastethernet fa port | gigabitethernet
gi port | twopointfivegigabitethernet two port | tengigabitethernet
te port | port-channel group}

console (config-if) #

[aHHbIN peXxnm AO0CTYyNeH U3 pexkMma KoHOUIypauumn 1 npeaHasHavyeH Ans 3a4aHua napameTpos
KoHuUrypaummn nutepodeiica.

MopT MOXKeT paboTaTb B YETbIPEX PEXKMMAX:

— access — MHTepdelic AocTyna — HETErMPOBaAHHbIM MHTepdeiic ana ogHoro VLAN;

— trunk — nHTepdec, NpUHUMaOLWMIA TONBKO TErMPOBaHHbIN TpaduK, 3a UCKAOYEHUEM O4-
Horo VLAN, KoTopblii MOXKET bbITb 06aB/IeH C NOMOLLbIO KOMaHAbl switchport trunk
native vlan;

— general — nHTepdeic c nonHon nogaeprkkon 802.1q, NPUHMMAET KaK TErMPOBAHHbIN, TaK U
HeTermpoBaHHbIM TpapuK;

— dotlq tunnel — Q-in-Q uHTepodelic.
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Tabnmua 60 — KomaHabl pexkmuma KoHpurypaumm uHtepodeiica Ethernet

KomaHoa

3HayeHue/3Ha4yeHue
no ymon4aHuro

Aelicmeue

switchport mode {access
|trunk | general}

no switchport mode

mode: (access, trunk,
general)/general

3apaTb pexkum paboTbl nopta B VLAN.

YCTaHOBWTb 3HaYeHMe NO YMONYAHWUIO.

switchport access vlan vian_id

no switchport access vlan

vlan_id: (1..4094)/1

[o6asutb VLAN ana nntepdeiica goctyna.
-vlan_id — naeHTUOUKaUMOHHbIA Homep VLAN.

YCTaHOBWUTb 3HAYeHME NO YMOI4aHUIO.

switchport dotlq tunnel
[inner-vlan {c_vian_id}] [uplink
{gigabitethernet gi_port |
tengigabitethernet te_port}]

no switchport dotlq tunnel

c_vlan_id: (1..4094);
gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24)

MNepeBecTn NopT B pexum paboTbl ¢ BHewHUM VLAN-Terom. Ko-
MaHZa UCNoNb3yeTca A HAaCTPOnKM dyHKLUMK Q-in-Q.
MNapameTp inner-vlan 3agaet naeHtMdUKaTop BHyTpeHHeln VLAN
(c_vlan_id), KoTopblii MCNoONb3yeTcA COBMECTHO C BHelwHum VLAN
(s_vlan_id) ana obpaboTkn Tpadwuka. Mpu BKAKOYEHUM OAHHOMN
HACTPOMKK Ha p13MYecKoM NHTepdeice BbiNoaHAETCA gobaBneHne
WK yaaneHue ogHospeMeHHo Asyx VLAN-Teros ana tpadumka, npo-
XOAALLEro Yepes 3ToT MHTepdeic.
- c_vlan_id — ngeHTUOMKaUMOHHbIM HOMep BHYTpeHHen VLAN;
- uplink — nHTepdeic, Ha KOTOPOM yAanaeTca BHYTPEHHUN Ter y
BCEX BXOAALLMX MAKETOB, YeW BHYTPEHHUI 1 BHewHWn VLAN cosna-
patoT ¢ VLAN knneHTcKoro nopta. lNapameTtp ncnonb3yerca TONbKO
Ha ycTpoictBax MES2428 1 MES2408, roe peanusauma Q-in-Q oT-
IMYaeTca oT ApYyrMx MoLenen: No yMoNYaHMIO NPU BbIXO4e Kaapos
3 Q-in-Q-nHtepdeiica BHyTpeHHUIW VLAN-Ter He ypansercs.
Hactpovika uplink onpegenaer nHtepdeiic, Ha KOTOPOM BbINOJHA-
eTcs onepaumn yaaneHns BHyTPEHHEro Tera.

V PekomeHgyeTcA MUCNonb3oBaTb napametp inner-vlan

TOJIbKO Ha NopTax, paboTalowwmx B pexkmme access.

Ypanutb npasuno.

switchport trunk native vlan
vlan_id

no switchport trunk native
vlan

vlan_id: (1..4094)/1

[No6asutb Homep VLAN B KayecTse Default VLAN gns gaHHoOro vH-
Tepdelica. Becb HeTermpoBaHHbIM TpaduK, NOCTYyNAOWMI Ha AaH-
Hblli MOPT, onpeaenaerca B AaHHbIN VLAN.

- vlan_id — naeHTMdMKauMoHHbIN Homep VLAN.

YCTaHOBUTb 3HAYEHME MO YMONYAHWIO.

switchport general allowed
vlan add vian_list [untagged]

switchport general allowed
vlan remove vian_list

vlan_list: (2..4094)

[o6asuntb cnmcok VLAN gna nHtepdeiica.

- vlan_list — cnncok VLAN ID. Ainana3oH VLAN moKHO 3agaTb nepe-
yucaeHMeM yepes 3anATy0 WAKM yKasaTb HayasbHOE M KOHeyHoe
3HayeHuA AManasoHa Yepes gedpuc "-".

Ypanutb cnucok VLAN ans nHtepdelica.

switchport general pvid
vlan_id

no switchport general pvid

vlan_id: (1..4094)/1 -
ecnu yctaHosneH VLAN
Nno YyMONYaHUIO

[Oo6asutb naeHtmoukatop VLAN nopta (PVID) 4n1A OCHOBHOTO WMH-
Tepdelica.
- vlan_id — naeHTMdMKaumoHHbIn Homep VLAN noprTa.

YCTaHOBUTb 3HaYeHMe Mo YMOJIHaHUIO.

switchport ingress-filter

BkAtounTb GUALTPaALMIO BXOAALMX NAKETOB HAa OCHOBE MPUCBOEH-
Horo um 3HayeHua VLAN ID. Ecam punbTpauma BkAOYEHA, U NaKeT

-/dunbTpauma He BxoguT B rpynny VLAN c npucBoeHHbIM nakeTy 3HavyeHnem VLAN
BK/ItOYEHA ID, To nakeT oTbpacbiBaeTca.
no switchport ingress-filter BbIKNOUNTL GUABTPALMIO BXOAALLMX MAKETOB HAa OCHOBE NPUCBOEH-
Horo um 3HayeHma VLAN ID.
switchport acceptable-frame- - untaggedAndPrioritytagged — Ha nopTy paspelwaeTca npvem
type {tagged | all Jall TO/NIbKO HETErMpoBaHHbIX Kaapos (frame);

| untaggedAndPrioritytagged}

- tagged — TO/IbKO TErMPOBaHHbIX;
- all - nobbix kKagpos (frame).

switchport forbidden vlan add
vlan_list

switchport forbidden vian
remove vian_list

vlan_list: (2..4094,
all)/sce VLAN
paspeLueHbl NopTy

3anpetutb gobasneHune ykasaHHbix VLAN Ha nopr.

- vlan_list — cnucok VLAN ID. Ouana3oH VLAN moHO 3aaaTb nepe-
yncneHmem 4Yepes 3anATyl0 WAM YKasaTb HayasbHOE U KOHeYyHoe
3HayeHuA gmanasoHa Yepes gedpuc "-".

PaspewunTtb gobasneHue ykasaHHbix VLAN Ha noprt.
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switchport forbidden default-
vlan

no switchport forbidden
default-vlan

Mo ymonyanuio
YNeHCTBO B AedpoNTHOM
VLAN pa3pelieHo

3anpetutb gobasnerHne gedpontHoro VLAN Ha noprt.

YCTaHOBUTb 3HaYeHMe N0 YMONYAHWUIO.

switchport protected

no switchport protected

MepeBecTv NOPT B PEXKMUM U30NALMUN BHYTPU FPYNMbl NOPTOB.

BoccTaHOBMTb 3HaUYeHMe no YMONYaHULO.

port-isolation { fastethernet
fa_port | gigabitethernet
gi_port |
twopointfivegigabitethernet
two_port | tengigabitethernet
te_port | port-channel group}

fa_port: (1..8/0/1..24);
gi_port: (1..8/0/1..48);
two_port: (1..8/0/1..8);
te_port: (1..8/0/1..11);
group: (1..64)

Co3faTtb MM Nepesanucatb rpynny M30aauMM NMOPTOB, B KOTOPOI
Kagpbl MOTyT 6bITb NepesaHbl TONbKO B YKa3aHHbIW CMMCOK NOPTOB.

port-isolation {add | remove} {
fastethernet fa_port |
gigabitethernet gi_port |
twopointfivegigabitethernet
two_port | tengigabitethernet

fa_port: (1..8/0/1..24);
gi_port: (1..8/0/1..48);
two_port: (1..8/0/1..8);
te_port: (1..8/0/1..11);

[06aBUTb UKW yAANUTb NOPTbI B CYLLECTBYIOLWEN rpynne U3onaumum
nopTos.

group group-id vlan vian-id

no switchport map protocols-
group group-id

(1..2147483647);
vlan_id: (1..4094)/no
ymonyaHuto PBV
BK/IIOYEH Ha BCexX
noprax

te_port | port-channel group} group: (1..64)

switchport default-vlan tagged YCTaHOBUTb NOPT KaK Ternpyowmii B gepontHom VLAN.

no switchport default-vlan - YCTaHOBUTb 3HaYeHUe No YMOAYaHUIO.

tagged

switchport map protocols- group_id: Ha3zHauutb VLAN ID nakeTam, nonagatoLmm B yKasaHHywo Group ID

Ha 3TOM NopTy. PasHble NOPTbI OLHOM M TOM »Ke rpynmnbl MOTyT COOT-
BeTCcTBOBaTb pasHbim VLAN.

Bbikntountb PBV Ha nopry.

switchport map macs-group
group-id vlan vian-id

no switchport map macs-
group group-id

vlan_id: (1..4094)/-
group-id:
(1..2147483647)/-

OcywecTBuTb HasHadyeHue vlan-id gna macs-group.

OTMeHUTb HasHaveHwue vian-id gna macs-group.

gvrp enable

gvrp disable

-/BbIK/IIOYEHO

BkntoumTb npoTokon GVRP Ha nHTepdelice.
| dyHKuMA He NoaAepiKkaHa B CTeKe B TeKyLueii Bepcum
w= no.

BbIkntounTb Nnpotokon GVRP Ha uHtepdelice.

vlan restricted enable

vlan restricted disable

-/BbIK/OYEHO

BkAouMTb 3anpeT Ha u3yyeHue vlan-aTpubyToOB, NOJyYEHHbIX OT
npoTtokona GVRP, Ha nHTepdeiice.

BbIKNOUNTL 3anpeT Ha u3y4yeHue vlan-aTpnbyTos, NOAYYEHHbIX OT
npoTtokona GVRP, Ha nHTepdeiice.

set garp timer {join | leave |
leaveall}

join: msec/200
leave: msec/600
leaveall: msec/10000

YcTaHOBUTL 3HayeHus Tailmepos GVRP Ha nHtepdelice.

switchport unicast-mac
learning enable

BkntounTb M3yueHne MAC-agpecoB Ha nHTepdeiice.

no switchport egress-filter

- - -/BKAKOYEHO
switchport unicast-mac .
. . Bbikntountb n3yyeHne MAC-agpecoB Ha nHTepdeiice.

learning disable

switchport egress-filter BKAoYaeT ¢unbTpaumio mcxoaawmx Kaapos (frame) Ha ocHose
npucsoeHHoro um 3HadeHua VLAN ID. Ecav dunbTpauma BKAOYEH],
M NaKeT He BXOAMT B rpynny paspelleHHbIx Ha nHtepdeiice VLAN ID,

-/BKNIOYEHO TO NakeT oTbpacbiBaeTca.

BbIK/MIOUNTL GUNBTPaLMIO UCXoaALWMX KagpoB (frame) Ha ocHoBe
npucesoeHHoro um 3HaveHma VLAN ID.

switchport egress TPID-type
{portbased | vlanbased}

3agatb TPID ana ncxoaAwmx Kagpos.

switchport voice vlan [vian_id]

no switchport voice vlan

vlan_id: (1..4094)

Bkatountb Voice VLAN ana nopra.
- vlan_id — yctaHoBuTb ngeHtndmkatop VLAN ana nopra.

OTtkntounTtb Voice VLAN gna nopra.

voice vlan authentication
bypass

-/BbIK/IIOYEHO

PaspewuTb Tpaduky Voice VLAN UrHopupoBaTb ayTEHTUDUKALUIO
802.1x.
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no voice vlan authentication
bypass

3anpetutb Tpaduky Voice VLAN urHopuposatb ayTeHTUdMKaLMIO
802.1x.

’ Mpwu coBmecTHOM paboTe port-isolation u port-protected aon:kHo cobaoaaTbca npasuno:

= ANA 3aWMWEHHOro ingress NopTa, B CNUCKe paspeLléHHbIX, KOMaHAbl port-
isolation, He MmoKeT 6bITb ApYyroro 3awWMLLEHHOrO NopTa. 3TO NogpasymeBaeT
BO3MOXHOCTb AieN1aTb 3alULWEHHBIMU egress NoOPTbl B U30AALUU UM ingress NOpPT, HO He
ingress u egress NOpPTbl 04HOBPEMEHHO.

Mpumep HacTpolikn Q-in-Q ¢ gobasneHnem meTkm 99 VLAN:

console#configure terminal
console (config) # interface gi 1/0/1

console (config-if) # switchport mode access
console (config-if) # switchport access vlan 99

console (config) # interface gi 1/0/2

(
(
console (config-if) # switchport dotlg tunnel
(
(

console (config-if) # switchport mode trunk

' KnueHTcKuii nopt gna pa6otbl Q-in-Q 06a3aTenbHO A0MKEH ObiTb B peXKume access.
L

KomaHObI pexcuma 2a06ana6Hol KOHguU2ypayuu

Bug, 3anpoca KOMaHAHOM CTPOKM B peXKUMe r106anbHON KOHPUTypaLmK:

console (config) #

Tabanua 61 — KomaHapl pexunma rnobanbHon KoHoUrypaumm

KomaHda

3Ha4yeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

mac-address-table static
unicast mac_add vlan vian_id
interface [fastethernet fa_port
| gigabitethernet gi_port |
twopointfivegigabitethernet
two_port | tengigabitethernet
te_port] status [deleteOnRe-
set | deleteOnTimeout | per-
manent | secure]

no mac-address-table static
unicast mac_add vlan vian_id

vlan_id: (1..4094);
fa_port: (1..8/0/1..24);
gi_port: (1..8/0/1..48);
two_port: (1..8/0/1..8);
te_port: (1..8/0/1..11)

[Oob6asutb ncxogHbii MAC-agpec B Tabanuy.

- Permanent — gaHHbIi MAC-agpec octaetcs B Tabavue agpeca-
LK Nocne nepekntoyeHnn cTatyca MHtepdeica;

- Deleteonreset — gaHHbIM agpec yaanuTca nocsie nepesarpysku
YCTPOMCTBA;

- Deleteontimeout — faHHbIV agpec yaanmTca no Takm-ayTy.

Ypanute MAC-agpec 13 1abamupi.

mac-address-table aging-time
seconds

no mac-address-table aging-
time

seconds: (10..400)/300
CeKyHA,

3apaTb Bpems xpaHeHna MAC-agpeca B Tabauue rnobanbHo.

YCTaHOBUTb 3HaYeHuMe no YMONYaHUIO.

KomaHOwbi pexcuma Privileged EXEC

Bupa 3anpoca KOMaHAHOM CTPOKK perkmma Privileged EXEC:

console#
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Tabnunua 62 — KomaHabl perkuma Privileged EXEC

KomaHoa

3HayeHue/3Ha4yeHue
no ymon4yaHuro

Aelicmeue

show mac-address-table
address mac_addr [interface
{fastethernet fa_port |
gigabitethernet gi_port |
twopointfivegigabitethernet
two_port |
tengigabitethernet te_port }]

fa_port: (1..8/0/1..24);
gi_port: (1..8/0/1..48);
two_port: (1..8/0/1..8);
te_port: (1..8/0/1..11)

MpocmoTp Bce Tabanupl MAC-agpecos.

show mac-address-table count

MoKa3aTb Ko/iMyecTBo 3anucei B Tabanue MAC-agpecos.

show mac-address-table count
summary

MoKa3aTb CYMMapHY CTaTUCTUKY no Tabanue MAC-agpecos.

show mac-address-table
dynamic unicast [vlan vian_id]
[address mac_add] [interface
{fastethernet fa_port |
gigabitethernet gi_port |
twopointfivegigabitethernet
two_port |
tengigabitethernet te_port }]

vlan_id: (1..4094);
fa_port: (1..8/0/1..24);
gi_port: (1..8/0/1..48);
two_port: (1..8/0/1..8);
te_port: (1..8/0/1..11)

Mokasatb Tabanuy ¢ anHammnyeckumm MAC-agpecamu.

clear mac-address-table
dynamic [interface
{fastethernet fa_port |
gigabitethernet gi_port |
twopointfivegigabitethernet
two_port |
tengigabitethernet te_port }]
[vlan vian_id]

vlan_id: (1..4094);
fa_port: (1..8/0/1..24);
gi_port: (1..8/0/1..48);
two_port: (1..8/0/1..8);
te_port: (1..8/0/1..11)

YpanuTe AMHamuuyeckune sanucu s tabamubl MAC-agpecos.

show mac-address-table
secure

MokasaTtb Tabsmuy ¢ 3awmieHHbimn MAC-agpecamu.

show mac-address-table
secure recovery-file

MokasaTtb Tabanuy ¢ 3awmueHHbiMn MAC-agpecamu, KoTopble co-
XPaHATCA NpU nepesarpyske.

show mac-address-table
secure [vlan vian_id] [address
mac_add] [interface
{fastethernet fa_port |
gigabitethernet gi_port |
twopointfivegigabitethernet
two_port | tengigabitethernet
te_port}]

vlan_id: (1..4094);
fa_port: (1..8/0/1..24);
gi_port: (1..8/0/1..48);
two_port: (1..8/0/1..8);
te_port: (1..8/0/1..11)

MoKasaTb Tabauuy ¢ 3awmiieHHbiMM MAC-agpecamu Ans yKasaH-
Horo uHTepdelica.

show mac-address-table ad-
dress mac_add [interface
{fastethernet fa_port | giga-
bitethernet gi_port | two-
pointfivegigabitethernet
two_port | tengigabitether-
net te_port}]

fa_port: (1..8/0/1..24);
gi_port: (1..8/0/1..48);
two_port: (1..8/0/1..8);
te_port: (1..8/0/1..11)

Moka3saTtb Tabanuy MAC-agpecoB A4/1A YKa3aHHOTo UHTepdelica.

clear mac-address-table secure
[interface

{fastethernet fa_port |
gigabitethernet gi_port |
twopointfivegigabitethernet
two_port |

tengigabitethernet te_port} ]

fa_port: (1..8/0/1..24);
gi_port: (1..8/0/1..48);
two_port: (1..8/0/1..8);
te_port: (1..8/0/1..11)

Yaanutb 3awmueHHble MAC-agpeca us Tabaunupl Ha MHTepdeiice.
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show mac-address-table static
unicast [vlan vian_id] [address
mac_add] [interface
{fastethernet fa_port |
gigabitethernet gi_port |
twopointfivegigabitethernet
two_port | tengigabitethernet
te_port}]

vlan_id: (1..4094);
fa_port: (1..8/0/1..24);
gi_port: (1..8/0/1..48);
two_port: (1..8/0/1..8);
te_port: (1..8/0/1..11)

MokasaTb Tabanuy co ctatyeckumun MAC-agpecamu.

show mac-address-table [vlan
vlan_id] [address mac_add]
[interface {fastethernet
fa_port | gigabitethernet
gi_port |
twopointfivegigabitethernet
two_port | tengigabitethernet
te_port}]

vlan_id: (1..4094);
fa_port: (1..8/0/1..24);
gi_port: (1..8/0/1..48);
two_port: (1..8/0/1..8);
te_port: (1..8/0/1..11)

MNokasaTtb Tabanuy MAC-agpecoB ana ykasaHHoro VLAN.

show garp timer [port
{fastethernet fa_port |
gigabitethernet gi_port |
twopointfivegigabitethernet
two_port | tengigabitethernet
te_port | port-channel group}]

vlan_id: (1..4094);
fa_port: (1..8/0/1..24);
gi_port: (1..8/0/1..48);
two_port: (1..8/0/1..8);
te_port: (1..8/0/1..11)

group: (1..64)

OT06pa3unTb 3HaYeHua TalimepoB GVRP Ha nHTepdeiicax.

show gvrp statistics [port
{fastethernet fa_port |
gigabitethernet gi_port |
twopointfivegigabitethernet
two_port | tengigabitethernet
te_port | port-channel group}]

fa_port: (1..8/0/1..24);
gi_port: (1..8/0/1..48);
two_port: (1..8/0/1..8);
te_port: (1..8/0/1..11)
group: (1..64)

OT106pa3unTb CTaTUCTUKY NpoToKoia GVRP.

clear garp counters{all | port
{fastethernet fa_port |
gigabitethernet gi_port |
twopointfivegigabitethernet
two_port | tengigabitethernet
te_port | port-channel group}]

fa_port: (1..8/0/1..24);
gi_port: (1..8/0/1..48);
two_port: (1..8/0/1..8);
te_port: (1..8/0/1..11)
group: (1..64)

OunCTUTL CTaTUCTUKY NpoTOoKoNa GARP.

show vlan

Moka3saTb Hpopmaumto o Bcex VLAN.

show vlan id vian_id

vlan_id: (1..4094)

Moka3aTb nHPopMaLmio No KoHKpeTHomy VLAN.

show vlan protocols-group

MNokasaTtb Mchopmau,mo O HaCTPOEHHbIX rpynnax n NPOTOKOANaX.

show protocol-vlan

MokasaTb nHdopmaumio o VLAN, cOOTBETCTBYHOLLMX FPynnam npo-
TOKOJ/IOB Ha Pa3HbIX MOPTax.

KomaHOowb! pexcuma EXEC

Bupa 3anpoca KOMaHAHOM CTPOKK pexxknma EXEC:

console#

Tabnunua 63 — KomaHabl pexkmuma EXEC

KomaHda

3Ha4yeHue/3HayeHue
Mo ymon4YaHuo

Aelicmeue

show interfaces switchport {
fastethernet fa_port|
gigabitethernet gi_port |
twopointfivegigabitethernet
two_port | tengigabitethernet
te_port}

fa_port: (1..8/0/1..24);
gi_port: (1..8/0/1..48);
two_port: (1..8/0/1..8);
te_port: (1..8/0/1..11)

Moka3aTb KOHdUrypaLmio NopTa, rPynnbl NOPTOB.

4.9 Selective Q-in-Q

[aHHaa ¢yHKUMA NO3BONAET Ha OCHOBE CKOHOUIYPMPOBAHHbLIX NPaBua GUAbTPALLUK NO HOMEepam
BHyTpeHHMX VLAN (Customer VLAN) npoussoauTb aobasneHune sHeliHero SPVLAN (Service Provider’s

VLAN), noameHsaTb Customer VLAN.
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[nAa ycTponcTBa co34aeTca CNUCOK NpaBu, Ha OCHOBAHMM KOTOpbIX byaeT o6pabaTbiBaTbcA TPAaPUK.

Bua 3anpoca KOMaHAHOM CTPOKM pexknma KoHdUrypauumn nHTepdeiica KoHourypauum:

console# configure terminal
console (config) # interface{fastethernet fa port | gigabitethernet gi port | gi

tengigabitethernet te port| port-channel group|range{..}}
console (config-if) #

Tabnunua 64 — KomaHabl pexkuma KoHourypaumm nHtepdelica (ananasoHa nHtepdeiicos) Ethernet

KomaHoa

3HayeHue/3HayeHue
o ymon4aHuro

Aeiicmeue

selective-qinq list ingress
override-vlan vian_id [ingress-
vlan ingress_vlan_id]

no selective-ginq list ingress
[ingress-vlan vian_id]

vlan_id: (1..4094)
ingress_vlan_id:
(1..4094)

Co3zaTb NPaBWIO, HA OCHOBAHMM KOTOPOTO BHELLHASA MeTKa
ingress_vlan_id Bxopauiero nakeTta byaet 3ameHATbCA Ha vlan_id.

YpanuTb yKasaHHoe npasBwuso selective ging ana sxoaAawmx nake-
TOB.

selective-qinq list egress
override-vlan vian_id ingress-
vlan ingress_vlan_id

no selective-qinq list egress
[ingress-vlan vian_id]

vlan_id(1..4094);
ingress_vlan_id:
(1..4094)

Co34aTb NPaBK/IO, HAa OCHOBAHWM KOTOPOTO BHELLHAA METKa
ingress_vlan_id ncxopaulero nakeTta byget 3ameHsATbea Ha vlan_id.

Yoanutb cnucok npasumn selective ging gaa UCXoAAWMX NAKETOB.

selective-qinq list ingress add-
vlan vlan_id [ingress-vlan
ingress_vlan_id]

no selective-qginq list ingress
[ingress-vlan vian_id]

vlan_id: (1..4094);

ingress_vlan_id:
(1..4094)

CosfaTtb NpaBWaO, HA OCHOBaHMM KOTOPOro ANs TpaduKa C BHeL-
HeWn meTKol ingress_vlan_id byaet pobasnaTbca meTKa ¢ vian_id.

Yoanutb yKasaHHoe npasuno selective gqing ans BxogAawmx nake-
TOB.

selective-qinq list ingress
{deny | permit} [ingress-vlan
ingress_vlan_id]

no selective-qinq list ingress
[ingress-vlan ingress_vian_id]

vlan_id (1..4094);
ingress_vlan_id:
(1..4094)

Co3aaTb NPaBuI0, Ha OCHOBAHMM KOTOPOTO TPAadUK C BHELLUHEN MeT-
Kol ingress_vlan_id nponyckaetcsa 6e3 nsmeHeHul uamn otopachl-
BaeTca. Ecau ingress_vlan_id He ykasaH, To nponyckaTbca uau ot-
bpacbiBaTbcA byaeT Becb TpaduK.

- deny — 3anpelLLaeT NPoOXoXAeHNe NAKETOB C YKa3aHOM BHELLHEN
METKOW;

- permit — paspeLuaeT NPOXOXKAEHME NAKETOB C YKa3aHHOW BHeLu-
Hel MeTKOoW.

Yoanutb yKasaHHoe npasuno selective qing 4ns Bxoaawmx nake-
TOB.

KomaHOwb! pexcuma EXEC

Buza 3anpoca KomaHAHOM cTPOKKM pexxunma EXEC:

console#

Tabnunua 65 — KomaHabl pexkuma EXEC

KomaHoa

3HayeHue/3HayeHue
no yMmon4aHuo

Aeiicmeue

show selective-qing
[fastethernet fa_port |
gigabitethernet gi_port |
twopointfivegigabitethernet
two_port | tengigabitethernet
te_port | port-channel group]

OT06pa3unTb cnncok npasun selective sging.

4.10 Storm Control ana pasnnuyHoro Tpaduka (broadcast, multicast, unknown

unicast)

«lTopm» BO3HMKAET BCAeACTBME 4pe3MepHOro Koamdectsa broadcast-, multicast-, unknown

unicast-coobLeHunit, oAHOBPEMEHHO NepeaaBaeMblx Mo CETM Yepes 0AMH NOPT, YTO NPUBOAUT K Neperpyske
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pecypcoB ceTu U NOABAEHMUIO 3a4epKeK. «LLITopm» MOXKeT BO3HUKHYTb MPU HAaANYUKN «3aKObLOBAHHbIX»
cermeHToB B ceTu Ethernet.

KommyTaTop n3mepAeT CKOPOCTb MNPUHMMaAeEMOro wnpoKoBewaTebHOro, MHOroagpecHoro wu
HEen3BeCTHOro oaHoaapecHoro Tpacbm(a Ana nopTtoB C BKAKOYEHHbIM KOHTPO/IEM LLMPOKOBELLATE/IBHOTO
«wTopma» n OT6paCbIBaeT NaKeTbl, €C/IN CKOPOCTb NpPeBbIWAET 3a4aHHOE MAaKCUMa/IbHOE 3HAYEHUE.

KomaHObI pexcuma 2a06an6Hol KOHguU2ypayuu

BunAa 3anpoca KOMaHAHOWM CTPOKM B pexxume rnobasibHon KoHdUrypaumm:
console (config) #

Tabnnuya 66 — KomaHabl pexkmMma rnobanbHo KoHpUrypaumm

Komanda 3HayeHue/3Ha4yeHue Neiicmeue
no ymoa4yaHuro
storm-control mode {kbps | YCTaHOBUTL IN106aNbHO Kakne eguHNLLbl M3MmepeHns Heobxoanumo
pps} / MCnonb3oBaThb.
/pps - pps — 06bem TpaduKa NaKeToB B CEKYHAY;
- kbps — 06bem Tpadurka KOUT B cekyHAy.

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica Ethernet

Bupa 3anpoca KOMaHAHOM CTPOKM B pexume KoHourypaumm uHtepdelica Ethernet, nntepdeliica
rpynnbl NOPTOB:

console (config-if) #

Tabnunua 67 — KomaHabl pexkmma KoHourypauum uHtepdelica Ethernet

Komanda 3Ha4yeHue/3HayeHue Neiicmeue
o yMoAYaHUIO
storm-control multicast level BKNHOYMTb KOHTPO/Ib MHOTO3APECHOTO TpaduKa:
ol 0 o 122y | 8OO b s oy
- kbps: (16..4194272)
no storm-control multicast BbIKNOUNTL KOHTPOIb MHOFOAAPECHOro TpaduKa.
level {pps | kbps}
storm-control dif level {pps | BKNHOUMTb KOHTPO/Ib HEM3BECTHOIO OAHOAAPECHOrO TpaduKa.
kbps} ops: (1..262142); - E:s - 0616>eM TpadmKa NaKeToOB B CEKYHAY;
kbps: (16..4194272) - kbps — obbem TpaduKka KOUT B cekyHAy.
no storm-control dif level BbIKNHOUNTD KOHTPOAbL OAHOAAPECHOTO TpaduKa.
{pps | kbps}
storm-control broadcast level BK/OUYNTBL KOHTPO/Ib LUMPOKOBELLATENLHOTO TPadUKa.
{pps | kbps} ops: (1.262142); - E:s — 0616:EM Tpaduka I'Ia;ETOB B CEKYHAY;
kbps: (16..4194272) - kbps — o6bem Tpaduka KOUT B cekyHAy.
no storm-control broadcast BbIKNHOUYNTL KOHTPOb LIMPOKOBELLATENbHOTO TpaduKa.
level {pps | kbps}
storm-control {multicast | dlf | HasHauunTb gelicTeme, BbINOAHAEMOE NPU NPEBbILWEHWN 334aHHOIO
broadcast} action {shutdown | IMMUTa 06bEMA MHOTOaAPECHOr0, HEU3BECTHOMO 0OA4HOAAPECHOTO
trap | trap-and-shutdown} VAW WWpOKoBeLLaTeibHoro Tpaduka. Mpu obHapyKeHUn npesbilwe-
HUWA 33,aHHOIO IMMUTA MHTepdEenC MOXKeT BbITb OTK/IOYEH
) (shutdown), otnpasneH SNMP-trap (trap) nam moryT 6bITb BbINoA-
HeHbl 06a gecteus (trap-and-shutdown).
no storm-control {multicast | OTMeHUTb gencTeme Npy obHapyKeHU MHOTOaA4pPecHoro, Hems-
dlf | broadcast} action BECTHOr0 04HOAAPECHOTO MW LUMPOKOBELLATENBbHOIO TpaduKa.

KomaHOwbl pexcuma EXEC

Bua 3anpoca KomaHAHOM CTPOKK pexunma EXEC:

console#
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Tabnnuya 68 — KomaHabl pexkmma EXEC

KomaHoa

3HayeHue/3HayeHue
no ymon4aHuwo

Aelicmeue

show interface [fastethernet
fa_port | gigabitethernet
gi_port |
twopointfivegigabitethernet
two_port | tengigabitethernet
te_port | port-channel group]
storm-control

fa_port: (1..8/0/1..24);
gi_port: (1..8/0/1..48);
two_port: (1..8/0/1..8);
te_port: (1..8/0/1..11)
group: (1..64)

MoKasaTb KOHPUIypaLMIO GYHKLMU KOHTPOAA LMPOKOBELLATE b-
HOrO «LWITOPMa» ANA YKa3saHHOro nopTa, AMbo Bcex NoOpToB.

show storm-control

OTObparKaeT TEKYLLYIO HAaCTPOMKY eANHUL, USMEPEHWUA.

4.11 Tpynnbi arperaummn KaHanos — Link Aggregation Group (LAG)

KommyTaTopbl obecneunBaloT NoALEPKKY rpynn arperaumm KaHanos LAG B KOAMYecTBE COrNacHo
Tabamue 9 (cTpoka «Arperaums KaHanos (LAG)»). Kaskgana rpynna nopTos A0NKHA COCTOATb U3 MHTepdeiicos
Ethernet c oanHaKkoBoOW CKOPOCTbIO, paboTaloWwmx B AynieKCHOM pexume. O6beanHeHMe NOPTOB B rpynny
YBEANUYMBAET MPOMYCKHYID CNOCOBHOCTb KaHana MeXKay B3aMMOAENCTBYIOWMMMN YCTPOMCTBAMKU U
NOBbILLAET OTKA30yCTOMYMBOCTb. [Pynna NOpToB ABAAETCA A8 KOMMYTATOPa O4HUM SIOTMYECKMM NOPTOM.

YCTpOKCTBO NoaaepKMBaeT [Ba pexXuma paboTbl rpynnbl MOPTOB — CTAaTMYECKas rpynna v rpynna,
paboTatowasa no nportokony LACP. Pabota no npotokony LACP onucaHa B COOTBETCTBYIOLIEM pa3aese
KOHUrypauuu.

v/

JobasneHune nHTepdencos B rpynny arperalmm KaHaioB A4OCTYNHO TO/IbKO B PEXMME KOHPUTrypauum
uHTepodeiica Ethernet.

Ecnu gna uHtepdeiica nponsseaeHbl HACTPOIKK, TO ana aobaBneHuns ero B rpynny cneayet
BEPHYTb HaCTPOMKM N0 YMONUYAHUIO.

Bua 3anpoca KOMaHAHOM CTPOKM B pexkmMme KoHdurypaumm nHtepdelica Ethernet:

console (config-if) #

Tabanua 69 — KomaHgpl pexnma KoHdurypaumm nHtepdeliica Ethernet

3Ha4yeHue/3HayeHue
no ymon4aHuwo

KomaHoa Aelicmeue

channel-group group mode {on
| active | passive}

[Oob6asutb Ethernet-uHtepdeiic B rpynny nopTos.

- On — no6aBuTb UHTEPDENC B CTATUYECKYIO FPYNny NOPTOB;

- Active — no6aBuTb MHTepdeic B rpynny NopTos, paboTatoLmx
no npotokony LACP, npu aTom otnpaska PDU ocywiecteanetca
BCeraa;

no channel-group

group: (1..64); - Passive — g,06aBuTb MHTEepdeENic B rpynny NopToB, paboTatowmx
mode: (on, active, no npotokony LACP, npu stom otnpaska PDU ocyliecTteanetca
passive) TO/IbKO B TOM C/ly4ae, ecnu ycTpoincteo nonyyaet PDU ot cocea-

Hero ycTpoWcTBa.

' Ecnu 3HaueHne MTU gnsa Ethernet u Port-Channel un-
M TepdeiicoB oTanYalOTCA, TO A06aBUTbL AaHHbIN
Ethernet-uHtepdeiic B rpynny nopToB HeNb3s.

Ypanutb Ethernet-untepdeiic s rpynnbli NOpToB.

KomaHObI pexcuma 2106as1bHoU KOHpuU2ypayuu

Buza 3anpoca KoMaHAHOW CTPOKM penma riobanbHoM KoHbUrypauum:

console# configure terminal

console (config) #
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Tabnmua 70 — KomaHabl pexkmma rnobanbHom KoHPUrypaumm

3HaveHue/3HayeHue .
KomaHda / Aeiicmeue
no yMmoA4aHuio

shutdown port-channel .
OTKAOYUTL paboTy mogyna port-channel Ha ycTpolicTse.

| [aHHasa KoMaHAa OTK/AOYaeT paboTy moayns port-
- channel c 6e3Bo3BpaTHbIM yAaneHUem Bcex HaCTPOeK

-/MOAyNb BKAOYEH 6noKa LAG.

no shutdown port-channel o
Bk/tounTtb paboTy mogyns port-channel Ha ycTpolicTee.

port-channel load-balance 3afaTb MexaHM3M 6anaHCMPOBKM Harpysku ans ctpaterun ECMP
{src-dest-mac-ip | src-dest-mac W ANA rPYNnbl arperMpoBaHHbIX MOPTOB.

| src-dest-ip | - src-dest-mac-ip — mexaHn3m 6anaHCMPOBKM OCHOBBIBAETCA HA
src-dest-mac-ip-port | MAC-agpece n IP-agpece UCTOYHUKA M NOSIyYaTens;

dest-mac | dest-ip | src-mac | - src-dest-mac — mexaH13m 6anaHCUMPOBKM OCHOBbIBAETCA HA
src-ip} MAC-agpece UCTOYHUMKA M Noay4vaTens;

- src-dest-ip — mexaHM3M H6anaHCMpPOBKM OCHOBbIBaeTcA Ha IP-aa-
pece UCTOYHUKA M NoJlyyaTens;

- src-dest-mac-ip-port — mexaHn3m 6anaHCMPOBKN OCHOBbIBA-
-/src-dest-mac etcAa Ha MAC-agpece, IP-agpece UCTOYHMKA M Nnony4vaTens, a
Takxe TCP-nopTe HasHayeHusA;

- dest-mac — mexaH13m H6anaHCMpPOBKM OcHOBbIBaeTcsA Ha MAC-
agpece nony4yartens;

- dest-ip — mexaHU3m 6anaHCMpPOBKM OCHOBbIBaeTCA Ha IP-aa-
pece nonyyaTens;

- Src-mac — MexaHn3m 6anaHCUMpPoOBKKM ocHoBbIBaeTcAa Ha MAC-
agpece UCTOYHUKA;

- src-ip — mexaHu3m HanaHcMpoBKM OcHOBbIBaeTcA Ha IP-agpece

WCTOYHMKa.
set port-channel enable BkntounTtb paboTy LAG rnobanbHo Ha KOMMyTaTope.
set port-channel disable BbIKNtoUnTb paboTy LAG rnobanbHO Ha KOMMyTaTope.

set port-channel independent-
mode enable

-/BIKNIOYEHO BKNOUNTL @aBTOHOMHbIN pexxnum paboTbl LAG.

set port-channel independent- BbIKNHOYMTb aBTOHOMHbIW pexxum paboTbl LAG.
mode disable

' Ha ycrpoitctBax MES2424 u MES2448 Bbl6paHHbIA anroputm 6a1aHCUPOBKU

= 6yaet paboTtatb TONbKO ANA TpaduKa ¢ 06yyeHHbIM agpecom B MAC-Tabnuue.
Ecaum MAC-agpec HasHaueHuA TpaduKa oTcyTcTByeT B Tabauue, 6anaHcnpoBKa
6yaer NnpousBoAUTLCA NO METOAAM:
— L2-tpaduk — src-dest-mac;
— L3-tpaduk (IPv4/IPv6) — src-dest-ip.

4.11.1 Cmamuyeckue 2pynnol azpe2ayuu KaHan1086

(DYHKLI,MEﬁ CTaTnyecrux rpynn LAG asnaetca 06be,EI,VIHEHM€ HECKOJIbKUX d)VIBI/I‘-IECKI/IX KaHa/108 B O4UH,
4YTO NO3BOJIAET YBE/IMYNTDb NPONYCKHYIO CNOCOBHOCTb KaHana W NOBbLICUTb €ro 0TKa3OYCTOﬁ‘4MBOCTb. Ona
CTaTU4ECKUX rpynn npnopuTeT NCNOJ1b30BaHNA KaHa/10B B O6'beLI,MHEHHOM nyyke He 3a4a€eTcA.

DOna sknoveHuna pabotbl HTepdelica B cocTaBe CTaTUHECKOI rpynnbl UCMOb3yiTe KOMaHAY
channel-group {group} mode on B pexxume KOHUrypaumm cooTBeTcTBYOLLEro MHTepdeiica.

4.11.2 lpomokon azpezayuu KaHanoe LACP

dyHKuuen npoTokona Link Aggregation Control Protocol (LACP) siBnsietca 06beanHEHNE HECKONbKNX
dU3MYECKMX KaHaNoB B OAMH. ArperMpoBaHMe KaHa/IoB WMCMO/Mb3yeTca ANA YBEe/JMYEHMA MPONYyCKHOM
CNocobHOCTM KaHafa M MOBbIWEHWA ero oTKasoycTonumsocTu. LACP nossonseT nepenaBatb Tpaduk no
06begNHEHHbBIM KaHanam B COOTBETCTBMM C 3a4aHHbIMU NMPUOPUTETAMU.
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Dna BKAloyeHua paboTbl MHTepdeiica no npotokony LACP wucnonbsyiite KomaHpy
channel-group {group} mode active/passive B pexume KOHPUrypaumm cCOOTBETCTBYIOLLErO
uHTepdeiica.

KomaHObI pexcuma 2106aabHOU KOHGPU2ypayuu

Buza 3anpoca KoMaHAHOM CTPOKM pexnma rnobanbHOM KoOHGUrypauum:
console (confiqg) #

Tabaunuya 71 — KomaHzabl perknma rnobanbHom KoOHPUrypaumm

KomaHoa

3HayeHue/3Ha4yeHue
no ymon4aHuro

Aeiicmeue

lacp system-priority value

no lacp system-priority

value: (0..65535)/1

YCTaHOBWUTb NPUOPUTET CUCTEMBI.

YCTaHOBUTb 3Ha4YeHMe NO YMOHAHMUIO.

lacp system-identifier
mac_addr

no lacp system-identifier

YcTaHoBuWTb id yyacTHUMKa lacp.

Ypanuts id yyacTHuKa lacp.

KomaHObI pexcuma KoHgpu2ypayuu uHmepaetica Ethernet

Bua 3anpoca KOMaHAHOM CTPOKM B pexkMme KoHdurypaummn nHtepdelica Ethernet:

console (config-if) #

Tabnanua 72 — KomaHgpl pexnma KoHdurypaumm nHtepdelrica Ethernet

KomaHoa

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

lacp timeout {long | short}

no lacp timeout

-/long

YCTaHOBWUTb aAMUHUCTPATMBHbIW TalimayT npoTokona LACP:
- long — gavTtenbHoe Bpems TarimayTa;
- short — manoe Bpema TaiimayTa.

YCTaHOBUTb 3HaYeHue no YMONYaHULO.

lacp port-priority value

no lacp port-priority

value: (1..65535)/1

YcTaHOBUTL NpuopuTeT nHTepdeiica Ethernet.

YCTaHOBUTb 3HaYeHue no YMONYaHULO.

KomaHOowb! pexcuma EXEC

Buza 3anpoca KomaHAHOM CTPOKM pexxnma EXEC:

console#

Tabnnuya 73 — KomaHabl pexkmma EXEC

KomaHoa

3HayeHue/3Ha4yeHue
110 yMOAYAHUIO

Aeiicmeue

show lacp {port_chanel_id}
{neighbor [detail]| counters}

MNMokaszaTb MHopmauuto o npotokone LACP.

show etherchannel summary

MpocmoTp nHbopmaumm o LAG.

show etherchannel detail

MNpocmoTp nogpobHoM nHPopmaumm o LAG.

show etherchannel load-
balance

MpocmoTp anroputma 6anaHcnpoBku LAG.

show etherchannel protocol

MpocmoTp npoTokona LAG.

show etherchannel port

MpocmoTp MHPOpPMauum o nopTax B cocTase LAG.

show etherchannel port-
channel

MpocmoTp MHbopmaumm o LAG.

MNpumep HacTPOMKMU:

console (config)# set port-channel enable
console (config)# interface port-channel I
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console (config-if)# no shutdown

console (config-if) # exit

console (config) # interface range gi 1/0/1-2

console (config-if-range)# no shutdown

console (config-if-range) # channel-group 1 mode active

4.12 Hacrpoiika IPv4-agpecaumm

B maHHOM pasgene onucaHbl KOMaHAblI A5 HAaCTPOMKWM CTAaTUYECKUX napameTtpos IP-agpecauun,
TaKux Kak IP-agpec, macka nogcetu, WAK3 N0 YMOYAHUIO.

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica VLAN

BuAa 3anpoca KOMaHAHOM CTPOKM B pexxnme KoHpurypaumm nHtepoeiica VLAN:
console (config-if) #

Tabnnua 74 — KomaHabl pexkMuma KoHourypaumm nHtepdelica

Komanda 3HayeHue/3HayeHue Neiicmeue
no ymon4aHuro
ip address ip_address HasHauyeHue 3agaHHoOMy UHTepdelicy IP-aapeca n macku nogcetw.
{in_mask - secondary — no3Bo/IAET HAaCTPOUTb JONONHUTENbHbIE |Pv4-
|prefix_length} [secondary afpeca Ha Tekywumit interface vlan. s HacTpoliku TpebyeTca
{ip_address {ip_mask B Hannymne ocHosHoro IPv4-aapeca Ha nHTepdeiice.
|prefix_length} }]
no ip address [ip_address] YpnaneHue IP-agpeca nntepdelica.
ip management outer-vian BkntoueHune o0b6paboTtkm QinQ-Tpadumka ynpasneHus Ha CPU. Napa-
vlan_id meTp vlan-id HasHauvaeT BHewHKi Ter 802.1Q.
I Ana KoppeKTHO paboTbl PyHKLUN HEO6X0AMMO HaNU-
. - yue aktuBHoro vlan_id Ha KommyTaTtope. Mpu aTom one-
vlan_id: (1...4094) X
paTuBHOe cocTosiHue interface vlan, Ha KoTopom HacTpausaeTca
$YHKUMA, AONKHO BbITb Up.
I [laHHble HACTPOMKM BLINONHAIOTCA Ha MHTepdeiice C-
. VLAN.
no ip management outer-vlan BbikntoueHne 06paboTkn QinQ-Tpaduka ynpasneHmsa Ha CPU.
ip address dhcp [client-id MNonyyeHwne IP-appeca ot DHCP-cepsepa. YcTaHOBKa onumin 12 1
{fastethernet fa_port | 61.
gigabitethernet gi_port | vlan_id: (1-4094);
twopointfivegigabitethernet fa_port: (1..8/0/1..24);
two_port gi_port: (1..8/0/1..48);
| tengigabitethernet te_port | | two_port: (1..8/0/1..8);
vlan vian_id}] [hostname te_port: (1..8/0/1..11);
name]) name: (1..32) cumBona
no ip address dhcp 3anpeT ucnoab3oBaHMsa npoTokona DHCP ana nonyyeHus IP-
agpeca ot DHCP-cepsepa.
ip dhcp client vendor- YcTaHOBUTb 3HaYeHMe onuum 60.
specific string string: (1..256)/mogens
no ip dhcp client vendor- KOMMyTaTopa YCTaHOBWTb 3HaYeHMEe N0 YMOYAHMIO.
specific
MNo-ymonuaHuio, uHtepdeiicol Vlan Haxogarca B coctoaHnmn Admin down. Mpueectu B co-
. crosHue Admin Up nx moxXHo KomaHgoi no shutdown.

Mpumep HacTpolikn o6paboTkuM TpaduKa ¢ S-vlan 10, C-vlan 20 Ha CPU:

console# !
console (config) # interface wvlan 20
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console (config-vlan)# ip management outer-vlan 10

KomaHObi pexcuma Privileged EXEC

Buza 3anpoca KomaHAHOM cTpoKM B pexxkume Privileged EXEC:
console#

Tabaunuya 75 — KomaHabl perkmma Privileged EXEC

3HayeHue/3HayeHue

Aelicmeue
1o ymon4aHuio

KomaHoa

renew dhcp vlan vian_id OTtnpasuTtb 3anpoc K DHCP-cepBepy Ha obHoBNEeHME IP-aapeca.

vlan_id: (1..4094)

MoKasaTb KoHdUrypaumio IP-aapecaumn ANA YKasaHHOTO MHTEp-
delica.

show ip interface vlan vian_id vian, id: (1..4094)

! dyHKuMAa mapuipyTtusaumm IPvé He nopaepikaHa B cTeKke B TeKywieit Bepcuu MO.

4.13 HacrtpoiKa IPv6-agpecauum

4.13.1 lMpomokon IPv6

KommyTtaTopbl noaaepxueatoT paboTy no npotokony IPv6, uto ABnaeTca 601blWLMM NPEUMYLLECTBOM,
T.K. npoTokon IPv6 paspaboTaH ana Toro, 4ytobbl B HyayLiem NOAHOCTbIO 3aMEHUTb agpecaLmio NPoTOKoAa
IPv4. Mo cpasHeHuto ¢ IPv4 npoTokon IPv6 umeeT paclumMpeHHoe agpecHoe NPocTpPaHCcTBO — 128 6MT BMecTo
32. Agpec IPv6 npeactasnnet coboit 8 6/10KOB, pasaefieHHbIX 4BOETOYMEM, B KaxKgom 6soke 16 6uT,
3aNCaHHbIX B BUAE YeTblpeX WeCTHaauaTepPUYHbIX Yncen.

Nomnumo yBennyeHUA aApPecHOro MNPOCTPaHCTBA NPOTOKOA IPVv6 mMmeeT umepapxmyeckyto cxemy
agpecaumn, obecneyMBaeT arperaumio MaplpyTos, ynpowaer Tabauuy Maplpytusauuu, npyv 3Tom
3¢ deKTUBHOCTL PabOTbl MapLLPYTU3aTOPa NOBbILLAETCA 338 CHET MeXaHM3Ma OBHAPYKEHWUA COCeAHMX Y3/10B.

V’ Ecnu 3HayeHue rpynnbl UM HECKO/IbKUX FPYNN Noapaa B agpece npoTtokona IPvé paBHO Hy o
— 0000, TO paHHble Trpynnbl  MOryT ObiTb onyweHbl. Hanpumep, aapec
FE40:0000:0000:0000:0000:0000:AD21:FE43 moeT 6bITb cOKpalyeH o FE40::AD21:FE43. Co-
KpaleHUto He MoryT 6biTb NOABEPrHyThbl 2 pa3geneHHble HyeBble rPynnbl U3-3a BOSHUKHO-

BeHUA HeoAHO3HAYHOCTU. CoKpalaeTca camas 60abluan HyneBana rpynna.

V’ EUI-64 — 310 naeHtTuduKartop, co3paHHbi Ha 6a3e MAC-agpeca uHtepdeica, asnatowmiica
64 mnapgwmmmn 6utamm IPve-agpeca. MAC-appec pa3busaerca Ha ABe 4acTu no 24 6wura,
MeXay Kotopbimu aobasnserca KoHcTaHTa FFFE.

4.13.2 Hacmpoliku npomokona IPv6

KomaHObI pexcuma 2106anab6HolU KOHpuU2ypayuu

Buza 3anpoca KoMaHAHOW CTPOKM peXxmnma rnobanbHoM KoHPUrypaumu:

console (config) #
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Tabnunua 76 — KomaHabl pexkuma rnobanbHo KoHpUrypaumm

KomaHoa

3HayeHue/3HayeHue
no ymon4aHuwo

Aelicmeue

ipv6 unicast-routing

no ipv6 unicast-routing

-/BKAIOYEHO

BKNOUMTL MapLIpyTM3aLmio MexXay ipvb-npedurKkcamm.

OTKNOYUTL MapLIPYTM3aLMIO MeXAY ipvb-npedurKcamm.

ipv6 neighbor ipv6_address
vlan vian_id MAC-address

no ipv6 neighbor ipv6_address
vlan vlan_id MAC-address

ipv6_address:
XXXX:: XXXX;
vlan_id: (0...4094);
MAC-address:

Co3paTb cTaTMYecKyto 3anuchb ipve neighbor.

Y4anuTb CTaTMYecKyto 3anuch ipv6 neighbor.

next_hop_ipv6_address}
[administrative_distance]
[{unicast | anycast}] | next-
hop-ipv6-address}

no ipv6 route jpv6_address
prefix-length {vlan vian_id |
next_hop_ipv6_address}
[administrative_distance]
[unicast | anycast]

prefix-length: (0-128);
vlan_id: (1..4094);
next_hop_ipv6_address:
XXXX:: XXXX:

administrative_distance:

(1-255)

XXXX XX XX XX XX/ -
ipv6 route ipv6_address prefix- ipv6_address: HacTpouTb cTaTUYecknin mapLupyT A0 YKasaHHoro ipv6-npedukca.
length {vlan vian_id | XXXX:XXXX;

Y4anuTb CTaTUYECKMIA MapLIPYT A0 YKa3aHHoro npeduKca.

KomaHObI pexcuma KoHgu2ypayuu uHmepagpetica VLAN

Bupg 3anpoca KOMaHAHOM CTPOKM B perxnume KoHourypaumm nutepdeinca VLAN:

console (config-if) #

Tabnnua 77 — KomaHabl pexkMma KoHourypauum uHtepdelica

KomaHda

3HayeHue/3HayeHue
no yMmon4aHuio

Aelicmeue

ipv6 enable

no ipvé enable

-/BbIKNtOYEHO

BkntounTtb paboTy npoTokona IPv6 Ha nHTepdeiice. leHepupyeT
ipv6 link-local agpec Ha saHHOM UHTEpdelice.

OTKAtounTL paboTy npoTokona IPv6 Ha nHTepdelice.

ipv6 address ipv6_address
prefix-length link-local cga

no ipv6 address ipv6_address
prefix-length link-local

ipv6_address:
XXXX::XXXX;
prefix-length: (0-128)

YcTaHoBuTb ipv6 link-local agpec Ha gaHHOM MHTepdeiice.

Ypanuts ipv6 link-local agpec Ha saHHOM UHTepdelice.

ipv6 address ipv6_address
prefix-length [unicast |
anycast | eui64]

no ipv6 address ipv6_address
prefix-length [unicast | anycast
| eui64]

ipv6_address:
XXXX::XXXX;
prefix-length: (0-128)/-

HacTpowuTb yKasaHHbIV ipv6-aapec Ha nHTepdeiice.
- eui64 — ncnonbsosatb anroputm EUI-64 ana reHepaumm agpeca.

YaanuTb yKasaHHbI agpec ¢ uHTepdelica.

KomaHOobl pexcuma EXEC

Bua 3anpoca KoMaHAHOM CTPOKK pexunma EXEC:

console#

Tabnnuya 78 — KomaHabl pexkmma EXEC

KomaHoa

3HayeHue/3Ha4yeHue
no ymoa4YaHuro

Aelicmeue

show ipv6 interface [vlan
vlan]

OTO6pPa3nTb COCTOAHME U HAaCTPOWKK IPV6-nHTEpdelicos.

show ipv6 route
[connected | static |
summary | ipv6-prefix]

OT06pasunTb Tabnnuy mapwpytnsaumm gna IPve.
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show ipv6 traffic [interface OT06pPasnTb CTAaTUCTUKY MO NPUHATBIM U OTNPaBAEHHbIM
vlan {vian-id/vfi-id}] [hc] IPv6-nakeTam.

4.14 Hactpoiika NpOTOKON0B

4.14.1 Hacmpolika npomokKona ARP

ARP (Address Resolution Protocol — npoTokon paspelieHua afpecoB) — MPOTOKOA KaHa/lbHOro
YPOBHA, BbINOAHAWWMIA PyHKUMIO onpeaeneHmna MAC-agpeca Ha OCHOBaHMM COAEpPXKALLErocs B 3anpoce
IP-apgpeca.

KomaHObI pexcuma 2106aabHOU KOHU2ypayuu

Bupa 3anpoca KOMaHAHOM CTPOKM B peXnme robasibHol KoHbuUrypaumm:
console (config) #

Tabaunua 79 — KomaHzabl perknma rnobanbHOM KoHGUrypaumm

3Ha4yeHue/3HayeHue ”
KomaHoa / Aelicmeue
Mo ymMoa4YaHuto
arp ip_addr hw_addr [vlan [0o6aBuTb cTaTUUeckyto 3anucb cootseTcTeus IP- 1 MAC-agpecos
| j ARP “ VLAN.
vlan_id] bopmar ip_addr: B.Ta61w|u,y ONA yKa3aHHOM
- ip_address — IP-agpec;
AB.CD; - hw_address — MAC-agpec
¢dopmat hw_address: - Apec.
- H.H.H
no arp ip_addr H:H:H:H:H:H YaanuTb cTaTMYecKkyto 3anucb cootsetcTeua IP- n MAC-agpecos
HoH-H-H-H-H: 13 Tabaunubl ARP a1 yKasaHHOrO B KomaHae IP-agpeca.

vlan_id: (1..4094)

arp gratuitous interval seconds YcTaHOBUTb MHTEPBAN MeXKAay OTNpaBKoM gratuitous arp coobuue-
seconds: HUNA.
no arp gratuitous interval (15..86400)/150 cekyHA | ycranosuTh 3HaueHMe no YMOHaHMIO.
arp timeout seconds ds: HacTpouTb Bpems KMU3HM AMHAMUYECKUX 3anucei B Tabaunue ARP
seconds: (cex).
. (30..86400)/60000 cek
no arp timeout YCTaHOBUTb 3HaUEHME MO YMONYAHMUIO.

KomaHObI pexcuma KoHgu2ypayuu uHmepagetica VLAN

Buza 3anpoca KOMaHAHOW CTPOKM B peXxnme KoHdurypaumm nutepoeica VLAN:
console (config-if) #

Tabnnua 80 — KomaHAabl pexknma KoHourypaumm nHtepdelica

3HaveHue/3Ha4yeHue "
KomaHoa / Aeilicmeue
no ymoa4YaHuro
ip arp gratuitous periodic / BKAtOUNTL OTNPaBKy gratuitous arp-coobuieHmit.
-/BKNOYEHO
no ip arp gratuitous periodic BbIKNtOUMTb OTNPABKY gratuitous arp-coobuieHni.

KomaHObI pexcuma Privileged EXEC

Bupa 3anpoca KomaHAHOM CTPOKK B pexkume Privileged EXEC:

console#
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Tabnuua 81 — KomaHabl pexkmma Privileged EXEC

3HayeHue/3Ha4yeHue

Aelicmeue
o yMmon4YaHuo

KomaHda

Moka3saTb 3anucn ARP-Tabamubl: Bce 3anucu, duabTp no IP-agpecy;
dunbTp no MAC-agpecy; dpunbTp no HTEpdeicy.

- ip_address — |P-agpec;

- mac_address — MAC-agpec.

show ip arp [ip-address
ip_address] [mac-address
mac_addres] [vlan vian_id]

dopmar ip_address:
A.B.C.D
dopmaT mac_address:
H.H.H vnn H:H:H:H:H:H
nnun H-H-H-H-H-H;
vlan: (1..4094)

show ip arp statistics - MoKasaTb TEKYLLYI CTaTUCTMKY NPOTOKOA arp.

clearip arp - YaanuTb Bce AMHaMmmuyeckue sanucu ns ARP-Tabnmubl.

4.14.2 MexaHu3m obHapyxceHusa nemens (loopback-detection)
[JaHHbIV MeXaHWU3M NO3BO/ISET YCTOMCTBY OTCNEKMBATb 3aK0/IbLLOBAHHbIE NOPTLI. [1eT/1a Ha nopTy 06-
HapPY>KMBAETCA NYTEM OTCbIIKM KOMMyTaTopom Kaapa (frame) c MAC-agpecom nopTa KommyTaTopa B nosne

Source MAC u WwMpoKoBellaTenbHbiM (Mo ymoadaHuio) aapecom B none Destination MAC.

KomaHObI pexcuma 2a0baab6Hol KOHGuU2ypayuu

Bug 3anpoca KOMaHAHOM CTPOKU B pexnume ri1ob6asibHOMN KoHdUrypaumm:

console (config) #

Tabanuya 82 — KomaHabl pexkmma rnobanbHoM KoHPUrypaumm

KomaHda

3HayeHue/3HayeHue
no ymon4aHuio

Aelicmeue

shutdown loopback-detection

no shutdown loopback-
detection

-/MoAynb BK/IKOYEH

OTKAtounTb paboty moayns loopback-detection Ha ycTpoiicTse.

' JaHHaA KomaHAa oTKAlovaeT paboty moaynsa loopback-

L detection c 6e3B03BpaTHbIM yAaNeHMEM BCeX HAaCTPoOeK
6nokKa LBD.

BkntounTb paboty moayns loopback-detection Ha ycTpoiicTse.

loopback-detection enable

loopback-detection disable

-/BbIK/OYEHO

BKAOUMTb mexaHn3m OGHapy)KEHI/IFI netenb ANA KOMMYTaTopa.

BoccTtaHOBUTL 3HaYeHWe no YMONYaHUIO.

loopback-detection interval
seconds

seconds: (1..60)/30

YcTaHOBUTb MHTepBan mexay loopback-kagpamu.
- seconds — WHTepBan BpemeHn mexay LBD-kaapamu.

CEeKYH
no loopback-detection interval YyHA BoccTaHOBWTL 3HAYEHWE MO YMONYAHMIO.
loopback-detection Onpeaennte MAC-aapec Ha3zHayeHusn, yKasaHHbIM B LDB-Kkaape.
destination-address iininininiRii Mo ymonuaHuio MAC-agpec HasHaYeHUA LWMPOKOBELLA-

mac_address

Y

TeNbHbIN.

loopback-detection vlan-based

no loopback-detection vlan-
based

BKNtOUNTL pexkum obHapykeHus netenb Bo VLAN. Mpu Hanuumm
netan 8o VLAN pgaHHasa VLAN 6yaet 3ab10KMpoBaHa Ha NopTy, Ha
KOTopom bblna obHapy:keHa neTns.

OTKNOYUTL peXkum obHapyeHus netenb 8o VLAN.

loopback-detection vlan-based
recovery-time value

no loopback-detection vlan-
based recovery-time

value: 30..604800
/BbIKNOYEHO

3apaTb Bpems 610knposku VLAN.
- value — Bpems, no ucteyeHure Kotoporo VLAN aBTOMaTUYECKM
pa3bnokupyetca.

3abnokuposaHHble VLAN He 6yayT BOCCTaHaB/AMBATLCA aBTOMATU-
Yecku.
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KomaHObI pexcuma KoHgu2ypauuu uHmepgelica (duanaszoHa uHmepaeticos) Ethernet, uHmep-
¢elica epynnsl nopmos

Bua 3anpoca KOMaHAHOM CTPOKWM B pexume KoHourypauum uHtepdeiica Ethernet, nHTepdeiica
rpynnbl NOPTOB:

console# configure terminal

console (config) # interface { fastethernet fa port | gigabitethernet
gi port | twopointfivegigabitethernet two port | tengigabitethernet
te port}

console (config-if) #

Tabnunuya 83 — KomaHabl perknuma KoHourypaumm nHtepdelica Ethernet

3HayeHue/3Ha4yeHue
no ymon4yaHuro

KomaHoa Aelicmeue

loopback-detection enable BKAOUNTL MexaHM3M 0BHapyKeHUA neTenb Ha NOPTY.

- - -/BbIKOYEHO
loopback-detection disable BocCCcTaHOBUTbL 3HaYeHUeE NO YMOYAHUIO.

KomaHOwb! pexcuma EXEC

Buza 3anpoca KomaHAHOM CTPOKKM pexxnma EXEC:
console#

Tabnunuya 84 — KomaHabl pexkmma EXEC

Komanda 3HayeHue/3HayeHue Neiicmeue
no ymoa4aHuro

show loopback-detection OTo6pasunTb cocTosHMe mexaHu3ma loopback-detection.
[fastethernet fa_port | fa_port: (1..8/0/1..24);
gigabitethernet gi_port | gi_port: (1..8/0/1..48);
twopointfivegigabitethernet two_port: (1..8/0/1..8);
two_port | tengigabitethernet te_port: (1..8/0/1..11)
te_port | statistics]
debug loopback-detection [all BKAtOUMTb OTNpaBKy coobLueHuni no cobbitnam loopback-detec-
| buffer-alloc | control | -/BbIKNOYEHO tion.
critical | pkt-dump | pkt-flow ]

4.14.3 Cemeiicmeo npomokonoe STP (STP, RSTP, MSTP, RPVST+)

OcHoBHoW 3agayeli npotokona STP (Spanning Tree Protocol) asnsetca npuseaeHune cetu Ethernet ¢
MHOECTBEHHbIMU CBA3AMM K APEBOBUAHOW TOMOJIOMMU, UCKOYAIOLLEN LMKAbl NakeToB. KommyTaTtopsl
06MeHMBalOTCA KOHPUIYPaLUMOHHBbIMU COOBLLEHMAMM, UCMOAb3YA KaZpbl cneunanbHoro dopmarta, U
BbIBOPOYHO BKAKOYAIOT M OTKAKOYAOT Nepeaaydy Ha nopTol.

Rapid (6bicTpbiit) STP (RSTP) ABnseTca ycoBeplleHCTBOBaHMEM MpPOTOKona STP, xapakTepusyeTca
MEHbLUMM BpemeHem TMpPUBELEHUA CeTM K [APeBOBMAHON TonosorMm U umeeT 6onee BbICOKYHO
YCTOAYNBOCTb.

Mpotokon Multiple STP (MSTP) naBnAetca Haubonee coBpemMeHHON peanusauueit STP,
noaaep:ueatolleir  mucnonb3osaHne VLAN. MSTP npeanosaraeT KoHourypauuioo HeobxoamMmoro
KOJIMYECTBA IK3EeMMNSPOB CBA3YOWEro AepeBa (spanning tree) BHe 3aBUCMMOCTM OT uncaa rpynn VLAN Ha
KoMMmyTaTope. Kaxabi aK3eMnasp MOXKeT coaepaTb HeckonbKo rpynn VLAN. HegoctaTkom npoTokona

1 ®dyHKUMA noppep>kuBaeTca TONbKO Ha mogenax MES2424, MES2424B, MES2424FB, MES2424P, MES2420-48P,
MES2420B-24D, MES2420D-24DP, MES2448, MES2448B, MES2448P, MES2411X, MES3400-24, MES3400-24F,
MES3400-48, MES3400-48F, MES3710P.
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MSTP siBnsieTcs TO, YTO Ha BCEX KOMMYyTaTOpax, B3aumoaencTeytowmx no MSTP, 401KHbl ObITb 04MHAKOBO
CKOHOUTrypupoBaHbl rpynnbl VLAN.

V MaKcumanbHO AonycTtMumoe Koam4yectso aksemnaapos MSTP — 64.

4.14.3.1 Hacmpolika npomokona STP, RSTP

KomaHObl pexcuma 2106aabHOU KOHU2ypayuu

BunAa 3anpoca KOMaHAHOWN CTPOKM pexnma rnobanbHOM KOHOUIypaumm:
console (config) #

Tabnunua 85 — KomaHapl pexxunma rnobanbHon KoHoUrypaumm

KomaHoa

3HayeHue/3HayeHue
no ymoa4yaHuro

Aelicmeue

shutdown spanning-tree

-/MoAyNb BKAOYEH

OTKAouNTb paboTy moayns STP Ha ycTpoicTse.
JaHHaA KomaHAa oTKAlovaeT paboty moayna STP c 6e3-
. BO3BPATHbIM yAa/ieHMeM BCeX HacTpoek 610ka STP.
l Mopgynb STP BKAouaeTca KOMaHA0M spanning-tree.

spanning-tree

Paspewuntb ncnonb3oBaHMe KOMMyTaTOPOM NpoTokona STP.

- -/BKAOYEHO
no spanning-tree 3anpeTnTb UCMO/b30BaHME KOMMYTAaTOPOM NPOoToKona STP.
spanning-tree mode { rst | YCTaHOBUTb peMM paboTbl NnpoTokona STP:
mst | rapid-pvst} - rst — |EEE 802.1W Rapid Spanning Tree Protocol;
-/MSTP - mst — |EEE 802.1S Multiple Spanning Tree Protocol;

no spanning-tree mode

- rapid-pvst — Rapid Per-Vlan Spanning Tree Protocol.

YCTaHOBUTb 3HaYeHue no YMONYaHUIO.

spanning-tree forward-time
seconds

no spanning-tree
forward-time

seconds: (4..30)/15 cek

YCTaHOBWUTb MHTEPBAN BPEMEHM, 3aTpaunBaemMblii Ha NPOCAyLWNBa-
HME M U3yYyeHMe COCTOSAHWUI nepej, Nepek/loyeHMeM B COCTOAHME
nepeaaqu.

YCTaHOBUTb 3HaYeHue no YMONYaHULO.

spanning-tree hello-time
seconds

no spanning-tree hello-time

seconds: (1..2)/2 cek

YCTaHOBWUTb MHTEPBA/ BPEMEHU MEXKAY NepesadaMu WMpPOKoBeLla-
TeNbHbIX coobuieHnit «Hello» K B3aMmoaencTeyoWMM KOMMYTaTO-
pam.

YCTaHOBUTbL 3HaYeHue no YMONYaHULO.

spanning-tree max-age
seconds

no spanning-tree max-age

seconds: (6..40)/20 cek

YCTaHOBUTb BpemsA XWU3HK ceA3ytoLero gaepesa STP.

YCTaHOBUTb 3Ha4YeHME N0 YMOYAHMUIO.

spanning-tree priority
prior_val

no spanning-tree priority

prior_val:
(0..61440)/32768

HacTpouTb npuopuTeT ycTpoiicTea B cBA3ytoLLemM aepese STP.
3HayeHue npuopuTeTa A0KHO 6bITb KpaTHO 4096.

YCTaHOBUTb 3HaYeHue no YMONYaHUIO.

spanning-tree pathcost
dynamic [lag-speed]

BKIOUMTbL AUHAMUYECKOE onpeaeneHue LeHHOCTU NyTu.
- lag-speed — onpegeneHune LeHHOCTM NyTU ByaeT BbIMMCAATLCA

-/BKnt0ueH0 npu M3meHeHumn ckopoctu LAG.
no spanning-tree pathcost YCTaHOBWUTb 3HAYEHUE NO YMOJIHAHUIO.
spanning-tree pathcost YCTaHOBUTb MeTo, onpeaeneHuna LeHHOCTU NyTw.
method {long|short} - long — 3HayeHune ueHHocTH B granasoHe 1..200000000;
-llong - short — 3HauyeHue ueHHOCTHM B AnanasoHe 1..65535.
no spanning-tree pathcost YCTaHOBUTb 3HaYEHUE NO YMOAYAHUIO.
method
spanning-tree compatibility Bepcua coBmectumoctum STP.
{mst | rst | stp} -/BK/IOYEHO

no spanning-tree
compatibility

YCTaHOBUTb 3HaYeHMe nNo YMON4YaHUIO.

spanning-tree flush-
indication-threshold value

value: (0..65535)

Moporoeoe Kosanyectso TCN BPDU, npu KoTopom 3anyckaeTca Tan-
mep, KOTopbli paBeH 3HaveHwuto flush-interval.
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no spanning-tree flush-
indication-threshold

YCTaHOBUTb 3HAYeHUe no YMO/THaHUIO.

spanning-tree flush-interval
interval

no spanning-tree flush-
interval

interval: (0..500)/0

YCTaHOBUTb 3HAYeHWe MHTepBasa, MOC/ie KOTOPOro Mpou3onAaéTr
ounctka MAC-Tabauubl nocne nonyyeHusa TCN BPDU.

YCTaHOBUTb 3HaYeHME N0 YMOJTHAHMUIO.

spanning-tree transmit
hold-count count

no spanning-tree transmit
hold-count

count: (1..10)/6

370 3HaYeHMe YKa3biBaeT MaKCMMa/IbHOE KOJ/IMYECTBO MaKeToB, KO-
TOopble MOryT 6bITb OTMPaB/ieHbl B 3a4aHHbIN MHTEpBan BpemeHu
hello-time.

YCTaHOBWTb 3HaYeHMe N0 YMOJIYaHUIO.

Mpu 3agaHuu STP napametpos forward-time, hello-time, max-age Heo6xo0AMMO BbiNOAHEHUE

e ycnosua: 2*(Forward-Delay - 1) >= Max-Age >= 2*(Hello-Time + 1).

KomaHObI pexcuma KoHgu2ypayuu uHmepdgelica Ethernet, uHmepagelica 2pynmnsi nopmos

Bua 3anpoca KOMaHAHOM CTPOKU B pexume KoHourypauum uHtepdelica Ethernet, nnrtepoeiica

rpynnbl NOPTOB:

console (config-if) #

Tabnnua 86 — KomaHapl pexkuma KoHourypauum nHtepdeiica Ethernet, rpynnsi noptos

KomaHoa

3Ha4yeHue/3HayeHue
no ymon4yaHuro

Aelicmeue

spanning-tree disable

3anpetutb paboTy npoTtokona STP Ha KOHdUrypupyemom mHTEp-
delice.

- - -/paspelueHo
no spanning-tree disable /pasp Paspewwntb paboty npotokona STP Ha KOHOUTYypPUPyemMoM UHTep-
deiice.
spanning-tree cost cost cost: YCTaHOBWUTb LLeHHOCTb NYTU Yepes AaHHbIN MHTepdeiic.
' - coSt — LLleHHOCTb NyTW.
- (1..200000000)/cm. . Y
no spanning-tree cost a6y 87 YCTaHOBWUTb 3HayeHWe, onpefensieMoe Ha OCHOBAHUM CKOPOCTU

nopTa U MeToAa onpeseeHns LeHHOCTU NyTn, cM.Tabauuy 87

spanning-tree port-priority
priority

no spanning-tree port-priority

priority: (0..240)/128

YcTaHOBWUTL NpUopuUTET MHTEpdElica B cBA3YloLem aepese STP.

V 3HaueHuMe NnpuopuTeTa A0MKHO BbITb KPaTHO 16.

YCTaHOBUTbL 3HaYeHue no YMONYaHUIO.

spanning-tree portfast

no spanning-tree portfast

BKAOUYNTDL PEKUM, B KOTOPOM MOPT NPU NOAHATUM HA HEM JIMHKA
Cpa3y CTAaHOBMUTCA B COCTOAHME Nepesayn, He AOXKMAAACH UcTeye-
HUA Talimepa.

BbIKNHOUNTDL pPEXUM MOMEHTaNbHOIO Nepexosa B COCTOAHME nepe-
Aayn No NOAHATUIO KJIMHKa».

spanning-tree loop-guard

no spanning-tree loop-guard

-/3anpeweHo

PaspelwnTb Ha MHTepdeiice 4ONONAHUTENbHYIO 3aLLMTY OT neTesb. B
cnyyae, ecim nHTepdeinc HaxoaMTCA B COCTOAHWUM, OTIUYHOM OT
Designated v npu aTom nepectaeT noay4ate BPDU, nHTepodeiic 6110-
Kupyercs.

3al'lpeTVITb AONONHUTE/NIbHYIO 3aLlLUTY OT BOSHUKHOBEHUA NeTe/b.

spanning-tree guard {root |
loop | none}

no spanning-tree guard

-/vcnonb3oBaHue
rno6anbHOM HACTPOMNKHK

BKAOUMTDL 3aLLUTY KKOPHA» ANA BCEX CBA3YOLWMX Aepesbes STP Bbl-
6paHHOro nopra.

- root — 3anpeluaet nHTepdeicy HbiTb KOPHEBLIM MOPTOM KOMMY-
TaTopa;

- loop — BKAtOYaeT Ha MHTepdelice AONONHUTENBHYIO 3aLLMTY OT
netens. B cnyyae, ecam nHTepdeinc HaxoaUTCA B COCTOAHUM, OTANY-
Hom oT Designated 1 npu aTom nepecrtaert nony4yatb BPDU, uHTep-
delic 6nokupyercs;

- none — oTK/Ato4aeT Bce Guard-dyHKUMM Ha nHTepdeiice.

Mcnonb3oBaTb r106anbHY0 HACTPOMKY.

spanning-tree bpduguard
{enable [admin-down |

none}

disable-discarding] | disable |

-/BbIKNOYEHO

PaspelwunTb 3aWwmTy, BbIKAOYaOLWYO MHTEpdENC Npu Nnpuéme nake-
ToB BPDU.
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no spanning-tree bpduguard

3anpeTuTtb 3aWUTY, BbIKAKOYAOLWYO MHTEpdENC Npy Npuéme nake-
TO0B BPDU.

spanning-tree link-type
{point-to-point | shared}

no spanning-tree link-type

-/pna pynnekcHoro
nopTa «TOUYKa-TOUKay,
ANA NONYAYNIEKCHOTO

— «Pa3BETBNEHHbIN»

YctaHoBuTb NnpoTokon RSTP B nepepatowee coctoaHme n onpeae-
JIMTb TUN CBA3M A/1A BbIBpaHHOro nopra:

- point-to-point — TO4Ka-TOuUKa;

- shared — pa3BeTBAEHHbI.

YCTaHOBWTb 3HaYeHMe N0 YMOIYAHWIO.

spanning-tree restricted-tcn

no spanning-tree restricted-tcn

-/BbIK/IIOYEHO

3anpeTtutb npuem BPDU ¢ ¢pnarom TCN.

Paspewntb npuem BPDU ¢ pnarom TCN.

spanning-tree bpdufilter

3anpetutb/paspewntb Npuém n nepegadyy STP BDPU Ha uHTep-

{disable | enable } -/disabled deiice.
no spanning-tree bpdufilter YCTaHOBWTb 3HAYEHME N0 YMONUYAHUIO.
spanning-tree auto-edge BK/IOYMTb aBTOMATUYECKOE ONpeseneHne KAMEHTCKUX NOPTOB.
no spanning-tree auto-edge /Bnoqero BbIK/NHOYMTL aBTOMATMYECKOE ONpeseneHne KAMEeHTCKMX NOPTOoB..
spanning-tree {bpdu-receive | BKIOUUTL peskum npuéma u/unm nepesaym Ha uHTepodeiice.
bpdu-transmit} enable

-/BKAtOYEHO

spanning-tree {bpdu-receive |
bpdu-transmit} disable

BbIK/OUMTL pexnm npuéma u/uav nepegauv Ha uHtepdeiice.

spanning-tree pseudoRootld
priority priority mac-address
mac_add

no spanning-tree
pseudoRootld

priority: (0..61440)

HacTtpoutb npuoputeT ana pseudoRoot Ha MHTepdeiice.

YCTaHOBUTb 3HAYEHMeE Mo YMOI4aHUIO.

spanning-tree {restricted-role
| restricted-tcn}

no spanning-tree {restricted-
role | restricted-tcn}

BKAoUnTb Ha MHTepdelice GYHKUMIO 3aLWMTbl OT aTak.

OTKNOYUTL Ha UHTepdelice GYHKUMIO 3aLLMTbI OT aTak.

Tabnunua 87 — CTOMMOCTb NMyTU, YCTaHOBAEHHAA MO YMOANYaHUIo (spanning-tree cost)

Memoo onpedeneHus yeHHocmu nymu

Unmepdpedic Long Short

10M 2000000 100

100M 200000 19

1G 20000 4

10G 2000 2

LAG 10M 1000000 56

LAG 100M 100000 12

LAG 1G 10000 3

LAG 10G 1000 2

v

CTOMMOCTb NYTU A4/1A rPyNNnbl KAaHAN0B No meToAy long no ymonuyaHuio onpegensercs
AeNeHnem CTouMocTu uHTepdeiica Ha KOIMYECTBO JIMHKOB B rpynne. 3HayeHue cost

Ana LAG npuBeaeHoO C Y4ETOM UNeHCTBA B HEM 2 pu3nyecKux nHrepdencos.

KomaHOwbi pexcuma Privileged EXEC

Bupa 3anpoca KOMaHAHOM CTPOKK perkmma Privileged EXEC:

console#
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Tabnunua 88 — KomaHabl perkmuma Privileged EXEC

KomaHoa

3HayeHue/3HayeHue
no ymon4aHuro

Aelicmeue

show spanning-tree interface
{fastethernet fa_port |
gigabitethernet gi_port |
twopointfivegigabitethernet
two_port | tengigabitethernet
te_port| port-channel group}
[bpduguard | cost | detail |
inconsistency | portfast |
priority | restricted-role |
restricted-tcn | rootcost |
state | stats]

fa_port: (1..8/0/1..24);
gi_port: (1..8/0/1..48);
two_port: (1..8/0/1..8);
te_port: (1..8/0/1..11);
group: (1..64)

MokasaTtb cocTtoAHUe npoTokona STP Ha uHTepdelice.

show spanning-tree detail

MoKasaTb Noapo6HY MHPOPMALMIO O HACTPOIMKax NPOTOKOAA
STP.

show spanning-tree active
[detail]

MokaszaTb UHGOPMALMIO O COCTOAHUM O HAcTpoMKax STP Ha aKkTuB-
HbIX MOPTax.

show spanning-tree bridge

[address | detail | forward-
time| hello-time | id | max-
age | priority | protocol]

OT06pa3unTb HacTpoiiku STP Ha bridge.

show spanning-tree pathcost
method

0OT06pa3nTb MHPOPMALMIO O METOAE ONpeaesieHUA CTOMMOCTH
nyT.

show spanning-tree root
[address| cost | detail |
forward-time | id | max-ege |
port | priority]

0OT06pa3nTb MHPopmaumio o root B Tononormum STP.

show spanning-tree summary

0OT06pa3nTb COCTOAHNE NPOoTOKoNa STP OTHOCUTENbHO MHTEpPdEit-
COB.

4.14.3.2 Hacmpoiika npomokosaa MSTP

KomaHObI pexcuma 2106anabHol KoOHpuU2ypayuu

Bua 3anpoca KOMaHAHOM CTPOKM pekuma rnobanbHOM KOHPUrypaLmm:

console (confiqg) #

Tabnvua 89 — KomaHabl pexxknma rnobanbHon KoOHPUrypawmm

KomaHoa

3Ha4yeHue/3HayeHue
no ymon4aHuro

Aeiicmeue

spanning-tree mst instance_id
priority priority

no spanning-tree mst
instance_id priority

instance_id: (1..63);
priority:
(0..61440)/32768

YCcTaHOBUTb NPUOPUTET ANA 4AHHOFO KOMMYyTaTopa nepes ocTasb-
HbIMM, UCMOJIb3YOLWMMUK 06LWLMIA 3K3emnaap MSTP.

- instance_id — sk3emnnap MST;

- priority — npvopuTeT KOMMyTaTopa.

V 3HaueHuMe NpuopuTeTa A0/MKHO 6bITb KpaTHO 4096.

YCTaHOBUTb 3HaYeHue no YMONYaHULO.

spanning-tree mst instance_id
flush-indication-
threshold threshold

instance_id: (1..63);
threshold: (0..65535)/0

YcTtaHoBUTb Noporosoe 3HadeHne TCN BPDU gns aksemnnapa MST,
NpW KOTOPOM 3aMnycKaeTcs Talmep.

spanning-tree mst max-hops
hop_count

no spanning-tree mst
max-hops

hop_count: (6..40)/20

YCTaHOBWUTb MAaKCMMaIbHOE KOIMYECTBO TPAH3UTHbIX Y4aCTKOB A4
naketa BPDU, Heobxogumbix ans GopmMuMpoBaHua aepesa U yaep-
KaHuA MHPopMaL MK 0 ero cTpoeHuun. Ecnm nakeT yke npoLuen mak-
CMMa/IbHOE KO/IMYECTBO TPAH3UTHbIX YYACTKOB, TO Ha cnefyloLlem
y4acTKe OH oTHpacbiBaeTcs.

- hop_count — maKkcumanbHOE KOAMYECTBO TPAH3UTHbIX Y4acTKOB
ana naketa BPDU.

YCTaHOBUTb 3Ha4YeHME N0 YMOIYAHMUIO.
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spanning-tree mst Bxopg, B pexkum KoHdurypauum npotokona MSTP.

configuration

KomaHObI pexcuma KoHgu2ypauuu npomokoaa MSTP

BunAa 3anpoca KOMaHAHOWM CTPOKM B pexknume KoHurypaumm npotokona MSTP:

console# configure terminal
console (config)# spanning-tree mst configuration
console (config-mst)#

Tabanua 90 — KomaHabl pexkMma KoHourypaumm npotokona MSTP

3HayeHue/3HayeHue

Aelicmeue
1o yMmon4aHuio

KomaHda

Co34aTb COOTBETCTBME MEXAY dK3emnaApom npoTtokona MSTP un
rpynnamum VLAN.

- instance-id — npeHTUdUKaTOp aK3emniApa NpoTokona MSTP;

- vlan-range — Homep rpynnbl VLAN.

instance instance_id vlan

vlan_range
instance_id:(1..63);

vlan_range: (1..4094)

no instance instance_id vlan
vlan_range

YAanutb COOTBETCTBUE MeXAY dK3eMNnaAapom npoTtokona MSTP un
rpynnamum VLAN.

3apaTb UMA KOHGUrypaumm MST.
- string — uma KoH$urypaumm MST.

name string
string: (1..32) cumBona

no name Yaanutb Uma KoHourypaumm MST.

3apaTb HOMep peBu3nU KoHoUrypaumm MST.
- value — Homep peBusnn KoHdurypaumm MST.

revision value
value: (0..65535)/0

no revision YCTaHOBWTb 3HaYeHue No ymoyanuio (value).

exit Bbixoa 3 pexmma KoHdurypauum npotokona MSTP c coxpaHe-
HUeM KoOHGUrypaumu.

KomaHObI pexcuma KoHgu2ypayuu uHmepaelica Ethernet, uHmepdaelica epynnsl nopmos

Bua 3anpoca KOMaHAHOW CTPOKU B pexunme KoHoburypaumm uHtepdeiica Ethernet, nHtepdeiica
rpynnbl NOPTOB:

console (config-if) #

Tabanua 91 — KomaHabl pexxmma KoHourypaumm nHtepdelica Ethernet, rpynnel noptos

KomaHda

3HayeHue/3HayeHue
no ymon4aHuio

Aelicmeue

spanning-tree guard root

no spanning-tree guard

—/3a LWWNTa BblK/IKOYEHA

BKAOUMTDL 3aLUUTY KKOPHA» ANA BCeX CBA3YIOWMX AepeBbeB STP BbI-
6paHHOro nopta. [aHHaa 3awwmTa 3anpewaet uHtepdelicy bbiTb
KOPHEBbIM NOPTOM KOMMYyTaTopa.

YCTaHOBWTb 3HaYeHMEe N0 YMOYAHWIO.

spanning-tree mst instance_id
port-priority priority

no spanning-tree mst
instance_id port-priority

instance_id: (1..63);
priority: (0..240)/128

YcTaHOBUTL NpuopuTeT MHTepdelica B ak3emnasape MSTP.
- instance-id — npeHTUdUKATOP 3K3emnaapa npotokona MSTP;
- priority — npuopuTeT nHTEpdeiica.

V 3HauyeHuMe npuopuTeTa AOMKHO 6bITb KPaTHO 16.

YcTaHaBAMBaeT 3Ha4YeHne no YMON4YaHUIO.

spanning-tree mst instance_id
cost cost

no spanning-tree mst
instance_id cost

instance_id: (1..63);
cost: (1..200000000)

YCTaHOBUTb LLEHHOCTb NyTW Yepe3 BblbpaHHbI WHTEpdenc ana
onpeAeneHHOro sksemnaspa npotokona MSTP.

- instance-id — naeHTUPUKATOP 3K3emnaspa npoTokona MSTP.

- cost — LeHHOCTb NyTw.

YCTaHOBWTb 3HauyeHMWe, onpefensiemoe Ha OCHOBAHUKU CKOPOCTU
nopTa U MeToAa onpeaeneHus LeHHOCTU NyTun, cMm. Tabauuy 87.

spanning-tree port-priority
priority

no spanning-tree port-priority

priority: (0..240)/128

YCcTaHOBUTb NpPUOPUTET MHTEpdElica B KOPHEBOM CBA3YHOLLEM Ae-
pese MSTP.

V 3HaueHue NpuMopuTeTa [0/MKHO 6bITb KpaTHO 16.

YCTaHOBWTb 3HaYeHMEe N0 YMOIYAHWIO.
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pseudoRootid priority priority

instance_id: (1..63);
mac-address mac_add

priority: (0..240)/128

spanning-tree mst instance_id YcTaHOBUTL NpuopuTeT pseudoroot B sk3emnnsape MSTP.

no spanning-tree mst YCTaHOBWTb 3HAYEHMeE MO YMOYAHUIO.

instance_id pseudoRootid

spanning-tree mst instance_id instance_id: (1..63); BKAOUUTDL MAN OTKAOUUTL Spanning-tree Root Guard B yKa3zaHHOM
guard {root/none} -/none aKk3emnaape MST.

KomaHObi pexcuma Privileged EXEC

Buza 3anpoca KomaHAHOM CTPOKM pexxnma Privileged EXEC:

console#

Tabnunua 92 — KomaHabl perkuma Privileged EXEC

KomaHoa 3Ha4yeHue/3HayeHue no
YMOAYAHUIO

Aelicmeue

show spanning-tree
interface {fastethernet fa_port |
gigabitethernet gi_port |

twopointfivegigabitethernet fa_port: (1..8/0/1..24);
two_port | gi_port: (1..8/0/1..48);
tengigabitethernet te_port two_port: (1..8/0/1..8);
| port-channel group} te_port: (1..8/0/1..11);
[bpduguard | cost | detail | group: (1..64)

inconsistency | portfast | priority
| restricted-role | restricted-tcn |
rootcost | state | stats]

MokaszaTb KoOHOUrypaLumto npoTokona STP.

show spanning-tree mst

instance_id [detail] instance_id: (1..63)

MoKa3aTb NoApobHY0 MHPOPMaLUIo O
HacTpolike npoTokona STP.

show spanning-tree mst
configuration

MokasaTb UHGOPMaALMIO O CKOHOUTYPUPOBAHHbIX
aKk3emnaapax MSTP.

clear spanning-tree mst
instance_id counters {interface
{fastethernet fa_port |
gigabitethernet gi_port |
twopointfivegigabitethernet
two_port | tengigabitethernet
te_port| port-channel group}}

Instance_id: (1..63);
fa_port: (1..8/0/1..24);
gi_port: (1..8/0/1..48);
two_port: (1..8/0/1..8);
te_port: (1..8/0/1..11);

group: (1..64)

Ouunctka cyetumkos STP.

4.14.3.3 Hacmpoiika npomokona Rapid-PVST+ !

Bcero nogpaepraHo 64 RPVST-uHctaHca. Mpu 3Tom HyneBo ncnonb3yeTca ANA BCeX
VLAN, B KoTopbix oTKAtoueH RPVST. Kaxxaomy VLAN c BkntoueHHbIMm RPVST

cootBetcTeyeT oauH RPVST-UHCTaHC.

KomaHObI pexcuma 210b6aabHol KOHuU2ypayuu

Bua 3anpoca KOMaHAHOM CTPOKM pexmnma rnobanbHoM KOHGUrypaumm:

console (config) #

1 dyHKUMA noaaepkuBaeTca TONbKO Ha moaenax MES2424, MES2424B, MES2424FB, MES2424P, MES2410-08DP,
MES2410-08DU, MES2420-48P, MES2420B-24D, MES2420D-24DP, MES2448, MES2448B, MES2448P, MES2411X,
MES3400-24, MES34001-24, MES3400-24F, MES3400-48, MES3400-48F, MES3710P.
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Tabnmua 93 — KomaHabl pexkmma rnobanbHom KoHpUrypaumm

KomaHda

3HayeHue/3HayeHue
no yMmoA4YaHuo

Aelicmeue

spanning-tree vlan vian

no spanning-tree vlan viani

vlan: (1..4094)

BkntounTb STP B BbIGpaHHOM vian.
- vlan — Homep VLAN.

BbIKkntounTb STP B BbIGpaHHOM vian.

KomaHObl pexcuma KoHgu2ypayuu VLAN (duanasoH VLAN’08)

console# configure terminal

console
console

(config)# vlan 1,3,7
(config-vlan-range) #

Tabanua 94 — KomaHgbl pexkmma KoHourypauym VLAN

KomaHda

3HayeHue/3HayeHue
no yMmoa4YaHuio

Aelicmeue

spanning-tree forward-time
seconds

no spanning-tree forward-time

seconds: (4..30)/15 cek

YCTaHOBUTb MHTEPBA/I BPEMEHM, 3aTPaYMBaEMblii Ha NPOC/YLIMNBA-
HWE U U3yYeHWe COCTOAHMI nepes NepeksoyeHnem B CoCTosHMe
nepegayu.

YCTaHOBWTb 3HaYeHMe N0 YMOJIYaHUIO.

spanning-tree hello-time sec-
onds

no spanning-tree hello-time

seconds: (1..10)/2 cek

YCTaHOBWUTb MHTEPBAN BPEMEHW MeXAy nepeAadamu LUMPOKOBe-
LaTenbHbIX coobueHnit «Hello» K B3anmoaencTByOWMM KOMMY-
TaTopam.

YCTaHOBUTb 3HAYEHMeE Mo YMOI4aHUIO.

spanning-tree max-age sec-
onds

no spanning-tree max-age

seconds: (6..40)/20 cek

YCTaHOBUTb BpeMA KM3HW cBA3yloLwwero aepesa STP.

YCTaHOBWTb 3HaYeHMe N0 YMOAYAHWIO.

spanning-tree priority prior_val

no spanning-tree priority

prior_val:
(0..61440)/32768

HacTpouTb npuopuTeT ycTpoiicTBa B cBA3ytowem aepese STP.
3HayeHne NpuopuTeTa A0KHO ObITb KpaTHO 4096.

YCTaHOBUTb 3HAYEHME Mo YMOI4aHUIO.

spanning-tree hold-count
count

no spanning-tree hold-count

count: (1..10)/6

3T0 3HaYeHUe yKa3biBaeT MaKCMMabHOE KOAMYECTBO NaKEeTOB, KO-
Topble MOryT 6bITb OTNPABAEHbI B 334aHHbIA MHTEPBAA BPEMEHMU
hello-time.

YCTaHOBUTb 3HAYEHME Mo YMOI4aHUIO.

! Mpun 3apaHum STP napameTpos forward-time, hello-time, max-age Heo6xoaumo BbinoNAHeHUe
' ycnosua: 2*(Forward-Delay - 1) >= Max-Age >= 2*(Hello-Time + 1).

KomaHObI pexcuma KoHguaypayuu uHmepagelica Ethernet, uHmepdaelica epynnsl nopmos

Bua 3anpoca KOMaHOHOW CTPOKU B pexume KoHourypaumm mHtepdeica Ethernet, nHtepodeiica
rpynnbl NOPTOB:

console (config-if)#

Tabnnuya 95 — KomaHabl pexkmma KoHourypauum uHtepdelica Ethernet, rpynnsl noptos

KomaHda

3HayeHue/3HayeHue
Mo yMoA4YaHuo

Aelicmeue

spanning-tree vlan vi/an cost
cost

no spanning-tree vlan vian cost

cost:
(1..200000000)/cm.
Tabnvuy 87;
vlan: (1..4094)

YCTaHOBWTb LLEHHOCTb MYTW Yepes AaHHbI nHTepdENiC.
- cost — LeHHOCTb MyTH;
- vlan — Homep VLAN.

YCTaHOBWUTb 3HauyeHue, onpefensiemoe Ha OCHOBAHUM CKOPOCTU
nopTa 1 MeToAa onpeaeneHns LeHHOCTV nyTu, cm.Tabauuy 87.

spanning-tree vlan vian port-
priority priority

no spanning-tree vlan vian
port--priority

priority: (0..240)/128;
vlan: (1..4094)

YcTaHOBUTL NpuopuTeT MHTepdeica B cBasyollem aepese STP.
- vlan — Homep VLAN.

V 3HaueHue NpuMopuTeTa [0/KHO 6bITb KpaTHO 16.

YCTaHOBWTb 3HaYeHMe N0 YMOHYAHWIO.
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KomaHObi pexcuma Privileged EXEC

Buza 3anpoca KomaHAHOM CTPOKM pexxnma Privileged EXEC:

console#

Tabaunuya 96 — KomaHabl perkmma Privileged EXEC

KomaHoa 3Ha4yeHue/3HayeHue no ymonya- Aelicmeue
Huto
show spanning-tree vlan vian MoKas3aTb KoHOUrypaumo npoTokona RPVST B
[{active | blockedports}] [detail] KOHKPETHOM BNaHe.
- vlan — Homep VLAN;
- active — oTobpaykeHne aKTUBHblE UHTepdEN-
vlan: (1..4094) COoB;

- blockedports — oTobparkeHune 3abnokmposa-
Hble HTepdelchbl;
- detail — nogpobHas nHpopmaums.

show spanning-tree inter-

face {fastethernet fa_port | giga-
bitethernet gi_port | twopoint-
fivegigabitethernet two_port |
tengigabitethernet te_port

| port-channel group}

vlan: (1..4094);
fa_port: (1..8/0/1..24);
gi_port: (1..8/0/1..48);
two_port: (1..8/0/1..8);
te_port: (1..8/0/1..11);

Mokas3aTb KoHoUrypaumio npoTtokona RPVST
KOHKPETHOM B/iaHe Ha uHTepdelice.

- vlan — Homep VLAN;

- active — oTob6paxeHne akTMBHble NHTepdeit-
CoB;

- blockedports — oTobparkeHune 3abnokmpoBa-

[{active | blockedports}] [detail] group: (1..64) Hble HTepdeichbl;
- detail — noapobHaa uHpopmauumsa.
show spanning-tree vian vian vlan: (1..4094) MokasaTb KoHbUrypauuio pathcost.

pathcost-method

show spanning-tree vlan vian
bridge

vlan: (1..4094)

MoKasaTb KOHPUIYPaLMIO TEKYLLErO KOMMYTa-
Topa.

show spanning-tree vlan vian
root

vlan: (1..4094)

Moka3aTb KOHGUIYpPaLMIO KOPHEBOTO KOMMYTa-
Topa.

4.14.4 Hacmpoiika ¢pyHKyuu Layer 2 Protocol Tunneling (L2PT)

dyHKumMA Layer 2 Protocol Tunneling (L2PT) no3sonseT nponyckaTb CayKebHble NakeTbl pas/IMyHbIX

L2-npoTokonos (PDU) yepes ceTb NpoBaligepa, UTo NO3BOAAET «NPO3PAYHO» CBA3ATb KANEHTCKME CErMEHTbI
cetu.

L2PT wuHkancynnpyetr PDU Ha rpaHMYHOM KOmMMyTaTope, nepefaeT MX Ha APYroi rPaHUYHbIN
KOMMYTaTOp, KOTOPbIM OXKUAAET cneLmanbHble MHKaNCy/IMPOBaHHbIe Kaapbl, @ 3aTeM AeKancyaupyeT ux,
YTO NO3BOAIAET NOJIb30BaTENAM NepeaasaTb MHPOPMaLMIO 2-T0 YPOBHA Yepes ceTb NpoBaraepa.

KomaHObI pexcuma 210b6aabHol KOHuU2ypayuu

Buza 3anpoca KoMaHAHOW CTPOKM peXxnma rnobanbHoM KoHPUrypaumu:

console (config) #

Tabnunua 97 — KomaHzabl perknma rnobanbHoM KoHpUrypaumm

3Ha4yeHue/3HayeHue
no ymon4aHuo

KomaHoa Aelicmeue

lacp-tunnel-address
multicast-mac-address

multicast-mac-address/
01:00:0c:cd:cd:d4

YCTaHOBUTb a4pec HasHayYeHua 4/1A MHKaMNCYy/IMPOBaHHbIX Kaapos
(frame) cooTBeTCTBYIOLLErO NPOTOKOAA.

stp-tunnel-address
multicast-mac-address

multicast-mac-address/
01:00:0c:cd:cd:d0

YCTaHOBWUTb afpec HasHaYeHWsa ANA MHKaNCY/IMPOBaHHbIX KagpoB
(frame) cooTBeTCTBYIOLLErO NPOTOKOAA.

lidp-tunnel-address
multicast-mac-address

multicast-mac-address/
01:00:0c:cd:cd:d8

YCTaHOBWUTb afpec HasHaYeHWsa ANA MHKaNCY/IMPOBaHHbIX KaapoB
(frame) cooTBeTCTBYIOLLEIO NPOTOKONA.
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isis-11-tunnel-address multicast-mac-address/ | YcTaHOBUTbL agpec HasHaYeHUn A8 MHKANCY/IMPOBaHHbIX Kaapos
multicast-mac-address 01:00:0c:cd:cd:dc (frame) cooTBeTCTBYIOWErO NPOTOKOAA.
isis-12-tunnel-address multicast-mac-address/ | YcTaHOBUTb afpec HazHayYeHUn 418 UHKAMNCy/MPOBaHHbIX Kagpos
multicast-mac-address 01:00:0c:cd:cd:dd (frame) cooTBeTcTBYIOLLErO NPOTOKONA.
vtp-tunnel-address multicast-mac-address/ | YcTaHOBUTb afpec HazHayYeHUs 418 UHKAMNCy/MPOBaHHbIX Kagpos
multicast-mac-address 01:00:0c:cd:cd:e0 (frame) cooTBeTCTBYIOLWErO NPOTOKOAA.
ospf-tunnel-address multicast-mac-address/ | YcTaHOBUTbL agpec HasHaYeHUA A8 MHKANCY/IMPOBaHHbIX Kaapos
multicast-mac-address 01:00:0c:cd:cd:el (frame) cooTBeTCTBYIOWErO NPOTOKOAA.
rip-tunnel-address multicast-mac-address/ | YcTaHOBUTb agpec HasHaYeHUn A8 MHKANCy/MPOBaHHbIX Kaapos
multicast-mac-address 01:00:0c:cd:cd:e2 (frame) cooTBeTcTBYIOLLErO NPOTOKONA.
fctl-12-tunnel-address multicast-mac-address/ | YcTaHOBUTb afpec HazHayYeHUs 418 UHKAMNCy/MPOBaHHbIX Kagpos
multicast-mac-address 01:00:0c:cd:cd:de (frame) cooTBeTcTBYIOLLErO NPOTOKONA.
igmp-tunnel-address multicast-mac-address/ | YcTaHOBUTb afpec HasHauYeHUA A/ UHKANCy/IMPOBaHHbIX Kagpos
multicast-mac-address 01:00:0c:cd:cd:db (frame) cooTBeTCTBYIOWErO NPOTOKOAA.
vrrp-tunnel-address multicast-mac-address/ | YcTaHOBWUTb afpec HasHayYeHWa 41A MHKaMNCY/IMPOBaHHbIX Kagpos

multicast-mac-address

01:00:0c:cd:cd:e3

(frame) cooTBeTcTBYIOLLErO NPOTOKONA.

KomaHObI pexcuma KoHgu2ypayuu uHmepgelicos Ethernet

Bug, 3anpoca KOMaHAHOM CTPOKM B pexume KoHdurypaumm nHtepdelicos Ethernet:

console (config-if)#

Tabnvua 98 — KomaHabl pexxmma KoHourypaumm nHtepoeiicos Ethernet

KomaHda

3Ha4yeHue/3HayeHue
no ymoa4yaHuro

Aelicmeue

12protocol-tunnel {stp | lacp |
lidp | isis-I1 | isis-12 | fctl |
ospf | rip | vtp | igmp | vrrp}

no I2protocol-tunnel {stp |
lacp | lidp | isis-11 | isis-12 |
fctl | ospf | rip | vtp | igmp |
vrrp}

-/BbIK/IIOYEHO

BkntounTb pexkum nHkancynauum PDU.

BbIKNHOUNTL peXXnm nHKkancynaumm PDU.

Mpu BKAOYEHUU UHKancynAauun ana VTP nHKancynmMpoBaTbca 6yaet BcA rpynna NpoToKo-
. nos ¢ MAC-agpecamu HasHayeHusa 01:00:0C:CC:CC:CC.

KomaHOwbI pexcuma Privileged EXEC

Bupa 3anpoca KOMaHAHOM CTPOKK perkmma Privileged EXEC:

console#

Tabnnua 99 — KomaHgbl pexkmma Privileged EXEC

KomaHda

3HayeHue/3HayeHue
no ymon4aHuro

Aeilicmeue

show I2protocol-tunnel
[interface {fastethernet
fa_port | gigabitethernet
gi_port |
twopointfivegigabitethernet
two_port | tengigabitethernet
te_port port-channel group}] |
[summary] | [vlan vian_id]

fa_port: (1..8/0/1..24);
gi_port: (1..8/0/1..48);
two_port: (1..8/0/1..8);
te_port: (1..8/0/1..11);
group: (1..64)

OT06pa3unTb KoHbUrypaumio L2PT cyMMapHO M No OTAENbHbIM UH-

Tepdericam.

show I2protocol tunnel-mac-
address

OT06pasuTb agpeca HazHaYeHUA 419 MHKANCYAMPOBAHHbIX Kagpos

(frame).
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4.14.5 Hacmpolika npomokKona LLDP

OcHoBHOM ¢yHKumMen npotoKosa Link Layer Discovery Protocol (LLDP) sagnsetca obmeH mexay
CETEBLIMM YCTPOMCTBAMM O CBOEM COCTOAHUM U XapaKTepUCTMKax. MHbopmauma, cobpaHHas nocpeacTBom
npotokona LLDP, HaKanauBaeTcs B yCTPOMUCTBAX U MOXKET ObITb 3aMpoLUeHa YNPaBAAOLLMM KOMMbIOTEPOM
no npotokony SNMP. Takum obpasom, Ha OCHOBaHMWU cobpaHHOW MHOOPMALMM, Ha YNPaABAAIOLWEM
KOMMbIOTEPE MOXKET ObITb CMOAENNPOBAHA TOMNOIOMMUSA CETU.

KOMMyTaTOpr noaaepxXuMearT nepenavyy KakK CTaHAaPTHbIX napamMeTpoB, Tak U ONUMOHANbHDbIX,

TAaKUX KaK:

—  MMA YCTPOICTBA U €ro onucaHue;
—  MMA NOPTa U ero onucaHue;
—  unHpopmauma o MAC/PHY;

- UT. A

KomaHObI pexcuma 2n106anbHol KoOHpuU2ypayuu

Bua 3anpoca KOMaHAHOM CTPOKM peknma rnobanbHOM KOHPUrypaLmm:

console (config) #

Tabnunua 100 — KomaHabl pexkmma rnobanbHoi KoHdUrypaumm

KomaHoa

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

shutdown lidp

no shutdown lldp

-/MoAyNb BKAOYEH

OTkAtounNTL paboTy moayna LLDP Ha ycTpolicTse.

l [aHHaa KomaHAa oTKAYaeT paboTty moayns LLDP ¢
. 6e3803BpaTHbIM yAaneHMem Bcex HacTpoek 610ka
LLDP.

BkntoumTb paboty moayna LLDP Ha ycTpolicTse.

set lidp enable

set lidp disable

-/BbIK/IIOYEHO

Pa3spelwmnTb KOMMyTaTOPY MCNONb30BaHWE NPOTOKOAa LLDP.

3anpeTnTb KOMMYTATOPY UCMOJIb30BaHWeE NpoToKoaa LLDP.

set lldp-med enable

set lldp-med disable

-/BbIKNIOYEHO

BkntounTb oTnpasKky LLDP-MED.

OTKAOYNTb OTNpPaBKy LLDP-MED.

lidp lidpdu filtering

set lidp version {v1 | v2} /vl 3agaTb Bepcuio npoTokoa LLDP.
lldp mac_address YKasatb MAC-agpec, Ha KoTopblli byayT otcbinatbes lldp-kagpsl.
- lldp-Kazpbl TakK e 6yayT Ay61MpoBaTLCA Ha CTaHAAPTHLI MAC-aa-
pec.
lidp lidpdu flooding Jfiltering YCcTaHOBUTL pexkum dpunbTpaumm naketos LLDP BPDU.

YCTaHOBUTb 3HaYeHME N0 YMONYAHWUIO.

lidp chassis-id-subtype
{chassis-comp string | if-alias |
if-name | local string | nw-
addr | port-comp string}

lidp chassis-id-subtype mac-
addr

string: (1..255)
CUMBO/IOB;
-/mac-address

3agatb chassis-id-subtype ana lldp-kaapa.

BepHyTb K 3HaYeHMIO N0 YMONYAHUIO.

lidp reinitialization-delay
delay

delay: (1..10)/2

YCTaHOBUTbL 3a4ep)KKy NOBTOPHOW WMHMLMaNM3auuu (Bpems 3a-
OEPKKK, BbinoNHAeMoe LLDP ans noBTOPHOM MHUUMANMU3ALMMU HA
nobom nHTepodeice).
YT1o6bI OTMEHUTb HACTPOIKY HeobXxoAUMO BbICTaBUTb
V 3HaYeHUe No YyMONYaHHUIO.

lidp transmit-interval interval

interval: (5-32768)/30

YcTaHoBUTL MHTEpBan nepeaaun lldp-kagpos.
/1 YT06bl OTMEHWUTL HaCTPOlKYy Heo6X0AMMO BbICTaBUTbL
3HaYeHne No YMOJIYQHMUIO.

lidp notification-interval
seconds

seconds: (5-3600)/5

YCTaHOBWUTb MaKCUMabHYHO CKOpOCTb Nepesaun lldp-kagpos.
Seconds — nepuog, BpemeHu B Te4EHUM KOTOPOro YCTPOMCTBO MO-
YKeT oTnpaBuTb He Bonee ogHoro Kagpa (frame).
V Y106bl OTMEHUTb HACTPOIKY Heo6XO0AMMO BbICTaBUTb
3HaYeHUe Mo YMONHAHUIO.
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lidp tx-delay value

value: (8192)/2

YCTaHOBUTb MUHUMA/IbHYIO A/IUTENBHOCTb 3a4EPXKKU, MeXay no-
cnepoBaTtenbHbIMKU Kagpamu LLDP.
Y106bI OTMEHUTb HACTPOIKY HEeob6XoAMMO BbICTaBUTb
V 3HayeHue No YMOYaHuUIo.

lidp txCreditMax value

YcTtaHoBWTb 3HaYeHue Credit Max (MaKCVIMaI'IbHOG KO/n4ecTeo no-

value: (1..10) cneposatenbHbix LLDPDU, KoTopble MoryT 6biTb NepegaHbl B /to-
60e Bpems).
lidp txFastinit value value: (1..8) YCTaHOBWUTb YMCNO MaKeTOB, KOTOpoe ByAyT OTNPaBAATbCA B Me-

puog, fast init.

KomaHObI pexcuma KoHgu2ypayuu uHmepgelicos Ethernet

Bua 3anpoca KOMaHAHOM CTPOKM B pexume KoOHPuUrypaumum nntepdericos Ethernet:

console (config-if) #

Tabnunua 101 — KomaHab! pexkuma KoHdurypaunm nntepdeliica Ethernet

KomaHda

3HayeHue/3HayeHue no
YMOMYAHUIO

Aelicmeue

lidp dest-mac mac_address

no lidp dest-mac
mac_address

-/BbIK/IIOYEHO

3agatb MAC-agpec, Ha KoTopblin byayT oTcbinatees lldp-Kkagpol.

Ypanute MAC-agpec, Ha KoTopbli byayT oTcblnatecs lldp-kaapsl.

lidp transmit [mac-address
mac_addr]

no lldp transmit [mac-
address mac_addr]

-/BKAOYEHO

Paspelwaet nepegayvy naketos no npotokoay LLDP Ha wuHTep-
delice.

3anpetTuTtb nepegavy naketos no npotokony LLDP Ha wuHTep-
deiice.

lidp med-app-type type
{none | vlan {untagged |
vlan-id vian_id}} {priority
priority | dscp dscp}

no lidp med-app-type type

type: (guestVoice, guestVi-
oceSignaling, softPhone-
Voice, streamingVideo, vid-
eoconferencing, voice,
voiceSignaling);
vlan_id: (1..4094);
priority: (0-7);
dscp: (0-63)

HasHauntb npasuno network-policy saHHOMY UHTepdeicy.

Ypanutb npasuno.

lidp med-location {civic-
location | coordinate-
location | elin-location}
location-id {coordinate
civic_address_data |
elin_data}

no lldp med-location {civic-
location | coordinate-
location | elin-location}

-/BbIKNIOYEHO

3a/aTb MeCTOMNOOXKEHWNE YCTPOICTBA AN NpoToKoa LLDP (3Ha-
YyeHue napametpa location npotokona LLDP MED).

- coordinate — agpec B cucTeme KoopAMHaAT;

- civic_address_data — agMWHUCTPaTMBHbBIN aapec yCTPOMCTBa;
- elin_data — agpec B popmarte, onpegeneHHom ANSI/TIA 1057.

YAannTe MecTononoxeHue.

lidp med-tlv-select {ex-
power-via-mdi | inventory-
management | location-id |
med-capability | network-

policy}

no lidp med-tlv-select {ex-
power-via-mdi | inventory-
management | location-id |
med-capability | network-

policy}

-/BbIK/IOYEHO

CKoHourypuposatb TLV LLDP-MED Ha gaHHOM nHTepdeiice.

Yaanutb HacTpoiky TLV LLDP-MED Ha nHTepdeiice.

lidp notification {mis-
configuration | remote-
table-chg} [mac-address
mac_addr]

no lldp notification

BKAOUMTB OTNpaBKy Tpanos no cobbitnsam LLDP.

OTKNOYNUTL OTNPABKY TPanos no cobbiTuam LLDP.

lidp port-id-subtype
{if-alias, if-name, mac-addr,
local string}

no lldp port-id-subtype

string: (1..255);
-/ if-name

3apgatb ID Port Subtype ansa kagpa LLDP.

YCTaHOBUTb 3HaYeHMe nNo YMONYaHUIO.
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lldp receive [mac-address
mac_addr]

no lldp receive [mac-address
mac_addr]

-/BKIOYEHO

Paspewntb uHTEpdericy npuHMmMaTtb Kaapbl LLDP.

3anpeTutb HTepdericy NpUHMMaTb Kagpbl LLDP.

lidp tlv-select basic-tlv t/v_list

no lldp tlv-select basic-tlv

tlv_list: (port-descr, sys-
capab, sys-descr, sys-name)

OnpeaennTb Kakue 6asosble onuuoHanbHble TLV-nons 6yayTt
BKJIKOYEHbI YCTPOMCTBOM B Nepeaasaembiii LLDP-nakerT.

YCTaHOBWUTb 3HAYeHUE NO YMO/IHaHUIO.

lidp tlv-select {dot1tlv |
dot3tlv} tiv_list

no lidp tlv-select {dot1tlv |

dot3tlv}

tlv_list: (link-aggregation,
macphy-config, max-
framesize, power-via-mdi)

OnpeaenvTb Kakne cneumanbHble onuuoHanbHble TLV-nons by-
OYT BK/IIOYEHbI YCTPOCTBOM B NepegaBaemblit LLDP-nakerT:

- link-aggregation — BKkntoyaeT noaaepkky TLV, coaepaiero
MHbOPMaALMIO O BO3MOXKHOCTU arperauum KaHanaa u o TeKyLLem
cTaTyce arperaumm nopTta, A/1A KOTOPOro BK/KOYEHa [AaHHaA
HaCTPOMKa;

- macphy-config — BknoyaeT noanep:kKy TLV, copeprraluero Te-
KyLLMe HaCTPOMKM CKOPOCTU U AyMNieKca U CBeAeHUs O TOM, 3a-
OaHbl 1IN OHW BPYYHYIO UM NOJIy4eHbl B pe3ysibTaTe aBTocorna-
CcOBaHuA;

- max-framesize — BKAOYAET NoAAepPKKy TLV, coaeprKaliero uH-
bopmaLMo 0 MaKCMMabHO JOMNYCTUMOM pasmepe Kagpa;

- power-via-mdi — Bkato4YaeT noaaepky TLV, ncnonbsyemoro
[AN1A COrnacoBaHWA napameTpoB NUTaHUA POE-ycTpoICTB.

YCTaHOBWTb 3HaYeHMe N0 YMOAYAHUIO.

Y/
Y/

nopT rpynnbl.

KomaHObi pexcuma Privileged EXEC

Maketbl LLDP, npuHATble Yyepe3 rpynny nNopTos, 3anOMMUHAIOTCA UHAMBUAYA/NIbHO NOpPTaMu
rpynnbl, NPUHABWIMMU coobueHua. LLDP oTnpaBaseT pas/inuHble COOOLEHMA Ha KaXKabln

Pabota npotoKkona LLDP He 3aBUCUT OT COCTOAHMA NpoToKona STP Ha nopty, naketbl LLDP or-
NpPaBAAIOTCA U NPUHUMAIOTCA HA 3a6/10KMPOBaHHbIX NPOTOKONOM STP-nopTax.

Buza 3anpoca KomaHAHOM CTPOKM pexxmnma Privileged EXEC:

console#

Tabnuua 102 — KomaHgpbl pexkmuma Privileged EXEC

KomaHoa

3Ha4yeHue/3HayeHue
no ymon4aHuwo

Aeiicmeue

show lldp local
[gigabitethernet gi_port |
twopointfivegigabitethernet
two_port | tengigabitethernet
te_port] [mgmt-addr]

Moka3saTtb LLDP-nHdopmaLmio, KOTOPYHO aHOHCUPYIOT NOPTLI.

show lidp neighbors [detail]

MoKa3aTb MHPOPMALMIO O COCEAHMX YCTPOMCTBAX, HA KOTOPbIX pa-
6oTaeT npoTtoKo LLDP.

show lldp statistics

MokasaTtb cTaTUCTUKY LLDP.

Tabnunua 103 — OnucaHune pesynbTaTos
lMone OnucaHue
Timer OnpeaenseT, KaKk YacTo ycTponctso wnet LLDP-o6HoBAEHMS.
Onpegensiet BeanumHy Bpemenun (TTL, Time-To-Live) gns npuHMMatoLwero ycTponcTBaa,
Hold Multiplier B TEYEHME KOTOPOTO HY}KHO YAEPKMBATb NPpMHMMaemble nakeTbl LLDP nepeg nx cbpo-
com: TTL = Timer * Hold Multiplier.
- Onpezenser MMHUMaAbHOE BPEMSA, B TEYEHME KOTOPOro NopT ByAeT oXnaaTb nepes,
Reinit delay .
nocbinkol cnegytoutero LLDP-coobeHus.
Tx dela OnpegenAeT 3a4epKKy mexay nocnegyrowmmmn nepegadyamm LLDP-kagpos, MHULNK-
4 POBaHHbIX U3MEHEHUAMM 3HAYEHUIN NMbBO cTaTyca.
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_|

Port

Homep noprta.

State

Pexxmum paboTbl nopTa gnsa npoTtokoaa LLDP.

Optional TLVs

TLV-onuuu, KoTopble nepeaatoTca
Bo3MoXKHble 3HavyeHus:

PD — Onucanue nopta;

SN — CuctemHoe ums;

SD — OnuncaHue cucTembl;

SC — BO3MOKHOCTM CUCTEMBI.

Address

AZpec ycTponcTBa, KoTopbli nepeaaeTtcs 8 LLDP-coobuieHusax.

Notifications

YKasblBaeT, paspeLleHbl nau 3anpeleHbl ysegomnenma LLDP

abanuya 104 — OnucaHne pe3ynbTaTos
Mone OnucaHue
Port Homep nopta.
Device ID Nmsa nan MAC-agpec coceiHero ycTpoicTaa.
Port ID NaeHTuduKaTop nopTta cocefHero ycTpomncTea.

System name

CucTeMHOEe MMA YCTPOWCTBA.

Capabilities

[aHHoe none onucbiBaeT TUN YCTPOCTBA:

B — MocrT (Bridge);

R — MapuwpyTtusaTop (Router);

W — Touka goctyna WI-FI (WLAN Access Point);
T-TenedoH (Telephone);

D — DOCSIS-yctpoticteo (DOCSIS cable device);
H — CeTeBoe ycTpolicteo (Host);

r — MosTopuTenb (Repeater);

O —Tun HeunssecteH (Other).

System description

OnucaHuWe coceaHero ycTpoiicTea.

Port description

OnucaHWe nNopTa coceHero ycTpoicTea.

Management address

AZpec ynpasneHus ycTpomncTsom.

Auto-negotiation support

Onpepenset, NOALEPKMBAETCA 1N aBTOMATUYECKOE ONpegeneHmne pexnma nopta.

Auto-negotiation status

Onpegfenset, BKAOYEHa /M NOAAEPKKA aBTOMATUYECKOTO ONpeaeneHunn pexsmma
nopra.

Auto-negotiation
Advertised Capabilities

OnpegenseT pexunmsl, noaaepKmsaemole GyHKUMEN aBTOMATUUYECKOro onpeaeneHuns
nopra.

Operational MAU type

Pabounin MAU-TUN ycTpoicTaa.

Mpumep HacTponku TLV-onumin Ha nHTepdeiice Gigabitethernet 1/0/1:

console (config)# set 11ldp enable
console (config) # interface gigabitethernet 1/0/1

console (config-if) #
console (config-if) #

tlv-select
tlv-select

1lldp
1lldp

basic-tlv port-descr
basic-tlv sys-name

(
(
(
(
console (config-if
console (config-if
console (config-if
console (config-if
console (config-if
console (config-if
console (config-if
console (config-if

# 1lldp
# 1lldp
# lldp
# lldp
# 1lldp
4 11dp
4 11dp
#

)
)
)
)
)
)
)
)
)# 1ldp

tlv-select
tlv-select
tlv-select
tlv-select
tlv-select
tlv-select
tlv-select
tlv-select

basic-tlv sys-descr
basic-tlv sys-capab
basic-tlv mgmt-addr ipv4 10.0.0.1

dotltlv
dotltlv
dot3tlv
dot3tlv
dot3tlv

port-vlan-id

protocol-vlan-id all

macphy-config
link-aggregation
max-framesize
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4.14.6 Hacmpoiika npomokona G.8032v2 (ERPS)

MpoTokon ERPS (Ethernet Ring Protection Switching) npegHasHayeH A0 NOBbILWEHMA YCTONYMBOCTH
N HaZeKHOCTU CeTu nepesayn AaHHbIX, UMeloLWwen KObLEBYIO TOMOIOTMNIO, 33 CHET CHUMKEHUA BPEMEHMU
BOCCTAaHOB/IEHUA CETW B C/yyae aBapun. Bpemsa BoCCTaHOBNEHMA He NpeBbllaeT 1 cekyHAbl, YTO Cylue-
CTBEHHO MeHbLUEe BPEMEHU NEePECTPOMKM CETU NPU UCMNOb30BaHNM NPOTOKOI0B CEMEICTBA spanning tree.

| ERPS nopgep)aH TonbKo Ha mogenax MES2424, MES2424B, MES2424FB, MES2424P,

V MES2448, MES2448B, MES2448P, MES2410-08DP, MES2410-08DU, MES2420-48P,

MES2420B-24D, MES2420D-24DP, MES2411X, MES3400-24, MES34001-24, MES3400-24F,
MES3400-48, MES3400-48F, MES3710P.

KomaHObI pexcuma 2a0b6aabHol KOHuU2ypayuu

BunA 3anpoca KOMaHAHOW CTPOKMK pexxnma rnobanbHoM KoHbUrypaumm:
console (config) #

Tabnunua 105 — KomaHabl pexkmma rnobanbHol KoHduUrypaumm
3HayeHue/3HayeHue o

Komanoda Aelicmeue
YMOAYAHUIO
shutdown aps ring OtkAtounTb paboty mopyna ERPS Ha ycTpoit-
cTBe.
' [aHHasa KomaHAa OTKAloYaeT paboty
/ b moayna ERPS ¢ 6e3Bo3BpaTHbIM yaa-
“/MOAYAb BbIKIOYEH NleHnem Bcex HacTpoek 610ka ERPS.
no shutdown aps ring PaspewwnTts paboty moayna ERPS Ha ycTpou-
cTBe.
aps ring enable PaspewunTb paboTy NnpoTokona ERPS.
-/BbIKNOYEHO
no aps ring enable / 3anpetuTb paboTy npoTokona ERPS.
aps ring vlan-group-manager {erps | mst Bbibop MeHeakepa rpynnupoBKu vian.
mstp} P
aps ring group ring_id Cospatb ERPS-konbLO.

ring_id: (1..4294967295)

no aps ring group ring_id Ypanutb ERPS-KonbLO.

aps group name name ring group name: (1..35) cumBosioB 3a4aTb MMA KOAbLLY.

ring_id ring_id: (1..4294967295)

aps ring notification enable BKkntoumTb cobbITMA paboTbl Konbua ERPS.
-/BKIOYEHO

no aps ring notification enable OTKAOYUTL COBbITMA paboTbl KonbLa ERPS.

aps ring map vlan-group vian-group-id | d: (064 Cosgatb vlan-rpynny c¢ pobasneHne wuau
{add | remove} vian_list vian-group-id: (0..64) yAaneHvem vian.

" - vlan_list: (1..4094)
no aps ring vlan-group vian-group-id Ypanute vlan-rpynny.

aps ring proprietaryClearFS {enable | JBKntoueHO MN3MEHUTb peXXMm BOCCTaHOBNEHUA KO/bLa NpK
disable} ounctke forced switch.

KomaHObI pexcuma KoHgu2ypayuu npomokosad ERPS

Bupa 3anpoca KOMaHAHOM CTPOKM B pernme KoHourypaumm konbua ERPS:

console# configure terminal
console (config)# aps ring group 1
console (config-ring)#

Tabnunua 106 — KomaHabl pexkmma KoHpurypaumm konbua ERPS:
3HayeHue/3HayeHue no
YMOAYAHUIO
aps clear - Yaanutb HacTpoiku force/manual switch.

KomaHoa Aelicmeue
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! TonbKo ans Bepcum v2.

aps compatible version {v1 | v2}

-/v2

Bbibop pekMma COBMECTUMOCTM C  ApYrvMmMu
BepcuAamM npotokona G.8032.

aps force {gigabitethernet gi_port |
twopointfivegigabitethernet two_port
| tengigabitethernet te_port | port-
channel po}

no aps force

gi_port: (1..8/0/1..48);

two_port: (1..8/0/1..8);

te_port: (1..8/0/1..11);
po: (1..64);
-/BblKNOYEH

BKkatountb perkum force switch ¢ 610KupoBKoW
yKasaHHoro nopra.

OTKAtounTb pexkum force switch.

’ TonbKo ans sepcum v1.
o

aps manual {gigabitethernet gi_port |
twopointfivegigabitethernet two_port
| tengigabitethernet te_port | port-
channel po}

no aps manual

gi_port: (1..8/0/1..48);

two_port: (1..8/0/1..8);

te_port: (1..8/0/1..11);
po: (1..64);
/BbIKNIOYEH

BkatounTb pexkum manual switch ¢ 610kmMpoBKoit
YKasaHHoro nopra.

BbikntounTb pexkum manual switch ¢ 6nokupos-
KOW yKa3aHHOro nopra.

! TonbKo ana sepcum vl

aps main ring id ring-id

ring-id: (1..4294967295)

YKa3aTb OCHOBHOE KO/bLO AN A3aHHOTO MNOA-
KoMbLa.

aps map vlan-group vian-group-id

vlan-group-id: (0..64)

MpuBeaAsaTb vlan-rpynny K KonbLy.

' TonbKo gnsa pexkuma service-based.
o

aps neighbor {gigabitethernet gi_port
| twopointfivegigabitethernet
two_port | tengigabitethernet te_port
| port-channel po}

no aps neighbor

gi_port: (1..8/0/1..48);

two_port: (1..8/0/1..8);

te_port: (1..8/0/1..11);
po: (1..64);
/BbIKNIOYEHO

HactpouTb ponb coceaa gaa rpl-nopra.

C6pocuTb ponb rpl-nopTa.

aps owner {gigabitethernet gi_port |
twopointfivegigabitethernet two_port
| tengigabitethernet te_port | port-
channel po}

no aps owner

gi_port: (1..8/0/1..48);

two_port: (1..8/0/1..8);

te_port: (1..8/0/1..11);
po: (1..64);
/BbIKNIOYEHO

HactpouTb ponb Bnagensua rpl-nopra.

C6pocuTb ponb rpl-nopTa.

aps propagate-tc [status {enable |
disable} | ring-ids ring_id]

no aps propagate-tc

ring_id: (1..4294967295)
/BbIK/IOYEHO

BKAOUMTL OTNpaBKy curHana ouunctkm MAC-
TabAnubl B OCHOBHOE KOJbLLO MPU NepecTpoeHnn
noAKosbLa.

OTKNIOYUTL OTNPaBKY CUrHana ounctkm MAC-
TabAnupbl B OCHOBHOE KOJbLLO MPU NepecTpoeHnmn
nogKonbLa.

aps protection-type {port-based |
service-based}

-/port-based

M3MeHWTb TN 3alWuTbl KONbLa

- port-based — PaboTaeT ToNbKO C HyneBow
vlan-rpynnoi;

- service-based — Mcnonb3yeTca ¢ KOHKPETHbIMM
vlan-rpynnamu.

aps revert

no aps revert

-/BbIKAOYEHO

Bbibop pexknma paboTbl KosbLa.

aps subring-without-virtualchannel
{enable | disable}

-/disable

OTKAtounTb virtualchannel B pabote ¢ sub-ring.

aps group active

no aps group active

-/BbIK/IOYEHO

AKTUBaLMA KOMbLA.

OTKAloYEeHMe KonbLa.

aps timers guard value {hours |
milliseconds | minutes | seconds}

value (0..24) yacos
(0..86400000) mc
(0..1440) muHyT

(0..86400) cekyHa /500 mc

YcTaHOBKa Talimepa 610KMpyoLLEero ycTapeslumne
R-APS coobuieHus.

aps timers hold-off value {hours |
milliseconds | minutes | seconds}

value (0..24) yacos
(0..86400000) mc
(0..1440) muHyT
(0..86400) cekyHz /0 mc

YcTaHOBKa Talimepa 33afeprKKM peakuun Kom-
MYTaTopa Ha U3MeHeHWe B COCTOSHUM.
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aps timers periodic value {hours |
milliseconds | minutes | seconds}

value (0..24) yacos
(0..86400000) mc
(0..1440) muHyT
(0..86400) cerkyHa /5000 mc

YcTaHOBKa MHTepBana nepegaym RAPS pdu.

aps timers wtb value {hours |
milliseconds | minutes | seconds}

value (0..24) yacos
(0..86400000) mc
(0..1440) muHyT
(0..86400) cerkyHa /5500 mc

YcTaHOBKa Talimepa 33a4epiKKM Mocsie OYUCTKU
coctosaHua force/manual switch.

aps timers wtr value {hours |
milliseconds | minutes | seconds}

value (0..24) yacos
(0..86400000) mc
(0..1440) muuyT
(0..86400) cekyHa /300 c

YcTaHOBKa Talimepa, KOTOPbIW 3amnyckaeTca Ha
RPL Owner kommyTaTope B revertive-pexxmme.
Mcnonb3yetca AnA npegoTBPaLLLEHMA  YacTbiX
3aLMTHBIX NEepeK/loYeHUIn U3-3a CUFHANoB O
HenCcnpaBHOCTAX.

aps working level /evel

no aps working level

level: (0..7)/0

HacTpolika ypoeHs Maintenance domain (MD).

Yaanutb aomeH Maintenance domain (MD).

aps working west {gigabitethernet
gi_port | twopointfivegigabitethernet
two_port | tengigabitethernet te_port
| port-channel po} east
{gigabitethernet gi_port |
twopointfivegigabitethernet two_port
| tengigabitethernet te_port | port-
channel po} vlan vian-id

gi_port: (1..8/0/1..48);
two_port: (1..8/0/1..8);
te_port: (1..8/0/1..11);
po: (1..64);
vlan-id: (1..4094)

HacTtpoiika west, east nopToB C YyKasaHuem
cnyxkebHoro vlan (R-APS VLAN). B nepsyto
ouyepeab 3agaeTcA west-nopt, 3atem east-nopT.

KomaHObi pexcuma Privileged EXEC

Buza 3anpoca KomaHAHOM CTPOKM pexxnma Privileged EXEC:

console#

Tabnunua 107 — KomaHab! pexuma Privileged EXEC

KomaHda

3HayeHue/3HayeHue no
YMOMYAHUIO

Aelicmeue

show aps ring

BbiBog, MHbOpMmaLumm 06 obuem coctosaHun ERPS
N COCTOAHWMM BCEX HAaCTPOEHHbIX KOJeLL,.

show aps ring configuration

BbiBOA, MHPOPMaLMK O KOHOUIYpaLMK KoNbLA.

show aps ring global info

BbiBOA MHPOPMaUMM 0 cocToAaHUM moayna ERPS.

show aps ring group ring id

id: (1..4294967295)

BbiBOA, MHOOPMALIMM O COCTOAHWUM KOHKPETHOrO
Ko/bLA.

show aps ring statistics

BbIBOZ, CTAaTUCTMKM 4151 BCEX KOJIbLEBbIX NOPTOB.

show aps ring timers

BbiBog MHGOpMauum o Bcex Taimepax ERPS.

id}

show aps ring vlan-group {vian-group-

vlan-group-id: (0..64)

BbiBog MHGopmauuum o vian B vlan-rpynne.

[Mpumep Hacmpoliku ERPS

HacTpouTb KosibLLo ¢ ugeHTUudMKaTopom 1. [Ins NpoxoKaeHus cny>KebHoro erps-Tpaduka B KONbLE UCNOJb-
3yetca vlan 1000 (r-aps vlan), vlan 1-999 3awumuieHHble (protected) aobasnenbl B 1 vlan-rpynny. Mopt

te1/0/1 asnaerca west-noptom, east-nopt te1/0/2, rpl-owner te1/0/1.

console (config) #vlan 2-1000

console (config-vlan) #vlan active
console (config-vlan) #exit

console (config) #no shutdown aps ring

console (config) #aps ring
console (config) #aps ring
console (config) #aps ring
console (config-ring) #aps
console (config-ring) #aps
tengigabitethernet 1/0/2

(
(
(
(
console (config) #aps ring enable
(
(
(
(

vlan-group-manager erps

map vlan-group 1 add 1-1000

group 1

working level 1

working west tengigabitethernet 1/0/1 east
vlan 1000
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[O0JIKHbI noaaep*knBatb ctaHaapT IEEE 802.3ah.

console (config-ring) #faps owner tengigabitethernet 1/0/1

#aps protection-type service-based

console (config-ring) #aps map vlan-group 1
console (config-ring) #aps group active

(

console (config-ring
(
(

4.15 Hacrpoiika npotokona OAM

! ®dyHKuua Ethernet OAM He noapep:kaHa B cTeKe B TeKyueii Bepcum MO.

Ethernet OAM (Operation, Administration and Maintenance), IEEE 802.3ah — ¢yHKUMM ypOBHA
KaHana nepefayy OaHHbIX NPeacTaBAAloT coboi MPOTOKO/I MOHMTOPWHIA COCTOSIHMA KaHana. B atom
NpoTOKo/e ANA nepesaydym MHPopPMaLMM O COCTOAHMM KaHana MeXKay HeNoCPeACTBEHHO NOAKAIOYEHHbBIMM
yctpoiictBamu Ethernet mcnonb3ayiotca 610KM aaHHbIX npoTokona OAM (OAMPDU). Ob6a yctpolicTBa

KomaHObI pexcuma KoHguypayuu uHmepgeticos Ethernet

Bug, 3anpoca KOMaHAHOMW CTPOKM B pexume KoHdurypaumm nHtepdelicos Ethernet:

console (config-if)#

V Hacrtpoiika Ethernet OAM TpebyeTca ana otnpasku snmp-trap no cobbiTuio Dying Gasp.

Tabnnua 108 — KomaHgb! pexkuma KoHdpurypaumm nntepoeiica Ethernet

KomaHoa

3HayeHue/3HayeHue
Mo yMoA4YaHuo

Aeiicmeue

shutdown ethernet-oam

no shutdown ethernet-oam

-/MoAynb BK/IKOYEH

OTKntounTb paboty moayna Ethernet OAM Ha ycTpoiicTse.

[aHHasa KomaHAa oTKAouaeT paboty moayna Ethernet

! OAM c 6e3B03BpaTHbIM yganeHUEeM BCeX HACTpoeKk
6noka OAM.

Bkntountb paboty moayna Ethernet OAM Ha ycTpolicTBe.

shutdown fault-management

no shutdown fault-
management

-/MO,CI,y}'Ib BKO4YeH

OTKAtounTb paboty moaynsa Fault-management Ha ycTpoiicTse.

[DaHHaa KomaHAa oTkAouaeT pabory moayna Fault-

! management ¢ 6e3803BpaTHbIM yAaneHUem Bcex Hac-
TpoeK 6n0ka Fault-management.

Bratoumntb paboTy moaynsa Fault-management Ha ycTpolicTse.

ethernet-oam enable

ethernet-oam disable

-/BbIKAOYEHO

PaspewunTb paboty OAM.

3anpetutb paboty OAM.

ethernet oam link-monitor
frame threshold count

no ethernet-oam link-monitor
frame threshold

count: (1..900)/1

YCTaHOBWUTb MOPOr KOAMYECTBa OLIMBOK 33 YKa3aHHbIN nepuog,
(nepwuog, yctaHaBnamnBaeTca KomaHgo ethernet oam link-monitor
frame window).

BoccTaHOBUTL 3HaYeHWe N0 YMONYAHWUIO.

ethernet-oam link-monitor
frame window window

no ethernet-oam link-monitor
frame window

window: (10..600)/100 mc

YCTaHOBWUTb BPEMEHHOM NPOMEXKYTOK ANA NoAcYeTa KoamyecTsa
ownboK.

BoccTaHOBUTL 3HaYeHMe no YMONYaHULO.

ethernet-oam link-monitor
frame-period threshold count

no ethernet-oam link-monitor
frame-period threshold

count: (1..900)/1

YcTaHoBUTbL nopor ans cobbitna «frame-period» (nepuog ycra-
HasauMBaeTca KomaHgoi ethernet-oam link-monitor frame-pe-
riod window).

BocctaHOBUTL 3HaYeHMe no YMONYaHUIO.

ethernet-oam link-monitor
frame-period window window

no ethernet-oam link-monitor
frame-period window

window:
(OxFfff../123456..)

YCTaHOBWUTb BPEMEHHOM NPOMEKYTOK Ans cobbitua «frame-
period».

BoccTaHOBUTL 3HaYeHWe NO YMOYAHMUIO.
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ethernet oam link-monitor
frame-sec-summary threshold
count

no ethernet-oam link-monitor
frame-sec-summary threshold

count: (1..900)/1

YcTaHoBUTb Mopor ans cobbitua «frame-sec-summary» (nepuog,
ycTaHaBAusaeTca KomaHgol Ethernet-oam link-monitor frame-
sec-summary window), B cekyHzax.

BoccTaHOBUTL 3HaYeHWe NO YMOHAHMUIO.

ethernet-oam link-monitor
frame-sec-summary window
window

window: (100..9000)/100

YCTaHOBWUTbL BPEMEHHOM NPOMEXYTOK Ana cobbitua «frame-sec-
summary».

no ethernet-oam link-monitor me BoCCTaHOBUTb 3HAYEHWE MO YMONYAHUIO.

frame-seconds window

ethernet-oam mode YCTaHOBUTb peMm paboTbl npoTokona OAM:
{active|passive} Jactive - active — KommyTaTOp NOCToAHHO oTnpasaseTr OAM PDU;

- passive — KOMMyTaToOp HaunHaeT oTnpasaATb OAM PDU TonbKo
npu Haanuum OAM PDU co BCTpeYHOM CTOPOHDI.

ethernet oam
remote-loopback {deny |
disable | enable | permit}

-/BbIK/IIOYEHO

KomaHza ans ynpasneHua noaaepkon GpyHKLMM 3aBopoTa Tpa-
duKa.

- deny — urHopupyet KomaHapl loopback;

- disable — 6nokupyet loopback;

- enable — BkntoyaeT KoHTpob Ana loopback;

- permit — BKAtoyaeT 06paboTky loopback.

ethernet-oam uni-directional
detection

no ethernet-oam
uni-directional detection

-/BbIKNOYEHO

BkntounTtb GyHKUMIO OBHapyKeHWA OfHOHANpPaBAEeHHbIX CBA3el
Ha 6a3e npoToKona Ethernet OAM.

BoccTaHaBanBaeT 3Ha4YeHMeE NO YMONYAHUIO.

ethernet-oam uni-directional
detection action
{log| errdisable}

no ethernet-oam
uni-directional detection
action

-/log

OnpeaennTc PeakumMto KOMMYTaTopa Ha OAHOHaNpaB/eHHYo
CBA3b:

- log — 3anuchb B }KypHan;

- errdisable — nepesog, nopTa B coctosaHue «error-disable», 3a-
nucb B XXypHan u otnpaska SNMP trap.

BocctaHOBUTL 3HaYeHMe no YMOANYaHULO.

ethernet-oam uni-directional
detection agressive

no ethernet-oam
uni-directional detection
aggressive

-/BbIKNIOYEHO

BKNIOYMTD arpeccuBHbI pexXum onpeaeneHnsa ogHOHanpaBAeH-
HOM cBA3K. Eciv OT coceiHero yCcTpoircTBa nepecTtatoT NpuxoanTb
Ethernet OAM-coobLeHMA — IMHK NOMeYaeTcs Kak 0 HOHanpas-
NIEHHbIN.

BoccTaHOBUTb 3HaYeHMe N0 YMONYAHUIO.

ethernet oam uni-directional
detection discovery-time time

no ethernet-oam
uni-directional detection
discovery-time

time: (5..300)/5 cek

YCTaHOBWUTb BPEMEHHOM MHTEPBAN ANA ONpeaeeHUs TUna cBasu
Ha noprTy.

BoccTaHOBUTL 3HaYeHWe N0 YMOYAHMUIO.

KomaHObI pexcuma 210banbHol KoHpuU2ypayuu

Buza 3anpoca KoMaHAHOW CTPOKM peXxnma rnobanbHoM KoHPUrypaumu:

console (config) #

Tabnnua 109 — KomaHabl pexkmma rnobanbHoi KoHdurypaumm

KomaHoa

3HayeHue/3Ha4yeHue
110 yMOAYAHUIO

Aelicmeue

set ethernet-oam
{enable|disable}

-/disable

BkatounTb/BbIKNOYNTE OAM B cucteme.

set ethernet-oam oui oui

oui: (aa:aa:aa)

3agatb OUI gna OAM.
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KomaHOwbi pexcuma Privileged EXEC

Bce KomaHAbl 4OCTYMHbI A1 NPUBUAETMPOBAHHOIO NoJib30BaTens. Bua 3anpoca KOMaHAHOM CTPOKM

perknma Privileged EXEC:

console#

Tabnnua 110 — KomaHgb! pexxkuma Privileged EXEC

KomaHda

3HayeHue/3HayeHue
no ymon4aHuwo

Aelicmeue

show port ethernet-oam

OT106pasnTb MHGOPMALIMIO O TEKYLLEM COCTOSHUMU 0am.

show port ethernet-oam
{fastethernet fa_port |
gigabitethernet gi_port |
twopointfivegigabitethernet

te_port}

two_port | tengigabitethernet

fa_port: (1..8/0/1..24);
gi_port: (1..8/0/1..48);
two_port: (1..8/0/1..8);
te_port: (1..8/0/1..11)

OT06pasnTb MHPOPMALMIO O TEKYLLEM COCTOSHUWM O0am AAA KOH-

KpeTHoro nHtepdelica.

show port ethernet-oam
[fastethernet fa_port |
gigabitethernet gi_port |
twopointfivegigabitethernet

te_port] neighbor

two_port | tengigabitethernet

fa_port: (1..8/0/1..24);
gi_port: (1..8/0/1..48);
two_port: (1..8/0/1..8);
te_port: (1..8/0/1..11)

OT06pasnTb COCTOAHME COCEACTBYIOLEN KOHUIypaLmK.

show port ethernet-oam
[fastethernet fa_port |
gigabitethernet gi_port |
twopointfivegigabitethernet
two_port |
twopointfivegigabitethernet

te_port] statistics

two_port |tengigabitethernet

fa_port: (1..8/0/1..24);
gi_port: (1..8/0/1..48);
two_port: (1..8/0/1..8);
te_port: (1..8/0/1..11)

OT06pasnTb ctatucTky OAM ans nHTepdencoB/KOHKPETHOTO UH-

Tepdelica.

show port ethernet-oam({
fastethernet fa_port |
gigabitethernet gi_port |
twopointfivegigabitethernet

te_port } event-notifications

two_port | tengigabitethernet

fa_port: (1..8/0/1..24);
gi_port: (1..8/0/1..48);
two_port: (1..8/0/1..8);
te_port: (1..8/0/1..11)

OTob6pasmte OAM HacTpolikK nopTa.

show ethernet-oam global
information

OT06pa3unTb r1obanbHble HAacTPoWKkKu 61oka OAM.

Mpumep HacTpoliku Ethernet OAM:

console (config) # set ethernet-oam enable
console (config) # interface gigabitethernet 1/0/1
console (config-if)# ethernet-oam enable

4.16 NpynnoBasa agpecaums

! ®yHKuumn IGMP u MLD He noapep:KkaHbl B cTeKe B TeKkywen Bepcum MNO.

4.16.1 ®PyHKYyua nocpedHUKa npomokKoaa IGMP (IGMP Snooping)

®dyHKUMA IGMP Snooping Mcnonb3yeTcs B ceTaAX rpynnoBoi paccbliku. OcHoBHOM 3agadveit IGMP
Snooping ABnAeTcA NpefoCTaBNeHMe MHOroagpecHoro TpaduKa TOMbKO AAsA Tex NOPTOB, KOTopble

3anpocunnau ero.
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Y

Moapep:xkusBatotca sepcuun npotrokona IGMP — IGMPv1, IGMPv2, IGMPv3.

l ®dyHKuua rpynnosoii punbtpaumm «bridge multicast filtering» BkntouyeHa no ymonuaHuio.
L0

PacnosHaBaHue NOpPTOB, K KOTOPbIM NOAK/KOYEHbI MHOTOa4peCHble MapLlpPyTU3aTopbl, OCHOBAHO Ha

cnefyowmx cobbITUAX:

— IGMP-3anpocbl NPUHATLI HA NOPTY;

— naketbl npoToKkona Protocol Independent Multicast (PIM/PIMv2) npuHATbI Ha NopTy;

— nakeTbl NPOTOKOJIa MHOroagpecHon mapupyTtusaumm Distance Vector Multicast Routing Protocol
(DVMRP) npuHATLI Ha NOPTY;

— naketbl npoTtokona MRDISC npuHATLI HA NOPTY;

— naketbl NpoToKosa Multicast Open Shortest Path First (MOSPF) npuHATbI Ha NopTy.

KomaHObI pexcuma 2n106a1bHoU KOHpuU2ypayuu

Bupa 3anpoca KOMaHAHOM CTPOKM PeXkMma rnobasibHON KOHGUrypaumm:

console (config) #

Tabnunua 111 — KomaHabl pexkmma rnobanbHoi KoHurypaumm

KomaHoa

3Ha4yeHue/3HayeHue
no ymon4aHuro

Aelicmeue

shutdown snooping

no shutdown snooping

-/MOoAYNb BKAOYEH

OTKAoUNTL paboTty moayna IGMP/MLD Snooping Ha ycTpoiicTse.
l [aHHaa KomaHpa oTkaoyaeT pabory moayna
= IGMP/MLD Snooping ¢ 6e3B03BpaTHbIM yAaneHMem

BCeX HacTpoeK 6;10ka IGMP/MLD Snooping.

Bkatoumntb paboty moayns IGMP/MLD Snooping Ha ycTpoiicTae.

ip igmp snooping

no ip igmp snooping

-/BbIKNIOYEHO

PaspewunTb ncnonb3osaHme oyHKUMKM IGMP Snooping KommyTa-
TOPOM.

3anpeTuTb ncnosib3oBaHue yHKLMKM IGMP Snooping KommyTaTo-
pom.

ip igmp snooping vlan vian_id

no ip igmp snooping vian
vlan_id

vlan_id: (1..4094)/8bI-
KNOYEHO

PaspewwnTb ncnonb3osaHme oyHKUMKM IGMP Snooping KommyTa-
TOPOM ANs AaHHoro nHtepdeiica VLAN.
- vlan_id — wpeHTndMKaunoHHbI Homep VLAN.

3anpeTuTb Ucnosib3osaHue ¢oyHKUMM IGMP Snooping KommyTaTo-
pom ansa gaHHoro uHTepdeinca VLAN.

snooping authentication

no snooping authentication

-/BbIK/IIOYEHO

BkntoumTb aBTOpM3aumio IGMP join rnobancHo.

BbIKntounTb aBTOpU3aumio IGMP join rnobanbHo.

snooping authentication
cache-time timeout

no snooping authentication
cache-time

timeout: (20-10000)
/600

HacTpouTb TalimayT ansa cache-tabanupl IGMP-aBTopUsaymm.

BepHyTb 3HaUeHWe N0 YMONYAHMIO.

ip igmp snooping vlan vian_id
mrouter {fastethernet fa_port
| gigabitethernet gi_port |
twopointfivegigabitethernet
two_port | tengigabitethernet
te_port port-channel group}

no ip igmp snooping vlan
vlan_id mrouter interface {
fastethernet fa_port |
gigabitethernet gi_port |
twopointfivegigabitethernet
two_port | tengigabitethernet
te_port port-channel group}

fa_port: (1..8/0/1..24);
gi_port: (1..8/0/1..48);
two_port: (1..8/0/1..8);
te_port: (1..8/0/1..11);
group: (1..64)

Onpefenntb NOPT, K KOTOPOMY MOAK/OYEH MapLIpyTU3aTop
MHOTroaZpecHoOM paccblIkM ans 3agaHHoro VLAN.
- vlan_id — vaeHTMdUKaumoHHbIi Homep VLAN.

YKasaTb, YTO K NOPTY He MOAK/IOYEH MApLIPYTU3aTOP MHOroaa-
pecHol pacchinku.

ip igmp snooping vlan vian_id
fast-leave

vlan_id: (1..4094);
-/BbIKOYEHO

BkntounTb npouecc IGMP Snooping Immediate-Leave Ha TekyLel
VLAN. O3Hayaer, 4To NopPT LO/IKEH OblTb HEMeANEeHHO yaaneH u3
rpynnbl IGMP nocne nonyyeHus coobueHua IGMP leave.
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no ip igmp snooping vlan
vlan_id fast-leave

OTkntounTb npouecc IGMP Snooping Immediate-Leave Ha Teky-
wen VLAN.

ip igmp snooping vlan vian_id
replace source-ip ip_addr

vlan_id: (1..4094)/8bi-

BKtOYNTL NOAMEHY KOMMYTAaTOPOM agpeca UCTOYHMKA Ha 3a4aH-
HbIV IP-agpec B nakeTax IGMP-report B ykasaHHom VLAN.
- ip_addr — IP-agpec, KoTopblii byaeT ncnonb3oBaTbcA ANA No4-
MEHbI.

MoameHa Ha 3aAaHHbIN agpec ANA TPAH3UTHOrO Tpa-

! ¢u1Ka nponcxoauT Npu BKAOYEHHOM ip igmp snooping.

KITIOHEHO NoameHa Ha 3agaHHbIN agpec ana TpaduKa, ucxoan-
wero ¢ CPU kommyTaTopa, — Npu BKAIOYEHHOM ip igmp
snooping u ip igmp snooping proxy-reporting.

no ip igmp snooping vlan BbIKNHOUMTb NOAMEHY KOMMYTAaTOPOM afpeca UCTOYHMKA Ha 3a-
vlan_id replace source-ip AaHHbIN IP-agpec B nakeTax IGMP-report.
ip igmp snooping group-query- YCTaHOBUTbL MHTEpBan BPeMEeHM B CeKyHAaX, Nocne KoToporo
interval value YCTPOICTBO OTNpPaBAsET group-query Ha mrouter.

value: (2..5)

ip igmp snooping group-query-
interval

YCTaHOBUTb 3HAYEHMeE Mo YMO/I4aHUIO.

ip igmp snooping port-purge-
interval value

no ip igmp snooping port-
purge-interval

value: (130..1225)

YCTaHOBUTb MHTEPBA BPEMEHM B CEKYHAAX, MO UCTEYEHUM KOTO-
poro mrouter yganaetca, ecam He nony4vaet IGMP reports.

OTKNHOUNUTb HACTPOMKY.

ip igmp snooping query-
forward all-ports

ip igmp snooping query-
forward non-router

-/non-router

BKAtounTbL OTNPaBKY query BO BCE MOPThI.

BK/IOYMTb OTNPaBKY query B non-router-nopTbi.

ip igmp snooping report-
suppression-interval value

no ip igmp snooping report-
suppression-interval

value: (1..25)/5

3apaTb MHTEpBan (B cekyHaax), ana kotoporo IGMPv2 report gns
OZHOW 1 TOW Xe rpynnbl He 6yAyT nepeHanpaBaeHbI.

YCTaHOBWTb 3HaYeHMe N0 YMOHAHUIO.

ip igmp snooping retry-count
value

no ip igmp snooping retry-
count

value: (1..5)

MaKcumanbHoe Konmyectso query, OTHOCALWLMXCA K rpynne, oT-
npas/ieHHbIX Ha mrouter.

OTKNOYUTD HACTPOMKY.

ip igmp snooping send-query
enable

ip igmp snooping send-query
disable

Pa3pelwmnTtb Nnepesayy query-naketos Ha yCTPOCTBe.

3anpeTuTb Nepesayy query-nakeTos Ha yCTpoMCTBe.

ip igmp snooping source-only
learning age-timer interval

no ip igmp snooping source-
only learning age-timer

interval: (130..1225)

YCTaHOBUTb MHTEPBAA (B CEKYHAAX), NOCEe KOTOPOro NopT yaana-
etca, ecnn IGMP reports He noay4yeHbl.

OTKAOUUTL Talimep.

ip igmp snooping filter

no ip igmp snooping filter

-/BbIK/OYEHO

Pa3spewntb ucnosnbsoBaHme GpyHKUMn dunbtpaumm IGMP Ha UH-
Tepdelicax.

3anpeTuTb UcnonbsoBaHue GyHKUMIN duabTpauumn IGMP Ha UH-
Tepdelicax.

ip igmp snooping proxy-report-
ing

no ip igmp snooping proxy-re-
porting

-/BbIK/OYEHO

BKAOUMTL NPOKCUPOBaHME KNMeHTCKUX IGMP-3anpocos, a Takxe
camocToATeIbHoe GOPMUPOBAHME 3aMPOCOB B C/Ty4ae HaCTPOMKM
cTaTnyeckmx IGMP-rpynn.

OTKAOYMUTL NPOKCUpPOBaHME KaneHTcknx IGMP-3anpocos, a Tak-
e camocToAaTenbHoe GopMMpPOBaHME 3aMpoCcoB B C/lydae HacT-
pOMKM cTaTnyecknx IGMP-rpynn.

KomaHObl pexcuma KoHgpu2ypayuu VLAN (duanasoH VLAN’08)

console# configure terminal

console
console

(config)# vlan 1,3,7
(config-vlan-range) #
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Tabnuua 112 — KomaHapl pexkmma KoHpurypaumm VLAN

KomaHda

3HayeHue/3Ha4yeHue
no ymon4aHuro

Aelicmeue

ip igmp snooping replace
source-ip ip_addr

BKnOUMTb MOAMEHY KOMMYTaTOpoM agpeca MUCTOYHMKA Ha 3a-
OaHHbIN IP-agpec B nakeTax IGMP-report.
-ip_addr — IP-appec, KoTopblii ByaeT UCnoaAb30BaTbCA AA NOA-
MeHbI
NoameHa Ha 3a4aHHbIA agpec ANA TPAH3UTHOrO Tpa-
! $uKa npoucxoauT MNpU  BKAIOYEHHOM ip igmp
snooping. NMoameHa Ha 3agaHHbIA agpec AnA Tpa-
dukKa, ucxogawero ¢ CPU kommyratopa, — npu BKO-
YeHHOM ip igmp snooping u ip igmp snooping proxy-
reporting.

no ip igmp snooping replace
source-ip

BbIKNIOUNTL NOAMEHY KOMMYTAaTOPOM afpeca UCTOYHWUKA Ha 3a-
AaHHbIN IP-agpec B naketax IGMP-report.

ip igmp snooping cos cos

YcTaHOoBUTL 3HadeHue 802.1p ans IGMP-nakeTos, KoTopble by-
OyT UCNO0b30BaTbCA KOMMYTAaTOPOM Ha MHTepdelice VLAN.

no ip igmp snooping cos cos: (0..7)/- Ypanset 3HayeHne metkmn 802.1p ana IGMP-nakeToB Ha UHTep-
delice VLAN.

ip igmp snooping version {v1 | YcTaHOBUTb Bepcuio npoTtokona IGMP B VLAN.

v2 | v3} -/v3

ip igmp snooping

YCTaHOBWUTb 3HAYeHMe No YMONYaHUIO.

ip igmp snooping fast-leave

no ip igmp snooping fast-leave

-/BbIK/IIOYEHO

BkntouaeT pyHKumio fast-leave gns VLAN.

BbikntouaeT pyHKumio fast-leave ansa VLAN.

ip igmp snooping max-
response-code value

no ip igmp snooping max-
response-code

value: (0..255)

YCTaHOBWUTb MaKCMMabHOE BPeMs OTBETa Ha 3anpoc, 3ajatoLLe-
ecs B KofAe, rae ofHa egMHMLA Kofa paBHa OAHOM AecAaTol ce-
KYHAbI.

YCTaHOBUTb 3HaAYeHMe no YMONYaHUIO.

ip igmp snooping mrouter
{fastethernet fa_port |
gigabitethernet gi_port |
twopointfivegigabitethernet
two_port | tengigabitethernet
te_port}

[time-out time]

no ip igmp snooping mrouter-
port {fastethernet fa_port |
gigabitethernet gi_port |
twopointfivegigabitethernet
two_port | tengigabitethernet
te_port}

fa_port: (1..8/0/1..24);
gi_port: (1..8/0/1..48);
two_port: (1..8/0/1..8);
te_port: (1..8/0/1..11);
time: (60..600)

CTaTMyecKkn HacTpouTb NOPTbl MapLpyTusatopa ana VLAN.
- time-out — HTEpPBaN 0XMAAHUA A0 OYMCTKM NOPTa MAPLLPYTH-
3aTopa gna uHTepdeica VLAN.

YpanuTb ykasaHHble NopTbl mapLlupyTtmnsatopa gna VLAN.

ip igmp snooping mrouter-port
{fastethernet fa_port |
gigabitethernet gi_port |
twopointfivegigabitethernet
two_port | tengigabitethernet
te_port } version {v1 | v2 | v3}

no ip igmp snooping mrouter
{fastethernet fa_port |
gigabitethernet gi_port |
twopointfivegigabitethernet
two_port | tengigabitethernet
te_port} version

fa_port: (1..8/0/1..24);
gi_port: (1..8/0/1..48);
two_port: (1..8/0/1..8);
te_port: (1..8/0/1..11)

Hactpoutb Bepcuio IGMP ana nopta mapuwpyTtunsaTtopa ana VLAN.
-vl —IGMP snooping Version 1;
-v2 — IGMP snooping Version 2;
-v3 — IGMP snooping Version 3.

YcTaHOBUTb BEPCUIO NO YMONYAHMUIO.

ip igmp snooping multicast-vlan
profile index

no ip igmp snooping multicast-
vlan profile

index: (1..4294967295)

MpueasaTb multicast-npodunb ¢ 3agaHHbIM MHAEKCOM K VLAN.

Yaanutb npueAsKy K VLAN.

ip igmp snooping querier

-/BbIK/IIOYEHO

BkaounTb NogaepKKy BblgauM 3anpocoB igmp-query KOMmyTa-
Topom Bo VLAN.

134

Ethernet-kommymamopei cepuli MES14xx, MES24xx, MES3400-xx, MES37xx




HELTEX

no ip igmp snooping querier

BbIKNOUMTb NOAAEPKKY BblAAuM 3aMPOCOB igMp-query KoMmmyTa-
TOopom BO VLAN.

ip igmp snooping query-interval
interval

no ip igmp snooping query-
interval

interval:
(60..600)/BbIKNIOYEHO

YCTaHOBUTb TaimayT, MO KOTOPOMY CUCTEMA OTNPaB/AET OCHOB-
Hble 3anpoChbl BCEM Y4aCTHMKaM rpynnbl MHOrOaApecHoOM nepe-
a4y ANA NPOBEPKM UX aKTUBHOCTH.

YCTaHOBWTb 3HaYeHMe N0 YMOJHAHUIO.

ip igmp snooping sparse-mode
enable

ip igmp snooping sparse-mode
disable

-/BbIKOYEHO

BK/OUMTL pexknm GUAbTPaLMKU HE3aperncTpMpPoBaHHOIO Tpa-
¢uKa B VLAN.

OTKNIOUNUTD PerUM GUAbTPaLUKN He3aperncTpMpoBaHHOMO Tpa-
¢uKka B VLAN.

ip igmp snooping static-group
ip_addr [ports ports]

no ip igmp snooping static-
group ip_addr

Co34aTb CTaTUYECKyHo 3anuch B TabauvLe rpynnoBoi agpecaumm.

Yaanutb CTaTUYECKyto 3anucb M3 Tabauubl rpynnoBsoit agpeca-
unu.

ip igmp snooping blocked-
router {fastethernet fa_port |
gigabitethernet gi_port |
twopointfivegigabitethernet
two_port | tengigabitethernet
te_port port-channel group}

no ip igmp snooping blocked-
router {fastethernet fa_port |
gigabitethernet gi_port |
twopointfivegigabitethernet
two_port | tengigabitethernet
te_port port-channel group}

fa_port: (1..8/0/1..24);
gi_port: (1..8/0/1..48);
two_port: (1..8/0/1..8);
te_port: (1..8/0/1..11);
group: (1..64)

BKAtounTb oTbpacbiBaHMe Query Ha MHTepdeiice.

BbIkNtounTb 0T6packiBaHne Query Ha UHTepdelice.

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica (OuanasoHa uHmepgelicos) Ethernet

Bupg 3anpoca KOMaHAHOM CTPOKU perknma KOHOUrypauum nHtepdeica:

console (config-if) #

Tabnnuya 113 — KomaHgb! pexxuma KoHdpurypaumnm nntepoeliica Ethernet

KomaHda

3HayeHue/3HayeHue
no ymon4aHuio

Aeiicmeue

switchport multicast-tv vlan
vlan_id [tagged]

no switchport multicast-tv vlan

vlan_id: (1..4094)

BkntounTtb nepeHanpasneHne |IGMP-3anpocoB M3 KAMEHTCKUX
Vlan 8 Multicast Vlan u mynbTukactoBoro TpadmKka B KIMEHTCKUNE
Vlan B HeTerMpoBaHHOM BuAe.

- tagged — BktounTb nepeHanpasneHne IGMP-3anpocoB U3 Knu-
eHTcKkmx Vlan B Multicast Vlan 1 mynbTukacToBoro tpadmka B Kam-
eHTcKkue Vlan ana nHTepdeica B TerMpoBaHHOM BUAE.

BbikntounTb nepeHanpasaeHne |IGMP-3anpocoB C KAWEHTCKUX
Vlan 8 Multicast Vlan u mynbTukactoBoro TpadmKka B KIMEHTCKMNE
Vlan ansa nHtepdeiica B pexxume «access».

limit

ip igmp snooping limit groups

no ip igmp snooping limit

-/BbIKNIOYEHO

YCTaHOBUTb OrpaHMUYeHKe Mo KOIMYEeCTBY rpynn Ha uHTepdelice.
Ona pabotbl Tpebyerca KomaHAa ip igmp snooping
e filter.

CHATb OorpaHn4yeHne Ha Konm4ecTso rpynnmn.

ip igmp snooping filter-
profileld filter-id

no ip igmp snooping filter-
profileld

-/BbIKNIOYEHO

BkntounTb dunbTpaumio no filter-id Ha nHTepdeiice.

OTKAtounTb PunbTpaumio no filter-id Ha nHTepdelice.

ip igmp snooping leavemode
{exp-hosttrack | fastleave |
normalleave}

-/normalleave

YCTaHOBUTb pexXum leave Ha MHTepodeiice.

- exp-hosttrack — c otcnexuBaHnem xocTos;

- fastleave — ynaneHue cpasy nocne nonyyeHus leave;

- normalleave — peXXvm No ymonyaHuio.

[na pabotbl TpebyeTca KomaHaa snooping leave-process config-
level port.
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ip igmp snooping trusted

no ip igmp snooping trusted

-/BbIK/IIOYEHO

BkntoumTb pexkum gosepus IGMP Snooping Ha UHTepdeiice.

Ha poBepeHHbI MHTepdEeNC He pacnpoCTPaHAETCA AeNCTBUE KO-
MaHpg, ip igmp snooping proxy-reporting u ip igmp snooping
replace source-ip.

BbIKNOUNTL pexkum aosepua Ha MHTepdeiice.

ip igmp snooping authentica-
tion radius [required]

no ip igmp snooping
authentication

-/BbIK/IIOYEHO

BkntoumTb IGMP-aBTOpM3aumio Ha MHTepdeiice.
- required — 3anpetnTb 06paboTKy IGMP join npu HeAOCTyMNHO-
ctn RADIUS-cepBepa.

BepHyTb 3HaUYEHWE MO YMOYAHMUIO.

ip igmp snooping
authentication forward-first

no ip igmp snooping
authentication forward-first

-/BbIK/IIOYEHO

BkntounTb onumto forward-first, npu kotopoit IGMP join 6yayT 06-
pabaTbiBaTbCA Nepea ux asTopusaLumeit Ha cepsepe.

BepHyTb 3HaUYEHWE MO YMOYAHUIO.

ip igmp sn authentication
exception mcast profile profile

no ip igmp sn authentication
exception mcast profile

MpueAasaTtb multicast-npodunb ans IGMP-aBTOpM3aUMN Ha MH-
Tepoelic.

BepHyTb 3HaYeHMe Mo YMOAYaHMIO.

TMpumep HacmpolKu NoONUCKU HO cmamuY4yecKue a2pynnol

console# configure terminal
console (config)# wvlan 10

console (config-vlan) #

vlan active

console (config-vlan)# ip igmp snooping static-group 232.0.0.1

(
(

console (config)# ip igmp snooping
(

console (config)# ip igmp snooping proxy-reporting

Mpumep Hacmpoliku MVR

B npumepe gigabitethernet 1/0/1 - mrouter-port, fastethernet 1/0/1 - KnneHTCKMiA nopT

console (config)# wvlan 10,100

console (config-vlan)# wvlan active

console (config-vlan) # exit
console (config)# ip mcast profile I

console (config-profile)# permit

console (config-profile)# range 232.0.0.1 232.0.0.5

console (config-profile) # profile active
console (config-profile)# exit

console (config) # snooping multicast-forwarding-mode ip

console (config) # ip igmp snooping

console (confiqg) #
console (config) #

(
(
(
(
(
(
(
(
(
(
console (confiqg) #
(
(
(
(
(
(
(
console (config-if
(
(
(

ip igmp snooping vlan 100

ip igmp snooping multicast-vlan enable
vlan 100
console (config-vlan)# ip igmp snooping multicast-vlan profile I
console (config) # interface gigabitethernet 1/0/1

console (config-if) # switchport mode trunk

console (config-if)# exit
console (config)# interface fastethernet 1/0/1
switchport mode access

) #

console (config-if) # switchport access vlan 10
console (config-if)# switchport multicast-tv vlan 100
console (config-if)# exit

KomaHOb! pexcuma EXEC

Bce KomaHAabl AOCTYNHbI TONIbKO AN1A NPUBUNETUPOBAHHOIO NO/1b30BaTENA.

Bua 3anpoca KomaHAHOM CTPOKM pexxnma EXEC:

console#

136 Ethernet-kommymamopei cepuli MES14xx, MES24xx, MES3400-xx, MES37xx



HELTEX

Tabnuua 114 — KomaHabl pexkmma EXEC

KomaHoa

3HayeHue/3Ha4yeHue

Aeiicmeue
o ymon4yaHuro

show ip igmp snooping mrouter

Moka3aTb MHPOPMaLMIo 06 U3yYeH-
- HbIX MHOTOaZpPecHbIX MapLIpyTU3a-
Topax B yKasaHHow rpynne VLAN.

show ip igmp snooping groups

Moka3aTb MHPOPMaLMIo 06 U3yYeH-
HbIX ~ MHOrO3APECHbIX  rpynnax,
yyacTBylOWMX B rpynnosoli pac-
CblsIKe.

clear ip igmp snooping groups [vlan vian-id]

Ounctute Tabnuuy rpynn nosHo-

vian_id: (1..4094) CTbtO MU B yKa3aHHOM VLAN.

show ip igmp snooping authentication cache
[interface {fastethernet_fa_port_| gigabitethernet gi_port |
twopointfivegigabitethernet two_port |

tengigabitethernet te_port | port-channel group}]

fa_port: (1..8/0/1..24); IGMP-
gi_port: (1..8/0/1..48);
two_port: (1..8/0/1..8);
te_port: (1..8/0/1..11);

group: (1..64)

MpocmoTp cache-Tabanupl
aBTOpPM3aLUU.

4.16.2 MNpaesuna 2pynnosoli adpecayuu (multicast addressing)

[aHHbIA Knacc KomaHA npefHa3HayeH ANA 3afaHWA NpPasuA FPynnoBoOiM agpecauun B CeTU Ha
KaHa/IbHOM U ceTeBOM YpoBHAX moaenn OSI.

KomaHObI pexcuma 2106aab6Hol KOHGuU2ypayuu

BuAa 3anpoca KOMaHAHOM CTPOKM pexxmnma rnobanbHom KOHOUrypaumm:

console (config) #

Tabnuua 115 — KomaHapl pexkruma rnobanbHom KoHdUrypaumm

KomaHda

3HayeHue/3HayeHue
Mo yMoA4YaHuo

Aeiicmeue

ip igmp snooping multicast-
vlan enable

ip igmp snooping multicast-
vlan disable

-/BbIK/IIOYEHO

BkntounTb GyHKLMIO rpynnoBoi unbTpaumm.

BbIkntounTb GYHKLMIO rpynnosov ¢punbTpauuu.

snooping multicast-
forwarding-mode ip

HacTtpausaeT pexxum 06paboTkm multicast-tpadumka no IP-agpecy.
B AaHHOM pexxume yacTb multicast-tpaduka nepexsarbl-

-/mac H Baercsa ycrpoicteom Ha CPU.
snooping multicast- HacTtpaunBaeT pexum o6bpaboTtkm multicast-tpapmka no MAC-aa-
forwarding-mode mac pecy.
snooping leave-process config- Onpegenset ypoBeHb KOHOUIypaLMmn mexaHU3moB 06paboTku oT-
level port nycka (KoHourypauum Ha ocHose VLAN nav Ha ocHoBe nopTa).
snooping leave-process config- -Man YCTaHOBWUTb 3HAYEHME MO YMOHAHUIO.
level vlan

snooping report-process
config-level all-ports

snooping report-process
config-level non-router-ports

-/non-router-ports

YKasblBaeT Ha Kakux noptax obpabartbiBatoTca nosyyeHHble IGMP
report oT xocta. IGMP report moryT obpabaTbiBaTbCA Ha BCEX NOP-
Tax UKW Ha NOPTax, KOTOpble He ABAAKOTCA mrouter-nopTamu.

YCTaHOBUTb 3HaYeHMEe N0 YMONYAHWUIO.

4.16.3 MLD snooping — npomoKos1 KOHMpPoaa MHO20a0pecHo20 mpaguka 8 IPve

MLD snooping — MexaHW3M MHOroaZpecHoi pPacCbiIKM COOOWEHMN, NO3BONAIOWMNNA MUHUMU-
3MpPOBaTb MHOrOaApPeCHbIN Tpaduk B IPV6-ceTsX.

B TeKyueii Bepcum NO He nogaepusaetca Ha moaenax MES2448B, MES2411X, MES3710P.
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KomaHObI pexcuma 2106asa6HolU KOHpuU2ypayuu

Buz 3anpoca KOMaHAHOM CTPOKM pexxmnma rnobanbHom KoHpUrypaumm:

console (config) #

Tabnunuya 116 — KomaHabl rnob6anbHOro pexnma KoHourypaumm

KomaHoa

3HayeHue/3HayeHue
no ymon4aHuro

Aelicmeue

ipvé6 mid snooping

no ipv6 mld snooping

-/BbIK/IIOYEHO

BkatoumTte MLD snooping.

OTkntountb MLD snooping.

ipvé6 mld snooping group-
query-interval interval

no ipvé mld snooping group-
query-interval

interval: (2..5)/2

YCTaHOBWUTb TaliMayT, N0 KOTOPOMY CMCTEMA OTNPAB/AET OCHOBHbIE
query-3anpocsl.

YCTaHOBWUTb 3HAYeHME NO YMON4YaHUIO.

ipv6 mld snooping mrouter-
time-out time

YCcTaHOBUTb BpemMAa OXUAaHUA OYUCTKM NOPTa OTCAeXuBakwero
mapuwpyTtusaTtopa MLD, nocne KOTOporo nopT yaanaerca, ecin He

time: (60..600) nonyyeHbl controlpackets mapwpyTtrnsatopom MLD.
no ipv6 mld snooping mrouter- YCTaHOBUTb 3HAYeHME N0 YMOHAHUIO.
time-out
ipv6 mld snooping port-purge- 3a4aTb MHTEPBAN BPEMEHW OYUCTKU NopTa oTcaexmsaHma MLD, no-
interval interval interval: cne KoToporo nopt yaanaetca, ecnv MLD-reports He nonyyeHbl.

no ipv6 mld snooping port-
purge-interval

(130..1225)/260

YCTaHOBUTb 3HaYeHue no YMONYaHULO.

ipvé6 mld snooping proxy-
reporting

no ipvé mld snooping proxy-
reporting

-/BbIK/IIOYEHO

BKAOUNTL GYHKLMIO Proxy-report Ha ycTpoiicTae.

BbIKMOUNTbL GYHKLMIO proxy-report Ha ycTpoicTae.

ipv6 mld snooping report-
forward {all-ports | router-
ports}

no ipv6 mld snooping report-
forward

-/router-ports

YKasaTb HanpasneHue IGMP report: Bo Bce noptbl VLAN wnam
TO/IbKO Ha MOPTbI poyTepa.

YCTaHOBUTb 3HaAYeHMe No YMONYaHUIO.

ipv6 mld snooping report-
suppression-interval interval

no ipv6 mld snooping report-
suppression-interval

interval: (1..25)

YCTaHOBWTbL BpeMEHHOM MHTepBan 3anpeTa nepeaayn MLDvSnoop-
ing-reports, B Te4eHNe KOTOporo coobuieHmsa otyetos MLDv1 He by-
OyT NepeHanpaBaATbCA Ha MOPTbl MapLpyTM3aTopa ANSA TOW ke
rpynnbl.

YCTaHOBUTb 3HaYeHue no YMONYaHULO.

ipv6 mld snooping retry-count
interval

no ipvé mld snooping retry-
count

interval: (1..5)/2

YCTaHOBUTb MaKCMMaibHOE KOJIMYECTBO rPyMnnoBbIX 3aMpocos, OT-
npaB/iAeMbIX Ha NOPT NpPU NosyYyeHumn coobuweHns MLDv1.

YCTaHOBUTb 3HaYeHME N0 YMOIHAHMUIO.

ipvé mld snooping send-query
enable

ipv6 mld snooping send-query
disable

-/disable

BkntounTb PyHKLMIO nepeaayun 3anpocos MLD npu nsmeHeHun To-
nonoruu.

BbIKNOUNTb PYHKLMIO Nepedaun 3anpocos MLD npu nameHeHumn
TONONOrUN.

KomaHObI pexcuma KoHgpuaypayuu VLAN (duanasoH VLAN 08)

console# configure terminal
console (config)# vlan 1,3,7
console (config-vlan-range) #
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Tabnuua 117 — KomaHabl pexmma KoHpurypaumm VLAN

3HayeHue/3HayeHue
no yMmoA4aHuio

KomaHda

Aelicmeue

ipvé mld snooping mrouter {
fastethernet fa_port |
gigabitethernet gi_port |
twopointfivegigabitethernet
two_port | tengigabitethernet
te_port}

fa_port: (1..8/0/1..24);
gi_port: (1..8/0/1..48);

MpuBA3aTbh NOPT OTCAEXKMBaAKOLWEero mapwpyTtusatopa MLD k VLAN.

two_port: (1..8/0/1..8);
te_port: (1..8/0/1..11)

No ipv6 mld snooping mrouter
{ fastethernet fa_port |
gigabitethernet gi_port |
twopointfivegigabitethernet
two_port | tengigabitethernet
te_port}

Yaanutb NOpT OTCAeXMBatoWwero mappyrtusatopa MLD ns VLAN.

ipvé mld snooping version {v1

| v2} -/v2

Hactpoutb Bepcuto otcnexkmsanua MLD B VLAN.
-vl — MLD snooping Version 1;
-v2 — MLD snooping Version 2.

ipvé mld snooping version

YCTaHOBUTb 3HAYEHMe No YMOI4aHUIO.

KomaHOb1 pexcuma EXEC

Bce KomaHAb! AOCTYNHbI TONBKO 417 NPUBUAETMPOBAHHOIO NOJIb30BaTENA.

Bua 3anpoca KoMaHAHOM CTPOKK pexunma EXEC:

console#

Tabnunua 118 — Komanapl pexkuma EXEC

3HayeHue/3HayeHue
no ymon4aHuwo

KomaHda

Aeiicmeue

show ipv6 mld snooping global

OT106pa3unTb rnobanbHble HacTpoikn MLD.

show ipv6 mid snooping vlan
vlan_id

OT106pasnTb MHPOpMauuio o KoHourypauum MLD-snooping ans
paHHou VLAN.

4.16.4 ®yHkyuu ozpaHuveHus multicast-mpacpuka

®PyHKUMKM orpaHuyeHma multicast-Tpadumka ncnonosytotca ana yaobHOW HACTPOMKKM OrpaHUyeHus
NPOCMOTpPA onpeaeneHHbIX rPynn MHOrOaApeCcHOM PacCbIKK.

KomaHObI pexcuma 210baabHol KOHGuU2ypayuu

BunAa 3anpoca KOMaHAHOM CTPOKM pexxmnma rnobanbHOM KOHOUrypaumm:

console (config) #

Tabnnua 119 — KomaHabl pexkuma rnobanbHol KoHdurypaumm

3HayeHue/3HayeHue no
YMOAYAHUIO

KomaHoa

Aelicmeue

ip mcast profile index
[description]

index: (1..4294967295);
description: (1..128)
CMMBOJIOB

no ip mcast profile index

Co3aatb multicast-npodunb n NnepeiTn B pexmm ero KoHdu-
rypupoBaHus.

Yaoanute multicast-npodpunb.
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KomaHObI pexcuma KoHgu2ypauyuu multicast-npoguns

Buza 3anpoca KoMaHAHOM CTPOKM B pexnume KoHurypaumm multicast-npoduns:

console (config-profile) #

Tabaunua 120 — KomaHabl pexxmma KoHpurypauum multicast-npoduna

3HayeHue/3Ha4yeHue
KomaHoa OnucaHue
no ymon4YaHuro
range first_group_ip 3azaTb AMana3oH agpecoB-UCcToYHMKOB multicast-Tpaduka.
last_group_ip Ecnu 3apatb TONIbKO OAMH agpec, OH CTaHeT eAUHCTBEHHbIM UC-

- TOYHUKOM MY/IbTUKACTa.

no range first_group_ip YAanuTb AManasoH aApecoB-UCTOYHUKOB multicast-Tpaduka.
last_group_ip

permit B cnyyae HecooTBeTCTBMA OA4HOMY M3 33aHHbIX AMANas’oHOB,
-/deny IGMP-report 6yayT nponyckaTbca.
deny B cnyyae HecooTBETCTBMA OAHOMY M3 3afaHHbIX 4MaANa3soHOB,
IGMP-report 6yayT otbpacbiBaTbCA.
profile active AkTMBMpPOBaTL paboTy npoduns.
no profile active ) [Jeaktnsuposatb paboTy npodpuns.

KomaHObI pexcuma KoHpuzypayuu VLAN

Buza 3anpoca KoMaHAHOM CTPOKM B pexxume KoHurypaumm VLAN:

console (config-vlan) #

Tabnuua 121 — KomaHapl pexkuma KoHpurypaumm VLAN

3HayeHue/3Ha4yeHue
KomaHoa / OnucaHue
no ymon4aHuwo

ip igmp snooping multicast-
vlan profile profile

index: (1.. 4294967295) MpuBA3aTb yKazaHHbIN npodunb K VLAN.

4.16.5 Korngpuzypayusa IGMP proxy

®PyHKUMA MHOroagpecHon mapwpytmsaunn IGMP Proxy npepHasHauyeHa ana peanunsaumm
YNPOLLEHHOMW MapLIpyTU3aLMM MHOTOALPECHbIX AAHHbIX MeXAy CETAMM, yNpaBasemMon Ha OCHOBaHMMU
npotokona IGMP. C nomouwpbto IGMP Proxy ycTpoicTea, He HaxoaalwMeca B O4HOM CETU C CepBepom
MHOToaApecHOM pacchl/IK1, UMEHT BO3MOXKHOCTb MOAKAOYATbCA K MHOTOQAPECHbIM Fpynnam.

MaplupyT13aums OCyLLEeCTBAsSeTCA Mexay WHTepdeicom BblwecToawen cetu (uplink) u
uHTepdelricamm Huxkectoawmx cetei (downlink). Mpu atom Ha uplink-MHTEepdeice KommyTaTop BedeT
cebn Kak 0bbl4HbIN NoyYaTenb MHOroagapecHoro Tpadumka (multicast client) n dopmumpyet cobcTBeHHbIE
coobueHuns npoTokona IGMP. Ha nHtepdeiicax downlink KommyTaTop BbICTyNaeT B KayecTBe cepBepa
MHOTr0agpecHOM paccblikn n 0bpabaTbiBaeT coobweHna NpoTokona IGMP oT ycTpoicTB, NOAK/IOYEHHbIX
K 3TUM uHTepdelicam.

’ dYyHKUMA noafep:KUBaeTca TONbKO Ha mogenax MES2424, MES2424B, MES2424FB,

. MES2424P, MES2410-08DP, MES2410-08DU, MES2420D-24DP, MES2448, MES2448B,
MES2448P, MES2411X, MES3400-24, MES34001-24, MES3400-24F, MES3400-48, MES3400-48F,
MES3710P.

KomaHObI pexcuma 210b6anabHol KOHuU2ypayuu

Buza 3anpoca KoMaHAHOW CTPOKM peXknma rnobanbHol KoHPUrypaumu:

console (config) #
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Tabnunua 122 — KomaHabl pexkuma rnobanbHol KoHdurypaumm

3HayeHue/3Ha4yeHue no
YMOMYAHUIO

KomaHoa Aeiicmeue

set ip igmp enable Bkatountb mogynb IGMP rnobanbHo.

-/BbIK/IIOYEHO

set ip igmp disable BbikAtounTb Mogynb IGMP rnobanbHo.

ip igmp proxy-service Bktountb dyHKUMIO IGMP proxy rnobanbHo.

-/BbIK/IIOYEHO

no ip igmp proxy-service BbikNtounTb dyHKUMIO IGMP proxy rnobanbHo.

KomaHObI pexcuma KoHgu2ypayuu uHmepgelicos VLAN

BuA 3anpoca KoOMaHAHOWM CTPOKM B pexume KoHurypaumm nutepoeiicos VLAN:

console (config-if) #

Tabnunua 123 — KomaHgbl pexkuma KoHdurypaumm nntepoeiicos VLAN

KomaHoa

3HayeHue/3HayeHue no
YMOAYAHUIO

Aelicmeue

set ip igmp enable

set ip igmp disable

-/BbIKNIOYEHO

BKkatountb moaynb IGMP Ha uHTepdelice. UHTepdeic
nonyvaet posb Downstream ana epyHkumm IGMP proxy.

BbIkAtounTb Mogynb IGMP Ha nHTepdeiice.

ip igmp-proxy mrouter

no ip igmp-proxy mrouter

-/BbIKNIOYEHO

Onpepenntb ponb Upstream ana uHtepdeiica IGMP
proxy.

Y6patb ponb Upstream c nHtepdeiica.

ip igmp-proxy mrouter-version
version

version (1..3)/3

YcraHoBuTb Bepcuto IGMP Ha Upstream-untepdetrice.

ip igmp-proxy mrouter-time-out
timeout

timeout (60...600)c/125

YCTaHOBWTb Taiimep mrouter purge, Nocie UCTEYEHUs
KoToporo Bepcua IGMP Ha Upstream-unHtepdelice cme-
HUTCA Ha CKOHQUIypUpOBaHHYO KOMaHAOW ip igmp-
proxy mrouter-version. Tailmep nepesanycKaeTca Ka-
Abli pa3 nocne nonaydeHua Query Ha Upstream-
nHTepoeic.

ip igmp immediate-leave

no Ip igmp immediate-leave

-/BbIKNIOYEHO

Bkntountb ¢yHKumto IGMP fast-leave Ha Downstream-
nHTepbelice.

Bbikntountb dyHKuMto IGMP fast-leave Ha Downstream-
MHTepodeiice.

ip igmp explicit-tracking

no ip igmp explicit-tracking

-/BbIKNIOYEHO

BKNOUUTL PYHKLMIO OTCAEXKMBAHUA KAWEHTOB AA
6bICTPOro yaaneHusa NoAnucKU npu nonayveHunun IGMP
leave Ha Downstream-uHTepodeiice.

BbIKNOUMTE PYHKLUMIO OTCNEKMBAHUA KAMEHTOB ANA
6bICTPOro yaaneHusa NoAnuckM npu nonayveHun IGMP
leave Ha Downstream-uHTepdelice.

Ip igmp query-interval interval

no Ip igmp query-interval

interval (30...31744)c/125c

YcTaHOBUTbL MHTepBan otnpasku IGMP General Query
Ha Downstream-uHTepdeiice.

BepHyTb MHTepBan oTnpaBku IGMP General Query Ha
Downstream-uHtepderice No ymonyaHuio.

ip igmp last-member-query-
interval value

no ip igmp last-member-query-
interval

value (1-255 )mc/10 mc

YcTaHOBUTL 3HaYeHue B mc last-member-query-interval
B coobuweHunax IGMP group specific query.

BepHyTb 3HaueHue last-member-query-interval B coob-
weHuax IGMP group specific query no ymonyaHuto.

ip igmp query-max-response-time
value

no ip igmp query-max-response-
time

value (1-255) mc/100 mc

YCTaHOBWTb 3Ha4YeHWe max-response-time B coob0Le-
Huax IGMP general query.

BepHyTb 3HayeHMe max-response-time B coobLyeHMAX
IGMP general query no ymonyaHuto.

ip igmp robustness robustness

no ip igmp robustness

robustness (2..7)/2

YCTaHOBWTb 3HaYeHWe napameTpa ycroumoctn IGMP.

BepHyTb 3HaueHwme yctonumeoctn IGMP no ymonuanuto.
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KomaHObI pexcuma Privileged EXEC

Buza 3anpoca KomaHAHOM CTPOKM pexxnma Privileged EXEC:

console#

Tabnnuya 124 — KomaHgb! pexuma Privileged EXEC

3Ha4yeHue/3HayeHue o
YMOAYAHUIO

KomaHoa Aelicmeue

show ip igmp-proxy mrouter [vlan MpocmoTp nHpopmauum o6 Uplink-uHtepdericax.

vlan-id: (1..4094)/-

vlan-id ]
show ip igmp-proxy forwarding- vlan-id: (1..4094) MpocmoTp MHPOpMaUMM O MNOJyY4aemMbiX rpynnax u
database [vlanvi/an-id | group group-ip: multicast ip- HaNNMYUM NOAMUCOK ONA HUX.
group-ip | source source-ip] address
source-ip: unicast ip-
address/-
show ip igmp global-config MpocmoTp MHopMaLmm o rnobanbHOM COCTOAHUN MO-
/- ayna IGMP u ¢yHkumm IGMP proxy.
show ip igmp groups MpocmoTp MHPOPMaLMM 06 aKTUBHbIX NOAMWUCKAX Ha
i rpynneoi.
§how ip igmp interface [vlan vian- vian-id: (1..4094)/- HDOCMOT? MHbopMauum o coctosHUM moayns IGMP Ha
id] nHTepdelicax.
7:]ow ip igmp statistics [vlan vian- vian-id: (1..4094)/- MpocmoTp ctatncTukm moayna IGMP Ha uHTepdeicax.

4.17 PyHKUMM ynpaBneHuUsa

4.17.1 MexaHu3zm AAA

Ona obecneyeHns 6e30MaCHOCTM CUCTEMbI MCMOAb3YeTCA MexaHusm AAA (ayTeHTUOUKauMS,
aBTOpM3auMA, ydeT).

— Authentication (ayTeHTUdMKaLMA) — conocTaBseHMe 3anpoca CyLeCcTBYHOLLEN YY4ETHON 3a-
nucu B cucteme 6e30nacHoCTy.

— Authorization (aBTopu3aums, NPOBEPKa YPOBHA A0CTyNa) — COMOCTaB/eHMEe YYETHOM 3anmncu
B cucTeme (NpolueaLluei ayTeHTUdMKaLMIO) U onpeseiEHHbIX NOJTHOMOYMIA.

— Accounting (y4ét) — cnexeHue 3a notpebieHMem pecypcoB No/b30BaTENEM.

Ons wudpoBaHUA AaHHbIX UCNOb3YeTcs MexaHuU3m SSH.

KomaHObI pexcuma 2106anab6HolU KOHpuU2ypayuu

Buza 3anpoca KoMaHAHOW CTPOKM peXxmnma rnobanbHoM KoHGUrypaumu:

console (config) #

Tabnnua 125 — KomaHgb! pexuma rnobanbHoi KoHduUrypaumm

3Ha4yeHue/3HayeHue no ”
KomaHda / Aeilicmeue
YMOAYAHUIO
enable password [level YCTaHOBWTb Napoib AR KOHTPOAA U3MEHEHUA NPUBUAErUIA A0-
level] password CTyna nonb3oBaTtenei.
- level — ypoBeHb npusuaernii;
level: (1..15)/1; ’
- password — naponb.
password: (5..20) .
Bkntouatowmii B cebs cneucumsonbl naponb Tpebyetca
CUMBOJI0B
e yKasbiBaTb B KaBbl4Kax.
no enable [level /evel] YAanuTb Naposib gNa COOTBETCTBYIOWErO YPOBHA NPUBUNETUIA.
password
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username name password
password [privilege level]
[algorithm {des | sha512}]

no username name

name: (1..20) cumB010B;
password: (5..20)
CUMBOJI0B;
level: (1..15);
algorithm/ des

[06aBuTb NoNb30BaTeNA B IOKANbHYIO 633y AaHHBbIX.
- level — ypoBeHb npusunernii;
- password — naposnb;
BKkatouatowmii B ceba cnewcMmBosnbl napoab Tpebyerca
e YKa3biBaTb B KaBbl4KaXx.
- name — MMA NONb30BaATENSA;
- algorithm — HacTpolika wudpoBaHMA naponel nonb3osatenen
B CLI. B TokeHe des ncnonbsyetca anroputm des-cbc.

YpaanuTb nonb3osaTens u3 NIOKaNbHoM 6a3bl AaHHbIX.

aaa accounting dotlx start-
stop default group radius

no aaa accounting dot1x
start-stop default

-/no ymonyaHuio
BeAeHMe y4yeTa 3anpeL,eHo

PaspewunTb BeaeHue yyeTa (akkayHTa) gna ceccuin 802.1x.

YCTaHOBUTb 3HaYeHMe N0 YMONYAHWUIO.

aaa authorization
command /evel tacacs
[local]

no aaa authorization
command /evel

level: (1..15)/BbIkntoueHo

Pa3pelwnTb aBTOPU3aLMIO KOMAHA NONb30BaTeNEN.
- level — ypoBeHb npuBuMnernin nonb3osaTteneu.
V B TeKkyuueii Bepcum MO npu nokanbHOWU aBTOPU3aL MU
paspeLueHbl Bce KOMaHAbI.

YCTaHOBUTb 3HaAYeHMe no YMONYaHUIO.

aaa authentication mode
{chain | break}

-/break

YCTaHOBWTb aIfOPUTM OMNPOCa METOL0B ayTEHTUDUKALMM.

- chain — nocne HeyaauHOM NONbITKM ayTeHTUdMKaLUM No
nepBoMy METOZAY B CMIUCKe C/IefyeT NONbITKA ayTeEHTUPUKA-

LK MO CleaytoLliemy MeToay B LLEMOYKE;

- break — nocne HeyaauHoW ayTeHTUGUKALUKM MO NEPBOMY Me-
TOAY Npouecc ayTeHTUdMKaL MM ocTaHaBANBAETCA. AyTeHTUDU-
KaLuua no cnefyowemy metoay AoMnyCcTMMa TONIbKO B C1yYae He-
BO3MOXXHOCTU ayTEHTUOMKALLMMU NO NpeablayLiemy MeToay.

aaa authentication default
{[local | radius | tacacs |
none]}

-/local

HacTpouTb uenesble cepsepbl AAA o5 CNMCcKa ayTeHTUdUKaumm
No YMONYAHMUIO.

aaa authentication user-
defined list {[local | radius
| default | none]}

no aaa authentication list
list

list: (3..32) cumBonos/-

HacTpouTb Nonb3oBaTENbCKUIA CMUMCOK CEPBEPOB AJ1A ayTEHTU-
duKaumm.

Y[annTb NONb30BATE/LCKMI CMIMCOK CePBEepPOB A/1A ayTeHTUU-
Kauun. CNUCOK HeNb3A yaaanuTb, €CIN OH NMPUBA3AH K TePMU-
Hany.

ip http authentication
login list

no ip http authentication
login

list: (3..32)
cumsonos/default

3a4aTb CNUCOK C MEeTOAAMM ayTEHTUPUKALLMM NpPU BXOAE Yepes
web.

YCTaHOBUTb 3HAYEeHME N0 YMOHYAHMUIO.

aaa authentication dotlx
default {group radius |
local}

no aaa authentication
dotlx default

-/local

YcTaHOBUTb 6a3y AaHHbIX, K KOTOPOI HY}KHO 06palLaTbcs npu
ayTeHTMdMKaLmMmM KnneHTa dotlx.

YCTaHOBUTb 3HaYeHue no YMONYaHUIO.

dotlx mac-auth password
password

no dotlx mac-auth
password password

password:(1-32) cumsonos

BKkntounTb Mcnonb3oBaHWe napons ayteHTndukaumm 802.1X, oc-
HoBaHHoro Ha MAC-agpece, Ana Bcex NOPTOB.

BbIK/IIOYNTL MCNONb30BaHMeE Napoa ayTeHTudMKauum 802.1X,
ocHoBaHHoro Ha MAC-agpece, An1a BCex NOPTOB.

Tabnunua 126 — AtpubyTbl coobuleHuUlt BeaeHMA yyeTa npotokona RADIUS ana ceccuit ynpasneHus

Hanuyue Hanu4yue
ampubymae | ampubyma e
Ampubym pucy pucy OnucaHue
coobweHuu coobuwjeHuu
Start Stop
User-Name (1) EcTb EcTb NaeHTMdMKaums nosb3oBaTens.
IP-agpec Ko aTopa, KOTOPbIM MCNoab3yeTcs
NAS-IP-Address (4) EcTb EcTb AP 5 MMyT. TOPa, KOTOPbIM MCMob3yeT
Aana ceccuin ¢ Radius-cepsepom.
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Mpon3BoNbHOE 3HAaYEeHWUe, BKOYEHHOE BO BCE CO-
Class (25) EcTb Ectb P o
obLEeHMA yyeTa ceccui.
. IP-agpec KommyTaTopa, UCNO/Ib3yEMbIN 1A cec-
Called-Station-ID (30) EcTb EcTb uﬂ'p v P ¥ A
CWiA ynpaBfieHus.
Calling-Station-ID (31) EcTb EcTb IP-appec nonb3oBatens.
Acct-Session-ID (44) Ectb Ectb YHWKaNbHbIA MAEHTUPUKATOP yUeTa.
. YKa3blBaeT MeTo/, N0 KOTOPOMY KAUEHT AOJIKEH
Acct-Authentic (45) EcTb EcTb A pomy A
6bITb ayTEHTUPULMPOBAH.
. . MoKa3sblBaeT, KaK A0Aro Nosb3oBaTeNb bbin Noa-
Acct-Session-Time (46) Het EcTb A A
K/IIOYEH K cucTeme.
Acct-Terminate-Cause (49) | Het EcTb MpuyMHa 3aKpbITUA CECCUMU.
Tabnunua 127 — AtpumbyTbl coobuieHNI BeaeHuMA yueTa npoTokona RADIUS ans ceccmin 802.1x
Hanu4ue Haau4ue
ampubyma e | ampubyma e
Ampubym pucy pusy OnucaHue
coobweHuu coobweHuu
Start Stop
User-Name (1) EcTb EcTb NpeHTUdMKaLmMa nonb3oBaTens.
IP-agpec KOMMyTaTopa, KOTOPbIN MCMOAb3yeTcA
NAS-IP-Address (4) EcTb EcTb AP . y. P P Y
ana ceccuit ¢ Radius-cepsepom.
MopT KOMMmyTaTopa, Ha KOTOPOM MNOAK/OYUICA
NAS-Port (5) EcTb EcTb P y P P A
nonb3oBaTeb.
Mpon3BonbHOE 3HAaYEeHWNE, BKOYEHHOE BO BCE CO-
Class (25) EcTb EcTb P .
0bLEeHMA yyeTa ceccui.
Called-Station-ID (30) EcTb EcTb IP-aapec KommyTaTopa.
Calling-Station-ID (31) Ectb Ectb IP-apgpec nonb3osartens.
Acct-Session-ID (44) Ectb Ectb YHUKanbHbIN naeHTUOMKATOp ydeTa.
. YKa3blBaeT MeTos, N0 KOTOPOMY KAMEHT A0/IKEH
Acct-Authentic (45) EcTb EcTb A poMy A
6bITb ayTEHTUDMLIMPOBAH.
. . MoKa3blBaeT, KaK 4OAro nosib3oBaTeNb bbin Noa-
Acct-Session-Time (46) Het EcTb A A
K/IIOYEH K cucTeme.
Acct-Terminate-Cause (49) | Het Ectb MpuynHa 3aKkpbITUA ceccuu.
Nas-Port-Type (61) Ectb EcTb [MoKa3bIBaeT TN NopTa KANEHTa.

Tabnnua 128 — AtpubyTbl coobueHnii Radius-cepsepa ana ceccuit dotlx

Ampubym OnucaHue

ATpMbBYT ycTaHaBNMBaET 3HaYeHWe TaliMepa ANA peayTeHTUOUKALUU, ecnmn
Ha UHTepdeice NpUCYTCTBYeT HacTpolika dotlx reauthentication.
MpuHMMmatoTca 3HavyeHua ot 1 go 65535:

Session-Timeout - Npu nony4yeHumn atpmbyTa session-timeout, pasHoe 0, aelcTeyloWMe 3Ha-
YyeHus Talimepa He U3MEeHATCS, aTpubyT ByaeT NPOUrHOPUPOBaAH;

- NPY NoAy4eHMn 3HavyeHns 6onblie 65535, Talimep peayTeHTUPUKaLUK By-
4eT U3MeHEH a0 65535.

OnpepaenseT AelCTBME, BbINOJAHAEMOE KOMMYTAaTOPOM NPU UCTEYEHUU
Session-Timeout:

- Npu nony4yeHmn aTpnbyTa Termination-Action pasHoe 0, akTUBHble dotlx
ceccum byayT OTK/OYEHDI;

- NpW Noay4YeHumn aTpmbyTa co 3HauyeHnem 1, byaeT 3anpolieHa NoBTOPHas
aBTopM3aLMa nocpeacTsom radius-request.

Termination-Action
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KomaHObI pexuma KoHgu2ypayuu mepmuHana

Bug, 3anpoca KOMaHAHOM CTPOKM B peXXUme KOHUrypaLmm TepMmmnHana:

console# configure terminal
console (config)# line {console | telnet | ssh}
console (config-line) #

Tabanuya 129 — KomaHgbl pexxuma KoHPUrypauum TepMmmnHana

3HavyeHue/3HayeHue .
KomaHda / Aelicmeue
no ymoa4YaHuro
aaa authentication login list . 3a4aTb CNUCOK C MeToAaMM ayTeHTUUKALMM NpU BXOAE ANA
list: (3..32)
KoHconu, Telnet, SSH.
— - cumsosios/default
no aaa authentication login YCTaHOBWTb 3HAYEHWE MO YMOYAHUIO.
aaa authentication enable /ist list: ) 3a4aTb CNUCOK C MeToAaMM ayTEHTUPUKALUM NPU NOBbILLEHUN
ist: (3..32

YPOBHSA NpuBMAernin ana KoHconu, Telnet, SSH.

cumsonos/default

no aaa authentication enable YCTaHOBWTb 3HaYEHME MO YMONYAHUIO.

aaa authorization command PaspelwunTb aBTOpPU3aLMIO KOMaHA, a1s KoHconu, Telnet, SSH.
{tacacs | local}

— -/BbIKNOYEHO
no aaa authorization YCTaHOBUTb 3HaYE€HNE NO YMOAYAHUIO.

command

4.17.2 lMpomokon RADIUS

Mpotokon RADIUS ucnonb3yetca ana ayteHTMduKaumm, astopmsaumm m yyeta. Cepsep RADIUS
ucnonb3yet 6asy AaHHbIX NOJIb30BATENEN, KOTOpPas COAEPKWUT AAHHble MPOBEPKM MOANMHHOCTM ANA
Kakgoro nonb3oBaTens. Takum ob6pasom, ucnonb3oBaHMe npoTtokona RADIUS obecneunBaet
OOMONHUTEIbHYIO 3aLlMTY NPU AOCTYME K pecypcam CeTH, a TaK»Ke Npu A0CTyrne K CaMoMy KOMMYTaTopy.

KomaHObI pexcuma 2a06anab6Hol KoOHpu2ypayuu

Bug, 3anpoca KOMaHAHOW CTPOKM B peXKMUMe r106anbHON KOHPUrypaumm:

console (config) #

Tabnunua 130 — KomaHabl pexxmma rnobanbHol KoHdUrypaumm

Komanda 3HavyeHue/3Ha4yeHue Neiicmeue
no ymon4YaHuro
[06aBUTb yKasaHHbI cepBep B CNUCOK Mcnonblyembix RADIUS-
cepBepos.
- ip_address — IPv4 unu IPv6-agpec RADIUS-cepBepa;
- timeout — MHTepBan 0XXMAaHUA OTBETA OT CepBepa;
radius-server host (0..65535)/1813; - retries — KoaMyecTBo NonbITOK NnomMcka RADIUS-cepBepa;
{ipvd-address | ipv6-address } tlmeogt: (1..30) cex; - secret_key — kntou gna ayTeHTUOMKaLMmM 1 wnudpoBaHus Bcero
[timeout timeout] [retransmit retries: (1..15); obmeHa aanHbIMU RADIUS;
retries] [key secret_key] secret_key: (0..128) - primary — onpeaenser naHHbI RADIUS-cepBep Kak Hambonee
. CMMBOOB; NPUOPUTETHBIN;
[primary] [usage type] type: (dotlx, enable, - usage — TMN ucnonb3osaHna RADIUS-cepsepa.
igmp, login) B cnyyae oTcyTcTBMA B KOMaHAe napameTpos timeout u retries gna
paHHoro RADIUS-cepBepa MCNONb3YKOTCA 3HAYEHMA MO YMOJYa-
HUIO.
no radius-server host YAanuTb YKasaHHbIW cepBep U3 cnucka ncnonblyemoix RADIUS-
{ipv4-address | ipv6-address } cepBepos.
LZ(:;::::;::ES nas-id user- name: (1..64) 3apatb 3HaveHune nona NAS-ID.
- - - cumBonos/FutureNAS
no radius attributes nas-id BepHyTb 3HaYeHWe No YMONYaHUIO.
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radius attributes nas-id user-
defined string

radius attributes nas-id

string(1..64)/default

3a4aTb TEKCTOBbIM aTpMOYT, KOTOpPbIN NepeaaeTcs B cCOObWEeHNUAX
npoTokona RADIUS ans ykasaHWA yHUKa/NIbHOrO MMEHW CEeTeBOro
ycTpoWcTaa.

YCTaHOBWTb 3HaYeHMe N0 YMOJHAHUIO.

radius attributes service-type
{administrative | nas-prompt}

radius attributes service-type

-/BbIKNOYEHO

[o6asuTb aTpnbyT Service-Type B RADIUS-3anpoc npu aBTopm3a-
UMK NoNb3oBaTeNs Ha KommyTaTtope no console/ssh/telnet/web:

- administrative — ucnonb3yertca ANA NpeaoCcTaB/AeHUs NoAb30Ba-
Tet0 NPUBUIErMPOBAHHOrO AOCTYNa K CETEBOMY YCTPOMCTBY;

- nas-prompt — NCNONb3yeTcA A4/1A NPeAoCTaB/IeHMs N0/Ib30BaTeNO
HEeNpPWBUIErMPOBAHHOIO A0CTYMNa K CETEBOMY YCTPOMICTBY.

YCTaHOBWUTb 3HAYeHME NO YMOI4aHUIO.

KomaHOwb1 pexcuma Privileged EXEC

Bua 3anpoca KomaHAHOW cTPoKM B pexkume Privileged EXEC:

console#

Tabnnua 131 — KomaHgb! pexxkuma Privileged EXEC

KomaHoa

3Ha4yeHue/3HayeHue
no ymon4aHuro

Aelicmeue

show radius server

OTo6pasnTb napameTpbl HacTpolikm RADIUS-cepBepoB (KomaHaa
LOCTYMHA TONbKO 419 NPUBUIErMPOBaHHbIX NOAb30BaTeNeN).

show radius statistics

OTO6pa3nTb CTAaTUCTMKY NpoTokona Radius, MHPopmauuio o nosb-
30BaTensx, KoHourypaunio RADIUS-cepsepa.

4.17.3 lpomokon TACACS+

Mpotokon TACACS+ obecneumBaeT LEHTPANN30BaHHYO cCUCTeMy 6e30MacHOCTM ANA MPOBEPKU
nonb3oBaTenen, NoAyYaoLWmUX AOCTYN K YCTPOMUCTBY, MPU 3TOM NogaepmBaa coBmectumoctb ¢ RADIUS m
APYrMmMn npoueccammn npoBepku noganHHoctn. TACACS+ npefocTaBaseT cenyrolme cnyobl:

— Authentication (nposepka nodauHHocmu). ObecneunsaeTcs BO Bpems BXoda B CUCTEMY MO
MMeHaM No/ib3oBaTes1el U onpeaeneHHbIM NoAb30BaTENAMM NAPOIAM.

— Authorization (aemopuszayus). ObecneumBaeTcs BO Bpema Bxoda B cuctemy. [locne

3aBepLieHun

ceaHca NpOBepKH

NOA/IMHHOCTU 3aNyCKaeTCA CeaHC aBTopusauum C

MCNO/ZIb30BaHMEM MNMPOBEPEHHOIN0O MMEHU NOJIb30BaTE/IA, TaKXKe CepBepOM NPOBEPAIOTCA
npmeunernn nonb3oBartena.

KomaHObI pexcuma 210b6aabHol KOHuU2ypayuu

Bug 3anpoca KOMaHAHOM CTPOKM B peXKMMe rnobanbHO KOHUrypaumm:

console (config) #
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Tabnnua 132 — KomaHapl pexkmma rnobanbHon KoHPUrypaumm

KomaHda

3HayeHue/3HayeHue
no yMmoA4YaHuo

Aelicmeue

tacacs-server host {ip_address}
[single-connection] [port port]
[timeout timeout] [key
secret_key]

no tacacs-server host
{ip_address}

port: (0..65535)/49;

timeout: (1..30) cek;

secret_key: (0..128)
CUMBOJI0B

[06aBUTb yKasaHHbI CepBep B CMKUCOK Mcnosb3yembix TACACS
cepBepos.

- ip_address — IP-appec TACACS-cepBepa;

- single-connection — B KaXAblll MOMEHT BpemMeHW UMeTb He
6onblie ogHOro coeanHeHnn ans obmeHa gaHHbimu ¢ TACACS-cep-
BEpPOM;

- port — Homep nopTa A41a obmeHa gaHHbimu ¢ TACACS-cepBepom;
- timeout — NHTEpPBan OXXMAaHMA OTBETa OT CepBepa;

- secret_key — Kntouy gna ayTeHTMOUKaumm n wndposaHmaA Bcero ob-
meHa gaHHbimu TACACS;

Mpwn HacTpolike cepBepa: «tacacs-serverhost ip_address key se-
cret_key» aBToMaTU4YeCKM BKAOYaeTca accounting.

YAanuTb yKasaHHbIA cepBep M3 cnucka ucnosibdyembix TACACS-
cepBepos.

tacacs-server retransmit
number

no tacacs-server retransmit

number: (1..5)/2

YKasaTb Ko/M4YecTBo akTMBHbIX TACACS-cepBepoB, K KOTOpbIM by-
AeT noouyepeAHO MNOAKAOYATLCA KAMEHT, B C/yvyae HeyaauyHoWm
ayTeHTMdUKaLMK.

Y[anuTb HaCTPOWKY.

tacacs use-server address
{ip_address | hostname}

no tacacs use-server

BbibpaTb cepBep U3 Tabaunubl cepsepos A Tacacs-KaueHTa.

OTMEHUTb CNONb30BaHWE 33aHHOIO cepBepa.

tacacs authentication type
{ascii | pap }

no tacacs authentication type

-/pap

Onpepenntb MeTos, ayTeHTUOMKALUKM, KOTOPbIN ByaeT ucnosib3o-
BaTbCA Npu B3aumogaenctamm c cepsepom TACACS+.

YCTaHOBUTb 3HAYEHMe Mo YMOI4aHUIO.

tacacs attributes port {console
| ssh | telnet} identifer

no tacacs attributes port
{console | ssh | telnet}

identifer (1..255)
C1MB010B/WabIoHbI
%n %%

YcTaHoBUTb aTpubyTa port B dopmate cBOHOAHOM CTPOKM onpeae-
NEHHOW nonb3oBaTenem. Bo3MOXKHO Wcnonb3oBaHWe LWabaoHoB.
- %N — HOMep IMHMM, COOTBETCTBYIOLWMIA BblBOAY KOMaHAbl show
users;

-%% — cumBon %.

YCTaHOBWTb 3HAY€HMA MO YMONYAHUIO.

KomaHOwb1 pexcuma Privileged EXEC

BuAa 3anpoca KomaHAHOM CTPOKK B pexume Privileged EXEC:

console#

Tabnunua 133 — KomaHabl pexkuma Privileged EXEC

KomaHda

3HayeHue/3HayeHue
110 YyMOAYAHUIO

Aelicmeue

show tacacs

OT06pa3nTb napameTpbl HacTpolikm TACACS-cepBepoB, MeTOZ,
ayTEHTUDUKAUMM M CTAaTUCTUKY NPOTOKO/A (KOmMaHZa AOCTynHa
TO/IbKO ANA NPUBUAETMPOBAHHBIX NOb30BaTENEMN).

4.17.4 Cnucku docmyna ACL 05 ynpaeneHusa ycmpolicmeom

I | Cpeawm nopxopawmx npasun authorized-manager, noa, Kotopble noaxoauT agpec

L J
Prefix Match).

MCTOYHUKA, BbIGMpPaeTcsa NpaBuo ¢ HaMboabWMM yKa3aHHbIM npedukcom (Longest
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ISS nogaepxkmBaerca GuUAbTpaUMA ynpasasatowero TpadmKa ¢ NOMOLLBIO CMINCKA aBTOPU30BAHHBbIX IP-
meHegkepos (IP Authorized Managers). B ¢unbTpe MOXKHO 3a4aTb agpec Uan noaceTb UCToYHMKaE, VLAN,
nHTepdelc n cnyKby, c KOTopbix byAeT paspeLleHo yrnpaBaeHne yCTPONCTBOM.

KomaHObI pexcuma 2n0basnbHoU KoOHpuU2ypayuu

Buza 3anpoca KOMaHAHOM CTPOKM pexxnma rnobanbHOM KOHOUrypauum:

console (config) #

Tabanua 134 — KomaHgbl pexkuma rnobanbHoi KoHdurypaumm

3HaveHue/3Ha4yeHue "
KomaHoa / Aelicmeue
o ymon4aHuio
authorized-manager ip- OrpaHuYnTbL ynpaBsieHne YCTPOMCTBOM MO 3adaHHOMY dub-
source {ipv4_addr [mask | / TPy AocCTyna.

ipv4_prefix] | ipv6_addr
[ipv6_prefix]} [interface
interface_list] [vlan vian_list]
[ service snmp | telnet | http
| https | ssh]

no authorized-manager ip- OTMEHUTb OrpaHMYEHMNE HA YNpaB/ieHWe YCTPOMCTBOM.
source {ipv4_addr [mask| /
ipv4_prefix] | ipv6_addr
[ipv6_prefix]}

ipv4_prefix: (0..32);
ipv6_prefix: (1..128)
vlan_id: (1..4094)

Ha ycTpoiicTBe MOXHO cCKOHUrypupoBaTb He 6osblue 100 npasua. Mo ymoayaHuio, ecnm
He 3aZ,aHO HU O4HO NPaBUO, YNpPaBAeHUE YCTPOCTBOM AOCTYNHO C N11060ro UCTOUYHUKA.

l | NMocne yKkasaHuaA xota 6b1 ogHOro npasunaa authorized-manager gnsa Bcex ycTpoicrs,
- KOTOpble UCKAIOUYEeHbl NpaBuniom, byaer aeicrsoBaTtb npasuao deny any any.

KomaHObi pexcuma Privileged EXEC

Buza 3anpoca KomaHAHOM CTPOKM pexxnma Privileged EXEC:

console#

Tabanua 135 — KomaHgb! pexxkuma Privileged EXEC

3HayeHue/3Ha4yeHue .
KomaHoa / Aeiicmeue
no ymon4aHuro

show authorized-managers [ip- MoKasaTb CNUCKM A0CTyna A1 yNpaBaeHus.
source ip_addr]

4.17.5 Hacmpoliika npomokKosos ynpasneHus

4.17.5.1 Telnet, SSH

JaHHble KOMaHAbl npeaHa3HayeHbl A8 HACTPOMKM CepBepoB AOCTyna [AAA  ynpasBaeHus
KommyTaTtopom. Moaaeprkka cepseposB TELNET n SSH kommyTaTopom no3BonsAeT yaaneHHO NoAKAHYATbCA
K HEMYy A1 MOHUTOpPUHIa n KoHdurypaummn. KoHdurypmposaHue yctpoiictea Yepes Telnet Ha ycTponcTee
pa3peLleHo No YMOIYaHMIo.
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.-

.‘

MNocne o6HOBNeHMA KommyTtatopa Ao Bepcun MO 10.4.4 6yper Mcnoab3oBaTbcA
npeablaywMii - CreHepupoBaHHbIM NpuUBaTHbIM  Kawod  aaumHon 1024 6ut. MNpu
Heo6Xo4MMOCTU reHepauMu NpuBaTHOro Kiwua 6osbweit ganHbl Mbo Apyroro Tuna
K/lo4Ya Heo6X04MMO BOCNO/Ib30BATLCA COOTBETCTBYIOLLEN KOMaHAo0M. Mpu OTCYTCTBUM Ha
YCTPOICTBE K/loua No ymonuaHuio 6yger creHepupoBaH Katou RSA ganHoi 3072 6ur.

HauuHaa c sepcuu MO 10.4.4 6bIn M3MEHEH MeXaHU3M pacyeTa Nyb6aAMUYHOro Kiawua, B
CBA3NW C 3TMM nocne OOHOBAEHMA C NpeablaylwuX Bepcuit MoXKeT noTpebosBaTbcA
NoBTOPHOE NpUHATUE CHOPMMPOBAHHOrO NY6AMYHOro KiluYa ANA ycTaHoBAeHUA SSH-

coeguUHeHuUA.

KomaHObl pexcuma 2106aabHOU KOHU2ypayuu

Bug, 3anpoca KOMaHAHOM CTPOKM pexRmnma rnobanbHom KOHPUrypaumm:

console (config) #

Tabnunua 136 — KomaHabl pexuma rnobanbHoi KoHduUrypaumm

3Ha4yeHue/3HayeHue

KomaHda Aelicmeue
no ymoa4YaHuro
ssh enable Pa3spewunTb yaaneHHoe KOHPUIrypnpoBaHMe YCTPOICTBA Yepes
SSH.
- -/BKNOYEHO —
ssh disable 3anpeTutb yaaneHHoe KOHUrypupoBaHUe YCTPOWCTBA vepes

SSH.

ssh server-address ip_addr port
port

no ssh server-address

port: (1..65535)

3apatb IP-agpec SSH-cepsepa n TCP-nopT, ncnosb3yembiit SSH-
cepsepom.

YCTaHOBUTb 3HaYeHue no YMO4aHUIO.

ip ssh mac {hmac-md5 | hmac-
md5-96 | hmac-shal | hmac-
shal-96 | hmac-sha2-256 hmac-
sha2-512 | all}

hmac-shal, hmac-sha2-
256, hmac-sha2-512

BbI6paTb TMN ayTeHTUdUKALMM NO NpoToKoNy SSH.

ip ssh cipher {3des-cbc | aes128-
cbc | aes128-ctr | aes192-cbc |
aes192-ctr | aes256-chc |
aes256-ctr | all}

aes128-ctr, aes192-ctr,
aes256-ctr

BbI6paThb Wndp ayTeHTUDUKALMM NO NPoTOKOoAY SSH.

ip ssh kex {all | curve25519-
sha256 | diffie-hellman-group-
exchange-shal | diffie-hellman-
group-exchange-sha256 | diffie-
hellman-group1-shal | diffie-
hellman-group14-shal | diffie-
hellman-group14-sha256 |
diffie-hellman-group16-sha512 |
diffie-hellman-group18-sha512 |
ecdh-sha2-nistp256 | ecdh-sha2-
nistp384 | ecdh-sha2-nistp521}

-/all diffie-hellman-
group-exchange-
sha256,diffie-hellm
an-groupl14-
sha256,diffie-hellman-
groupl16-sha512,diffie-
hellman-group18-
sha512,curve25519-
sha256,ecdh-sha2-
nistp256,ecdh-sha2-
nistp384,ecdh-sha2-
nistp521

BbibpaTb anropnutm obmeHa Kao4amu no npoTtokony SSH.

crypto key generate {ecdsa |
ed25519 | rsa} [length length]

rsa:
(1024..8192)/3072;
ecdsa: -/256;
ed25519: -/256

CreHepupoBaTb npuBaTHbIK Katoy (RSA, ECDSA, Ed25519) ans
SSH-cepsuca.

feature telnet

no feature telnet

-/BKAtOYEHO

Pa3pelunTtb KOHPUTyprpoBaHue ycTpoicTBa yepes Telnet.

3anpeTuTb KoHbUrypMpoBaHue ycTpoiicTea Yepes Telnet.

ip ssh authorized-key

no ip ssh authorized-key

3afatb KAtoy ssh-aBTopU3aLLMm, NPU MOMOLLM KOTOPOTO MOXKHO
YCTaHOBUTb 3aLUMLLEHHOE COeAMHEHMe.

YpanuTb Kntoy ssh-asTopusaumu.
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ip ssh auth-type {password | 3agaTb nocnefoBaTeIbHOCTb METOAO0B ayTEHTUPUMKAUMKM MO
publickey} - /password ssh.
no ip ssh auth-type YCTaHOBWTb 3HaYEHME NO YMOYAHUIO.

KomaHOwb! pexcuma EXEC

KomaHgabl faHHOro pa3aena AOCTynHbl TO/IbKO ANA NPUBUAETMPOBAHHbIX NO/Ib30BaTENEN.
Bua 3anpoca KomaHAHOM CTPOKKM pexxunma EXEC:
console#

Tabnunua 137 — KomaHabl pexkmma EXEC

3HavyeHue/3Ha4yeHue .
KomaHoa / Aeiicmeue
no ymoa4YaHuro
. MNMoka3aTtb KoHdUrypauuto SSH-cepBepa, a TakkKe akTUBHbIE BXO-
show ip ssh - burypay pBepa,
pAwme SSH-ceccum.
show telnet server - OTobpa3unTb cTaTyc cepsepa Telnet.
sh ip ssh authorized-keys - OT06pa3nTb CKOHOUIYPUPOBAHHbIE KU,

4.17.5.2 Hacmpolika napamempos npomokKosaa SNMP 0aa docmyna K ycmpoiicmeay

SNMP — TexHo/0ruA, Npu3BaHHasa obecrneuynTb ynpas/ieHWe U KOHTPOJIb Hafh, YCTPOMCTBAMU U
NPUNOXKEHUAMM B CETU CBA3M MNyTEM obMeHa ynpaBaalowen WMHOPMALMEN MeXKLY areHTamu,
PacrnofIOXKEeHHbIMM Ha CEeTeBblX YCTPOMCTBAX, W MeHegKepamu, HaxoAAWMMUCA Ha CTaHUMAX
ynpasneHua. SNMP onpegensieT ceTb Kak COBOKYMHOCTb CETEBbIX YNPABAAIOWMX CTAHUNN U 3/1€ MEHTOB
cet (rnaBHble MallMHbI, W03bl U MapLWPYTU3aTOPbl, TEPMUHA/IbHbIE CEPBEPbI), KOTOPblE COBMECTHO
obecneunBatoT agMUHUCTPATUBHBIE CBA3M MEXKAY CETEBbIMU YNPABAAIOLWMMMN CTAaHLUAMU N CETEBLIMMU
areHTamu.

KommyTaTopbl N03BOAAOT HAacTPOUTb paboTy npotokona SNMP ana yaaneHHOro MOHUTOPUHIA U
yrnpaB/ieHMA YCTPOMCTBOM. YCTPOMCTBO NoAnepKMBaeT NpoToKkosbl Bepcnin SNMPv1, SNMPv2, SNMPv3.

[ns BO3MOXKHOCTU agMUHUCTPUPOBAHMA YCTPOMCTBA NocpeacTBOM npoTokona SNMP, Heobxoanmo
€034aTb XOTA Obl 0AHY CTPOKY coobuiecTsa.

KomaHObI pexcuma 2a106anbHol KoHpuU2ypayuu

Buza 3anpoca KoMaHAHOW CTPOKM peXxnma rnobanbHoM KoHPUrypaumu:
console (confiqg) #

Tabnnuya 138 — KomaHabl pexkmma rnobanbHoi KoHdurypaumm

3Ha4yeHue/3HayeHue o

KomaHda Aeiicmeue
YMOAYAHUIO
snmp-server disable OTkntountb SNMP-cepBep Ha ycTpoicTse.
-/BKNIOYEHO —
snmp-server enable Bknatountb SNMP-cepBep Ha ycTpoucTse.
snmp notify notify_name tag notify_name: (1..32) AKTMBMPOBaTb OTNPaBKY TPanos no cobbituio login/logout.
tag_name type {trap | CUMBONA;
inform} tag_name: (1..32) cumBona
no snmp notify notify_name -/BbIKNIOYEHO OTKNOUYUTB OTNPABKY Tpanos no cobbiTuio login/logout.
snmp-server enable traps AKTMBMPOBATb OTNPABKY TPaNoB Mo cobbITUIO 3amblKaHWaA/ pas-

dry-contacts MbIKaHUA CYXUX KOHTAKTOB.
-/BbIK/IIOYEHO

no snmp-server enable traps OTKOUUTb OTNPABKY TPAMNoB No cobbITUIO 3amblKaHusA/
dry-contacts pasmblKaHWA CyXMX KOHTAKTOB.

AKTMBMPOBATbL OTMPABKY TPANoB Mo cobbITUIO YKecTKol’ nepe-
3arpysKu.

snmp enable traps coldstart
-/BKIOYEHO
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no snmp enable traps
coldstart

OTKNOYUTL OTMPABKY TPanos Mo cobbITUIO }KeCcTKol' nepesa-
TPy3KMU.

snmp enable traps warmstart

no snmp enable traps
warmstart

-/BKAIOYEHO

AKTUBMPOBATb OTMPaBKY TPANos No cobbITUIO Nepesarpysku
no KomaHae ‘reload’.

OTKNOUUTL OTMPABKY TPanoB Nno cobbITMIO NepesarpysKku no
KomaHge ‘reload’.

snmp user user_name [auth
{md5 | sha} [encrypted]
passwd [priv {DES |
AES_CFB128 [encrypted]
passwd | None}]] {EnginelD
EnginelD}

no snmp user name

user_name: (1..32)
CMMBOJI0B

Co3patb SNMP-nonb3oBartens.

- auth — HacTpoiika anropuTma ayTeHTUdUKaumK;

- priv — HacTpoliKa wudposaHus;

- EnginelD — ngeHtnduratop SNMP-ycTpoiicTea
l Bkntoualouiee B ceba cneucMmsonbl user_name
H TpebyeTtca yKasbiBaTb B KaBbl4Kax.

Ypanntb SNMP-nonb3osaTensa.

snmp community index

index name

[encrypted] name security
user_name [context

name] [transporttag
TransportTagldentifier |
none] [contextengineid
ContextEnginelD] [ip_address]

no snmp community index
index

index: (1..32) cumBonos;
user_name: (1..32) cumso-
nos;
TransportTagldentifier:
(1..255) cumsonos
ip_address A.B.C.D

MpwuBa3aTb cO0B6LLECTBO C 3a4aHHbIM MHAEKCOM K paHee co-
343aHHOMY NONb30BaTEeNIO.
Y10bbl paspewunTb WUCNONb30BaHMe A6Oro cneumanbHOro
CMMBONA B HAa3BaHWM M MHAEKCE COOBLLECTBA, YKAXKUTE €ro B
OBOMHbIX KaBblYKax. Ecnv Ha3zBaHWe M MHAEKC coobuiecTsa co-
OEepXKaT TONIbKO BYKBbI U UUPbI, TOrAa ABOVHbIE KAaBbIYKW He
HY»KHblI.
l BKkatouatowee B ceba cneucmmsonbl community Tpe-
° 6yeTcA yKa3biBaThb B KaBblYKaX.

Yaanute SNMP-coo6LecTBo ¢ yKazaHHbIM MHAEKCOM.

snmp group group_name user
user_name security-model
{v1 | v2c |v3}

no snmp group group_name
user user_name security-
model {v1 | v2c |v3}

user_name: (1..32)
CMMBO/IOB;
group_name: (1..32)
CUMBOJI0B

Co3pgatb SNMP-rpynny nam Tabamuy coorsetctaunit SNMP-
nonb3osaTenen u npasun obospennin SNMP.

Ypanutb SNMP-rpynny.

snmp access group_name {vl
| v2c |v3} {auth | noauth |
priv}} [read view | none]
[write view | none] [notify
view | none] [context
context)]

no snmp access group_name
{v1 | v2c |v3 {auth | noauth |
priv}}[context <string(32)>]

group_name: (1..32) cum-
BOJIOB;
view: (1..32) cumBo0B;
context: (1..32) cumBonos

Paspewuntb SNMP-rpynne AocTyn Ha YTeHWe, 3anucb 1 oT-
npaBKy SNMpP-TPanoB No o6beKkTam, NPUHaANEKaLLUM
read/write/notify-view.

3anpetntb SNMP-rpynne A40oCTyn Ha YTeHue, 3anucb 1 oT-
NpaBKy SNMpP-TPanoB No 06beKTam, NPUHAANENKALLNM
read/write/notify-view.

snmp view view_nameOID
{included | excluded}
snmp view view_name
OIDTree [mask OIDMask]
{included | excluded}

snmp view view_name OID

view_name: (1..32)
CUMBOJI0B

Co3aaTb UM pepaKkTMPOoBaThb NpaBuao 0bo3perusa ans SNMP-
paspeLuatolLee NPaBuIo MB6O orpaHNYMBatoLLEE cepBepy-
obo3pesaTento goctyn K OID.

- OID — wpeHTndmkaTopa obekta MIB, npeacTaBaeHHbIN B
Buae gepesa ASN.1

- included — OID BKAtoYeHa B NpaBuio aAna ob6o3peBaHus;

- excluded — OID uckntoyeHa 13 npaBuna ana 0603peBaHmA.

YpanuTb npasuao 06o3peHus ana SNMP.

snmp targetaddr targetAddr
param targetParamIP_addr
taglist taglist

snmp targetaddr target_ad-
dress param param_name
{ucast_addr | IP6Address |
dns_host_name} [timeout
seconds] [retries rRe-
try_Ccount] [taglist tag_Iden-
tifier | none] [port port_num-
ber]

no snmp targetaddr
targetAddr

target_addr: (1..32) cumBo-
nos;

param_name: (1..32) cum-
BOJIOB;

taglist: (1..255) cumBonos
seconds:

(1..1500) cumBonos;
retry_count:

(1..3) cumsonos;
port_number:
(1..65535) cumB0ONOB;
tag_ldentifier: (1..255)
CUMBO/I0B

Co3paTb rpynny aApecos, Ha KoTopble ByAyT OTNPaBAATLCA
Tpanbl COrIacHO NapameTpam Ter-iucTa.

YpanuTtb rpynny agpecos, Ha KoTopble 6yayT OTNPaBAATbLCA
Tpanbl COrNacHo NapameTpam Ter-nucTa.
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snmp targetparams tar-
get_param user user_name
param security-model {v1 |

v2c | v3 {auth | noauth | user_name: (1..32)

priv}} message-processing CMMBOH?B; 32
{v1 | v2c | v3} [filterprofile- target_param: (1..32)
CMMBOJIOB;

name profile_name
profile_ ] profile_name: (1..32)

YKaszaTb napameTpbl OTNPaBKM TPanos, onpegenaemble NoAb-
30BaTesiem.

no snmp targetparams
target_param

YAanutb napameTpbl OTNPaBKKU TPanos, onpeaensemble nosb-
30BaTeNeM.

4.17.5.3 KomaHObl KOHpU2ypayuu mepmuHana

KomaHabl KOHPUrypaunm TepMmnHaNa CAyKaT A8 HACTPOMKM NapameTpoB paboTbl TEPMUHANOB.

KomaHObI pexcuma 2106as1bHOU KOHpuU2ypayuu

Bua 3anpoca KOMaHAHOM CTPOKM pekuma rnobanbHOM KOHPUrypaLmm:

console (config) #

Tabnunua 139 — KomaHabl pexkmma rnobanbHoi KoHdUrypaumm

Komanda 3HayeHue/3HayeHue Neiicmeue
no yMmoa4YaHuto
line console - BxoZ, B peXnm COOTBETCTBYHOLLENO TEPMUHANA.
line telnet - Bxopa B pexKMm COOTBETCTBYIOLLErO TEpMUHANA.
line ssh - BxoZ, B peXMm COOTBETCTBYHOLLENO TEPMUHANA.

KomaHObI pexcuma KoHgu2ypauuu mepmuHana

Bua 3anpoca KOMaHAHOM CTPOKM B peXKMMe KOHPUrypaumm TepMmmnHana:

console# configure terminal

console (config)# line {console | telnet | ssh}

console (config-line) #

Tabanua 140 — KomaHabl perkmuma KoHOUrypauumn TepmuHana

Komanda 3HayeHue/3HayeHue Neiicmeue
no yMmoa4YaHuro
exec-timeout seconds 3apaTb HTEpPBas, B TeYEHME KOTOPOro CMCTeMA OXKUAAEeT BBOAA
seconds: oT nonb3osaTtens. Ecan B TeueHWe AaHHOTO MHTEpPBana NoAb30-
(1..18000)/1800 cek BaTe/lb HNYEro He BBOAMUT, TO KOHCO/1Ib OTK/IHOYaEeTCA.
no exec-timeout YCTaHOBMWTb 3HaYEHNe NO YMONIYAHMIO.
speed {4800 | 9600 | 19200 | (4800, 9600, 19200, YCTaHOBWTb CKOPOCTb Mepefayn AnA NociefoBaTe/IbHOro UH-
38400 | 57600 | 115200} 38400, 57600, 115200)/ "
115200 6ut/c Teppevica.

KomaHObI pexcuma EXEC

Bupa 3anpoca KOMaHAHOM CTPOKM pexknuma EXEC:

console#

Tabnunua 141 — KomaHabl pexxkmma EXEC
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KomaHda

3HayeHue/3HayeHue
no yMmoA4aHuo

Aelicmeue

show line exec-timeout

MokasaTb 3HaueHUs napameTpa exec-timeout ana Bcex Tepmu-
Hanos.

show line exec-timeout
current

MoKasaTb 3HaYeHUA napameTpa exec-timeout gna Tekylwei cec-
cuun.

4.18 YXypHan aBapui, npotokon SYSLOG

CuCTeMHbIe }KypHabl NO3BOJIAIOT BECTU UCTOPUIO COBbITUIA, NPOM30LLELIMX Ha YCTPOMCTBE, a TaKKe
KOHTPOMPOBATL NpounsoLeawme cobbiTna B peasbHOM BpeMeHW. B KypHan 3aHoCATCA cobbITUS BOCbMU
TUMNOB: Ype3BblYalHble, CUrHA/bl TPEBOTU, KPUTUYECKME U HE KPUTMYECKME OLIMBKMK, NpeaynperkaeHus,

yBeAoMNeHUA, MTHOOPMALUMOHHbIE U OTNAL04HbIE.

KomaHObI pexcuma 2a06ana6Hol KOHguU2ypayuu

Bug, 3anpoca KOMaHAHOM CTPOKM B PeXKMUME r106anbHOM KOHPUIypaLmm:

console (config) #

Tabnvua 142 — KomaHabl pexkmma rnobanbHomn KoHpurypaumm

3HayeHue/3HayeHue o
YMOAYAHUIO

KomaHoa

Aelicmeue

logging on

no logging on
-/perncTpaums BKaYEHa

BKNOUMTDL perncTpaumio oT1agouHbIX coobueHnin n coobuye-
HUI 06 olwmnbKax.

BbIKNHOUNTL PEFUCTPALMIO OTNAAL0UHBIX COObLEHMI U cO0bLLe-
HWI 06 olwmnbKax.
MNpu BbIKNOYEHHOMW perncTpaLmm oTnagouHble coob-
weHua n coobueHna o6 owmnbkax 6yayt nepeaa-
BaTbCA HA KOHCONb.

logging-server facility
{facility} severity {severity}
{ipv4 | ipv6 | host}
ip_address [msg-format
{default | cef}]
host: (1..63) cumsonos,
facility:(localO...local7),
severity:(0...7),
ipv4_address A.B.C.D,
ipv6_address:
XXX XXX XX /-

no logging-server facility
{facility} severity {severity}
{ipva | ipv6} ip_address

BKntouMTb Nepenayvy aBapuiiHbIX U OTNAf04YHbIX COODLLEHNI

Ha yaaneHHbIn SYSLOG-cepsep.

- ip_address — IPv4- unu IPv6-agpec SYSLOG-cepBepa;

- msg-format — 3agaét ¢popmat nora CEF nam no ymonyaxuto.
Ecnn KomaHpa BBeaeHa 6e3 yKasaHua facility, To

V 6yAeT UCNONb30BaH TEKYLUMUIT HACTPOEHHbIM

facility.
Ecam KomaHpa BBeAeHa 6e3 yKasaHusA severity, TO
6yayT yKasaHbl Bce severity, Kpome debugging.

YaanuTb BbIbPaHHbIN cepBep U3 CNMCKa MCNOIb3yeMblX
SYSLOG-cepBeposB.
Ecnv KomaHaa BBegeHa 6e3 ykasaHnus facility, To
6yaet yKkasaH Tekywmi facility.
Ecam KomaHpa BBeAeHa 6e3 yKasaHusA severity, TO
6yAayT ucnonb3oBaHbl Bce severity, BKAoYan
debugging.

logging console

- -/BKAIOYEHO
no logging console

Bkatouuntb nepegavy aBaleﬁHbIX WU OTNaA04YHbIX COO6LIJ,€HMﬁ
Ha KOHCO/1b.

BbIKNHOUYNTL Nepeaady aBapuiiHbIX UAM OTAAA0UHbIX CO0blLLe-
HWI Ha KOHCO/b.

logging buffered size
size: (1..200)50

no logging buffered

MN3MeHWUTb KONMYEeCTBO COOBLLEHMI, 3aNOMUHAEMbIX BO BHYT-
peHHem b6ydepe. HoBoe 3HaueHue pasmepa bydepa npume-
HWUTCA Nocae nepesarpyskn yCTpomncTea.

YCTaHOBUTb 3HaYeHME N0 YMOIHAHMUIO.

syslog file {1 | 2 | 3} filename filename: (1..32)/-

Co3patb palin 3anmncy aBapuiAHbIX U OTNAL0UYHbIX COOBLLEHMN.
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logging-file [facility] [severity]
file{1]2] 3}

no logging-file [facility]
[severity] file {1 | 2 | 3}

facility:(localO...local7),
severity:(0...7)

BKAtounTb Nepesayy aBapuiHbIX UNW OTAAL0UHbIX COOBLLEHUM
B daiin KypHana.
Ecnn KomaHga BBeaeHa 6e3 ykasanusa facility, To 6y-
beT yKasaH Tekywwmii facility.
Echn KomaHpa BBegeHa 6e3 yKasaHuA severity, To
6yayT Mcnonb3oBaHbI Bce severity, Bkatouaa debugging.
Pasmep daiina orpaHuueH 1 M6aiit, npu npesbilue-
V HUWU NIMMTA CO3AaeTcA HOBbIM ¢ain ¢ popmaTtom .bk,
KOTOpbIi B AafibHelLem nepe3anucbiBaeTca.

BbIK/IOUMTL Nepegayvy aBapuiiHbIX UM OTNAA0UHbIX CoobLe-
HUI BbIBPAHHOTO YPOBHS Ba*KHOCTM B YKa3aHHbIW daiin Kyp-
Hana.
Ecnn KomaHga BBeaeHa 6e3 ykasanusa facility, To 6y-
AeT yKasaH Tekywuii facility.
Ecnav KomaHAa BBeAeHa 6e3 yKasaHusA severity, TO
6yayT cnonb3oBaHbl Bee severity, Kpome debugging.
Pasmep ¢aitna orpaHuueH 1 M6aiit, npu npesbilie-
V HUM IMMTa co3AaeTca HOBbI ¢aiin c popmatom
.bk, KoTopblii B ganbHeliluem nepesanucbiBaeTca.

logging severity severity

no logging severity

severity:(0...7)/6

3aaaTb ypOBEHb IOTMPOBAHMA.

YCTaHOBUTb 3HAYEHMeE Mo YMOI4aHUIO.

logging facility facility

no logging facility

facility:(localO...local7)/local0

3afaTb KaTeropuio IOTMPOBaHMA.

YCTaHOBUTb 3HAYEHMe Mo YMOI4aHUIO.

syslog localstorage

no syslog localstorage

-/BKNOYEHO

AKTMBMPOBATb OTNPABKY aBapUNHBIX UM COOBLLLEHUI Ha CKOH-
durypmposaHHble daiibl 3anucu.

YCTaHOBUTb 3HaYeHue no YMO4aHUIO.

logging hostname-format [
hostname | ip | ipv6 | string
string ]

no logging hostname-format

string: (1..128)
-/Het

3apaTb NapameTp, KOTopbIv ByaeT Mcnoib30BaTbCA B KayecTse
naeHTudmkaTopa xocta B SYSLOG-coobueHusax.

Mcnonb3oBaTb 3Ha4YeHME N0 YMOJIYAHUIO.

alarms event erps ring-pro-
tection

no alarms events erps ring-
protection

- / BbIKNIOYEHO

BkaounTb PaboTy nepekntoyeHne Cyxmx KOHTAKTOB Mo cobbl-
TUI0 paspbiBa Kosbua ERPS.

V TonbKo gna MES3710P.

BbIKA0UMTb PabOTYy nepeKntoueHne CyxmMx KOHTaKToOB No co-
6bITUIO pa3pbiBa Kosbua ERPS.

alarms events power-supply
[power-supply] fault

no alarms events power-sup-
ply [power-supply] fault

power-supply: (1..2)
- / BbIK/IOYEHO

BkounMTb PAabOTy nepekntoyeHMe CyXMX KOHTaKTOB mpw OT-
K/NtoYeHUM 610Ka NUTaHKA.

V TonbKo gna MES3710P.

BbikntounTb pa60Ty nepeKknu4YeHnA CyXxmx KOHTaAKTOB Npu oOT-
KAtoYeHUn 6noKa NUTaHuA.

alarms events sensors criti-
cal-temperature

no alarms events sensors crit-
ical-temperature

- / BbIK/IIOYEHO

BkAtoUUTL paboTy NepekntoueHUs CyXmx KOHTAKTOB NpuU npw-
BbILUEHWUMW KPUTUYECKOM TeMNepaTypbl Ha TeMNepaTypHbIX AaT-
YuMKax.

V TonbKo gna MES3710P.

BbIK/OUMTL PabOTy NEPEKIOYEHUA CYXMX KOHTAKTOB NpU Npu-
BbILEHMWN KPUTUYECKOW TeMMNepaTypbl Ha TeMNepaTypHbIX 4aT-
YMKax.
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alarms events poe usage-
threshold-exceeded

no alarms events poe usage-
threshold-exceeded

BbllWWEeHNA 6|op,)+<eTa MOLLHOCTHU.

- / BbIK/IlOYEHO V Tonbko gna MES3710P.

Bkatouuntb nepeKknyeHne Cyxmx KOHTaKTos no cobbITHIO npe-

NpYBbIWEHMA BI0KETA MOLLHOCTY.

BbIKNIOUNTb MepeKNtoYeHne CyXMX KOHTaKTOB MO cobbITUto

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica (QuanasoHa uHmepgelicos) Ethernet

Bug, 3anpoca KOMaHAHOM CTPOKM pexkmnma KoHduUrypauumn nHtepdeiica:

console (config-if)#

Tabnnua 143 — KomaHabl pexuma KoHpurypaumm nHtepoelica Ethernet n Port-channel, rpynnbi nutep-

deiicos

KomaHda

3HayeHue/3HayeHue
no yMmon4aHuo

Aeiicmeue

tus}

alarms events link-status {sta-

{status}]

no alarms events link-status

status: (up/down)

HUK onepaTMBHOrO cTaTyca MHTepdeica.

/ V TonbKo ana MES3710P.
- /BbIKOYEHO

BKkAtounTb paboTy nepekNoyeHna Cyxux KOHTAKTOB NpU U3MeHe-

HeHWW onepaTMBHOrO CTaTyca MHTepdeiica.

BbIkntounTh pa60Ty nepeKkntoYeHnAa CyxXxnux KOHTAaKToB Npu nime-

Kaxxpoe cooblieHrne nmeeT CBOI ypoBeHb BayKHOCTU. B Tabanue 144 npuseaeHbl TUMNbl COOBLLEHNA
B nopAaaKe ybbiBaHNA NX BaXKHOCTU.

Tabnuua 144 — Tunbl Ba*KHOCTN COOBLLLEHWUI

BaxcHocmo Tun eaxHocmu OnucaHue
coobweHuli coobweHuli

0 YpesBblyaliHble B cucteme npowusoluna Kputuyeckan owmnbka, cuctema moxKet pabotaTtb He-
(emergencies) npaBuabHO.
CurHanbl Tpesoru

1 (alerts) Heobxoanmo HemeaneHHOEe BMeLLaTeNIbCTBO B CUCTEMY.
Kputnueckue

2 - B cucTteme npounsolna KpuTnyeckas owmnbKa.
(critical)

3 OwwnbouHble (errors) B cucTteme npousowna owmbKa.
MpepynpexaeHnn

4 . MpepynpexxaeHue, HeaBapuiiHoe cooblueHue.
(warnings) peaynpexa : p u,
YBegomneHmsa "

5 . YBegomneHue cuctembl, HeaBapuimHoe coobuieHune.
(notifications)
NHPopmaLMOHHbIe

6 . ¢op .U’ NHpopmaLmoHHble cO0bLEHMA CUCTEMDI.
(informational)

7 OTnagouyHble OTnapoyHble coobLeHna, NpeaocTaBAAoT NoAb30BaTENO MHOPMALMIO ANA
(debugging) KOPPEKTHOM HAaCTPOIMKU CUCTEMDI.

[pumep Hacmpoliku logging-file:

Co3magum NoKanbHbI ¢aitn ¢ umeHem sll, Kyga 6yayT 3anncbiBaTbCA COBLITUA C Ba)KHOCTbIO OT
ypesBblYaiHbIX 40 MHHOPMALMOHHBIX.

console (config)# syslog file 1 slI
console (config) # logging-file file 1

Mpumep Hacmpoliku logging-server:
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YKaxem agpec syslog-cepsepa, Kyaa 6yayT oTnpasaATbCa cOObLEeHNA 0 COBbITUAX C BaXKHOCTbIO OT
ypesBblYalHbIX 40 MHPOPMALMOHHDIX.

console (config)# logging-server ipv4 192.168.1.1

KomaHObi pexcuma Privileged EXEC

Bua 3anpoca KomaHAHOM CTPOKM B pexxkume Privileged EXEC:

console#

Tabnunuya 145 — KomaHga pexuma Privileged EXEC ana npocmoTpa daiina *KypHana

3HayeHue/3Ha4yeHue »
KomaHoa / Aelicmeue
o ymon4aHuro
clear logs - YpanuTb Bce coobLeHMA U3 BHYTpeHHero bydepa.
show logging-file - OT106pa3nTb HaCTPOMKM JIOFMPOBAHUA B NOKa/IbHblE paitbl.

OTO6pPa3smnTb COCTOAHME XKYpPHaNa, aBapuitHble 1 0TaA04HbIE CO06-
LLLeHUsA, 3anNuncaHHble B paline.

show logging file file_name file_name: (1..3)

show logging-servers - OTO6pa3nTb HACTPOMKM ANA yaanEHHbIX logging-cepsepos.

show alarm [interface {giga- OT06pa3nTb MHPOPMALMIO O HACTPOIMKax aBapuii U TEKYLLME COCTO-
bitethernet gi_port | port-
channel group}]

gi_port: (1..8/0/1..48); AHUA.

group: (1..64) V Tonbko ana MES3710P.

4.19 3epkanupoBaHue (MOHUTOPUHI) NOPTOB

®YHKUMA 3epKaNMPOBaHUS MOPTOB MpeAHasHayYeHa AN KOHTPoas ceTeBoro TpaduKa nytem
MepecbiKM KOMuin BXOAALLMX U/UAM UCXOOALLMX MAKETOB C OAHOMO WM HECKOJIbKMX KOHTPO/MPYEMbIX
NopTOB Ha OANH KOHTPOUPYIOLWUIA NOPT.

BO3MOXHO 3epKanupoBaHue no6oro Konauuectsa UHTepdeiicoB. OTcyTcTBME noTepb
' rapaHTUpyeTCcs, ec/IM NPONYCKHasA cCNocob6HOCTb MHTepdeiica HasHaYeHUs He npesbiweHa. Mpu
MCNosib30BaHUM PU3NYECKUX NeTesIb HA KOMMYTaTope 3epKaMpoBaTbcA 6yaeT ToNbKO 04HA
Konua Kagpa (frame), ecnan 3amkHyTble MHTepdelicbl npuHaanexar ogHomy VLAN.

K KOHTpo/IMpyloLwemy NMOPTy MPUMEHSIOTCA CAeaytoLIMe OrpaHUYeHuns:

— TopT He MOKEeT 6bITb KOHTPOIMPYIOWMUM U KOHTPOIMPYEMbIM MOPTOM OAHOBPEMEHHO;
—  IP-uHTepdelic LoNKeH OTCYTCTBOBATL AJ1A 3TOTO NOpPTa;

K KOHTpO/IMpyeMbIM NOPTaM NPUMEHSAIOTCA Cleayolme orpaHuYeHnn:

— TopT He MOKeT BbITb KOHTPONPYIOWMUM U KOHTPOIMPYEMbIM NOPTOM OZLHOBPEMEHHO.

KomaHObI pexcuma 210b6anabHol KOHuU2ypayuu

Bupa 3anpoca KOMaHAHOM CTPOKM B perknme rnobanbHoM KoHOUIypaumm:

console (config) #
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Tabnmua 146 — KomaHabl pexkmma rnobanbHom KoHpurypaumm

KomaHoa

3HayeHue/3HayeHue
no ymon4aHuro

Aelicmeue

monitor session session_id
destination interface
[fastethernet fa_port |
gigabitethernet gi_port |
twopointfivegigabitethernet
two_port | tengigabitethernet
te_port]

no monitor session session_id
destination

fa_port: (1..8/0/1..24);
gi_port: (1..8/0/1..48);
two_port: (1..8/0/1..8);
te_port: (1..8/0/1..11);
session_id: (1..4)

YKasaTb 3epKannpyroLwuii nopT Ana BbiI6paHHOMN CeCCUU MOHUTO-
pwvHra.
DyHKLMUA MOHUTOPUHIa MOXKeT 6bITb HaCTpOeHa Ha YeTbl-
V PEX nopTax o4HOBPEMEHHO.

BbIKMIOUNTL QYHKLMIO MOHWTOPUHIA Ha HAcCTPaMBAaeMOM MWHTep-
delice.

monitor session session_id
destination remote vlan
vian_id

no monitor session session_id
destination remote vlan
vlan_id

vlan_id: (1..4094);
session_id: (1..4)

YKasaTb cny»KebHblit vlan gna 3epkanvpoBaHua TpaduKa C 3adaH-
Horo pedaekTop-nopTa AN BbibpaHHOM ceccum.
- remote vlan — cayxebHbii vlan ana sepkannposaHua TpaduKa

BbIKNHOUYNTL GYHKLMIO MOHUTOPMHIA Ha HAacTpPauBaeMoOM UHTEp-
delice.

monitor session session_id
source interface [fastethernet
fa_port | gigabitethernet
gi_port |
twopointfivegigabitethernet
two_port | tengigabitethernet
te_port | port-channel group]
[rx | tx | both]

no monitor session session_id
source interface [fastethernet
fa_port | gigabitethernet
gi_port |
twopointfivegigabitethernet
two_port | tengigabitethernet
te_port]

fa_port: (1..8/0/1..24);
gi_port: (1..8/0/1..48);
two_port: (1..8/0/1..8);
te_port: (1..8/0/1..11);
group: (1..64);
session_id: (1..4)

[06aBUTb yKa3aHHbIM 3epKannpyemblii NOpT 415 BbIOpaHHOM ceccum
MOHUTOPUHra.

- X — KOMMPOBaTb NaKeTbl, MPUHATbIE KOHTPOANPYEMbBIM NOPTOM;

- tX — KOonMpoBaTb NakeTbl, NepeaHHble KOHTPOJIPYEMbIM NMOPTOM;
- both — KonnpoBaTb Bce NakeTbl C KOHTPOAIMPYEMOTO NOPTA.

BbIKNOUNTL GYHKLMIO MOHUTOPUHTIA Ha HAacTPanBaemMoM UHTEP-
deiice.

monitor session session_id
source remote vlan vian_id

no monitor session session_id
source remote vlan vian_id

vlan_id: (1..4094);
session_id: (1..4)

YKazatb vlan, c KoToporo byaeT 3epkannposatbca TpaduK ¢ 3a4aH-
Horo pedneKkTop-nopTa Ans BblIbpaHHOM ceccuu. Mpu aTom cam vian
byaeT cHAT.

BbIKNOUNTL GYHKLMIO MOHUTOPUHIA Ha HAaCTPaMBaeMOM UHTEp-
deiice.

KomaHOowb! pexcuma EXEC

3anpoc KoMmaHAHOM CTpoKK B pexkume EXEC umeet cnegytowmii Bua;

console>

Tabnnua 147 — KomaHgpbl, AocTynHble B pexume EXEC

KomaHoa

3HayeHue/3Ha4yeHue
110 yMOAYAHUIO

Aelicmeue

show monitor session
session_id

session_id: (1..4)

BbiBECTM MHPOPMaALMIO MO CKOHPUIYPUPOBAHHOM CECCUU MOHMUTO-
pwHra.

[Mpumepbl 8bINOAHEHUA KOMAHO

console# configure terminal
console (config) # monitor session 2 destination interface gigabitethernet

1/0/1

BbIBECTU MHPOPMALMIO MO KOHTPOAMPYIOLWMM Y KOHTPROIMPYEMbIM NOPTaM.

console# show monitor session 2
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Mirroring is globally Enabled.
Session )

Source Ports

Rx : None

Tx : None

Both : None
Destination Ports : Gil/0/1
Session Status : Inactive

4.20 PYHKUMM ANATHOCTUKU PU3UYECKOTrO YPOBHA

CeTeBble KOMMYyTaTOpPbl COAEP*KaT annapaTHble M MNPOrpamMmHble CpeacTBa ANA AMArHOCTUKM
dusnyeckux nHTepdelncos U AMHMUN cBA3KN. B nepeyeHb TecTMpyeMbix NapamMeTpoB BXOAAT C/ieaytolme:

Ona anekTpnyecknx nHTepdencos:
— A/IMHa Kabens;

—  paccTosHWe A0 MeCTa HEMCMNPaBHOCTU — 06PbIBA UM 3aMblKaHKA.

Ona ontnueckmnx nHtepdencos 1G:
—  napameTpbl MUTAHUA — HaNPAXKEHUE U TOK;
—  BbIXOAHasA oNTMYeCcKaa MOLWHOCTb;
—  ONTUYECKana MOLLHOCTb Ha Npueme.

4.20.1 fljuazHocmuka medHoz0 Kabensa

KomaHOowbl pexcuma EXEC

3anpoc KomaHAHOM CTpoKKM B pexkume EXEC umeeT cnepytowmin BuA;

console#

Tabnnua 148 — KomaHapbl ANArHOCTUKM MeZIHOTo Kabens

3Ha4yeHue/3HayeHue
o yMmon4YaHur

KomaHoa Aeilicmeue

test cable-diagnostics BbINO/IHATL BUPTYanbHOE TECTUPOBaHMe Kabens Ans yKasaHHOro MH-
fastethernet fa_port | fa_port: (1..8/0/1..24); | Tepdeiica.

gigabitethernet gi_port | gi_port: (1..8/0/1..48);
twopointfivegigabitethernet two_port: (1..8/0/1..8);
two_port | tengigabitethernet | te_port: (1..8/0/1..11)
te_port]

/ Mpu nonyyeHun coobweHunsa 'Fail to get cable test result for port GiO/X. Status: 3'

peKkomeHayeTcAa nposBepuTb media-type uHTepdeiica u coctoAHue uHTepdeiica Ha
YyAaNeHHOo CTOpoHe.

4.20.2 3nekmponumaHue no auHuam Ethernet (PoE)
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Mogaenn KommyTtatopos MES2408CP, MES2408IP DC1, MES2408P, MES2408PL, MES2424P,
MES2428P, MES2448P, MES2410-08DP, MES2410-08DU, MES2420D-24DP, MES3708P, MES3710P noaaep-
YKMBAIOT 3N1E€KTPONUTAHNE YCTPOMCTB Mo MHMK Ethernet B cooTBeTcTBMM € pekomeHgaumamm IEEE 802.3af
(PoE) v IEEE 802.3at (PoE+). Tun pacnuHoBKu A.

’ Mpu nepesarpysKe ycTpoicTBa Ha MHTepdeiicax ¢ BbIKAloYeHHbIM POE BO3MOXKHa
2 KpaTKoBpeMeHHas nogaya NUTaHuA, Tak KaK 3anycKkaeTca NpoLuecc Cor1acoBaHUsA ero
nogaum.

KommyTtatopbl MES2408PL xapakTepusyoTca MeHbLINM B104KEeTOM MOLLIHOCTU, OTHOCUTENIbHO ApY-
rmx.

KomaHOb! pexcuma 2106aabHOU KOHU2ypayuu

Bug 3anpoca KOMaHAHOM CTPOKK B pexknume riobasbHOM KoHbUrypaumu:

console (config) #

Tabnunua 149 — KomaHabl pexkmma rnobanbHoi KoHdurypaumm

3HayeHue/ 3HayeHue »
KomaHoa Aelicmeue
10 yMon4aHuio
set poe enable BKNOUUTL 31eKTponuMTaHmMe no AanHuam Ethernet.
set poe disable BbIKNOUNTb 3n1eKTpOonNUTaHKWe No AMHuam Ethernet.

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica (QuanasoHa uHmepgelicos) Ethernet

Bunpg 3anpoca KOMaHAHOM CTPOKU perknMma KOHpUrypaumnm nHtepoeiica:

console (config-if) #

Tabnunua 150 —KomaHapl perknma KoHoburypaumm nHtepdeinca Ethernet

Komanda 3HayeHue/3HayeHue Neiicmeue
no ymoa4YaHuro
power inline auto Pa3pewntb paboTy npoTokona obHapy:KeHua POE-ycTpoiicTB Ha
/ NHTepderice 1 BKAOYAET NOAAYY SNEKTPONUTAHMA Ha UHTepdeic.
power inline never auto 3anpeTntb paboTy nNpoTokona obHapy»KeHua PoE-ycTpoicTB Ha
MHTepdeice N OTKAOYAET NOAAYY 3NEKTPONUTAHUA
power inline priority {critical | 3apaTb npuopuTeT nHTepdeiica POE npy ynpaBaeHUmM snekTponu-
high | low} TaHMeMm.
- critical — ycTaHaBAMBaeT HaMBbICWWIA NPUOPUTET INEKTPONMUTA-
Jlow HWA. DNEKTPONUTaHMEe MOPTOB C TaKUM NpuopuTeTom ByaeT npe-
KpalaTbCca B MOCNEAHIO ouvepeab NPWU Neperpyske CcUCTembl
PoE;
- high — ycTaHaBavBaeT BbICOKUI NPUOPUTET INEKTPONUTAHUA;
- low — ycTaHaBAMBaET HU3KUI NPUOPUTET INEKTPONUTAHUA.
power inline limit-mode {class Bbi6paTb perKMm OrpaHUYeHNs MOLLLHOCTH.
| user-defined wattage} - class — IMMUT MmaKkcmanbHoW NoTpebaemoit MOLWHOCTH onpe-
wattage: (200..31200) | AenAeTca KNaccom MOAKAOYAEMOro YCTPOWCTBa;
munnueatt/ class - user-defined — AMMUT MaKkcMManbHOM NOTPebAAEMOM MOLLHO-
CTW BbICTaBNAETCA BPYYHYIO, € warom 200 mBT.
no power inline limit-mode BbI6paTb pexkrMm Mo yMoYaHuio.

KomaHOb! pexcuma EXEC

3anpoc KoMmaHAHOM CTpoKK B pexkume EXEC umeet cnepytowmii Bua;

console#
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Tabnunuya 151 — KomaHabl pexkmma EXEC

KomaHda

3HayeHue/3Ha4yeHue
no ymon4aHuwo

Aelicmeue

show power inline
[gigabitethernet gi_port]

gi_port: (1..8/0/1..48)

OTO6pPa3nTb COCTOSAHME 3NIEKTPONUTAHUA UHTEPPENCOB, MOAAEPKU-
BalOLWKUX NUTAHME NO NnHUK POE.

show power detail

OT06pasunTb 06LLY0 MHPOPMALMIO NO COCTOAHUIO POE 1 cocTosHUIO
MCTOYHUKA.

show power inline
consumption

OTO6pa3snTb XapaKTEPUCTUKM NOTPEBNEHMA MOLWHOCTM, TOKa M
HanpsXeHus.

4.20.3 lpomokon UDLD

UDLD (Unidirectional Link Detection) — 3To NnpoTOKON BTOPOro YPOBHSA CO34aHHbIN ANA aBTOMaTUYe-
CKOro o6HapyeHusa NoTepU ABYXCTOPOHHEN KOMMYHMKALLMM Ha ONTUYECKUX IMHUAX CBA3MK.

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica (Ouana3oHa uHmepgelicos) Ethernet

Bupa 3anpoca KOMaHAHOM CTPOKM peXkMma KOHPUrypaumm nHtepoeliica:

console (config-if) #

Tabnmua 152 — KomaHabl pexkmma KoHpurypaumm nHtepoeiica Ethernet

KomaHoa

3Ha4yeHue/3HayeHue
no ymon4aHuro

Aelicmeue

ethernet-oam uni-directional
detection

no ethernet-oam uni-
directional detection

-/BbIK/OYEHO

Bkatountb ANArHOCTUKY COCTOAHUA ONTUYECKUI INHUIA.

BbiknounTb ANArHOCTUKY COCTOAHUA ONTUYECKUI INHUIA.

ethernet-oam uni-directional
detection aggressive

no ethernet-oam uni-
directional detection
aggressive

-/BbIK/OYEHO

BKAOUUTB arpeccuBHbIl pexkum, npu kotopom TLV oTnpasnseTca
B 06OM cnyyae, Aaxke eciv OHa He 6blaa NoslydyeHa oT yaaneH-
HOTO YCTPOWCTBA.

BbIKNOUNTL arpeccuBHbIM pexxum, npu Kotopom TLV oTnpasns-
etca B tobom cnyyae, farke ecnn oHa He Hblia nonyeHa ot yaa-
JIEHHOTO YCTPOMCTBA.

ethernet-oam uni-directional
detection discovery-time time

no ethernet-oam uni-
directional detection
discovery-time

time: (5..300)/5

BbicTaBUTH Taiimep, Mo KOTopomy ByaeT NpoucxoauTb onpeaene-
HMe TEeKYLLLEero COCTOAHUA INHKA.
YCTaHOBWUTb 3HAYEHME MO YMOYAHUIO.

ethernet-oam uni-directional
detection action {errdisable |
log}

no ethernet-oam uni-
directional detection action

-/log

BblbpaTb pexxnm paboTbl npoTokona UDLD.

- errdisable — nepegava TpaduKa 6A0KMpPYETCA NPU OTCYTCTBUM
npvema B 04HOM M3 HanNpaB/eHWl B KaHane;

- log — coobueHne o 610KMPOBKE NOABAAETCA B XKypHase.

YCTaHOBUTb 3HaYeHMe N0 YMONYAHWUIO.

KomaHObI pexcuma EXEC

3anpoc KomaHAHoOM cTPpoKK B pexkmume EXEC nmeeT cneayrowmin BuA;

console>
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Tabnunua 153 — KomaHapbl

pexkuma EXEC

KomaHoa

3HayeHue/3Ha4yeHue
no ymon4aHuro

Aelicmeue

show port ethernet-oam uni-
directional detection

OT06pasnTb COCTOAHME ONTUYECKOTO JINHKA.

4.20.4 fluaczHocMuKa onmu4yecKo20 mpaHcuesepa

q)YHKLI,Mﬂ ANArHOCTUKMN NOo3BOJIAET OUEHUTb TeKyuwee COCToOAHME ONTUYEeCKOro TpaHCUBEpPaA U

ONTUYECKOMN NUHUU CBA3MU.

Bo3moxKeH aBTOMaTUYECKWUi

KOHTPO/Ib COCTOAHUA JNIMHUI  cBA3MN.

[na 3toro KommyTaTop

nepuoamnyeckn onpawmsaeT MapameTpbl ONTUYECKUX MHTepdencoB M CpPaBHMBAET MX C NOPOroBbIMM
3HaYEeHNAMM, 334aHHbLIMW NPOU3BOAUTENAMM TpaHCMBEPOB. MpKu Bbixode NapameTpoB 3a AOMNYCTUMble
npegenbl KoMmyTaTop GopMUpPYeT NpeaynpexKaatoLme 1 aBapuiiHble COobLLEHMS.

KomaHOb1 pexcuma EXEC

3anpoc KOMaHAHOM CTPOKKM B pexkume EXEC umeet cnegytowmii Bua;

console#

Tabnvua 154 — KomaHabl ANAarHOCTUKM ONTUYECKOTO TPaHCUBepPa

KomaHoa

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

show fiber-ports
optical-transceiver [ {
fastethernet fa_port |
gigabitethernet gi_port |
twopointfivegigabitethernet
two_port | tengigabitethernet
te_port}]

OT06pasnTb pe3yabTaTbl ANArHOCTUKM ONTUYECKOTO TpaHcuBepa.

Tabnnuya 155 — MapameTpbl ANArHOCTUKM ONTUYECKOTO TpaHCcMBepa

Mapamemp 3HayeHue
Temp TemnepaTypa TpaHcuBepa.
Voltage HanpsarkeHue nuTaHMA TpaHcuBepa.
Current OTKNOHEHMe TOKa Ha nepegave.
Output Power BbIxoAHaA MOLLHOCTb Ha nepegaye (MBT).
Input Power BxogHas MOLWHOCTb Ha npueme (MBT).
LOS MNoTepsa curHana.

3Ha4yeHuA pPe3ynbTaTtoB ANAarHOCTUKHU:

N/A — HegoCTYNHO,

N/S — He noaaepunsaercs.

4.21 ®yHKuMmM obecneyeHnsa 6esonacHocTH

4.21.1 ®PyHKYyuu obecneyeHus 3auyumol Nopmos
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C uenbto noBsblweHns 6e30NacHOCTM B KOMMYTATOpe CYLLECTBYET BO3MOXHOCTb HAaCTPOUTb KaKoM-
6o MopT Tak, 4Tobbl AOCTYN K KOMMYTaTOpy 4yepes 3TOT NOPT NPeAoCTaBAANCA TO/IbKO 3af4aHHbIM
ycTpoiicTBam. OyHKLMA 3aLWMTbl NOPTOB OCHOBaHa Ha onpegeneHnn MAC-agpecos, KOTOPbIM paspeLlaeTcs
poctyn. MAC-agpeca MmoryT 6biTb HaCTPOEHbI BPYYHYIO MM M3ydYeHbl KOMMyTaTopom. Mocnie usydyeHusa
HeobxoaMMbIX afpecoB MOPT ciaedyeT 3ab/iOKMPOBATb, 3aWMTMB €ro OT MNOCTYN/EeHMA MaKeToB C
HeunsyyeHHbimM MAC-agpecamun. Takum obpasom, Koraa 3ab10KMPOBaHHbIN NOPT NosydaeT naket, U MAC-
aapec UCTOYHMKA NaKeTa He CBA3aH C 3TUM MOPTOM, aKTUBM3UPYETCA MEXaHM3M 3aLMTbl, B 3aBUCUMOCTU OT
KOTOPOro MoryT 6bITb MPUHATHI C/leaylolume Mepbl: HECAHKLMOHMPOBAHHbIE MaKeTbl, NOCTynatowme Ha
3a610KMPOBaAHHbIN MNOPT, NepecbinatoTca, 0T6pachIiBalOTCA, MO0 Ke NopPT, NPUHABLLMIA NAKeT, OTKoYaeTcs.
dyHKumna 6esonacHoctn Locked Port no3BondeT COXpaHUTb CAMCOK M3y4deHHbIx MAC-agpecoB B daine
KOHOUIrypauum, Takum ob6pas3om, 3TOT CIMCOK MOXKHO BOCCTAaHOBUTbL NOC/E Nepe3arpyskun ycTpoicTaa.

/ CyuwiecTByeT orpaHuMyeHue Ha Koandectso MAC-agpecoB, KOTOPOe MOXKET U3YUUTb NOPT, UC-
NoNb3yoLWnii GYHKLMUIO 3aLLUTDbI.

KomaHObI pexcuma KoHgu2ypauuu uHmepgpelica (QuanaszoHa uHmepgelicos) Ethernet, uHmep-
gelica epynnel nopmos

Buga 3anpoca KOMaHAHON CTPOKU B pexnme KoHourypauum uHtepdelica Ethernet, nHtepdeiica
rpynnbl NOPTOB:

console (config-if) #

Tabnunua 156 — KomaHabl pexkmma KoHpurypauum untepdeiica Ethernet, rpynnsl uHtepdelicos

3HavyeHue/3Ha4yeHue .
KomaHda / Aelicmeue
no ymoa4aHuro
switchport port-security ena- BkntounTb GyHKLMIO 3aWmThl Ha MHTepdeice. BaokupyeT dyHK-
ble LMIO M3YYEHMA HOBbIX aZpecoB ana nHtepoeiica. MakeTbl ¢ He-
-/BbIKAOYEHO n3yyeHHbIMM MAC-agpecamm CTOYHMKA OTOPACHIBAIOTCA.
no switchport port-security en- OTKNOUYNTL PYHKLMIO 3aLUNTbI HA HTepdelice.
able
switchport port-security mac- 3af4aTb MaKCMManbHOE KONMYECTBO afpecoB, KOTOPOe MOMKET
limit N3y4uTb MOPT.
1. Ans kommyTaTtopos MES1400/MES2408/MES2428/MES3708P;
1.(0..8192)/8192; .
2. Ona kommyTatopos MES2424/MES2410;
2.(1..16384)/16384; 3. 115 KOMMYTaTOpPOB
3.(0..32768)/32768 | \1E52448/MES3400/MES3710P/MES2411X.
no switchport port-security YCTaHOBWTb 3HaYEHME N0 YMOYAHMIO.
mac-limit
switchport port-security mode 3a4aTb peXxum orpaHuyeHms nydeHna MAC-agpecos A4na HacTpa-
{max-addresses | lock | se- mBaemoro nHTepdeiica.
cure-delete-on-reset | secure- - max-addresses — yganser Tekylwme AUHAMUYECKU U3yyeHHble
permanent} afpeca, cBasaHHble ¢ nHTepdeiicom. PaspelueHo U3ydeHne Mak-

CMMasIbHOrO KO/IMYEeCTBa aApecos Ha nopTy. [loBTopHOe n3ydeHne
W CTapeHue paspeLleHbl.

- lock — coxpaHseT B dpaiin Tekywme AMHAMUYECKN U3YYEHHbIe aj-
peca, cBA3aHHble C MHTepdeincom u 3anpeLiaet obydeHne HoBbIM
afpecam v CTapeHme yKe U3yYeHHbIX agpecos.

-/lock - secure-delete-on-reset — yganaer Tekywme gMHaMUYECKU U3Y-
YeHHble agpeca, CBA3aHHble C MHTepdelicom. PaspelleHo m3yye-
HMe MaKCMManbHOro KoAMYecTsa aApecos Ha nopTty. MosTopHoe
M3yyeHue 1 CTapeHue 3anpeLleHbl. Agpeca CoOXpaHaloTca 40 nepe-
3arpysku.

- secure-permanent — yaanfeT TeKyliMe AMHAMUYECKU WU3y4yeH-
Hble agpeca, CBA3aHHble C MHTepdelicom. PaspelueHo U3ydeHune
MaKCMMaIbHOro KOAMYecTsa agpecos Ha nopTy. MosTopHoe n3y-
YyeHue U cTapeHue 3anpelueHbl. Agpeca COXpaHATCA Npu nepe-
3arpyske.
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no switchport port-security YCTaHOBWUTb 3HA4YEHUE NO YMOJTHAHMUIO.

mode

switchport port-security viola- 3a4aTb peXXUM pearmpoBaHua Npu HapyLweHnn 6e3onacHocTU.
tion [restrict | protect | dis- - restrict — B JaHHOM peXkume Npu HapyLweHnn 6e30nacHoOCTM OT-
card-shutdown] npasnsetcsa SYSLOG-coobueHune Ha SYSLOG-cepsep.

- protect — B 4aHHOM peKMMe OMOBELLEHWNA O HapylleHun bes-
OnacHocTU HeT. Bknwouyaetr nepexsat MAC-agpecos, KoTopble

-/restrict LOMKHbI 6bITb 0TOpOLLEeHbl, Ha CPU, nocne yero MAC-agpeca no-
MeYatoTCcA Kak 3abNIoKMpoBaHHbIE M OTOPACbIBAOTCA B TeYeHUMU
aging-time;

- discard-shutdown — B gaHHOM pexKume Kagpbl C HEU3yYeHHbI-
My MAC-agpecaMu UCTOYHMKA OTOPacbIBAOTCA, NOPT OTKAKOYA-
eTca.

4.21.2 Konmpone npomokona DHCP u onyusa 82

DHCP (Dynamic Host Configuration Protocol) — ceTeBoil NMPOTOKO/, MO3BOAAIOWMIA KANEHTY MO
3anpocy nony4atb IP-aapec 1 apyrue Tpebyemble napameTpbl, Heobxoammble ana pabotobl B cetn TCP/IP.

MpoTtokon DHCP moeT Mcnonb3oBaTbCA 3/10YMbILWAEHHUKAMM 1A COBEPLUEHUA aTaK Ha YCTPOWCTBO,
KaK CO CTOPOHbl KaueHTa, 3acTaBnAa DHCP-cepBep BbiaaTb BCe AOCTYMHble afpeca, Tak U CO CTOPOHbI
cepBepa, NyTem ero nogmeHbl. MporpammHoe obecneyeHne KOMMyTaTopa NO3BOAAET 06eCNeYnTb 3aLUnUTY
YCTPOMCTBA OT aTak C UCnosib3oBaHMem npoTokosa DHCP, ana yero npumeHsaeTca QyHKUMA KOHTpOAA
npotokona DHCP — DHCP snooping.

YcTpoicTBO cnocobHO oTcnexusate nosasneHne DHCP-cepsepoB B CeTW, paspelan  MXx
MCNo/Ib30BaHME TOMbKO Ha «O0BEPEHHbIX» UHTepdelcax, a TakKe KOHTPO/MPOBaATb AOCTYN KAMEHTOB K
DHCP-cepBepam no Tabauue cooTBETCTBUMNA.

Onuus 82 npotokona DHCP (option 82) ucnonbsyetca ana Toro, 4tobbl NnponHpopmmnposats DHCP-
cepBep 0 ToM, OT Kakoro DHCP-peTpaHcnaTopa (Relay Agent) u yepes Kakol ero nopt 6611 Noy4YeH 3anpoc.
MpumeHseTca oS YyCTaHOBAEHUS COOTBETCTBMI IP-agpecoB M NOPTOB KOMMYTATOPA, @ TaKKe AN 3aLnThbI
OT aTak C ucnonb3oBaHMem npoTtokona DHCP. Onums 82 npeactasnsaetr cobot AOMNOAHUTENbHYIO
MHbOPMaUMIO (MMA yCTPOKMCTBa, HOMepP MnopTa), AobaBnseMylo KOMMYTAaTOPOM, KOTopbl paboTaeT B
perknme DHCP Relay areHTa, B Buge DHCP-3anpoca, NnpuHATOro ot KAneHTa. Ha ocHOBaHWM JaHHOM onuuuy,
DHCP-cepBep Bblaenser IP-agpec (guanasoH IP-agpecoB) u apyrve napameTpbl NMOPTY KOMMYyTaTopa.
Monyuns Heobxogumble pgaHHble oT cepBepa, DHCP Relay areHT BbiaenseT IP-agpec KAMEHTY, a TaKxkKe
nepefaer emy Apyrne Heobxoanmble NapameTpbl.

Tabnunuya 157 — dopmat noneit onuymm 82

Mone lMepedasaemas uHgpopmayus

Mmsa xocTa ycTpoicTea.

cTpoka Buaa eth <stacked/slotid/interfaceid>:<vlan>

MocneaHuii 6aiTt — Homep NOpPTa, K KOTOPOMY NOAK/YEHO YCTPOUCTBO, OTNpaBaaAloLee
dhcp-3anpoc.

Circuit ID

Enterprise number — 0089c1

D
Remote agent | MAC-agpec ycTponcTsa.

’ . [Ana KoppeKTHoii pa6oTtbl ¢pyHKuumM DHCP Snooping Bce ucnonbayembie DHCP-cepBepbl

N BOMKHbI ObITb NOAKAKOYEHbl K «AO0BEPEHHbIM» MOPTaM KommyTtaTtopa. Ans aobasneHus
nopTa B CNUCOK «A,0BepPeHHbIX» UCNONb3YIOTCA KOMaHAbl port-security-state trusted, set port-
role uplink B pexxume KoHdurypaumm uHtepdeica. Ana obecneyeHna 6e3onacHocTu Bce
OCTaJ/IbHble NOPTbl KOMMYTATOPa A,0/3KHbI 6bITb «HeA0BEPEeHHbIMUY.

KomaHObI pexcuma 210b6aab6Hol KOHGuU2ypayuu

Bua 3anpoca KOMaHAHOM CTPOKU perknma rnobanbHoOM KOHGUIypauum:
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console (config) #

Tabnunuya 158 — KomaHabl pexkmma rnobanbHoi KoHUrypaumm

KomaHda

3HayeHue/3HayeHue
no ymon4aHuo

Aelicmeue

ip {dhcp| dhcpv6} snooping

no ip {dhcp| dhcpv6}
snooping

-/BbIK/IIOYEHO

PaspewmnTb KOMMYTaTOpPYy KOHTPOAIMPOBaHMe npoTokosna DHCP.

3anpeTnTb KOMMYTATOPY KOHTPOAMpPOBaHUe npoTtokona DHCP.

ip {dhcp| dhcpv6} snooping
vlan vian_id

no ip {dhcp| dhcpv6}
snooping vlan vian_id

vlan_id:
(1..4094)/BbIKNtO4EHO

Pa3pewuntb KOHTpOAMpoBaHue npotokona DHCP B npegenax yka-
3aHHoro VLAN.

3anpeTnTb KOHTpPoAMpoBaHMe npoTokona DHCP B npeaenax yka-
3aHHoro VLAN.

ip dhcp snooping verify mac-
address

no ip dhcp snooping verify
mac-address

-/BKIOYEHO

BKkntounTb BepuopmrKkaymo MAC-agpeca knmeHta u MAC-agpeca mc-
TOYHMKa, NnpuHATOro 8 DHCP-nakeTe Ha «HeA0BEPEHHbIX» NOPTaXx.

Bbikntountb Bepudukaumio MAC-agpeca kaneHta u MAC-agpeca
MCTOYHMKA, NpuHATOoro B DHCP-nakeTe Ha «Heg0BepeHHbIX» nop-
Tax.

ip dhcp snooping information
option allowed-untrusted

no ip dhcp snooping
information option allowed-

No YMOAYaHUIO Npuem
DHCP-nakeToB ¢
onuueit 82 ot
«HEeHaAEeXKHbIX» NOPTOB

Paspewntb npuHumate DHCP-nakeTbl ¢ onuuelt 82 oT «HeHaAEeXK-
HbIX» NOPTOB.

3anpetntb NpuHMUMaTb DHCP-nakeTbl ¢ onumelt 82 oT KHEHAAEX-
HbIX» NOPTOB.

bitethernet te_port | port-
channel po} [gateway gw_ad-
dress])

no ip source binding
{client_mac} {vlan vian_id}
{interface gigabitethernet
gi_port | tengigabitethernet
te_port | port-channel po}

aa:bb:cc:dd:ee:ff;
vlan_id: 1..4094;
gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..4);
po: 1..64;
gw_address: A.B.C.D

untrusted 3anpetLeH
ip binding port-down action OnpenenvTb peakumo KOMMyTaTopa Ha NageHue nHtepdeiica:
{clear|retain} Jretain - retain — coxpaHaeT 3anuncu B Tabmue Npy NageHuu.
- clear — ypanseT Bce AMHaMMYECKMe 3aNnUCK, CO34aHHble ANA
ynasuwero nHtepdelica.
ip source binding {client_mac} [06aBUTb CTAaTUUECKYHO 3aNUCb MU U3SMEHWUTb TUM 3anucK ¢ au-
{vlan vlan_id} {interface giga- HaMUWYECKOro Ha CTaTUYECKUI B TabaunLe COOTBETCTBMA KOHTPOA
bitethernet gi_port | tengiga- client_mac: npoTtokona DHCP.

YaanuTb 3anmcb U3 Tabanupl COOTBETCTBUA KOHTPOAA NPOTOKOANa
DHCP.

KomaHObi pexcuma Privileged EXEC

Buz 3anpoca KomaHAHOM CTPOKM pexxnma Privileged EXEC:

console#

Tabnunua 159 — KomaHabl pexkuma Privileged EXEC

KomaHda

3Ha4yeHue/3HayeHue
no ymon4aHuwo

Aeilicmeue

show ip {dhcp | dhcpv6}
snooping

Oto6pasunTb cooTseTcTBMA U3 daiina (6asbl) KOHTPOAA NPOTOKONA
DHCP.

show ip dhcp snooping global

OT06pasunTb rnobanbHyto HacTpolkiky DHCP Snooping.

show {ip | ipv6} binding

Moka3aTb Bce cooTBETCTBUA U3 daiina (6asbl) KOHTPONA NPOTOKONA
DHCP.

clear {ipv4 | ipv6} binding
[mac_addr vian_id]

vlan_id: (1..4094)

Ounctutb cootBeTcTBMA U3 dalina (6asbl) KOHTPOA NPOTOKONA
DHCP.
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KomaHObI pexcuma KoHduaypauuu uHmepgpelica (duanaszoHa uHmepgelicos) Ethernet, uHmep-

¢helica 2pynnbl nopmos

Bua 3anpoca KOMaHAHOW CTPOKU B pexume KoHourypaumm mHtepdeinca Ethernet, nntepdeitca

rpynnbl NOPTOB:

console (config-if)#

Tabnnua 160 — KomaHabl pexkuma KoHpurypaumum nntepdelica Ethernet, rpynnbl nHtepdelicos

KomaHoa

3Ha4yeHue/3HayeHue
no ymon4aHuro

Aelicmeue

ip binding limit /imit

no ip binding limit

limit (0..1024)

BKAOYMTb OorpaHnyeHme Konnyectsa DHCP-KAneHToB Ha nopry.

BbIkntounTb orpaHnyeHme konmdectsa DHCP-kaneHToB Ha
nopTy.

YcTaHOBNeHHOe orpaHuMyeHne no Koaudectsy DHCP-kaneHTOB 6yaer pacnpocTpaHATbeA
TONIbKO Ha HOBble 3anucu. PeKomeHayeTcA nepep, HaCTPOMKOM OrpaHUYEHUA OUYUCTUTD
Tabauuy Knnentos DHCP snooping.

4.21.3 DSLAM Controller Solution (DCS)

C nomoublo AaHHON (YHKUMM HACTPaMBaloTCA 3HauyeHuA UAeHTUPUMKATOpPOB UHTepdenca wu
peTpaHcaaTopa npu KoHourypuposaHmum DHCP snooping, DHCPv6 snooping n PPPoE Intermediate Agent.
Circuit-id — naeHtudukatop mHTepdelica, ¢ KoToporo npuwen 3anpoc, remote-id — naeHTMdPUKaTop
peTpaHCcAATOpPa, C KOTOPOro NpuLen 3anpoc.

Mpu BKAtoYeHUN GYHKLUMM Ha UHTepdelice circuit-id n remote-id 6yayT BcTaBaAaTbeA Bo Bcex VLAN, Ha
KoTopbix BKAoueH DHCPv4/v6 snooping, DHCP Relay, PPPoE-IA. Mpu BKkAtouyeHum B VLAN circuit-id u remote-
id 6yayT BcTaBNATbLCA TONbKO B AaHHOM VLAN Ha Bcex MHTepdeicax.

KomaHObI pexcuma 2a06ana6Hol KoOHguU2ypayuu

BunAa 3anpoca KoMaHAHOM CTPOKM pexxnma rnobanbHoM KoOHbUrypaumm:

console (config) #

Tabnnuya 161 — KomaHgb! pexuma rnobanbHoin KoHduUrypaumm

KomaHoa

3HayeHue/3Ha4yeHue
110 yMOAYAHUIO

Aelicmeue

dcs information option [dhcp |
dhcpvé | pppoe-ia | dhcp-
relay] enable

dcs information option [dhcp |
dhcpv6 | pppoe-ia] disable

-/BbIK/IOYEHO

BkatounTb obasneHue circuit-id + remote-id ans scex onuuii (T.e.
dhcp | dhcpv6 | pppoe-ia | dhcp-relay) anbo 3agaTb KOHKPETHbBIN
NPOTOKOAN AN BCTAaBKM remote-id u circuit-id.

BbIKntounTb Aob6aBneHue remote-id u circuit-id.

dcs agent-circuit-id user-
defined {dhcp | dhcpvé |
pppoe-ia | dhcp-relay}
identifier [hex]

no dcs agent-circuit-id user-
defined {dhcp | dhcpvé |
pppoe-ia | dhcp-relay}

identifier (1..63)
cmB0108/WwabIoH
%h%i%v

YcTaHoBUT circuit-id B popmaTe cBOOOAHON CTPOKU, OonpeseneH-
HOW nonb3oBaTenem. Bo3amoXHO ncnonb3osaHue WwabaoHOB.
- hex — nponsBoabHasa cTpoka B HEX-popmare.

YCTaHOBUTb 3HaYeHME N0 YMONHYAHWUIO.
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dcs agent-circuit-id format-
type {dhcp | dhcpv6 | pppoe-
ia | dhcp-relay} [identifier-
string] identifier option format
[delimiter delimiter]

HacTpowuTs circuit-id cornacHo pekomeHgaumam TR-101.
NpeHTndukatop:

- identifier — nponssonbHan cTpoka 6e3 wabnoHos.
dopmar:

- pv—Homep nopta u VLAN;

- Sp — HOMep €N0Ta M NopTa;

- SV — Homep cnoTta un VLAN;

- SpV — HoMep cnoTa, nopta un VLAN.

Pasgenutenu:
identifier (1..48) -comma-—"“";
cumeonos/dopmart spy, | - dot—"“";
pasgenutens std, - hash — “#”;
identifier NULL - semi-colon — “;”;

-slash—“/";

- space—"“";

- std — “slot:port/vlan”.

V' HauuHasa c Bepcumn 10.4.2, cnot umeet popmat Homep
IOHUTA, C/IOT.

no dcs agent-circuit-id format- YCTaHOBWTb 3HaYeHME NO YMOYAHUIO.
type {dhcp | dhcpvé6 | pppoe-
ia | dhcp-relay}
dcs agent-circuit-id suboption- YcTaHoBUTbL popmar circuit-id.
type {dhcpv4a | dhcpvé | dopmartbl:
pppoe-ia | dhcp4-relay} {tr- - tr-101 — no6asneHue circuit-id B dopmaTe cornacHo pekomeHaa-
101 | user-defined} [binary] umam TR-101
[add-subtypes] - user-defined — nobasnerue circuit-id 8 ¢dopmate csobopHoM

CTPOKM C BO3MOXKHOCTbIO MCMO/Ib30BaHMA LWABNOHOB.

JononHutenbHble napameTpbl:

- binary — gaHHbIY NapameTp yKasbIBaeT, YTO YMC/IOBbIE LWABIOHbI

_Jtr-101 b6yayT npeobpasosaHbl B popmat HEX.

no dcs agent-circuit-id
suboption-type {dhcpv4 |
dhcpv6 | pppoe-ia | dhcpa-
relay}

- add-subtypes — faHHbI NapameTp yKasblBaeT, YTo B UAEHTUDU-
KaTop 6yget nobasneH JONONHUTENbHbIA NoaTUN (2x-6ailToBbIN
ana DHCPv4 n PPPoE u 4x-6aiiToBbii gns DHCPvV6), B KoTopom
onpepgensetca ¢opmat cTpokm (ASCII-0x01, HEX-0x00) u gavHa
naeHtndukartopa.

YCTaHOBUTb 3HaYeHue no YMO4YaHUIO.

dcs remote-agent-id user-
defined {dhcp | dhcpvé |
pppoe-ia | dhcp-relay}
identifer [hex]

no dcs remote-agent-id user-
defined {dhcp | dhcpvé |
pppoe-ia | dhcp-relay}

identifer (1..63)
cMmBO0B/1WAaBA0H %M

YcTaHoBUTL remote-id B popmaTte cBO6OAHOM CTPOKMU, onpesenén-
HOW nosib3oBaTesieM. Bo3amoxHO ucnonb3oBaHue WwabnoHos..
- hex — npousBonbHas cTpoka B HEX-dpopmarTe.

YCTaHOBUTb 3HaYeHMe MO YMOJIHaHUIO.

dcs remote-agent-id
suboption-type {dhcpv4 |
dhcpv6 | pppoe-ia | dhcp4-
relay} user-defined [binary]
[add-subtypes]

no dcs remote-agent-id
suboption-type {dhcpv4 |
dhcpv6 | pppoe-ia | dhcp4-
relay}

-/user-defined

YcTaHoBUTbL popmat remote-id

dopmartsl:

- user-defined — go6asneHne remote-id 8 popmate cBoboAHOM
CTPOKM C BO3MOXKHOCTbIO UCMO/1Ib30BaHMA LWABNOHOB.
JononHutenbHble napameTpbl:

- binary — faHHbIM napameTp yKasbIBAET, YTO YNCNOBbIE LWABAOHDI
6yayT npeobpasosaHbl B popmat HEX.

- add-subtypes — faHHbI NapamMeTp yKasbiBaeT, YTO B UAEHTUDU-
KaTop 6yaet AobaBneH AONOAHUTENbHbLIA NoATUN (2x-6aiToBbIN
ana DHCPv4 n PPPoE n 4x-6aiitosbit ans DHCPv6), B KoTopom
onpegensetca ¢opmat cTpokmn (ASCII-0x01, HEX-0x00) u gavHa
naeHTudumkaTopa.

YCTaHOBUTb 3HaYeHMe Mo YMOJIHAHUIO.
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Tabnunua 162 — LLlabnoHbI, 4OCTYNHbIE AN HAacTpoiku user-defined naeHtTudmkaTopos

LWa6noH OnucaHue
%a IP-agpec. [JaHHbIM WabaoH MoXKeT bbITb NpeobpasoBaH B popmaT HEX. ECTb BO3MOXKHOCTb yKa3aTb HOMe
p peobp p Yl p

VLAN c IP-agpecom (Hanpumep, VLAN 2: %a2).

%h Mmsa ycTpoiicTsa.

%p KopoTkoe ums nopTta, Hanpumep, gil/0/1.

%P [nvHHoe uma nopTa, Hanpumep, gigabitethernet 1/0/1.

%t Tun nopta, Hanpumep, gigabitethernet.

%n Homep nopTta Ha nvueBol NnaHenu. [aHHbili wabnoH moxeT 6biTb NpeobpasoBaH B popmaT HEX.

%m MAC-agpec nopta B popmate H-H-H-H-H-H-H. JaHHbI wabnoH moxKeT 6biTb NpeobpasosaH B popmat HEX.

%M MAC-agpec cuctembl B popmate H-H-H-H-H-H-H. JaHHbIi WwabaoH moxKHO npeobpasosaTtb B popmat HEX.

%u Homep toHuTa. JaHHbIM WwWabaoH MoXeT 6biTb Npeobpa3osaH B popmaT HEX.

%S5 Homep cnota. aHHbIN WwabnoH moxeT 6bITb NpeobpasosaH B dopmat HEX.

%i ifindex nopta. JaHHbIl wWabnoH moxeT bbiTb NpeobpasosaH B popmat HEX.

%cC MAC-agpec aboHeHTcKoro yctponctea B popmate H-H-H-H-H-H-H. JaHHbil wabnoH moxkeT 6biTb Npeobpa-
30BaH B popmat HEX.

%V NaeHTndumkaTop VLAN. [aHHbil wabnoH moxeT bbiTb NpeobpasosaH B popmat HEX.

KomaHObI pexcuma KoHguypayuu uHmepageltica Ethernet

Bupg, 3anpoca KOMaHAHOM CTPOKM B pexkmMme KoHdurypauumn nHtepdeiica Ethernet:

console (config-if) #

Tabauua 163 — KomaHabl pexkuma KoHourypaumm nHtepoeica Ethernet

KomaHoa

3HayeHue/3HayeHue

Aelicmeue
1o yMmon4aHuo

dcs agent-circuit-identifer YcTaHoBUTb circuit-id B popmate cBobOAHONM CTPOKM, onpese-
circuit_id [hex]

NEéHHOM Nnonb3oBaTenem. BoamoXKHO Mcnonb3oBaHue WabnoHoB..

circuit_id: (1..63 . N
—id: ( ) [aHHasA HacTpoWKa MMeeT NPUMOPUTET Nepes aHaA0rM4YHOM rio-

remote_id [hex]

CMMB%h?):i{:\JIa%OH H6anbHOW HacTpoikon popmara circuit-id.
- hex — nponssosbHasa cTpoka B HEX-dopmare.
no dcs agent-circuit-identifer YCTaHOBUTb 3HAYEHUA MO YMOHYaHUIO.
dcs remote-agent-identifier YcTaHoBWTbL remote-id B popmaTte cBoboaHOM CTPOKM, onpesae-

NéHHoW nonb3oBaTesem. Bo3MOXKHO Mcnoib3oBaHMe WabaoHoB.
remote_id: (1..63) [aHHaA HacTpoWKa UMeEeT NPUOPUTET Nepes aHalorM4YHol ro-

cmmBonos/wabnoH %m 6anbHOW HacTpoKkon popmaTa remote-id.

- hex — nponssonbHasa cTpoka B HEX-popmare.

no dcs remote-agent-identifier YCTaHOBUTb 3HAYEHME MO YMONYAHUIO.
dcs information option {dhcp | BkntoumTb gobasneHue circuit-id + remote-id ana KOHKpPeTHoOro
dhcpvé | pppoe-ia | dhcp- npoTokona.
relay} enable

-/BbIKNOYEHO V BcraBKa circuit-id/remote-id gonkHa 6bITb OTKAIOYEHA

rnobanbHo.

dcs information option {dhcp | BbIkntounTb fobasneHne remote-id 1 circuit-id ona KOHKpeETHOro
dhcpv6 | pppoe-ia} disable npoToKona.

KomaHObI pexcuma KoHguaypayuu uHmepaelica L2Vian

Bug, 3anpoca KOMaHAHOW CTPOKM:

console (config-vlan) #
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Tabnunua 164 — KomaHabl pexxmma KoHpurypauum nHtepdeiica L2Vian

Komanda 3HayeHue/3HayeHue no Leiicmeue
YMOMYAHUIO
dcs information option {dhcp | BKntounTb gobasneHue circuit-id + remote-id ana KoHKpeT-
dhcpv6 | pppoe-ia | dhcp- HOro NpPOTOKONa
relay} enable
-/BbIKIOYEHO V BcraBKa circuit-id/remote-id gonxHa 6biTb OT-
KntouyeHa rnobanbHo.
dcs information option {dhcp | BblkntounTh AobaBneHune remote-id u circuit-id gna KoH-
dhcpv6 | pppoe-ia} disable KpPEeTHOro NpoToKoa.
KomaHOosi pexcuma Privileged EXEC

Bua 3anpoca KomaHAHOM CTPOKM pexknma Privileged EXEC:

console#

Tabnunuya 165 — KomaHab! pexmma Privileged EXEC

Komanda 3Ha4yeHue/3HayeHue Neiicmeue
no ymoa4aHuro
show dcs-port-config OTO6pPa3nTb TEKYLLYIO KOHOUTYpaLMO AEHTUHUKATOPOB remote-
[interface fastethernet fa_port fa_port: (1..8/0/1..24); | id u circuit-id gna natepdeircos.
| gigabitethernet gi_port | gi_port: (1..8/0/1..48);
twopointfivegigabitethernet two_port: (1..8/0/1..8);
two_port | tengigabitethernet te_port: (1..8/0/1..11)
te_port] vlan_id: (1..4094)
[vlan vian_id]
show dcs-global-config i OT06pa3unTb rnobanbHyto KoHUrypauuio naeHTuduKkaTopa circuit-
id.

Mpumep Hactpoitkn DHCP Snooping Bo VLAN10 c HacTpoiikoi DCS-onuuin Ha uHTepdelice
Gigabitethernet 1/0/13.

console (config) # interface gigabitethernet 1/0/10

console (config-if) # port-security-state trusted

console (config-if) # set port-role uplink

console (config-if) # switchport mode trunk

console (config-if) # exit

console (config) # ip dhcp snooping

console (config) # wvlan 10

console (config-vlan)# ip dhcp snooping

console (config) # interface gigabitethernet 1/0/13

console (config-if) # switchport general allowed vlan add 10 untagged
console (config-if) # switchport general pvid 10

console (config-if) # dcs remote-agent-identifier enable
console (config-if)# decs agent-circuit-identifier "8v $p &h"
console (config-if) # decs remote-agent-identifier "3M"

Mpumep HacTponkm DHCP Snooping Bo VLAN10 c HacTponkoi DCS-onumit ana scex uHTepdelicos B
dopmate HEX.

console (config)# !

console (config) # interface gigabitethernet 1/0/10
console (config-if) # port-security-state trusted
console (config-if) # set port-role uplink
console (config-if)

console (config-if)

switchport mode trunk
exit

#
#
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console (config) # ip dhcp snooping

console (config) # dcs remote-agent-id suboption-type dhcpv4 user-defined binary
console (config)# dcs agent-circuit-id suboption-type dhcpv4 user-defined binary
console (config)# dcs agent-circuit-id user-defined "3%idv"

console (config)# dcs remote-agent-id user-defined "3M"

console (config)# !

console (config) # vlan 10

console (config-vlan)# ip dhcp snooping

console (config-vlan)# !

console (config) # interface gigabitethernet 1/0/13

console (config-if) # switchport general allowed vlan add 10 untagged

console (config-if) # switchport general pvid 10

4.21.4 3awuma IP-adpeca Knuedma (IP Source Guard)

®yHKUMA 3awWmThI IP-aapeca (IP Source Guard) npeaHasHadeHa ans dunbTpauumn Tpaduka, NPUHATOrO
C uHTepdelica, Ha ocHoBaHWKM Tabnuubl cooTeBeTcTBMii DHCP snooping M cTaTUYeckux cooTseTcTBuid IP
Source Guard. Takum obpasom, IP Source Guard nossonset bopoTbcs ¢ noameHon IP-agpecos B nakeTax.

/ MocKkonbKy PyHKLUMA KOHTPOANA 3awuTbl IP-agpeca ucnonbsyet 1abaunubl COOTBETCTBUN
DHCP snooping, umeeTt CMbIC/1 UCNO/Ib30BaTb AaHHYI0 PYHKUUIO, NpeaBapUTe/IbHO
HacTpous u Bkatouns DHCP snooping.

KomaHObI pexcuma KoHguypayuu uHmepagetica Ethernet

BuAa 3anpoca KOMaHAHOM CTPOKM:

console (config-if) #

Tabnnuya 166 — KomaHgb! pexkuma KoHdpurypaumm nntepoeiica Ethernet

3HayeHue/3HayeHue no »
KomaHoa P Aelicmeue
{ip | ipv6} verify source port- BKAouMTb OYHKUMIO 3awuTbl IP-uHTepdeiica pnn
security nopta. Mocne BKAOYEHMA Ha HTepdelice Bce 3anmcK
8 Tabnuue IP Binding yctaHasameatotcs 8 TCAM B Ka-
-/BbiknoeHO yecTBe paspeLlatoLLero npasuna.
no {ip | ipv6} verify source KomaHga ypansaet 3anucn n3 TCAM u oTKAKOYaeT oT-
port-security 6pacbiBaHMe |P-nakeToB Ha NOPTY
{ip | ipv6} verify source port- OTkAounTL Nposepky VLAN-3arosioBKka B nMpuvHUMae-
security ignore-vlan MbIX nakeTtax gas IP Source Guard.
no {ip | ipv6} verify source “/Beiknioero BepHyTb nposepKy VLAN-3aronoBKa B NpMHUMaeMbIx
port-security ignore-vlan nakertax gns IP Source Guard.

KomaHObI pexcuma KoHguaypayuu uHmepaelica L2Vian

BuAa 3anpoca KOMaHAHOWM CTPOKMU:
console (config-vlan) #

Tabnunua 167 — KomaHabl pexkuma KoHdurypaumm nntepdeiica L2Vian

3HayeHue/3Ha4yeHue no .
KomaHoa / Aelicmeue
YMOAYQAHUIO
{ip | ipv6} verify source port- BKkAounTb  GyHKUMIO 3awmTbl  IP/IPV6-uHTEpdeiica ann
security VLAN. Mocne BKAoYeHUA Ha MHTepdelice Bce 3anucu B Tab-
nuue IP Binding yctaHaBnusatotca 8 TCAM B KayecTBe pas-
-/BbIK/IIOYEHO
pelatoLLero npasuna.
no {ip | ipv6} verify source KomaHgza ypanset 3anucu u3 TCAM un oTKAtoYaeT oTbpachbl-
port-security BaHue |IP/IPv6-naketos 8o VLAN.
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KomaHObI pexcuma Privileged EXEC

Buz 3anpoca KomaHAHOM CTPOKM pexxnma Privileged EXEC:

console#

Tabaunuya 168 — KomaHgb! pexknma Privileged EXEC

KomaHda

3HayeHue/3Ha4yeHue
no yMmoA4YaHuio

Aeiicmeue

show { ip | ipv6} verify source
[interface { fastethernet |
gigabitethernet |
twopointfivegigabitethernet |
tengigabitethernet} interface |
vlan [vlan-id]]

OT06pa3sunTb HacTpolikm IP/IPv6 source Guard Ha nHTepdeiicax.

show running-config ip-source-
guard

OT06pa3unTb KoHPUrypauuto moaynsa IP source Guard.

4.21.5 KoHmponb npomokona ARP (ARP Inspection)

dyHKuMa KoHTpons npotokona ARP (ARP Inspection) npegHasHayeHa gns 3awmTbl OT aTak C
nucnosib3oBaHuMem npotokona ARP (Hanpumep, ARP-spoofing — nepexsaT ARP-Tpaduka). KoHTposb
npoTtoKona ARP ocyulecTBasieTcs Ha OCHOBE CTaTU4eckux cooTseTcTeui IP- 1 MAC-agpecos, 3aAaHHbIX AN

rpynnbl VLAN.

' | MopT, ckoHPUrypUpPOBaHHbIN «HegoBepeHHbIM» AnA ¢yHKuuu ARP Inspection, gonkeH
radl TaK}Ke 6bITb «HeaoBepeHHbIM» Ana yHKuum DHCP snooping nam coorsercteue MAC-aapeca
u IP-appeca Ann 3TOro NopTa A0/XKHO 6bITb CKOHGUIYPUPOBAHO CTaTUYECKU. MHaue AaHHbIN
nopT He 6yaeT oTBeyaTb Ha 3anpocbl ARP.

v/

[Ona HeHapeXHbIX NOPTOB BbINO/IHAIOTCA NPOBEPKU cooTBeTcTBUiA IP- 1 MAC-agpecos.

KomaHObI pexcuma 2106anabHol KoOHpuU2ypayuu

Bua 3anpoca KOMaHAHOM CTPOKM pekuma rnobanbHOM KOHPUrypaLmm:

console (confiqg) #

Tabnunua 169 — KomaHabl pexkmma rnobanbHoi KoHdUrypaumm

3Ha4yeHue/3HayeHue
o ymon4YaHur

Aeiicmeue

ip arp inspection enable

ip arp inspection disable

-/BbIK/IOYEHO

BK/OYNTBL KOHTPO/Ib NpoToKona ARP (dyHKumio ARP Inspection).

BbIKNOUNTL KOHTPOAL NpoToKoa ARP (pyHKumto ARP Inspection).

ip arp inspection vlan vian_id

no ip arp inspection vlan
vlan_id

vlan_id: (1..4094)/
BbIK/OYEHO

PaspewnTb NpoBepKy NpoTokosia ARP, ocHOBaHHyt Ha 6ase cooT-
BetcTBui DHCP snooping, B BbibpaHHoM rpynne VLAN.

3anpeTuTb NpoBepKy NpoToKkona ARP, 0CHOBAHHYO Ha 6a3e cooTBeT-
ctBuit DHCP snooping, B BbibpaHHo rpynne VLAN.

ip arp inspection validate
{dstmac | dstmac-ipaddr |
ipaddr |srcmac | srcmac-
dstmac | srcmac-dstmac-
ipaddr | srcmac-ipaddr}

MpepoctaBuTb cneunduyHbie NPOBEPKN ANA KOHTPOAA NPOTOKONA
ARP.

- srcmac: Jna ARP-3anpocoB 1 OTBETOB NpoBepAeTCA COOTBETCTBUE
MAC-agpeca B 3aronoBke Ethernet MAC-agpecy MCTOYHMKA B CO-
Aepxumom npotokosaa ARP.

- dstmac: Ana ARP-otBeToB nposepsetca cootsetcTBne MAC-aa-
peca B 3aronoske Ethernet MAC-agpecy HasHayeHUs B COAEPKM-
mom npoTtoKkona ARP.

- ipaddr: Mposepsaetca cogepkmumoe ARP-nakeTa Ha Hannuune He-
KOppeKTHbIX IP-agpecos.

170
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| no ip arp inspection validate | 3anpeTtutb cneumduyHbIe MPOBEPKM AN KOHTPOAA npoTokona ARP. |

KomaHObi pexcuma EXEC

BuAa 3anpoca KoMaHAHOM CTPOKK pexunma EXEC:

console#

Tabnmua 170 — KomaHabl pexkmma EXEC
KomaHoa 3HayeHue/3HayeHue Aelicmeue
1o ymon4aHuio

show ip arp inspection globals i OTO6pPa3nTb CUCTEMHYIO KOHPUrypauuto GyHKUMKM KoHTposa ARP
npoTokona.

OTo6pasunTb cnucok VLAN, Ha KoTopbix akTuBeH ARP Inspection.

show ip arp inspection vlan vian, id: (1..4094)

[vlan_id]
show ip arp inspection MoKasaTb CTaTUCTUKY AAA cledylowmnx TUNOB MaKeToB, KOTopble
statistics [global | interface 6111 06paboTaHbl Npu NomoLm GyHKLMK ARP:

{ fastethernet | gigabitethernet - nepegaHHble naketbl (forwarded);

| twopointfivegigabitethernet - noTepsAHHbIe NakeTbl (dropped);

| tengigabitethernet} interface - ownbkm B IP/MAC (IP/MAC Failures).
| vlan vian_id]

clear ip arp inspection statistics
[global | vlan vian_id]

vlan_id: (1..4094)

vian_id: (1..4094) OunCTUTL CTaTUCTUKY KOHTpOANA NpoToKoa ARP Inspection.

4.21.6 Hacmpoiika ¢pyHkyuu MAC Address Notification

®yHKuMA MAC Address Notification no3sonsaeT otcnexunsatb NnoABAEHUE U UCHE3HOBEHWE AaKTUBHOIO
060pyaoBaHUA Ha CeTU MnyTemM coxpaHeHusa wuctopum usydyeHma MAC-agpecos. pu o6HapyKeHuu
M3MeHeHW B cocTaBe M3ydeHHbIx MAC-agpecoB KOMMYyTaTop coxpaHsaeT uHbopmauumio B Tabauue u
nssewaer o6 3TomMm c nomoubi coobleHnin npotokona SNMP. ®PyHKUMA MMeeT HacTpauMBaemble
napameTpbl — rAybuHa UcTopun 0 COBBITUAX U MUHUMANBbHBIN MHTEPBAN OTNPaBKKU cooblieHuin. Cepeuc
MAC Address Notification oTKNt04EH NO YMOAYAHMIO U MOXKET BbITb HAaCTPOEH BbIBOPOUHO ANA OTAENbHbIX
NopTOB KOMMYyTaTOpPA.

KomaHObI pexcuma 2a06anab6Hol KoOHpuU2ypayuu

Bua, 3anpoca KOMaHAHOM CTPOKM B peXKUME r106anbHON KOHPUrypaLmm:
console (config) #

Tabnuua 171 — KomaHapl pexkuma ri1o6anbHoi KoHdUrypaumm
3HayeHue/ 3HayeHue
o ymoa4aHuro
mac-address-table notification KomaHgza npegHasHayeHa 41 rnobanbHoOro ynpasneHus GyHK-
change umneint MAC notification. KomaHga paspeluaeT perncrpaumio co-
6bITUIA gobasneHus n yganeHna MAC-agpecos 13 Tabauu, Kom-

MyTaTopa v OTNPaBKy YBeAOMIEHNA O COBbITUAX.
Onsa paboTbl GyHKUMM HEOBXOAMMO AOMONHUTENBHO paspe-
LaTb reHepaLmto yBeAOMAEHUIN HA UHTepdelcax (Cm. HUXKe).

KomaHoa Aelicmeue

-/BbIKAOYEHO

no mac-address-table BbikntounTb pyHKUMo MAC notification rnobanbHoO M OTMEHUTL
notification change COOTBETCTBYHOLIME HACTPOMKN Ha BCex MHTepdeicax.
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mac-address-table notification
change interval value

no mac-address-table
notification change interval

value: (0..604800)/1

MaKcManbHbI NPOMEXKYTOK BPEMEHU MeXAy OTnpaBKamu
SNMP-yBegomneHuin. Ecnv 3HauyeHWe WHTepBana BPEMEHM
paBHO 0, TO reHepaLusa yBe4OMNEHUI U COXpaHeHWne cobbITUi
B UCTOPUIO ByAeT OCyLWecTBAATLCA HEMeA/IEHHO NO Mepe BO3-
HUKHOBEHMA COObITMI 06 WM3MEHEHUM COCTOAHUA Tabauubl
MAC-agpecos. Ecnu 3HaueHne nHTepsana sBpemeHn 6onblue 0,
TO YCTPOMCTBO ByAeT HaKanAneaTb COBbITUA 06 U3MEHEHUM CO-
cTosHMA Tabanubl MAC-aapecoB B TeYEHWE 3TOro BpemeHH, a
3aTem OTNpaBAATb yBeaomneHuna npotokona SNMP u coxpa-
HATb cOBbITUA B UCTOPUM.

BoccTaHOBMTb 3HaYeHMe no YMONYaHULO.

mac-address-table notification
change history value

no mac-address-table
notification change history

value: (0..500)/1

KomaHAaa 3afaeT makcMmasibHOe KOn4YecTso cobbituii 06 13-
MeHeHuUn cocToaHua Tabauubl MAC-aapecos, KOTopoe coxpa-
HAETCA B UCTOpUW. ECIM yCTaHOBAEH pasmep UCTOPUM PaBHbI
0, To cobbiTUA He coxpaHatTca. Mpu nepenonHeHun bydepa
MCTOPUM HOBOE COBbITME MOMELLAETCA HAa MECTO Camoro CTa-
poro.

BoccTaHOBUTL 3HaYeHWe NO YMOYAHMUIO.

logging events mac-address-
table change

no logging events mac-address-
table change

-/BbIKNOYEHO

BK/OUMTBL OTNPABKY TPAMoB B Syslog 0 cOObITUAX U3yYeHUA Uan
yaanenna MAC-agpecos.

BbIKNOUMTL OTMpPaBKY Tpanos B syslog o cobbiTuAx U3ydeHus
wnn yaaneHna MAC-agpecos.

mac-address-table notification
flapping

Bkntountb oTcnexnsanHne MAC Flapping.

no snmp-server enable traps
errdisable { storm-

control | loopback-

detection | udld}

-/BKNOYEHO -
no mac-address-table Bbikntountb otcnexxmsanme MAC Flapping.
notification flapping
logging events mac-address- Bknatountb nornposaHune MAC Flapping.
table flapping
- -/BKAKOYEHO -
no logging events mac-address- Bbikntountb normposaHne MAC Flapping.
table flapping
snmp-server enable traps BKNOUMTD reHepauuio yBeLomaeHUn npyu 610KMpoBKe nopTa
errdisable {storm- no cobbITuaAm:
control|loopback-detection| - loopback-detection — 06HapyKeHue netens;
udid} - udld — akTnBaums 3awmtol UDLD;
-/BKAKOYEHO - storm-control — WwWunpokoBeLLaTeNbHbIN LTOPM.

OTKOUYNUTL FreHepauuio yBegoMneHuii Ha nHtepdeiice.

KomaHObI pexcuma KoHgpuaypayuu uHmepaelica Ethernet

Bua 3anpoca KOMaHAHOM CTPOKM:

console (config-if) #

Tabnnuya 172 — KomaHabl pexkmma KoHpurypauum nHitepdelica Ethernet

KomaHda

3HayeHue/3HavyeHue no
YMOAYAHUIO

Aelicmeue

snmp trap mac-address-table
change [learnt | removed]

change [learnt | removed]

no snmp trap mac-address-table

-/BbIKNOYEHO

BK/IIOUMTL reHepauuio YBeAOMAEHUIM Ha KaxkAOM WMHTep-
delice o0 cobbITUAX U3MeHeHUA cocTossHUAa MAC-agpecos.

- learnt — yBegomnenus 06 nsyuyeHun MAC-agpecos;

- removed — yBegomneHuns o6 yaaneHnm MAC-agpecos.

OTKNOYNTL reHepaLmio yBeA0MIEHUIA Ha HTepdelice.

KomaHObI pexcuma Privileged EXEC

Bupa 3anpoca KomaHAHOM CTPOKM B pexxkume Privileged EXEC:
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console#

Tabnunuya 173 — KomaHgb! pexkmma Privileged EXEC

KomaHda
YMOAYAHUIO

3HayeHue/3HayeHue no

Aelicmeue

show mac-address-table
notification change history

OTobparkeHune Bcex yBeaomneHuii 06 usmeHeHMmn cocTon-
HuA MAC-aapecoB, COXpaHEHHbIX B UCTOPUN.

show snmp-server traps -

MpocmoTp cobbITUiA, MPKU KOTOPbLIX TEHEPUPYIOTCA TPaMbI.

4.21.7 lMpoeepKa NodAUHHOCMU KAueHmMa Ha ocHose nopma (cmaxndapm 802.1x)

AyTeHTUdMKAUMA Ha OCHOBe CTaHZapTa

802.1x

obecneuymBaeT nNpPOBEPKY MNOAJIMHHOCTU

Nnosib30BaTeNEN KOMMYTATOPA Yepes BHELHMWI cepBep Ha OCHOBE MOPTA, K KOTOPOMY NOAKIOYEH K/NEHT.
Tonbko ayTeHTMOUUMPOBAHHbIE M aBTOPM3OBaHHbIE MOJ/Ib30BATE/IM CMOFYT NepefaBaTb M MPUHUMATb
AaHHble. poBepKa NOAMHHOCTM MOJib30BaTeIe NOPTOB BbiNosiHAeTCA cepsepom RADIUS nocpeacrsom

npotokona EAP (Extensible Authentication Protocol).

KomaHObI pexcuma 2106aab6Hol KOHGuU2ypayuu

Bug, 3anpoca KOMaHAHOM CTPOKM pexknma rnobanbHoOM KOHPUIypaLmm:

console (config) #

Tabnunua 174 — KomaHabl pexkmuma rnobanbHoM KoHUrypaumm

3HayeHue/3HayeHue
110 yMOAYAHUIO

KomaHda

Aelicmeue

shutdown dotlx

BbIkAoUUTL Mmogynb dotlx.

-/MoAyNb BKAOYEH
no shutdown dotl1x

BKntounTtb moaynb dotlx.

dotlx system-auth-control

BKAtOUUTL perkum ayTeHTudUKaummn 802.1x Ha KommyTaTope.

no dotlx system-auth- -/BbIKNOYEHO

control

BbIKNOUNTL pexkum ayTeHTUdMKaumm 802.1x Ha KOMMyTaTope.

KomaHObI pexcuma KoHguypayuu uHmepagelica Ethernet

Bua 3anpoca KOMaHAHOM CTPOKM B pexxume KoHurypaunm nntepdeiica Ethernet:

console (config-if)#

Tabnnuya 175 — KomaHgb! pexkuma KoHdurypaumm nHtepoeiica Ethernet

3HayeHue/3HayeHue no

KomaHoa Aelicmeue
yMOAYAHUIO
dotlx host-mode {multi-host PaspelwmnTb Hannume HECKONbKUX KJIMEHTOB Ha aBTOPU3NPOBaH-
multi-session . Hom nopTy dotlx:
I } -/multi-host Ty

- multi-host — HECKO/IbKO KNMEHTOB;
- multi-session — Hecko1bKo ceccuit.

dotlx max-req number

number: (1..10)/2

no dotlx max-req

YCTaHOBWUTb MaKCMManbHOE YMCI0 MOMBITOK Nepesayn 3anpo-
coB npoTokona EAP-KAMeHTy nepes, HOBbIM 3aMyCKOM npouecca
NPoBEpPKM MOAANHHOCTK.

YCTaHOBUTb 3HaYeHME N0 YMOHAHMUIO.
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dotlx port-control {auto |
force-authorized | force-
unauthorized}

no dotlx port-control

-/force-authorized

HacTpoutb ayTeHTUdMKaumio 802.1X Ha nHTepodeiice.
Pa3pewnTb py4HOI KOHTPO/Ib 33 COCTOSSHMEM aBTOPU3aLLUM
nopra.

- auto — nucnonb3zosatb 802.1X ANA U3IMEHEHMA COCTOAHUA KAU-
eHTa MeXAy aBTOPU30BaHHbIM U HEABTOPU3OBAHHbIM;

- force-authorized — Bbikto4aTh ayTeHTUOMKaLMIO 802.1X Ha
nHTepoelice. Mepexos NopTa B aBTOPU30BaHHOE cocToAHME be3
ayTeHTUOMKaumm;

- force-unauthorized — nepesog, nopTa B HeaBTOpM30BaHHOE
cocTosiHMe. UrHopupyroTca BCe NONbITKM ayTeEHTUGUKALUK KAn-
eHTa, KOMMYTaTOp He NPeAoCTaBAAET CePBUC ayTEHTUDMKALMUM
AN19 3TOro nopTa.

YCTaHOBWTb 3HaYeHMe N0 YMOIYAHWIO.

dotlx auth-method {802.1x |
mac}

no dotlx auth-method

-/802.1x + mac

Bbibop meToaa ayTeHTUPUKALUM:

- mac — BKAIOYaeT ayTeHTUdMKaLMo, OCHOBaHHYIO Ha MAC-aa-
pecax;

- 802.1x — BK/tOYAET ayTEHTUPUKALLMIO, OCHOBAHHYIO Ha 802.1x.

YCTaHOBWTb 3HaYeHMe N0 YMOIYaHUIO.

dotlx reauth-max number

no dotlx reauth-max

number: (1..10)/2

3a4aTb MaKCMManbHOE KOIMYeCTBO NOMbITOK aBTopM3aumm ana
KNWeHTa.

YCTaHOBWTb 3HaYeHMe N0 YMOYAHWUIO.

dotlx reauthentication

no dotlx reauthentication

-/BbIK/IIOYEHO

BK/IOUMTb NEPUOAMYECKME MOBTOPHbIE MPOBEPKHU
NoA/MHHOCTMU (NepeayTeHTUdUKALMIO) KANEHTa.

YCTaHOBUTb 3HaYeHMe N0 YMOIYAHUIO.

dotlx timeout quiet-period
sec

no dotlx timeout quiet-
period

sec: (0..65535)/60

YCTaHOBWTbL NEPUOA, B TEYEHME KOTOPOrO KOMMYTATOP OCTAETCA
B COCTOSAAHWMW MONIYAHMA NOC/E HeYyAauYHON NPOBEPKU NOANMNH-
HOCTU.

B TeyeHWe nepnoaa MoaYaHMA KOMMYTATOP HE MPUHUMAET U
HE MHULMUPYET HUKAKUX ayTEHTUPUKALMOHHBIX COODLLEHNN.

YCTaHOBUTb 3HaYeHue no YMO4YaHUIO.

dotlx timeout reauth-period
sec

no dotlx timeout reauth-
period

sec: (1..65535)/3600

YKa3aTb NPOMEXKYTOK BPEMEHM, N0 UCTEYEHUM KOTOPOTO KOM-
MyTaTop NonpobyeT peayTeHTUGULMPOBATL KANEHTA.

YCTaHOBUTb 3HaYeHue no YMO4YaHUIO.

dotlx timeout server-timeout
sec

no dotlx timeout server-
timeout

sec: (1..65535)/30

YCTaHOBUTb Neproa, B TEYEHME KOTOPOro KOMMYTaTOP OXKMU-
[aeT OTBeTa OT cepBepa ayTeHTUGUKaLMM.

YCTaHOBUTb 3HAYEHME MO YMONYAHUIO.

dotlx timeout supp-timeout
sec

no dotlx timeout supp-
timeout

sec: (1..65535)/30

YCTaHOBWTb NEPUOA MeXAy NOBTOPHbIMM NepeAadyamm 3anpo-
coB npoTokona EAP-KnneHTy.

YCTaHOBUTb 3HaYeHue no YMO4YaHUIO.

dotlx timeout tx-period sec

no dotlx timeout tx-period

sec: (1..65535)/30

YKa3aTb NPOMEKYTOK BPeMEHM, B TeYeHUEe KOTOPOro KoMMmyTa-
Top oxKuaaet oteeta Ha EAP-3anpoc/Kagp uaeHTMdumKaumm ot
K/IMEHTa.

YCTaHOBUTb 3HaYeHue no YMO4YaHUIO.

dotlx guest-vlan vian_id

no dotlx guest-vlan

vlan_id: (1..4094)/
BbIK/IOYEHO

Onpepenntb roctesyto VLAN.
OTKpbIBaeT HeaBTOPM30BaAHHbIM NOJIb30BaTENAM UHTEpdElica
AocTyn K roctesoit VLAN.

YCTaHOBWTb 3HaYeHMe Mo YMOJIHaHUIO.

dotlx unauthenticated-vlan
vlan

no dotlx unauthenticated-
vlan

vlan_id: (1..4094)/
BbIK/IOYEHO

Onpenenntb HesapernctpmposaHHyto VLAN.
OTKpbIBaeT nonb3oBaTensim nHtepdeica goctyn K VLAN, ecam
cepsep ayTeHTUOUKaLUM HeJOCTyNEeH.

YCTaHOBUTb 3HAYeHue no YMO4aHUIO.
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dotlx radius-attributes {filter-
id / vlan} [optional]

no dotlx radius-attributes
{filter-id / vlan}

-/BbIKNOYEHO

BblbpaTb 06paboTKy onumm B coobueHunsax Radius-cepsepa:

- filter-id — BkntounTL 06paboOTKY onumu Filter-Id (11);

- vlan — BKkntounTb 06paboTKy onumu Tunnel-Private-Group-ID
(81);

- optional — paspewunTb ayTeHTUOUKALMIO KIMEHTA, EC/IU B COO6-
weHmax RADIUS-cepBepa OTCYTCTBYET COOTBETCTBYIOLLLAA ONLMUA.

BbIKNOUNTbL 06PabOTKY COOTBETCTBYIOWEN ONUMA B coobLe-
Huax RADIUS-cepsepa.

dotlx local-database
username password password
permission {allow | deny}
[auth-timeout] [interface in-
terface-type]

no dotlx local-database
username

username: (1..20)
CUMBO/IOB;
password: (1..20)
CUMBO/IOB;
auth-timeout: (1-7200)

[0o06aBuTb B N0KaNbHyO 6a3y gaHHbIX MHGOPMALMIO O
nosnb3osaTtene.

Yaanute nHdopmaLmio 0 Nonb3oBaTene U3 oKanabHoM Hasbl
AaHHbIX.

KomaHObi pexcuma EXEC

Bua 3anpoca KoMaHAHOM CTPOKK pexunma EXEC:

console#

Tabnuua 176 — KomaHgbl perkmuma EXEC

KomaHoa

3HayeHue/3Ha4yeHue
110 yMOAYAHUIO

Aelicmeue

dotlx re-authenticate
interface {fastethernet fa_port
| gigabitethernet gi_port |
twopointfivegigabitethernet
two_port | tengigabitethernet
te_port}

fa_port: (1..8/0/1..24);
gi_port: (1..8/0/1..48);
two_port: (1..8/0/1..8);
te_port: (1..8/0/1..11)

OCyLLECTBUTL BPYYHYIO MOBTOPHYIO NPOBEPKY NOAIMHHOCTU YKa-
3aHHOrO NopTa B KOMaHae.

show dotlx

Moka3saTb KoHbUrypauuio dotlx.

show dotlx all

MokasaTtb KoHbUrypauuio dotlx ana Bcex MHTepdecos.

show dot1x interface
{fastethernet fa_port |
gigabitethernet gi_port |
twopointfivegigabitethernet
two_port | tengigabitethernet
te_port}

fa_port: (1..8/0/1..24);
gi_port: (1..8/0/1..48);
two_port: (1..8/0/1..8);
te_port: (1..8/0/1..11)

MoKa3aTb HacTpolikK npoTokona 802.1x Ha UHTepdelice.

show dot1x mac-info [address
mac]

mac_address:
(aa:aa:aa:aa:aa:aa)

MoKkasaTb napameTpbl ceccun dotlx nNo Bcem mac-agpecam uav
Nno KOHKPeTHOMY mac-agpecy.

show dotlx mac-statistics
[address mac]

mac_address:
(aa:aa:aa:aa:aa:aa)

MoKasaTb NnapameTpbl ceccum dotlx No NopTam MM NO KOHKPET-
HOMY mac-agpecy.

show dot1x statistics interface
{fastethernet fa_port |
gigabitethernet gi_port |
twopointfivegigabitethernet
two_port | tengigabitethernet
te_port}

fa_port: (1..8/0/1..24);
gi_port: (1..8/0/1..48);
two_port: (1..8/0/1..8);
te_port: (1..8/0/1..11)

Moka3aTb cTaTUCTMKY 06meHa nakeTamu dotlx Ha MHTepdeiice.

[Mpumep 8KAOYEHUA pexrcuma aymeHmuguxkayuu 802.1x Ha Kommymamope
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Ncnonb3oBaTb RADIUS-cepBep g NpoBEPKU NOAJANHHOCTU KNNEHTOB Ha MHTepdeincax IEEE 802.1X. Ons 8
uHTepdelica Ethernet ucnonbsosatb pexum aytreHTUOMKaumm 802.1x.

console# configure terminal

console (config)# dotlx system-auth-control

console (config)# aaa authentication dotlx default group radius
console (config) # interface gigabitethernet 1/0/8

console (config-if)# dotlx port-control auto

4.21.8 Hacmpolika ¢pyHkyuu IPv6 RA Guard

®yHKuma IPv6 RA Guard npegocTtaBaseT 3aluMTy OT aTak, OCHOBAHHbIX Ha Paccbl/ike NoAAe/bHbIX Ma-
ketoB Router Advertisement, paspeLuas OTCbIIKY COOBLLEHWNI TONBKO C AOBEPEHHbIX MOPTOB.

KomaHObI pexcuma 21060sa6H020 KOHU2YpUPOBAHUS

Bupa 3anpoca KOMaHAHOM CTPOKM PeXMma rnobasnbHOro KOHPUrypupoBaHus:
console (config) #

Tabnunua 177 — KomaHabl pexkmma rnobasbHOro KoHGUrypmposaHus

KomaHda

3HayeHue/3HayeHue no
YMOAYAHUIO

Aelicmeue

shutdown ipv6 snooping

no shutdown ipv6 snooping

-/MO,CI,y}'Ib BKO4YeH

OTKAtounTb paboty moayns IPv6 RA Guard Ha ycTpolicTse.

' JAaHHaA KomaHAa oTKAlouaeT paboty mogyna IPv6

H RA Guard c 6e3Bo3BpaTHbIM yganeHuem BcCeX
HacTpoek 6510Ka IPv6 RA Guard.

BkntoumTb paboty moayna IPve RA Guard Ha ycTpolicTse.

ipv6 nd ra-guard enable

no ipv6 nd ra-guard enable

-/BbIK/IIOYEHO

PaspelnTs KOMMYTaTOPy KOHTPOJMPOBaHWE MOCPEACTBOM
dyHKumm IPv6 RA Guard.

BbikntoyeHue dpyHKuum IPv6 RA Guard.

ipv6 nd ra-guard policy pol-
icy_id

no ipv6 nd ra-guard policy
policy_id

policy_id: (1..65535)

Co3aaTb 1 ckoHUrypuposaTb policy IPv6 RA Guard.

Ypanute policy IPv6 RA Guard.

ipv6 rag-acl-list ac-
cess_list_num seq se-
gmac_addr

no ipv6 rag-acl-list ac-
cess_list_num seq se-
gmac_addr

access_list_num:
(1..65535);
seq: (1..100)

Co3gatb 3anuck B cnucke gocTtyna RA Guard Ha ocHose link
layer agpeca.

YaanuTb 3anuch B cnmcke goctyna RA Guard.

ipv6 rag-prefix-list /ist_id seq
seq prefix

no ipv6 rag-prefix-list list_id
seq seq [prefix]

prefix: (2000::1/64)

Co3paTb 3anuchb B cnucke goctyna RA Guard Ha ocHose IPv6-
npedukca.

YaanuTb 3anuch B cnmcke goctyna RA Guard.

ipv6 rag-src-ipv6-list ac-
cess_list_num [seq seq]
src_ipvé_link-local_address

no ipv6 rag-src-ipv6-list ac-
cess_list_num [seq seq]
src_ipvé_link-local_address

access_list_num:
(1..65535);
seq: (1..100)

Co3paTb 3anucb B cnucke goctyna RA Guard Ha ocHose link-
local IPv6-agpeca.

YaanuTb 3anuch B cnmcke goctyna RA Guard.

KomaHObI pexcuma 2106aa6H020 KOHu2ypuposaHug policy IPvé RA Guard

Buza 3anpoca KoMaHAHOM CTPOKM pexnma KoHourypmuposaHus policy IPv6 RA Guard:
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console (config-rag) #

Tabnnuya 178 — KomaHgbl pexuma koHdurypuposaHua policy IPv6 RA Guard

3HayeHue/3Ha4yeHue no

dium | high | none}

KomaHoa Aelicmeue
YyMOAYAHUIO
device-role {host | router} Bblbop pexunma paboTbl nopTa.
/host - host — 610KkMpoBKa Bcex BxoaALmx RA-coobuieHunit;

- router — ¢punbTPaumsa RA-coobuieHui B COOTBETCTBUM C

HaCTPOEHHbIMM NPaBUIAMMU.
other-config flag {on | off | YnpasnaTtb O-6utom B RA-CO06LLEHMAX.
none} -/none
managed-config flag{on | off Ynpasnate M-6utom B RA-coobLieHUAX.
| none} -/none
router-preference {low | me- _/none YnpasnsaTb nonem router-preference 8 RA-coobLeHusx.

match rag-acl-list ac/_num

no match rag-acl-list

acl_num: (1..100)

OcyuwectBuTb NpmBA3sKy acl K policy IPv6 RA Guard.

Ypanutb npusasky acl K policy IPvé RA Guard.

match rag-prefix-list pre-
fix_id

prefix_id: (1..100)

no match rag-prefix-list

OcyuwectBuTb dunbTpaunto coobuweHnin IPv6 RA Guard no
npeduKcy.
Ypanutb dunbtpaumio no npedpukcy IPvé RA Guard.

match rag-src-ipvé6-list
ipv6_prefix_id

no match rag-src-ipv6-list

ipv6_prefix_id: (1..100)

OcyuwectBuTb ¢dunbTpaunto coobuweHnin IPv6 RA Guard no
IPv6-npeduKcy.

Yaanutb ¢ounbtpaunio coobuennin IPv6 RA Guard no IPv6-
npeduKcy.

KomaHObI pexcuma KoHgu2ypuposaHusa uHmepgelica Ethernet

Bua, 3anpoca KOMaHAHOW CTPOKM perMma KOHOUIrypuposaHua nHtepdeica:

console (config-if) #

Tabnnua 179 — KomaHgbl pexxuma KoHpurypuposaHua nHtepdeica Ethernet

KomaHoa

3HayeHue/3HayeHue rno
YMOAYAHUIO

Aelicmeue

ipv6 nd ra-guard

no ipv6 nd ra-guard

-/BbIK/OYEHO

PaspewnTs KOMMYTaTOPy KOHTPOAMpPOBaHUe dyHKUUK IPv6 RA
Guard Ha uHTepodeiice.

Bbikntountb dyHKUMO IPv6 RA Guard Ha nHTepdeiice.

ipv6 nd ra-guard trust-
state trusted

ipv6 nd ra-guard trust-
state untrusted

Mo YMON4YaHUIO BCE NOPTbI

ﬂ,O6aBMTb NopT B CNUCOK AOBEPEHHbIX.

ABnAoTCcA untrusted

Yaanutb nopt u3 trusted-list.

ipv6 nd ra-guard attach-
policy policy_id vlan {add |
remove | none} vian_list]
no ipv6 nd ra-guard attach-
policy policy_id

policy_id: (1..65535);
vlan_list: (1..4094)

MpuBasaTb cKoHOUTypupoBaHHbIi policy IPv6 RA Guard K uH-
Tepoelicy.

Yaanuts policy IPv6 RA Guard Ha uHTepodelice.

KomaHOwbi pexcuma Privileged EXEC

Buna 3anpoca KomaHAHOM cTPOKK B pexume Privileged EXEC:

console#

Tabnnua 180 — KomaHgb! pexxkuma Privileged EXEC
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3HayeHue/3Ha4yeHue
no ymon4yaHuro

KomaHoa Aeilicmeue

show ipv6 nd ra-guard MokasaTtb HacTpoliku IPv6 RA Guard Ha uHTepdeicax.
[interface fastethernet
fa_port | gigabitethernet
gi_port | -
twopointfivegigabitethernet
two_port | tengigabitethernet

te_port | port-channel group]

show ipv6 nd ra-guard policy
[policy_id]

policy._id: (1..65535) MokasaTb HacTpolikmM noantuk IPv6 RA Guard.

show ipv6 nd ra-guard global - Moka3saTb rnobanbHble HacTpoiku IPv6 RA Guard.

4.21.9 Hacmpolika ¢pyHkyuu IPv6 ND Inspection
®yHKumA IPv6 ND Inspection npeaocTaBaseT 3amTy OT aTaK, OCHOBAHHbIX Ha PacCbl/iKe NoOAAENbHbIX
Neighbor Advertisement, pa3peLian OTCbI/IKY COOBLLEHUI TONIbKO C AOBEPEHHBIX MOPTOB MW NPU COOTBET-

CTBUU NAKETa HaCTpOEHHOﬁ NOZINTUKE.

KomaHObI pexcuma 2106a716H020 KOHGU2YPUPOBAHUS

Bua 3anpoca KOMaHAHOM CTPOKM pexnma rnobanbHoro KoOHGUryprupoBaHua:

console (config) #

Tabnvua 181 — KomaHapl pexkmma rnobanbHOro KoHGUrypuposaHmsa

KomaHda

3HayeHue/3HayeHue no
YMOAYAHUIO

Aelicmeue

shutdown ipv6 snooping

no shutdown ipv6 snooping

-/MoAynb BK/IKOYEH

OTkAtounTb paboty moayna IPv6 ND inspection Ha ycTpoit-
cTBe.
[aHHaa KomaHaa oTkAlouyaeT paboty moaynsa IPve
' RA Guard u IPv6 ND Inspection ¢ 6e3Bo3BpaTHbIM
o yAaneHuem Bcex HacTpoek 610Ka IPv6 RA Guard u
IPv6 ND Inspection.

BkatounTb paboty moayns IPvé ND Guard Ha ycTpolicTse.

ipv6 nd inspection

no ipv6 nd inspection

-/BbIK/IIOYEHO

Bkntountb dyHKuMio IPv6 ND Inspection.

BbikntoveHune ¢pyHKumio IPv6 ND Inspection.

ipv6 nd inspection policy
policy_id

no ipv6 nd inspection policy
policy_id

policy_id: (1..65535)

Co3gatb 1 ckoHdurypmposaTtb policy IPv6 ND Inspection.

Ypanute policy IPv6 ND Inspection.

ipv6 nd inspection src-addr-
acl src-addr-acl_num [seq
seq] prefix/prefix-len

no ipv6 nd inspection src-
addr-acl src-addr-acl_num

[seq seq] prefix/prefix-len

src-addr-acl_num:
(1..65535);
seq: (1..100)

Co3patb 3anucb B cnucke goctyna ND Inspection Ha ocHoBa-
Huu src ipv6-prefix B 3aronoske IPv6.

Yaanutb 3anuck B cnucke goctyna ND Inspection Ha ocHoBa-
Huu src ipv6-prefix B 3aronoske IPv6.

ipvé nd inspection tgt-addr-
acl tgt-addr-acl_num [seq
seq] prefix/prefix-len

no ipv6 nd inspection tgt-
addr-acl tgt-addr-acl_num
[seq seq] prefix/prefix-len

tgt-addr-acl_num:
(1..65535);
seq: (1..100)

Co3patb 3anucb B cnucke goctyna ND Inspection Ha ocHoBa-
Huu target ipv6-addr B 3aronoske ICMPv6.

Yaanutb 3anuck B cnucke goctyna ND Inspection Ha ocHoBa-
Huu target ipv6-addr B 3aronoske ICMPv6.

ipv6 nd inspection tgt-mac-
acl tgt-mac-acl_num [seq
seq] prefix/prefix-len

no ipv6 nd inspection tgt-
mac-acl tgt-mac-acl_num
[seq seq] prefix/prefix-len

tgt-mac-acl_num:
(1..65535);
seq: (1..100)

Co3patb 3anucb B cnucke goctyna ND Inspection Ha ocHoBa-
HuM target mac-addr B 3aronoske ICMPv6.

Yaanutb 3anuck B cnucke goctyna ND Inspection Ha ocHoBa-
Huu target mac-addr B 3aronoske ICMPv6.
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KomaHObI pexcuma KoHgu2ypuposaHus policy IPv6 ND Inspection

Bug, 3anpoca KOMaHAHOW CTPOKM pexXnma KoHPUrypupoBaHus policy IPv6 ND Inspection:

console (config-ndi) #

Tabnunua 182 — KomaHab! pexkuma KoHdurypuposaHua policy IPv6 ND Inspection

3HayeHue/3HayeHue no

no match src-addr-acl src- (1..65535)

addr-acl_num

KomaHoa Aelicmeue
YMOAYAHUIO

override-flag {on | off | OnpeaennTtb 3HayeHne ¢nara override B NA-cOObLLEHUSAX.
none} -/none
router-flag {on | off | none} -/none OnpeaenvTb 3Ha4YeHue dnara router B8 NA-coobLeHuUAX.
solicited-flag {on | off | OnpepennTb 3HayeHne ¢nara solicited 8 NA-coobuieHumnx.
none} -/none
match src-addr-acl src-addr- OcyuwecteuTb npmsasKy src-addr-acl k policy IPv6 ND Inspec-
acl_num src-addr-acl_num: tion.

Ypanutb npusasky src-addr-acl k policy IPv6 ND Inspection.

match tgt-addr-acl tgt-addr-
acl_num tgt-addr-acl_num:

(1..65535)

no match tgt-addr-acl tgt-
addr-acl_num

OcyuwectBuTb NpmBaAsKy tgt-addr-acl K policy IPv6 ND Inspec-
tion.

Yaanutb npusasky tgt-addr-acl k policy IPv6 ND Inspection.

match tgt-mac-acl tgt-mac-
acl_num

no match tgt-mac-acl tgt-
mac-list_num

tgt-mac-acl_num:
(1..65535)

OcyuwectBuTb Npusasky tgt-mac-acl k policy IPv6 ND Inspec-
tion.

Ypanutb npusasky tgt-mac-acl k policy IPv6 ND Inspection.

KomaHObI pexcuma KoHgu2ypuposaHua uHmepgelica Ethernet

Bug, 3anpoca KOMaHAHOW CTPOKU pexXnma KoHPUrypupoBaHua nHtepdelica:

console (config-if)#

Tabnuua 183 — KomaHabl pexkuma KoHourypuposaHusa nHtepdeiica Ethernet

3HayeHue/3HayeHue rno
YMOAYAHUIO

KomaHoa

Aelicmeue

ipv6 nd inspection
-/BbIK/IIOYEHO

Bkatountb dyHKLMIo IPv6 ND Inspection Ha uHTepodelice.

no ipv6 nd inspection

Boikntountb dyHKUMIO IPv6 ND Inspection Ha uHTepdelice.

ipv6 nd inspection trust-

state trusted Mo YMON4YaHUIO BCE NOPTbI

ﬂ,06aBMTb NopT B CNUCOK AOBEPEHHbIX.

ipv6 nd inspection trust- ABaaloTCcA untrusted

state untrusted

Yaanutb NopT U3 CNUCKa A0BEPEHHDbIX.

ipv6 nd inspection attach-
policy policy_id

policy_id: (1..65535)

MpuBA3aTb cKoHPUrypmposaHHbIi policy IPv6 ND Inspection K
nHTEepbeNcy.

MonutnKa He moxKeT 6bITb NPUBA3aHa K UHTepdeiicy,
e HaxoAALLEMYCA B CUCKEe A,0BEPEHHbIX NOPTOB.

no ipv6 nd inspection at-

tach-policy policy_id

Yaanuts policy IPv6 ND Inspection ¢ nHtepdeiica.

KomaHOwbi pexcuma Privileged EXEC

Bua 3anpoca KomaHAHOM CTPOKK B pexume Privileged EXEC:

console#

Tabnnua 184 — KomaHgb! pexuma Privileged EXEC
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3HayeHue/3Ha4yeHue

Aeilicmeue
no ymon4aruro

KomaHoa

show ipv6 nd inspection MokasaTtb HacTpoliku IPv6 ND Inspection Ha nHTepdelicax.
[interface fastethernet

fa_port | gigabitethernet
gi_port | -
twopointfivegigabitethernet

two_port | tengigabitethernet
te_port | port-channel group ]

show ipv6 nd inspection policy Moka3aTb HacTpolikm noantuk IPvé ND Inspection.

policy_id: (1..65535)

[policy_id]

show ipv6 nd inspection src- src-addr-acl_num: MokasaTb HacTpoliku IPv6 ND Inspection src-addr-acl.
addr-acl [src-addr-acl_num] (1..65535)

show ipv6 nd inspection tgt- tgt-addr-acl_num: MokasaTtb HacTpolikm IPv6 ND Inspection tgt-addr-acl.
addr-acl [tgt-addr-acl_num] (1..65535)

show ipv6 nd inspection tgt- tgt-mac-acl_num: MokasaTtb HacTpoliku IPv6 ND Inspection tgt-mac-acl.

mac-acl [tgt-mac-acl_num] (1..65535)

show ipv6 nd inspection global - MNokasaTtb rnobanbHble HacTpoiku IPv6 ND Inspection.

4.22 ®yHKuum DHCP Relay nocpegHuka

KommyTtatopbl nogaeprkmeatot ¢yHKkumMmn DHCP Relay areHTa. 3agaveit DHCP Relay areHTa asnsaetca
nepegadya DHCP-nakeToB OT KAMeHTa K cepBepy U obpaTtHo B cyyae, ecam DHCP-cepBep HaxoaMTcsa B 04HOM
CeTW, a KAneHT B apyroi. Apyron ¢yHKuMen anaeTca AobassieHne AOMNOJHUTENbHbIX onunit B DHCP-
3anpocbl KAneHTa (Hanpumep, onumn 82).

MpuHumn pabotol DHCP Relay areHTa Ha KOMMyTaToOpe: KOMMYTaTOpP NPUHMMAET OT KaneHta DHCP-
3anpocbl, NepeaaeT 3TU 3anpoCkl CEPBEPY OT MMEHM KAMeHTa (OCTaBAsAsA B 3aMpoce onumu ¢ TpebyembiMu
KNMEHTOM MapameTpamMu U, B 3aBUCUMMOCTM OT KOHoUrypaumm, aobasnsaa csoun onuuu). Moayyms oTBeT OT
cepBepa, KOMMYTaTOp NepesaeT ero KANeHTY.

KomaHObI pexcuma 2a0b6aab6Hol KOHuU2ypayuu

Buz, 3anpoca KOMaHAHOM CTPOKM peskuma rnobanbHoM KoHUrypaumm:
console (confiqg) #

Tabnunua 185 — KomaHabl pexkmma rnobanbHol KoHduUrypaumm

Komanda 3Ha4yeHue/3HayeHue Neiicmeue
M0 yMOAYAHUIO
ip dhcp relay BkntounTb PpyHKUMo DHCP Relay areHTa Ha KommyTaTope.
Ecan DHCP Relay BKAtoueH rnobanbHo, HO He BKIOYEH Ha
-/BbIKNOYEHO V otaenbHbix VLAN, To Relay 6yaeTt pabotaTb Ha Bcex aKTUB-
HbiX VLAN.
no ip dhcp relay BbIkntounTb GpyHKUMio DHCP Relay areHTa Ha KommyTaTtope.
ip dhcp relay server ip_add 3apaTb IP-agpec goctynHoro DHCP-cepsepa ans DHCP Relay
[source-port src_port] src_port: (1..65535); areHTa.
[destination-port dst_port] dst_port: (1..65535);
- - MosKeT 6bITb 334aH0 L0
no ip dhcp relay server jp_add NATY CepBEpOB Yaanuts IP-agpec us cnmucka DHCP-cepsepoBs gna DHCP Relay
areHTa.

KomaHObI pexcuma KoHguaypayuu VLAN

Buza 3anpoca KoMaHAHOWM CTPOKM B pexxume KoHurypaumm VLAN:

console (config-vlan) #
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Tabnuua 186 — KomaHabl pexuma koHdpurypaumm VLAN

3HayeHue/3Ha4yeHue »
KomaHda / Aelicmeue
no ymon4aHuro
ip dhcp relay Bkntountb PyHKumto DHCP Relay areHTa ana KoHburypupyemoro
VLAN.
-/BbIK/IOYEHO
no ip dhcp relay Bbikntountb ¢pyHKumio DHCP Relay areHta gna kKoHburypupyemoro
VLAN.
KomaHOb! pexcuma EXEC
BuAa 3anpoca KoMaHAHOM CTPOKK pexunma EXEC:
console#
Tabnunua 187 — KomaHab! pexkuma EXEC
3HavyeHue/3HayeHue ”
KomaHoa / Aelicmeue
o ymMmon4aHuio
show ip dhcp relay information OT06pa3nTb KoHoUrypaumio HactpoeHHoW ¢yHkuum DHCP Relay
{fastethernet fa_port | giga- fa_port: (1..8/0/1..24); | areHTa Ana KOMMyTaTOpa W OTAENbHO ANA UHTepdECcoB, a TakkKe
bitethernet gi_port | two- gi_port: (1..8/0/1..48); | cn1COK AOCTYMHbIX CEPBEPOB.
pointfivegigabitethernet te_port: (1..8/0/1..11);
two_port | tengigabitethernet vlan: (1..4094)
te_port | vlan vlan}
show dhcp server - OT06pasnTb CNUCOK AOCTYNHbIX CEPBEPOB.

4.23 KoHdurypaumua DHCP-cepBepa

’ dyHKUMA noppeplKMBaeTca TONbKO Ha mogenax MES2424, MES2424B, MES2424FB,
- MES2424P, MES2410-08DP, MES2410-08DU, MES2448, MES2448B, MEES2448P, MES2420-
48P, MES2420B-24D, MES2420D-24DP, MES2411X, MES3400-24, MES3400I1-24, MES3400-

24F, MES3400-48, MES3400-48F, MES3710P.

DHCP-cepBep OCyWECTBASAET LLEHTPAIM30BaHHOE yMNpaB/ieHNe ceTeBbiIMW aapecammn U COOTBET-
CTBYIOLLMMMN KOHOUTYPALMOHHBIMM NapameTpamu, aBTOMaTUYECKM NPeoCTaBAAA MX KAMEHTam. ITo
nossonneT nsbexaTb Py4YHO HACTPOWMKM YCTPOMUCTB CETU U YMEHbLLAET KOJIMYECTBO OLUMOOK.

Ethernet-kommyTaTopbl MoryT paboTaTb Kak DHCP-KnueHT (nonyyeHune cobecTeeHHoro IP-agpeca ot
cepsepa DHCP), Tak n kKak DHCP-cepBep. B cnyyae ecnm DHCP-cepBep OTKAOYEH, TO KOMMYTATOP MOMKET
pabotatb c DHCP Relay.

KoHourypuposaHue onuuii DHCP-cepBepa BO3MOMXKHO KaK U3 pexkuma rnobanbHoi KoHdurypauum,
TaK M 13 pexxnuma KoHourypuposaHma DHCP-nyna agpecos. B pexume koHPurypmposaHua DHCP-nyna aa-
pecoB ecTb BO3MOMXHOCTb HaCTpanBaTb CTaTUYECKME 3aMNUCK.

VV Mpu ogHOBpemeHHOI HacTpoiike 3HaueHui onuuii DHCP-cepBepa B pexkume rnobanbHoii
KoHdUrypauum, pexxume KoHourypuposaHua DHCP-nyna agpecos u HacTpoiike host-
3anuceit Bbigaua onumii 6yaeT ocyLecTBAATLCA B COOTBETCTBMU CO C/leAyloWwmMm npuopure-
TOM:
1. HacTpoiika ctaTuueckoi 3anucu.
2. Hactpoiika gas pool.
3. FMo6anbHasa HacTpoiiKa.

Ethernet-kommymamopei cepuli MES14xx, MES24xx, MES3400-xx, MES37xx 181




HELTEX

KomaHObI pexcuma 2106asa6HolU KOHpuU2ypayuu

Bua 3anpoca KOMaHAHOM CTPOKM peXxnma rnobanbHoM KOHPUIypaLumm:

console (config) #

Tabaunuya 188 — KomaHabl pexkmma rnobanbHoi KoHdurypaumm

KomaHoa

3HayeHue/3HayeHue
o ymon4YaHuro

Aeiicmeue

ip dhcp server

no ip dhcp server

-/BbIKNOYEHO

BkntoueHune ¢oyHKunn DHCP-cepBepa Ha KommyTaTope.

BbikntoueHne dpyHKummM DHCP-cepBepa Ha KommyTaTope.

ip dhcp pool {number}
[name]

no ip dhcp pool {number}

number: (1..2147483647)
name: (1..64) cumBonos

Bolitn B pexkum KoHdurypaumm DHCP-nyna appecos DHCP-
cepsepa.

- number — Homep DHCP-nyna agpecos;

- name —nma DHCP-nyna agpecos.

MakcumanbHo gonyctumoe Konudectso DHCP pool
= YyKasaHo B TabnuueTabavua 9 9.

Ypanute DHCP-nyn ¢ 3a4aHHbIM MEHeM.

ip dhcp server excluded-
address low_address
[high_address]

no ip dhcp server
excluded-address low_ad-
dress [high_address]

YKkasatb IP-agpec, kotopble DHCP-cepBep He byaeT HasHauyaTb
ona DHCP-knueHTOB.

- low-address — HayanbHbIM IP-agpec AnanasoHa;

- high-address — KoHeuHbI# |IP-agpec gManasoHa.

Yaanutb IP-aapec 13 cnncka UCKIOYEHUI A1A HasHAaYeHMA ero
DHCP-knneHTam.

ip dhcp server bootfile name

no ip dhcp server bootfile

filename: (1..64)
CMMBO/I0B

YKaszaTtb ums daina, cnoib3yemoro 418 Ha4yaibHOM 3arpysku
DHCP-knuneHTa.

YCTaHOBUTb 3HaYeHue no YMO4aHUIO.

ip dhcp server default-router
ip_address_list

no ip dhcp server default-
router

o ymonyaHuio cnmucok
MapLIpyTU3aToOpPOB He
onpegeneH

OnpeaenvTb CNUCOK MapLIpPyTM3aTOPOB MO YMOMYaHWUIO AnA
DHCP-knueHTa:
- ip_address_list — cnucok IP-agpecoB mapwpyTn3aTopos, Mo-
JKET coaepiKaTtb 40 8 3anucei, pasaeneHHbix npobesom.
IP-agpec maplipyTusaTopa A0XKeH ObiTb B TOM e
H NnoACeTH, UTO U KAINEHT.

YCTaHOBUTb 3HAYEHMeE Mo YMOI4aHUIO.

ip dhcp server dns-server
ip_address_list

no ip dhcp server dns-server

Mo yMON4YaHWUIO CNUCOK
DNS-cepsepoB He
onpegeneH

Onpegenntb cnucok DNS-cepBepoB, AOCTYNHbIX ANA KAUEHTOB
DHCP.

- ip_address_list — cnucok IP-aapecos DNS-cepsepos, MoXKeT
copepKaTtb 0 8 3anucei, pasaeneHHoix npobenom.

YCTaHOBWTb 3HaYeHMe Mo YMOJIHaHUIO.

ip dhcp server domain-name
domain

no ip dhcp server domain-
name

domain: (1..128)
CMMBOJI0B

Onpepenntb gomeHHoe nma gna DHCP-knneHTOB.

YCTaHOBUTb 3HaYeHMe N0 YMOJIHaHUIO.

ip dhcp server netbios-name-
server jp_address_list

no ip dhcp server netbios-
name-server

Mo yMon4YaHWUio CNUCOK
WINS-cepBepoB He
onpegeneH

Onpeaenntb cnnucok WINS-cepBepoB, AOCTYMHbIX ANA KAWUEH-
Tos DHCP.

- ip_address_list — cnucok IP-agpecos WINS-cepsepoB, MoxKeT
cofepKaTb A0 8 3anucel, pasfaeneHHbix npobesom.

YCTaHOBUTb 3HaYeHMe MO YMOJIHaHUIO.

ip dhcp server netbios-node-
type {b-node | p-node | m-
node [ h-node}

no ip dhcp server netbios-
node-type

Mo ymonyaHuto TMn y3na
NetBIOS He onpegeneH

Onpegenntb TN y3na NetBIOS Microsoft gns knaneHTos DHCP:
- b-node — WMpoKoBeLLaTebHbIN;

- p-node — TO4Ka-TOUKa;

- m-node — KOMBUHUPOBaHHbI;

- h-node — rMbpuaHbIi.

YCTaHOBUTb 3HAYeHue no YMO4aHUIO.
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ip dhcp server next-server
ip_address

no ip dhcp server next-server

Mcnonb3osatb ana ykasaHua DHCP-kaneHTy agpeca cepsepa
(kak npaBwuno, TFTP-cepBepa), C KOTOPOTo AOJIXKEH BbITb NoNY-
YeH 3arpy3oydHbli ¢an.

YCTaHOBWUTb 3HAYEHME NO YMONYaHUIO.

ip dhcp server ntp-server
ip_address_list

no ip dhcp server ntp-server

Mo ymonuyaHuio cnmucok
cepBepoB He onpeeseH

OnpeaennTb CNUCOK CEPBEPOB BPEMEHU, JOCTYMHbIX ANA KK-
eHTos DHCP.

- ip_address_list — cnucok IP-agpecoB cepBepoB BpeMeHU, Mo-
KeT cogepraTb Ao 8 3anucei, pasgeneHHbix npobenom.

YCTaHOBWUTb 3HAYEHME NO YMONYaHUIO.

ip dhcp server sip-server
{domain domain_name_list |
ip ip_address_list}

no ip dhcp server sip-server

Mo ymonuyaHuio cnmucok
SIP-cepBepoB He
onpegeneH

OnpeaennTtb CNUCoK SIP-cepBepoB, AOCTYMNHbIX 41A KANEHTOB
DHCP.

- domain_name_list — cnucoK AOMeHHbIX MmeH SIP-cepsepos,
MOJKET copepyKaTb 40 2 3anucei, pasgeneHHbIXx npobenom.
MaKcmanbHaa AanHa CTpoku — 125 cumBooB.
-ip_address_list —cnucok IP-agpecoB SIP-cepBepoB, MOXKET co-
OeprKaTtb 00 8 3anucen, pasgeneHHblx npobenom.

YCTaHOBUTb 3HaYeHMEe N0 YMOAYAHMUIO.

ip dhcp server vendor-specific
ascii_string

no ip dhcp server vendor-
specific

ascii_string: (1..128)
CUMBOJI0B

Onpegenntb COOTBETCTBUE MEXAY OnpeaeneHHbIMN ONuMAMU
DHCP ¢ KOHKpeTHbIM BEHA0POM.

YCTaHOBUTb 3HaAYeHMe No YMONYaHUIO.

ip dhcp server option code
{boolean bool_val | ascii
ascii_string | ip ip_address_list
| hex hex_string | none}

no ip dhcp server option code

code: (0..255);
bool_val: (true, false);
ascii_string: (1..160)
CMMBO/IOB

HacTtpoutb onummn DHCP-cepsepa.

- code — kop, onunn DHCP-cepsepa;

- bool_val — nornyeckoe 3Ha4yeHWE;

- ascii_string — ctpoka B ¢opmate ASCII;

- ip_address_list — cnucok IP-aapecoB (B HEKOTOPbIX CAy4aax
MOKET coaepKaTb 40 8 3anuceit);

- hex_string — cTpoka B WwecTHaguaTepuyHom bopmare.

Ypanutb onumun ana DHCP-cepsepa.

ip dhcp server offer-reuse
time

no ip dhcp server offer-reuse

time: (1..120) cekyHz,

3apatb Bpema, B TeyeHne kotoporo DHCP-cepsep oxupaet
DHCP REQUEST oT KAneHTa, npexae 4em NoBTOPHO OTNPaBUTb
OFFER.

YCTaHOBUTb 3HAYEHME MO YMOHYAHWUIO.

ip dhcp server ping-packets

no ip dhcp server ping-packets

-/BbIK/IIOYEHO

Bkntountb nepepadvy ICMP-3anpocoB Ha HasHavaembli |IP-
afpec, 4Tobbl NPOBEPUTL 3aHATOCTb agpeca, Npexae Yem OH
6yaet HazHavyeH DHCP-knuneHTy.

YCTaHOBUTb 3HaYeHMEe N0 YMOAYAHMUIO.

KomaHObI pexcuma KoHgu2ypayuu nyaa DHCP-cepsepa

Bua 3anpoca KoMaHAHOM CTPOKM B pexume KoHpurypaumm nyna DHCP-cepsepa:

console# configure
console (config)# ip dhcp pool 1 test
console (config-dhcp) #

Tabnunua 189 — KomaHAabl pexruma KoHGUrypaumm

3Ha4yeHue/3HayeHue
no ymon4aHuro

KomaHoa Aeilicmeue

3a4aTb AMana3oH BblAaBaeMbiX agPeCcoB A8 YKa3aHHOro
DHCP-nyna.

- network_number — IP-apgpec Homepa noaceTu;

- - low_address — HayanbHbIl IP-aapec Anana3oHa aapecos;
- high_address — KoHeuyHbIN IP-agpec gMana3oHa aapecos;
- mask — macKa noacetu.

network low_address {ip_mask
| prefix_length} high_address |
network_number

no network Yaanutb ananasoH agpecos DHCP-nyna.

Bpems apeHapl IP-agpeca, KoTopoe HaszHavyeHo oT DHCP.
- infinite — Bpemsa apeHabl He orpaHUYeHo;

- days — KOIMYeCTBO AHEl;

- hours — KONMYeCTBO YacoB;

- minutes — KOAN4YeCTBO MWHYT.

lease {days [hours [minutes]] |
infinite}
-/1 peHb
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no lease

YCTaHOBUTb 3HaYeHME N0 YMONYAHWUIO.

excluded-address low_address
high_address

no excluded-address
low_address high_address

Ykasatb IP-agpeca, kotopble DHCP-cepBep He byaeT HasHa-
4yatb gna DHCP-knueHTOB.

- low-address — HayanbHbIN IP-agpec Anana3oHa;

- high-address — koHeuHbIV IP-agpec gManasoHa.

Ypanutb IP-agpeca u3 cnucka UCKIIOYEHUN ANA Ha3sHAYeHUA
ero DHCP-knueHTam.

bootfile filename

no bootfile

filename: (1..64)
CUMBOJI0B

YKasatb ums ¢aitna, UCNonb3yemoro A5 HavaibHOM 3arpy3Kku
DHCP-knueHTa.

YCTaHOBUTb 3HaYeHMe N0 YMOAYAHMUIO.

default-router ip_address_list

no default-router

Mo ymonyaHuio cnucok
MapLpyTU3aTopoB He
onpegeneH

OnpeaennTb CNMCOK MapLpPyTU3aTOPOB MO YMOMYAHUIO 4NS
DHCP-knueHTa:
- ip_address_list — cnucok IP-agpecoB mapwpyTM3aTopos,
MOMKET coaepKaTb 0 8 3anuceit, pasaeneHHbix npobenom.
IP-apgpec maplupyTu3aTopa A0MKeH 6bITb B TOM XKe
e NOACETU, YUTO U K/INEHT.

YCTaHOBUTb 3Ha4YeHMe NO YMOIYAHMUIO.

dns-server ip_address_list

no dns-server

Mo ymonyaHuio cnmucok
DNS-cepsepos He
onpegeneH

Onpegenutb cnucok DNS-cepBepoB, AOCTYMHbIX AN KANEH-
ToB DHCP.

- ip_address_list — cnucok IP-agpecos DNS-cepBepoB, MoXKeT
cofep:KaTb 0 8 3anucen, pasaeneHHbIx npobenom.

YCTaHOBUTb 3HaYeHMEe N0 YMOAYAHMUIO.

ip name-server {ipv4 | ipv6}
ipv4_server_address

no ip name-server {ipv4 |
ipv6} ipv4_server_address

Onpegenutb IPv4/IPv6-agpeca gna poctynHbix DNS-cepse-
pos.

Ypanutb IP-agpec DNS-cepsepa 13 cnmucka AOCTYMHbIX.

domain-name domain

no domain-name

domain: (1..128)
C“MBO/I0B

Onpegenntb aomeHHoe nma ana DHCP-KnneHTosB.

YCTaHOBUTb 3HAYEHME MO YMOHYAHWUIO.

netbios-name-server
ip_address_list

no netbios-name-server

Mo ymonyaHuto cnncok
WINS-cepBepoB He
onpepgeneH

Onpegenuntb cnucok WINS-cepBepoB, AOCTYNHbIX ANA KANEH-
ToB DHCP.

- ip_address_list —cnucok IP-agpecos WINS-cepsepoB, MoXeT
copepkaTb 40 8 3anuceit, pasgeneHHblx npobenom.

YCTaHOBUTb 3HAYEeHME N0 YMOHYAHWUIO.

netbios-node-type {b-node | p-
node | m-node | h-node}

no netbios-node-type

Mo ymonyanuio Tmn y3na
NetBIOS He onpeaeneH

Onpeaenntb TMN y3na NetBIOS Microsoft ans knnentos DHCP:
- b-node — WwMpoKoBeLwaTeNbHbI;

- p-node — TO4Ka-TOUKa;

- m-node — KOMBUHUPOBAHHbIN;

- h-node — rnbpuaHbIi.

YCTaHOBUTb 3HAYEHME N0 YMOHYAHWUIO.

next-server ip_address

no next-server

Mcnonb3osatb AnAa ykasaHna DHCP-knneHTy agpeca cepsepa
(Kak npasuno, TFTP-cepsepa), C KOTOPOTO AOMKEH ObITb MOAY-
YeH 3arpy3oyHbIi dan.

YCTaHOBUTb 3HaYeHuMe no YMONYaHUIO.

ntp-server ip_address_list

no ntp-server

Mo ymonyaHuio cnmucok
cepBepoB He onpegeneH

OnpeaenuTb CNUCOK CEPBEPOB BPEMEHM, JOCTYMHbIX ANA KAU-
eHTos DHCP.

- ip_address_list —cnvcok IP-agpecos cepBepos BpemMeHU, MO-
KeT cogepaTb A0 8 3anuceid, pasgeneHHbIx npobenom.

YCTaHOBUTb 3HaYeHME N0 YMONYAHWUIO.

sip-server {domain
domain_name_list | ip
ip_address_list}

no sip-server

Mo ymon4yaHuio Crncok
SIP-cepBepoB He
onpepeneH

OnpegennTb cNUCOK SIP-cepBepoB, AOCTYMHbIX ANA KNUEHTOB
DHCP.

-domain_name_list — cnUCcoK foMeHHbIX UMeH SIP-cepBe-poB,
MOXET COAEepHKaTb A0 2 3anucel, pasgeneHHbix npobesom.
MaKcnmanbHasa AAnHa CTPOKU — 125 cumBO0B.

- ip_address_list — cnucok IP-agpecos SIP-cepBepoB, MoXKeT
cofepxKaTb A0 8 3anucen, pasgeneHHbix npobenom.

YCTaHOBUTb 3HaAYeHMe no YMONYaHUIO.

vendor-specific ascii_string

vendor-specific

ascii_string: (1..128)
CUMBOJI0B

Onpefennts COOTBETCTBME MEXAY ONpeAeNneHHbIMU Onuu-
AMKU DHCP ¢ KOHKpeTHbIM BEHAOPOM.
- ascii_string — ctpoka B popmate ASCII.

YCTaHOBUTb 3HaYeHME N0 YMONHYAHWUIO.
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option code {boolean
bool_val | ascii ascii_string | ip
ip_address_list | hex
hex_string | none}

no option code

code: (0..255);
bool_val: (true, false);
ascii_string: (1..160)

CMMBOJI0B

Hactpoutb onumn DHCP-cepsepa.

- code — kog onuyun DHCP-cepBepa;

- bool_val — nornyeckoe 3HauyeHue;

- ascii_string — ctpoka B ¢popmate ASCII;

- ip_address_list — cnucok IP-agpecos (B HEKOTOPbIX C/yYanx
MOXKET cogeprKaTtb 40 8 3anucen);

- hex_string — cTpoKa B 16-om ¢popmare.

Ypanutb onunun gna DHCP-cepsepa.

tftp-server ip_address_list

no tftp-server

Mo ymonyaHuio cNncok
TFTP-cepsepoB He
onpegeneH

Onpepenntb cnmncok TFTP-cepBepoB BpemMeHW, AOCTYMHbIX
ona knmentos DHCP.

- ip_address_list — cnucok IP-appecos TFTP-cepBepoB, MoXeT
copepKaTtb A0 8 3anucei, pasgeneHHoix npobenom.

YCTaHOBWUTb 3HAYeHME NO YMOI4aHUIO.

utilization threshold
percentage

no utilization threshold

percentage: (0..100);
-/75 npoueHToB

3afaTb 3HaYeHWe B NPOLEHTaX, NpM KOTOpom ByaeT creHepu-
pOBaHO co0bLeHMe O 3aMONIHEHUM NYAA A0 YKa3aHHbIX rpa-
HULL.

YCTaHOBWTb 3HaYeHMe N0 YMOIYaHUIO.

[lpumepsbl UC0aAb308AHUA KO

MAHO

HacTtpoutb DHCP-nyn ¢ nmeHem test u ykasatb gna DHCP-KAneHToB: nmA gomeHa — test.ru, wnto3
no ymon4yaHuto —192.168.45.1 n DNS-cepsep —192.168.45.112.

console#
console# configure

terminal

console (config) # interface vlan I
console (config-if)# ip address 192.168.45.1 255.255.255.0

console (config-if) #

exit

console (config) # ip dhcp server
console (config) # ip dhcp pool 1 test

console (dhcp-config

(
(
(
(
console (dhcp-config
(
(
console (dhcp-config
(

network 192.168.45.0 255.255.255.0
domain-name test.ru

default-router 192.168.45.1

) #
) #
console (dhcp-config)# dns-server 192.168.45.112
) #
) #

console (dhcp-config

192.168.45.250

console (dhcp-config) #

192.168.45.254

console (dhcp-config) #

192.168.45.113

[Mpumepsbl HacmpoUKu onyuti

host hardware-address aa:bb:cc:dd:ee:ff ip
host hardware-address aa:bb:cc:dd:ee:ff ntp-server

host hardware-address aa:bb:cc:dd:ee:ff dns-server

Hactpoutb DHCP-nyn ¢ nmeHem test n ykasatb ana DHCP-knneHTOB cneaytowme onumu: option 3 -
192.168.45.1, option 12 - hostname_test, option 15 - test.ru, option 19 - True.

console#
console# configure

terminal

console (config) # interface vlan I
console (config-if) # ip address 192.168.45.1 255.255.255.0

console

onfig-if)# exit

console (config) # ip dhcp server
console (config)# ip dhcp pool 1 test

) #
console (dhcp-config)
console (dhcp-confiqg)
console (dhcp-configqg)
console (dhcp-config)

(
(c
(
(
console (dhcp-config
(
(
(
(

#
#
#
#

network 192.168.45.0 255.255.255.0
option 3 ip 192.168.45.1

option 12 hex 686f73746e616d655f74657374
option 15 ascii test.ru

option 19 boolean

\'{ B npumepe 3HaueHue onuun 12 nepeBeaeHo 13 ascii B hex.
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HELTEX

KomaHObI pexcuma KoHgu2ypayuu cmamuyeckux 3anuceli DHCP-cepsepa

Bua 3anpoca KomaHAHOM CTPOKM B pexknume KoHdurypaummn nyna DHCP-cepsepa:
console# configure
console (config) # ip dhcp pool 1 test
console (config-dhcp) #

Tabaunuya 190 — KomaHabl pexkmma rnobanbHoi KoHdUrypaumm

KomaHda

3Ha4yeHue/3HayeHue
o yMmonYaHur

Aelicmeue

host client-identifier hex
hex_string ip ip_address

no host client-identifier hex
hex_string ip

hex_string: (1..156)
CYMBO/I0B

3apaThb ip-agpec ANA yCTPOMCTBA C YKa3aHHbIM MAeHTUdUKa-
TOpoM.

- hex_string —vaeHTUPUKATOP KANEHTA, NPEACTaBAAOWMIA CO-
6011 hex-cTpoky;

- ip_address — IP-agpec, HasHayaemMbll KnneHTy DHCP-cepse-
pa.

Y4anuTb CTaTUYECKYHO 3anucb, COOTBETCTBYHOLLYIO KAUEHTY C
YKa3aHHbIM UAEHTUDUKATOPOM.

host client-identifier hex
hex_string bootfile filename

no host client-identifier hex
hex_string bootfile

hex_string: (1..156)
CUMBO/IOB;
filename: (1..64)

Co34aTb CTaTUYECKYHD 3aMUCb A/ K/AMEHTA C YKasaHHbIM
NaeHTUGMKATOPOM.

- hex_string — naeHTMGUKATOP KAMEHTa, NPeacTaBAAWMIA
coboit hex-cTpoKy;

- filename — HanmeHoBaHwWe 3arpy3oyHoro danna.

YanuTb CTaTUYECKYHO 3anNnCb, COOTBETCTBYHOLLYIO KIUEHTY C
YKa3aHHbIM naeHTUdMKaTopom.

host client-identifier hex
hex_string default-router
ip_address_list

no host client-identifier hex
hex_string default-router

hex_string: (1..156)
CUMBOJIOB

OnpeaennTb CNUCOK MapLIpPyTU3aTOPOB NO YMONYaHUIO A4

YyKaszaHHoro KnmeHta DHCP-cepsepa:

- hex_string — naeHTUOUKATOP KNNEHTa, NPeACTaBAAIOLWMN

coboli hex-cTpoky;

- ip_address_list — cnucok IP-aapecoB mapLipyTM3aTopoBs, Mo-

JKET copepKaTh A0 8 3anuceit, pasgeneHHbix npobenom.
IP-agpec maplupyTM3aTopa A0/KeH 6bITb B TOM Ke

e NOACETH, YTO U K/INEHT.

YAanuTb CTaTMYECKYIO 3anncb, COOTBETCTBYIOLLYIO KAUEHTY C
YKa3aHHbIM UAEHTUPUKATOPOM.

host client-identifier hex
hex_string dns-server ip_ad-
dress_list

no host client-identifier hex
hex_string dns-server

hex_string: (1..156)
CYMBO/10B

Onpegenntb cnncok DNS-cepBepoB, AOCTYNHbIX ANA CTaTUYe-
CKOW 3anu1CK € YKa3aHHbIM MAEHTUOUKATOPOM.

- hex_string — naeHTUOUKATOP KNNEHTA, NPeACTaBAAOLWMN
coboli hex-cTpoky;

- ip_address_list — cnucok IP-aapecoB mapLipyTM3aTopoBs, Mo-
JKET copepKaTh A0 8 3anuceit, pasgeneHHbix npobenom.

YpanuTb CTaTUYECKYHO 3aMnCb, COOTBETCTBYHOLLYIO K/IMEHTY C
YKa3aHHbIM UAEHTUOUKATOPOM.

host client-identifier hex
hex_string domain-name do-
main

no host client-identifier hex
hex_string domain-name

hex_string: (1..156)
CUMBO/I0B;
domain: (1..128) cumeo-
nose

OnpenenvTb SOMEHHOE UMA ANA CTAaTUYECKOM 3anmncK ¢ yKa-
3aHHbIM UAEHTUUKATOPOM.

- hex_string — naeHTUdUKATOP KAMEHTa, NPeACTaBAAOLLMIA
coboli hex-cTpoky.

YpanuTb CTaTUYECKYHO 3aMnCb, COOTBETCTBYHOLLYIO K/MEHTY C
YKa3aHHbIM UAEHTUOUKATOPOM.

host client-identifier hex
hex_string netbios-name-
server ip_address_list

no host client-identifier hex
hex_string netbios-name-
server

hex_string: (1..156) cnum-
BO/I0B

Onpegenntb cnnucok WINS-cepBepoB, ANs CTaTUYECKOM 3a-
MUCK C YKa3aHHbIM NAEHTUGUKATOPOM.

- hex_string — naeHTMGUKATOP KAMEHTa, NPeACTaBAAOWMIA
coboli hex-cTpoky;

- ip_address_list — cnucok IP-agpecos WINS-cepsepoB, mo-
JKET copepKaTh A0 8 3anuceit, pasgeneHHbix npobenom.

Y4anuTb CTaTUYECKYHO 3anmncb, COOTBETCTBYHOLLYIO KAUEHTY C
YKa3aHHbIM UAEeHTUDUKATOPOM.
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host client-identifier hex
hex_string netbios-node-type
{b-node | p-node | m-node |
h-node}

no host client-identifier hex
hex_string netbios-node-type

hex_string: (1..156)
CMMBOJI0B

Onpeaenntb TMN y31a NetBIOS Microsoft ana ctatuyeckoii 3a-
NMUCYK C YKA3aHHbIM AEHTUPUKATOPOM:

- b-node — lWMpOKoBeLWATENbHbIN;

- p-node — TO4Ka-TOUKa;

- m-node — KOMBUHNPOBAHHbI;

- h-node — rMbpuaHbIi.

- hex_string — naeHTUPUKATOP KAMEHTA,
coboit hex-cTpoky.

NpeaCcTaBNAOWMIA

YLanuTb CTaTUYECKYHO 3aMuncb, COOTBETCTBYIOLLYIO KANEHTY C
YKa3aHHbIM MAEeHTUGUKATOPOM.

host client-identifier hex
hex_string next-server ip_ad-
dress

no host client-identifier hex
hex_string next-server

hex_string: (1..156)
CUMBOJI0B

OnpeaennTb 418 CTaTUYECKOW 3aNnUCK C yKa3aHHbIM UOEHTU-
duKaTOoOpM agpeca cepeepa (Kak npasuno, TFTP-cepeepa), ¢
KOTOPOro A0/KEH ObITb MONYYEH 3arpy304HbIi daiin.

- hex_string — naeHTUdUKaATOP KANEHTA, NPEACTaBAAOLLNNA
coboit hex-cTpoky.

YAanuTb CTaTUYECKYHO 3anuncb, COOTBETCTBYIOLLYIO KANEHTY C
yKa3aHHbIM UAeHTUGMKATOPOM.

host client-identifier hex
hex_string ntp-server ip_ad-
dress_list

no host client-identifier hex
hex_string ntp-server

hex_string: (1..156)
CUMBOJI0B

OnpegenseT CNUCOK CEPBEPOB BPEMEHM, AR CTaTUYECKOM
3anuncK € YKa3aHHbIM UOEHTUPUKATOPOM.

- ip_address_list — cnucok IP-agpecos cepBepoB BPEMEHMU,
MOXKET COAepKaTb A0 8 3anucem, pasgeneHHblx npobenom;
- hex_string — naeHTUdUKATOP KAMEHTa, NPeaCcTaBAAOLLIMA
cobolii hex-cTpoky.

Y[anuTb CTaTUUYECKYHO 3anuCb, COOTBETCTBYIOLLYIO K/IMEHTY C
YKa3aHHbIM NAEHTUGUKATOPOM.

host client-identifier hex
hex_string sip-server {domain
domain_name_list | ip ip_ad-
dress_list}

no host client-identifier hex
hex_string sip-server

hex_string: (1..156)
CMMBOJ/I0B

Onpegenutb cnucos SIP-cepBepoB, A4OCTYNHbIX 418 cTaTuye-
CKOM 3anmnCH C YKa3aHHbIM MAEHTUPUKATOPOM.

- hex_string — naeHTUOUKATOP KNNEHTA, NPEACTaBAAIOLLMIA
coboii hex-cTpoky;

- domain_name_list — cncok AOMeHHbIX MMeH SIP-cepBepos,
MOXKET COAEepPKaTb A0 2 3anucei, pasgeneHHbIX npobiom.
MaKcrmanbHasa AanHa CTPoku 125 cumBonoB.

- ip_address_list — cnucok IP-agpecos SIP-cepBepoB, MOXKeT
cofepyKaTb 0 8 3anucei, pasaeneHHbIx npobenom.

Ypanutb CTAaTUYECKYH 3annCb, COOTBETCTBYIOLLYHO KAUEHTY C
YKa3aHHbIM M,D,eHTMC'JMKaTOpOM.

host client-identifier hex
hex_string option code {bool-
ean bool_val | ascii
ascii_string | ip ip_ad-
dress_list | hex op-
tion_hex_string | none}

no host client-identifier hex
hex_string option code

code: (0..255);
bool_val: (true, false);
ascii_string: (1..160)
CUMBOJIOB;
option_hex_string:
(1..128) cumsonos;
hex_string: (1..156)
CUMBOJI0B

OnpefennTb yKasaHHbIe ONLUK A8 CTaTUYECKOW 3anmcK C
3a/laHHbIM UAEHTUDUKATOPOM.

- hex_string — naeHTUPUKATOP KNNEHTA, NPEACTaBAAIOLMIA
cobow hex-cTpoky;

- code — kop, onunn DHCP-cepsepa;

- bool_val — nornyeckoe 3HayeHue;

- ascii_string — ctpoka B popmate ASCII;

- ip_address_list — cnucok IP-agpecoB (B HEKOTOPbIX CAyYasnx
MOXKET coeprKaTb A0 8 3anuceit);

- option_hex_string — cTpoka B 16-om ¢popmare.

Y4anuTb CTaTUYECKYIO 3anmncb, COOTBETCTBYIOLLYIO KAUEHTY C
YKa3aHHbIM UAEHTUGUKATOPOM.

no host client-identifier
hex hex_string

hex_string: (1..156)
CMMBO/IOB

YaanuTb BCce onuum, Ha3HaueHHbIe A1A CTaTUYEeCKoW 3anucu ¢
YKa3aHHbIM UAeHTUbUKATOPOM.

host client-identifier ascii
ascii_string ip ip_address

no host client-identifier ascii
ascii_string ip

ascii_string: (1..128)
CMMBO/IOB

Co34aTb CTaTMYECKYIO 3aMNUCb 41 KAMEHTA C YKa3aHHbIM
NAEHTUGUMKATOPOM.

- ascii_string — naeHTUUKaATOP KAMEHTa, MPeACTaBAAOLLMIA
cobolt ascii-CcTpoky;

- ip_address — IP-agpec, HazHaYaemblit KnmeHTy DHCP-cep-
Bepa.

YAanuTb CTaTUYECKYLo 3aMucb, COOTBETCTBYIOLLYIO KINEHTY C
YKa3aHHbIM NAEHTUOUKATOPOM.
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host client-identifier ascii
ascii_string bootfile filename

no host client-identifier ascii
ascii_string bootfile

ascii_string: (1..128)
CYMBOJIOB;
filename: (1..64)

Co34aTb CTaTMYECKYO 3anMucCb AN KAWEHTa C YKa3aHHbIM
naeHTudmnKaTopom.

- ascii_string — naeHTMdUKaTOP KANEHTA, NPEeACTaBAAOLWNA
cobolt ascii-cTpoky;

- filename — HanmeHoBaHWe 3arpy3oyHoro danna.

YAanuTb CTaTUYECKYHO 3anncb, COOTBETCTBYHOLLYIO KIMEHTY C
YKa3aHHbIM UAEHTUPUKATOPOM.

host client-identifier ascii
ascii_string default-router
ip_address_list

no host client-identifier ascii
ascii_string default-router

ascii_string: (1..128)
CMMBOJI0B

OnpefenvTb CNUCOK MapLIpyTU3aTOPOB AN CTaTUYECKOW 3a-
MUCK C yKa3aHHbIM yaeHTUUKATOpOM.
- ascii_string — naeHTMGUKATOP KAMEHTa, NPeAcTaBAAOLLMNA
coboit ascii-cTpoky;
- ip_address_list — cnucok IP-appecos mapLwpyTM3aTopos, A0-
CTynHbIX KAneHTy DHCP-cepsepa. MoxeT cogepatb 40 8 3a-
nucen.

IP-appec maplupyTm3aTopa AoKeH 6biTb B TOM Ke

e NOACETH, YTO U K/INEHT.

Y4anuTb CTaTUYECKYHO 3anucb, COOTBETCTBYHOLLYIO KAUEHTY C
YKa3aHHbIM UAEHTUOUKATOPOM.

host client-identifier ascii
ascii_string dns-server ip_ad-
dress_list

no host client-identifier hex
ascii_string dns-server

ascii_string: (1..128)
CUMBO/I0B

Onpegenntb cnncok DNS-cepBepoB, AOCTYMHbIX ANA CTaTU4e-
CKOM 3anuncK € yKa3aHHbIM AeHTUdGUKaTOpom.

- ip_address_list — cnucok IP-agpecos DNS-cepBepoB, MOXKeT
copepKaTtb 0 8 3anucei, pasgeneHHbix npobenom;

- ascii_string — naeHTMOUKATOP KNMEHTa, NPeaCcTaBNAOLWMIA
coboli ascii-cTpoKy.

YAanuTb CTaTUYECKYHO 3anNnCb, COOTBETCTBYHOLLYIO KIMEHTY C
YKa3aHHbIM NaeHTUGUKATOPOM.

host client-identifier ascii
ascii_string domain-name do-
main

no host client-identifier ascii
ascii_string domain-name

ascii_string: (1..128)
CUMBO/IOB;
domain: (1..128)
CUMBOJI0B

OnpeaenvTb SOMEHHOE MMA AR CTAaTUYECKOMN 3amncucK ¢ yKa-
3aHHbIM MAEHTUOUKATOPOM.

- ascii_string — naeHTMOUKATOP KNMEHTa, NPeACTaBAAOLWNIA
coboli ascii-cTpoKy.

YanuTb CTaTUYECKYHO 3anN1Cb, COOTBETCTBYIOLLYIO KANEHTY C
YKa3aHHbIM NAEHTUUKATOPOM.

host client-identifier ascii
ascii_string netbios-name-
server jp_address_list

no host client-identifier ascii
ascii_string netbios-name-
server

ascii_string: (1..128)
CYMBO/I0B

Onpegenntb cnnucok WINS-cepsepos, ANs cTaTU4ecKol 3a-
MUCK C YKa3aHHbIM NAEeHTUGUKATOPOM.

- ascii_string — naeHTMoUKaTOP KNMEeHTa, NPeaCcTaBNAOLWMIA
coboli ascii-cTpoky;

- ip_address_list — cnucok IP-agpecos WINS-cepsepoB, mo-
JKET coaepKaTh A0 8 3anuceit, pasgeneHHbix npobenom.

Y[anutb CTaTUYECKYO 3anucb, COOTBETCTBYIOLLYHO KJAMEHTY C
YKa3aHHbIM VI,EI,eHTMdJVIKaTOpOM.

host client-identifier ascii
ascii_string netbios-node-type
{b-node | p-node | m-node |
h-node}

no host client-identifier ascii
ascii_string netbios-node-type

ascii_string: (1..128)
CYMBO/I0B

Onpepenntb TMN y3na NetBIOS Microsoft gns ctatnyeckon
3aMmcK C yKasaHHbIM UAEHTUOUKATOPOM:

- b-node — WWMpPOKOBeLLaTeNbHbIN;

- p-node — TO4YKa-TOYKa;

- m-node — KOMBVMHMPOBaHHbLIN;

- h-node — rMbpuaHbIN.

- ascii_string — naeHTMMKaTOP KAMEHTa, NPeaCcTaBAAOLLIMA
coboli ascii-cTpoKy.

YAanuTb CTaTUYECKYHO 3aMucb, COOTBETCTBYIOLLYIO K/UEHTY C
YKa3aHHbIM UAEHTUOUKATOPOM.

host client-identifier ascii
ascii_string next-server ip_ad-
dress

no host client-identifier ascii
ascii_string next-server

ascii_string: (1..128)
CYMBO/I0B

OnpeaennTb ANA CTaTUYECKOM 3aNnUCK € YKa3aHHbIM UAEHTU-
¢duKaTopom agpeca cepsepa (Kak npasuno, TFTP-cepsepa), ¢
KOTOPOro A0/KEH BbITb NOYYeH 3arpy304Hbli daitn.

- ascii_string — naeHTMGUKATOP KAMEHTa, MPeACcTaBAAOLLIMNA
coboit ascii-cTpoky.

Y4anuTb CTaTUYECKYHO 3anmncb, COOTBETCTBYHOLLYIO KAUEHTY C
YKa3aHHbIM UAEHTUOUKATOPOM.
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host client-identifier ascii
ascii_string ntp-server ip_ad-
dress_list

no host client-identifier ascii
ascii_string ntp-server

ascii_string: (1..128)
CMMBOJI0B

OnpeaennTb CNUCOK CEPBEPOB BPEMEHW, 1A CTaTUYECKOM
3aM1CK € YKa3aHHbIM UAEHTUDUKATOPOM.

- ip_address_list — cnucok IP-agpecoB cepBepoB BPEMEHMU,
MOMKET cogepKaTb 40 8 3anuceit, pasaeneHHbix npobenom;
- ascii_string — naeHTUdUKaTOP KANEHTA, NPEeACTABAAOLLNIA
cobolt ascii-CTpoky.

YAanuTb CTaTUYECKYHO 3anucb, COOTBETCTBYIOLLYIO KNEHTY C
YKa3aHHbIM MAEHTUOUKATOPOM.

host client-identifier ascii
ascii_string sip-server {do-
main domain_name_list |
ip ip_address_list}

no host client-identifier ascii
ascii_string sip-server

ascii_string: (1..128)
CUMBOJI0B

Onpegenutb cnncos SIP-cepBepoB, AOCTYNHbIX ANA CTaTUYe-
CKOW 3anmncK ¢ yKasaHHbIM aeHTUdUKaTopom.

- asccii_string — naeHTUOUKATOP KIMEHT], NpeaCcTaBAAOLWMA
coboli ascii-CcTpoky;

- domain_name_list — cnCOK AOMEHHbIX MMeH SIP-cepBepos,
MOMKET coaepKaTb 0 2 3anuceit, pasaeneHHoix npobenom.
MaKcnmanbHasa AnHa CTPoku — 125 cumBooB.

- ip_address_list — cnucok IP-agpecos SIP-cepsepoBs, MOXKeT
copepKaTb 40 8 3anuceit, pasgeneHHblx npobenom.

YAanuTb CTaTUYECKYHO 3anuncb, COOTBETCTBYIOLLYIO KANEHTY C
yKa3aHHbIM MAeHTUGMKATOPOM.

host client-identifier ascii
asccii_string option

code {boolean bool_val | ascii
option_ascii_string | ip ip_ad-
dress_list | hex hex_string |
none}

no host client-identifier ascii
ascii_string option code

code: (0..255);
bool_val: (true, false);
option_ascii_string:
(1..160)
CMMBOJIOB;
hex_string: (1..128)
CMMBO/IOB;
ascii_string: (1..128)
CMMBO/I0B

OnpefennTb yKasaHHbIe ONLUK 418 CTAaTUYECKOM 3anucK C
3afaHHbIM UAEHTUOUKATOPOM.

- ascii_string — naeHTMPUKATOP KNMEHTa, NPeaCTaBNAOLWMIA
cobolt ascii-CcTpoky;

- code — kop, onunn DHCP-cepBepa;

- bool_val — nornyeckoe 3HayeHWe;

- option_ascii_string — ctpoka B dopmate ASCII;

- ip_address_list — cnucok IP-agpecoB (B HEKOTOPbIX CyYasx
MOKET coaepKaTb 40 8 3anuceit);

- hex_string — cTpoka B 16-om dopmare.

Ypanutb CTAaTUYECKYH 3anUCb, COOTBETCTBYIOLLYHO KAUEHTY C
YKa3aHHbIM M,D,eHTMC'JMKaTOpOM.

no host client-identifier ascii
ascii_string

ascii_string: (1..128)
CMMBO/IOB

Yaanutb Bce ONUUKM, Ha3HaYeHHble Ana CTaTMYECKOM 3anncu ¢
YKa3aHHbIM M,D,eHTMC'JMKaTOpOM.

host hardware-address
mac_address ip ip_address

no host hardware-address
mac_address ip

Co3/aTb CTaTMYECKYHO 3aNUCh A/ K/IMEHTA C YKa3aHHbIM
naeHTuduKaTopom.

- mac_address — naeHTUOUKATOP KNMEHTa, NPeACTaBAAOLWNIA
coboii MAC-agpec ycTpoicTBa;

- ip_address — IP-agpec, HazHa4aemblit KnmeHTy DHCP-cep-
Bepa.

YAanuTb CTaTUYECKYHo 3aMucb, COOTBETCTBYIOLLYIO KANEHTY C
yKa3aHHbIM UAEeHTUGMKATOPOM.

host hardware-address
mac_address bootfile file-
name

no host hardware-address
mac_address bootfile

filename: (1..64)

Co34aTb CTaTMYECKYIO 3aNUCb A1 KAMEHTA C YKa3aHHbIM
MAEHTUGUMKATOPOM.

- mac_address — naeHTUOUKATOP KIMEHTa, NPeACcTaBAAoLWMI
coboit MAC-agpec ycTponcTBa;

- filename — HanmeHoBaHwWe 3arpy3oyHoro daina.

YAanuTb CTaTUYECKYo 3anucb, COOTBETCTBYIOLLYIO KINEHTY C
YKa3aHHbIM UAEeHTUGUKATOPOM.

host hardware-address
mac_address default-router
ip_address_list

no host hardware-address
mac_address default-router

OnpegenuTb CNUCOK MapLUPYTU3aTOPOB ANA CTAaTUYECKOM 3a-
MUCK C YKa3aHHbIM YAEHTUPUKATOPOM.
- mac_address — naeHTUOUKATOP KIMEHTa, NPeACcTaBAAoLWMI
coboit MAC-agpec ycTpoicTBa;
- ip_address_list — cnucok IP-agpecos mapLpyT13aTopos, A0-
CTynHbIX KAneHTy DHCP-cepsepa. MoxeT cogepaTtb A0 8 3a-
nucem.

IP-agpec mapLpyTusaTopa A0/KeH 6bITb B TOM e

e NOACETH, YTO U K/INEHT.

YAanuTb CTaTUYECKYLo 3aMucb, COOTBETCTBYIOLLYIO KINEHTY C
YKa3aHHbIM MAEeHTUGUKATOPOM.
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host hardware-address
mac_address dns-server ip_ad-
dress_list

no host hardware-address
mac_address dns-server

OnpeaennTb cnncok DNS-cepBepoB, AOCTYMNHbIX ANA CTaTU4e-
CKOM 3anuncK € yKasaHHbIM MAEHTUPUKATOPOM.

- ip_address_list — cnucok IP-appecos DNS-cepBepoB, MOXKeT
cofep)KaTtb A0 8 3anuceld, pasfeneHHbIx Npobenom;

- mac_address — ngeHTUOMKaTOP KAMEHTaA, NPeaCcTaBAAOLLNNA
coboit MAC-agpec ycTpoicTaa.

YanuTb CTaTUYECKYHO 3anucb, COOTBETCTBYHOLLYIO KAUEHTY C
YKa3aHHbIM UAEHTUDUKATOPOM.

host hardware-address
mac_address domain-
name domain

no host hardware-address
mac_address domain-name

domain: (1..128)
CUMBOJI0B

OnpeaenvTb LOMEHHOE UMSA 1A CTaTUYECKOW 3amnncK C yKa-
3aHHbIM MAEHTUPUKATOPOM.

- mac_address — ngeHTUOUKaTOP KAMEHTa, NPeaCTaBAALWMIA
coboit MAC-agpec ycTpoicTaa.

Y,anuTb CTaTUYECKYHO 3aNUCb, COOTBETCTBYIOLLYHO KNNEHTY C
YKa3aHHbIM UAEHTUDUKATOPOM.

host hardware-address
mac_address netbios-name-
server jp_address_list

no host hardware-address
mac_address netbios-name-
server

Onpepenntb cnnucok WINS-cepsepos, aa1a cTaTU4ecKom 3a-
MUCK C YKa3aHHbIM NAEHTUGUKATOPOM.

- mac_address — ngeHTUOMKaTOP KAMEHTa, NPeaCcTaBAALWMIA
coboit MAC-agpec ycTponcTsa;

- ip_address_list —cnucok IP-agpecos WINS-cepsepoB, moxeT
cofep:KaTtb A0 8 3anuceld, pasfeneHHbIx Nnpobesom.

YpanuTb CTaTUYECKYHO 3aMuCb, COOTBETCTBYIOLLYIO KINEHTY C
YKa3aHHbIM UAEeHTUOUKATOPOM.

host hardware-address
mac_address netbios-node-
type {b-node | p-node | m-
node | h-node}

no host hardware-address
mac_address netbios-node-

type

Onpepenntb TMN y3na NetBIOS Microsoft gns ctatnueckom
3aMnmnCKx C YKa3aHHbIM MAEHTUPUKATOPOM:

- b-node — WMpOKoBELWATENbHbIN;

- p-node — TOUKa-TOUKa;

- m-node — KOMBUMHMPOBaHHbLIN;

- h-node — rMbpuaHbIN.

- mac_address — ngeHTMOMKATOP KAMEHTa, NPeACTaBAAIOLWMIA
coboii MAC-agpec ycTpoicTea.

Y[anutb CTaTUYECKYHO 3anucb, COOTBETCTBYHOLLYIO KJAMEHTY C
YKa3aHHbIM VI,EI,eHTMdJVIKaTOpOM.

host hardware-address
mac_address next-server
ip_address

no host hardware-address
mac_address next-server

OnpenennTb g5 CTaTUYECKOM 3aMUCU C YKa3aHHbIM UAEHTU-
¢duKaTopom agpeca cepsepa (Kak npasuno, TFTP-cepsepa), ¢
KOTOPOro A0/IXKeEH BbITb MOMYYEH 3arpy304HbIi daiin.

- mac_address — ngeHTUOMKATOP KAMEHTa, NPeACTaBAAOLWMIA
coboit MAC-aapec ycTponcTaa.

YanuTb CTaTUYECKYHO 3anNUCb, COOTBETCTBYHOLLYIO KUEHTY C
YKa3aHHbIM NAEHTUGUKATOPOM.

host hardware-address
mac_address ntp-server ip_ad-
dress_list

no hardware-address mac_ad-
dress ntp-server

OnpeaennTb CNUCOK CEpBEPOB BPpeMeHM ANs CTaTUYECKOon 3a-
MUCK C YKa3aHHbIM UAEHTUGUKATOPOM.

- ip_address_list — cnucok IP-afpecos cepBepoB BPpeMEH!,
MOKET cofieprKaTb A0 8 3anuceld, passeneHHbix npobenom;

- mac_address — naeHTUGUKATOP KAMEHTa, NPeaCcTaBAAoWMIA
coboit MAC-agpec ycTpoicTea.

YAanuTb CTaTUYECKYHO 3aMnCb, COOTBETCTBYHOLLYIO K/MEHTY C
YKa3aHHbIM UAEHTUOUKATOPOM.

host hardware-address
mac_address sip-server {do-
main domain_name_list |

ip ip_address_list}

no host hardware-address
mac_address sip-server

Onpepenntb cnncok SIP-cepBepoB, AOCTYMNHbIX ANA CTaTuye-
CKOW 3anucu € yKa3aHHbIM aeHTUdGUKaTopom.

- mac_address — naeHTUOUKATOP KAMEHTa, NPeaCcTaBAAoWNA
coboit MAC-agpec ycTpoMncTBa;

- domain_name_list — cnucok AOMeHHbIX MMeH SIP-cepsepos,
MOMKET COAEPMKaTb A0 2 3anucei, pasaeneHHbix npobenom.
MaKcumanbHasa aanHa CTpoku — 125 cumBonos;

- ip_address_list — cnucok IP-agpecos SIP-cepBepoB, MOXKeT
cogepKaTtb 0 8 3anucei, pasaeneHHbix npobenom.

YpanuTb CTaTUYECKYHO 3aMnCb, COOTBETCTBYIOLLYIO K/MEHTY C
YKa3aHHbIM UAEHTUOUKATOPOM.
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host hardware-address
mac_address option

code {boolean bool_val | ascii
ascii_string | ip ip_ad-
dress_list | hex hex_string |
none}

no host hardware-address
mac_address option code

code: (0..255);
bool_val: (true, false);
ascii_string: (1..160)
CMMBOJIOB;
hex_string: (1..128)
CUMBOJI0B

OnpeaennTb yKasaHHble ONuMK 1A CTaTUYECKOW 3anucu ¢
33/laHHbIM UAEHTUDUKATOPOM.

- mac_address — naeHTUOUKATOP KIMEHTa, NPeACTaBAAOLWMI
coboit MAC-agpec ycTpoicTBa;

- code — kop, onunn DHCP-cepsepa;

- bool_val — nornyeckoe 3HauyeHue;

- ascii_string — cTpoka B popmate ASCII;

- ip_address_list — cnucok IP-agpecoB (B HEKOTOPbIX CAyYasnx
MOMKET coaepKaTb A0 8 3anucen);

- option_hex_string — cTpoka B 16-om ¢popmare.

YAanuTb CTaTUYECKYHO 3anucb, COOTBETCTBYIOLLYIO KNEHTY C
YKa3aHHbIM MAEHTUOUKATOPOM.

no host hardware-address
mac_address

YfanuTte Bce ONUMM, Ha3HaYeHHbIe ANA CTaTUYECKOW 3anucu ¢
YKa3aHHbIM MAEHTUOUKATOPOM.

host interface {gigabitethernet
gi_port | twopointfivegiga-
bitethernet two_port | tengi-
gabitethernet te_port | port-
channel group} ip ip_address

no host interface {giga-
bitethernet gi_port | two-
pointfivegigabitethernet
two_port | tengigabitethernet
te_port | port-channel

group} ip

gi_port: (1..8/0/1..48);
two_port: (1..8/0/1..8);
te_port: (1..8/0/1..11);
group: (1..64);
ip_address:
A.B.C.D

Co34aTb CTaTMYECKYIO 3aNUCb 41 KAMEHTA C YKa3aHHbIM
NOEHTUOMKATOPOM.

- ip_address — IP-agpec, HazHa4aemblit KnmeHTy DHCP-cep-
Bepa.

Y[anuTb CTaTUYECKYHO 3aMnCb, COOTBETCTBYIOLLYIO KIUEHTY C
YKa3aHHbIM NAEeHTUGUKATOPOM.

host interface {gigabitethernet
gi_port | twopointfivegiga-
bitethernet two_port | tengi-
gabitethernet te_port | port-
channel group} bootfile file-
name

no host interface {giga-
bitethernet gi_port | two-
pointfivegigabitethernet
two_port | tengigabitethernet
te_port | port-channel group}
bootfile

gi_port: (1..8/0/1..48);

two_port: (1..8/0/1..8);

te_port: (1..8/0/1..11);
group: (1..64)

Co3/aTb CTAaTUYECKYHO 3aMUCh ANA KIMEHTA C YKasaHHbIM
naeHTUPMUKaTopom.
- filename — HanmeHoBaHwWe 3arpy3oyHoro ¢arina.

Ypanutb CTaTUYECKYH 3aNnCb, COOTBETCTBYHOLYH K/IMEHTY C
YKa3aHHbIM VIp,EHTVId)VIKaTOpOM.

host interface {gigabitethernet
gi_port | twopointfivegiga-
bitethernet two_port | tengi-
gabitethernet te_port | port-
channel group} default-router
ip_address_list

no host interface {giga-
bitethernet gi_port | two-
pointfivegigabitethernet
two_port | tengigabitethernet
te_port | port-channel group}
default-router

gi_port: (1..8/0/1..48);
two_port: (1..8/0/1..8);
te_port: (1..8/0/1..11);
group: (1..64);
ip_address_list:
Al1.B1.C1.D1...
A8.B8.C8.D8

OnpeaenvTb CNUCOK MapLLIPYTM3aTOPOB ANA CTaTUYECKOM 3a-
NUCK C YKa3aHHbIM yaeHTUdMKaTopom.
- ip_address_list — cnucok IP-agpecos mapLpyT13aTopos, A0-
CTynHbIX KAneHTy DHCP-cepBepa. MoxeT coaepatb Ao 8 3a-
nuce.

IP-appec mapLupyTU3aTopa A0MKEH BbiTb B TOM Xe
e NOACETH, YTO U K/INEHT.

Y[anuTb CTaTUYECKYIO 3aNWCb, COOTBETCTBYIOLLYIO KIUEHTY C
YKa3aHHbIM UAEHTUbUKATOPOM.

host interface {gigabitethernet
gi_port | twopointfivegiga-
bitethernet two_port | two-
pointfivegigabitethernet
two_port | tengigabitethernet
te_port | port-channel group}
dns-server ip_address_list

no host interface {giga-
bitethernet gi_port | two-
pointfivegigabitethernet
two_port | tengigabitethernet
te_port | port-channel group}
dns-server

gi_port: (1..8/0/1..48);
two_port: (1..8/0/1..8);
te_port: (1..8/0/1..11);
group: (1..64);
ip_address_list:
Al1.B1.C1.D1...
A8.B8.C8.D8

Onpegenutb cnncok DNS-cepsepoB, AOCTYMHbIX 4NA CTaTU4e-
CKOW 3aMM1CcK € yKasaHHbIM MAEHTUOUKATOPOM.

- ip_address_list — cnucok IP-agpecos DNS-cepBepoB, MOXKeT
cofepKaTb A0 8 3anucel, pasgeneHHbix npobenom;

- mac_address — naeHTMUKATOP KAMEHTa, NPeacTaBAAOLLMNA
coboit MAC-agpec ycTpoiicTsa.

Y4anuTb CTaTUYECKYHO 3aMMCb, COOTBETCTBYHOLLYIO KUEHTY C
YKa3aHHbIM MAEeHTUGUKATOPOM.
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host interface {gigabitethernet
gi_port | twopointfivegiga-
bitethernet two_port | tengi-
gabitethernet te_port | port-
channel group} domain-

name domain

no host interface {giga-
bitethernet gi_port | two-
pointfivegigabitethernet
two_port | tengigabitethernet
te_port | port-channel group}
domain-name

gi_port: (1..8/0/1..48);
two_port: (1..8/0/1..8);
te_port: (1..8/0/1..11);
group: (1..64);
domain: (1..128)
CMMBOJI0B

OnpeaenvTb LOMEHHOE UMSA 1A CTAaTUYECKOW 3anncK C yKa-
3aHHbIM MAEHTUPUKATOPOM.

YAanuTb CTaTUYECKYIO 3aMUCh, COOTBETCTBYIOLLYHO K/IMEHTY C
YKa3aHHbIM UAEeHTUOUKATOPOM.

host interface {gigabitethernet
gi_port | twopointfivegiga-
bitethernet two_port | tengi-
gabitethernet te_port | port-
channel group} netbios-name-
server jp_address_list

no host interface {giga-
bitethernet gi_port | two-
pointfivegigabitethernet
two_port | tengigabitethernet
te_port | port-channel group}
netbios-name-server

gi_port: (1..8/0/1..48);
two_port: (1..8/0/1..8);
te_port: (1..8/0/1..11);
group: (1..64);
ip_address_list:
Al1.B1.C1.D1...
A8.B8.C8.D8

Onpeaenntb cnncok WINS-cepsepos, aa1a cTaTUYECKOM 3a-
MUCKU C YKa3aHHbIM MAeHTUGMKATOPOM.

- ip_address_list — cnucok IP-agpecos WINS-cepeepoB, mo-
JKET coaep:KaTb A0 8 3anuceit, pasaeneHHbix npobesom.

YAanuTb CTaTUYECKYIO 3aMMCb, COOTBETCTBYIOLLYIO KIMEHTY C
YKa3aHHbIM UAEHTUOUKATOPOM.

host interface {gigabitethernet
gi_port | twopointfivegiga-
bitethernet two_port | tengi-
gabitethernet te_port | port-
channel group} netbios-node-
type {b-node | p-node | m-
node | h-node}

no host interface {giga-
bitethernet gi_port | two-
pointfivegigabitethernet
two_port | tengigabitethernet
te_port | port-channel group}
netbios-node-type

gi_port: (1..8/0/1..48);

two_port: (1..8/0/1..8);

te_port: (1..8/0/1..11);
group: (1..64)

Onpeaenntb TMN y3na NetBIOS Microsoft gns ctatnyeckomn
3anNMUCK C YKa3aHHbIM MAEHTUPUKATOPOM:

- b-node — WMpPOKoOBELATENbHbIN;

- p-node — TOUYKa-TOUKa;

- m-node — KOMBUMHUPOBaHHbI;

- h-node — rMbpuaHbIN.

YAanuTb CTaTUYECKYIO 3aMUCb, COOTBETCTBYIOLLYHO KNEHTY C
YKa3aHHbIM NAEHTUGUKATOPOM.

host interface {gigabitethernet
gi_port | twopointfivegiga-
bitethernet two_port | tengi-
gabitethernet te_port | port-
channel group} next-server
ip_address

no host interface {giga-
bitethernet gi_port | two-
pointfivegigabitethernet
two_port | tengigabitethernet
te_port | port-channel

group} next-server

gi_port: (1..8/0/1..48);
two_port: (1..8/0/1..8);
te_port: (1..8/0/1..11);
group: (1..64);
ip_address:
A.B.C.D

OnpefenuTb ANA CTaTUYECKOM 3aMUCK € YKa3aHHbIM MAEHTU-
¢duKaTopom agpeca cepsepa (Kak npasuno, TFTP-cepsepa), ¢
KOTOPOro A0/IXKeEH BbITb MOMYYEH 3arpy304HbIi daiin.

YAanuTb CTaTUYECKYHO 3aMnCb, COOTBETCTBYHOLLYHO KIMEHTY C
YKa3aHHbIM UAEHTUOUKATOPOM.

host interface {gigabitethernet
gi_port | twopointfivegiga-
bitethernet two_port | tengi-
gabitethernet te_port | port-
channel group} ntp-server
ip_address_list

no interface {gigabitethernet
gi_port | twopointfivegiga-
bitethernet two_port | tengi-
gabitethernet te_port | port-
channel group} ntp-server

gi_port: (1..8/0/1..48);
two_port: (1..8/0/1..8);
te_port: (1..8/0/1..11);
group: (1..64);
ip_address_list:
Al1.B1.C1.D1...
A8.B8.C8.D8

OnpeaennTb CNUCOK CEpBEPOB BPpeMeHM ANs CTaTUYECKOoM 3a-
MUCK C YKa3aHHbIM UAEHTUGMKATOPOM.

- ip_address_list — cnucok IP-afpecos cepBepoB BpeMEeHH,
MOKET cofleprKaTb A0 8 3anuceld, passenieHHbix Npobenom.

YAanuTb CTaTUYECKYIO 3aMUCb, COOTBETCTBYIOLLYIO KMEHTY C
YKa3aHHbIM UAEHTUOUKATOPOM.
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host interface {gigabitethernet
gi_port | twopointfivegiga-
bitethernet two_port | tengi-
gabitethernet te_port | port-
channel group} sip-server {do-
main domain_name_list |

ip ip_address_list}

no interface {gigabitethernet
gi_port | twopointfivegiga-
bitethernet two_port | tengi-
gabitethernet te_port | port-
channel group} sip-server

gi_port: (1..8/0/1..48);
two_port: (1..8/0/1..8);
te_port: (1..8/0/1..11);
group: (1..64);
p_address_list:
Al1.B1.C1.D1...
A8.B8.C8.D8

Onpegenutb cnncok SIP-cepBepoB, AOCTYNHbIX ANA cTaTUYe-
CKOM 3anNMCH C YKa3aHHbIM UAEHTUDUKATOPOM.

- domain_name_list — cnCOK AOMEHHbIX MMeH SIP-cepBepoB,
MOMKET coaepKaTb 0 2 3anuceit, pasaeneHHoix npobenom.
MaKcnmanbHasa AnnvHa cTpoku — 125 cumBonos;

- ip_address_list — cnucok IP-agpecos SIP-cepBepoB, MOXKeT
copepKaTb o0 8 3anucelt, pasgeneHHbIX npobenom.

YLanuTb CTaTUYECKYHO 3aMUCh, COOTBETCTBYHOLLYIO KNUEHTY C
YKa3aHHbIM MAEeHTUGUKATOPOM.

host interface {gigabitethernet
gi_port | twopointfivegiga-
bitethernet two_port | tengi-
gabitethernet te_port | port-
channel group} option

code {boolean bool_val | ascii
ascii_string | ip ip_ad-
dress_list | hex hex_string |
none}

no host interface {giga-
bitethernet gi_port | two-
pointfivegigabitethernet
two_port | tengigabitethernet
te_port | port-channel group}
option code

gi_port: (1..8/0/1..48);
two_port: (1..8/0/1..8);
te_port: (1..8/0/1..11);
group: (1..64);
code: (0..255);
bool_val: (true, false);
ascii_string: (1..160)
CMMBOJIOB;
hex_string: (1..128)
CMMBOJI0B

OnpeaennTb yKasaHHble ONLMU A1A CTaTUYECKOW 3anucu ¢
3aZaHHbIM UAEHTUDUKATOPOM.

- code — kop, onunn DHCP-cepBsepa;

- bool_val — nornyeckoe 3Ha4yeHue;

- ascii_string — cTpoka B popmate ASCII;

- ip_address_list — cnucok IP-agpecoB (B HEKOTOPbIX CAyYasnx
MOMKET coaepKaTb A0 8 3anucei);

- option_hex_string — cTpoka B 16-om popmare.

Y4anuTb CTaTUYECKYHO 3aMMUCb, COOTBETCTBYHOLLYIO KAUEHTY C
YKa3aHHbIM NAEeHTUGUKATOPOM.

no host interface {giga-
bitethernet gi_port | two-
pointfivegigabitethernet
two_port | tengigabitethernet

gi_port: (1..8/0/1..48);
two_port: (1..8/0/1..8);
te_port: (1..8/0/1..11);

Ypanutb Bce ONumMK, HazHayeHHble A8 CTaTUYECKOM 3anucu
C YKa3aHHbIM MAEHTUPUKATOPOM.

te_port | port-channel group} group: (1..64)
’ ‘ Mpu 3agaHuu Client ID B popmare ASCIl ybegutecb, uto DHCP-KnueHT otnpasnsert Client ID ¢
e Hardware Type B nepBom 6aiiTe, COOTBETCTBYIOLWMIA 3a8aHHOMY PopmarTy.

[Mpumep Hacmpoliku cmamuyeckoli 3anucu

HasHauuTb ycTpoiictey ¢ MAC-aapecom aa:bb:cc:dd:ee:ff ip-agpec — 192.168.45.250, cepsep Bpe-
MeHun —192.168.45.254 1 DNS-cepsep —192.168.45.113

console#

console# configure terminal

console (config) # interface vlan !

console (config-if)# ip address 192.168.45.1 255.255.255.0
console (config-if)# exit

console (config)# ip dhcp pool 1 test

(
(
console (config)# ip dhcp server
(
(

console (dhcp-config)# network 192.168.45.0 255.255.255.0

console (dhcp-config)# host hardware-ad-

dress aa:bb:cc:dd:ee:ff ip 192.168.45.250

console (dhcp-config) # host hardware-address aa:bb:cc:dd:ee:ff ntp-
server 192.168.45.254
console (dhcp-config) # host hardware-address aa:bb:cc:dd:ee:ff dns-
server 192.168.45.113

KomaHOwbi pexcuma Privileged EXEC

Buza 3anpoca KomaHAHOM CTPOKM pexxnma Privileged EXEC:

console#
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Tabnunua 191 — KomaHabl perknma Privileged EXEC

3HayeHue/3Ha4yeHue
no ymon4aHuwo

KomaHoa Aelicmeue

clear ip dhcp server binding
[ip_address] -

YaanuTb 3anucv U3 Tabaunubl cooTBeTCTBUA GU3NUECKUX agpe-
COB 1 a4pecos, BblgaHHbIX ¢ nyna DHCP-cepsepom:
- ip_address — IP-appec, HazHa4YeHHbIn DHCP-cepsepom.

clear ip dhcp server statistics - YpanuTe cTaTUCTUCTURM paboTbl DHCP-cepBepa.

show ip dhcp server binding MpocmoTpeTb IP-agpeca, KoTopble conocTaBnieHbl ¢ pusmnye-
- CKMMM afipecamMm K/IMEHTOB, a TaKXKe BPems apeHAbl, crnocob

Ha3HayeHuA u coctoaHune IP-agpecos.

show ip dhcp server
information

MpocmoTpeTb MHbOopMaLmto o KoHdurypauum DHCP-cepsepa.

show ip dhcp server pools MpocmoTpeTb MHbOpPMaLMIo 0 rnobanbHbIX HacTpoka DHCP-
- cepeepa, a TaK¥Ke 0 CO34aHHbIX Ny/ax U CylecTByoWwmx host-

3anuncax.

show ip dhcp server statistics - MpocmoTpeTb ctatnctnky DHCP-cepsepa.

4.24 KoHdurypauusa PPPoE Intermediate Agent

®yHKumna PPPOE IA peannsoBaHa B COOTBETCTBUM C TpeboBaHMAMM goKkymeHTa DSL Forum TR-101 un
npegHasHayeHa 419 UCNo/b30BaHMA Ha KOMMYyTaTopax, paboTatowmMx Ha YPOBHe AOCTyna.

dyHKUMA NO3BONAET AONONHATL NakeTbl PPPOE Discovery nHpopmaumeis, xapaktepumsyloLiein nHTep-
deic goctyna. IT0 HeobXOAMMO ANA UAEHTUPUKALMM NONb30OBATE/NbCKOrO MHTepdeiica Ha cepBepe A0-
ctyna (BRAS, Broadband Remote Access Server). YnpasneHue nepexsaTom n 0bpaboTkoit naketos PPPoE
Active Discovery ocyuiectBnsercs rnobanbHo A/1A BCEro YCTPOWCTBA M BbIBOPOYHO A/1A KaXKAO0ro MHTep-
deiica.

Peanunsauma ¢yHKumnmn PPPOE IA npegoctaBaseT A0NOJHUTE/IbHbIE BO3MOXKHOCTU KOHTPO/IA coobule-
HMW NPOTOKO/1A NYTEM Ha3HAYEHMA AOBEPEHHbIX NHTEPENCOB.

KomaHObI pexcuma 2n106as1bHoU KOHpuU2ypayuu

Buza 3anpoca KOMaHAHOM CTPOKM pexxnma rinobanbHoM KoHbUrypauum:

console (config) #

Tabnnua 192 — KomaHgb! pexuma rnobanbHoin KoHduUrypaumm

3HayeHue/3HayeHue
no ymon4aHuwo

KomaHoa Aeiicmeue

shutdown pppoe
intermediate-agent

OTKNtoUNTL paboTy moayns pppoe intermediate-agent Ha
ycTpoiicTse.

[aHHaa KomaHAa oTKAlO4aeT paboty moayna pppoe
-/MOAYNb BKAOYEH .’ intermediate-agent ¢ 6e3Bo3BpaTHbIM yAaneHuem Bcex
HacTpoek 6n0Ka PPPOE IA.

no shutdown pppoe
intermediate-agent

BktounTb paboTy moayna pppoe intermediate-agent Ha
yCTpoWMcTBE.

pppoe-ia snooping

no pppoe-ia snooping

-/BbIK/IOYEHO

[no6anbHO BKAOUUTb KOHTPOJIb GYHKUMM PPPOE IA.

BbIK/MOYNTb KOHTPOJIb GYyHKLMK PPPOE IA.

pppoe-ia snooping session
timeout range

pppoe-ia snooping session
timeout 0

range: (0..600)/300

3apatb TaMmayT gna paboTbl GyHKUMKM PPPOE IA.

OTKNOYNTb TaMayT gas paboTbl dyHKLUMM PPPOE IA.

pppoe pass-through

-/BbIK/IOYEHO

BkntoueHne komaHApbl 3actasnseT PPPoE-nakeTbl NnpoxoanTb Yepes
KOMMYTaTOp Kak HeusBecTHbIl L2-TpaduK, u genaet ux "Hesuau-
mbimun" ana IP ACL.
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no pppoe pass-through BKAOYMTL NAPCUHT MHKANCYANMpPoBaHHbIX B PPPoE-nakeTtax L3-3aro-
noBKoB, npasuna IP ACL HaunHatoT paboTaTb 418 MHKANCY/IMPOBaH-
HbIX NMaKeTOB.

Ona KoppeKkTHoi pabotbl dyHKuMn PPPOE Intermediate Agent Bce ucnonbayemolie PPPoE-cep-
Bepa A0MKHbI 6bITb NOAKNIOYEHDbI K « AOBEPEHHbIM» NOpTamMm KommyTatopa. [Ans gob6asneHus
nopTa B CMUCOK «A,0BEPEHHbIX» UCMONb3YIOTCA KOMaHAbI port-security-state trusted, set port-
role uplink B pexume KoHdurypauum unHtepdeiica. Ana obecneyeHna 6esonacHocTu Bce
OCTasibHble NOPTbI KOMMYTATOPa A0/KHbI 6bITb «HeA0BEPEHHbIMUY.

.‘

KomaHab! pexxnma kKoHdurypaumm VLAN (amanasoH VLAN’oB)

console# configure terminal
console (config)# vlan
console (config-vlan) #

Tabnunua 193 — KomaHabl pexkmma KoHourypauum nHtepdeiica L2Vian

3HaveHue/3HayeHue "
KomaHda / Aeiicmeue
no ymon4yaHuro

pppoe-ia snooping BKntounTb KOHTPOAb PpyHKLMM PPPOE |A B npeaenax ykasaHHoOro

VLAN.
- - -/BbIKOYEHO

no pppoe-ia snooping BbIKNOUMTb KOHTPOIb GYHKUMKM PPPOE IA B Nnpeaenax ykasaH-

Horo VLAN.

Mpumep HacTponkmn PPPoE IA B VLAN1O ¢ HacTpoiikoit DCS-onumii Ha nHtepdelice
Gigabitethernet0/13.
console (config) #pppoe-ia snooping
console (config) #pppoe passthrough
console (config) #dcs information option enable
console (config) #vlan 10
console (config-vlan) #pppoe-ia snooping
console (config-vlan) #fexit
console (config) #interface gigabitethernet 1/0/13
console (config-if) #switchport general allowed vlan add 10 untagged
console (config-if) #switchport general pvid 10
console (config-if) #dcs agent-circuit-identifier "$v $%p 8%h"
console (config-if) #dcs remote-agent-identifier "3M"
console (config-if) #fexit
console (config) #interface gigabitethernet 1,/0/24
console (config-if) #switchport general allowed vlan add 10
console (config-if) #port-security-state trusted
console (config-if) #set port-role uplink
console (config-if) #fexit

4.25 KoHdurypauma ACL (cnucku KoHTpona goctyna)

’ ®yHKuumn ACL per VLAN n ACL user-defined offset He noaaep:KaHbl B cTeKe B TEKyLLEN
- sepcum MNO.

CL (Access Control List — cnMcoKk KoHTposa goctyna) — Tabauua, KoTopasa onpeaenseT npasuaa
duNbTpaLMm BXOAALLENO M UCxoaalero TpaduKka Ha OCHOBaHWUWM NepefaBaeMblX B MaKeTax NPOTOKO/OB,
TCP/UDP noprtos, IP-agpecos nan MAC-aapecos.

Ha gaHHbIN momeHT peannsauma ACL TakoBa: Kaxabliii ACL cogepuTt Tonbko 1 npaBuno. HeckonbKo
ACL MO*KHO npuBA3aTb K ogHOMY MHTepdeicy. Mopaaok oTpaboTKM NpaBua onpeaensaeTcs no NpUopuTeTy
npasuna, ykasaHHomy B ACL, npu paBeHcTBe npuoputetos — rno Homepy ACL.

Ethernet-kommymamopei cepuli MES14xx, MES24xx, MES3400-xx, MES37xx 195



HELTEX

ACL aBTOMaTMYECKMN CHMUMAETCA C MHTepdelica Npu U3MEHEHMM B HEM MpaBua.

KomaHabl ans cosgaHus M peaaktupoBaHus cnuckoB ACL OocTynHbl B pexume rnobanbHol

KOHUrypauum.

KomaHObI pexcuma 2106aabHOU KOHGPU2ypayuu

KomaHaHasA cTpoka B pexkume rnobanbHoli KoHOUIypauumn nmeeT Bua;

console

(config) #

Tabnnua 194 — KomaHabl ans cosgaHuns n KoHourypaumm cnmuckos ACL

KomaHda

3HayeHue/3Ha4yeHue
no yMmon4YaHuo

Aelicmeue

ip access-list standart
access_list_num [description
description]

no ip access-list standart
access_list_num

access_list_num:
(1..1000);
description: (1..128)
CUMBOJI0B

Co3gaTb CTaHAapTHbIN cnvcok ACL.

YpanuTe cTaHAapTHbIM cnncok ACL.

ip access-list extended
access_list_num [description
description]

no ip access-list extended
access_list_num

ipv6 access-list extended
access_list_num [description
description]

no ipv6 access-list extended
access_list_num

access_list_num:
(1001..65535);
description: (1..128)
CUMBO/IOB

Co3aaTb HOBbIV pacwmpeHHbIn cnncok ACL ansa agpecauuu IPv4 u
BOMTU B PEXMM €ro KoHoUrypaumm (ecam cnmcok ¢ AaHHbIM ume-
HeMm elle He co3aaH), 1Mbo BONTU B peXMm KoHOUrypauumn paHee
CO34aHHOrO CMUCKa.

YpanuTe pacwmpeHHbln cnucok ACL ana agpecaunn IPv4.

Co3aaTb HOBbIV pacwmpeHHbIn cnncok ACL ana agpecauum IPv6 u
BOMTU B PEXMM €ro KoHouUrypaumm (ecam cnmcok ¢ AaHHbIM ume-
HEeM eLle He co34aH), 1Mb0o BOUTU B pPeXXUM KOHPUrypaLmm paHee
CO3JaHHOrO CMUCKa.

YAanuTb paclumpeHHblii cnncok ACL ans agpecauumm IPvb.

mac access-list extended
access_list_num [description
description]

no mac access-list extended
mac_access_list_num

mac_ access_list_num:
(1..65535);
description: (1..128)
CUMBOJI0B

Co3gaTtb HoBbIV cnncoK ACL Ha 6ase MAC-agpecaunn u BOMTHU B pe-
UM ero KoHGUrypaumm (ecam CnmMcoK ¢ aHHbIM UMEHEM elle He
€034aH), MMB0 BOWTU B PEKUM KOHPUrypaLMK paHee CO34aHHOMo
CnucKa.

Yaanutb cnucok ACL Ha 6a3e MAC-agpecaunu.

user-defined offset offset_id {
12 | ethtype | I3 | 14 } value

no user-defined offset
offset_id

offset_id: (1..4);
value: (0..255)

HacTpouTb cmelleHve B 6aitTax OTHOCMTENIbHO BbIOPaHHOW CTapTo-
BOM NO3MLMKN. 3HaYEHME U MacKa, Ucnosibayemble Ana GUNbTpaLmu,
3apat0TcA Yepes napametpbl ACL-npasua.

- 12 — Hauano naketa (Destination MAC address);

- ethtype — Ethertype (camblit BHyTpeHHMI, Npn Hannmumm VLAN-Te-
ros);

- 13 — L3-3aronosok;

- 14 — L4-3aronoBok.

YAanuTb cmellleHMe OTHOCUTENbHO BbiGPaHHOW CTapTOBOW MO3W-
TIZR

Ona Toro u4tobbl aKkTMBM3MpOBATb cnmMcok ACL, HeobxoaMMoO CBA3aTb €ro ¢ UHTepdericom.
NHTepdelicom, UCNONb3YIOWMM CIIMCOK, MOXKET bbiTb 1nbo nHTepdelic Ethernet, nnbo rpynna noptos. Ha
AaHHbIN MOMEHT NOAAEPKUBAETCS TONIbKO BXOAALLEE HaMNpaBieHUe Ha UHTepdelicax (in).

KomaHObI pexcuma KoHgpu2ypayuu uHmepgelica Ethernet, VLAN

KomaHZHas cTpoka B perkume KoHOUrypaumm nHtepdeica Ethernet umeet sua;:

console (config-if) #
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KomaHgHan cTpoKa B pexkume KoHpurypauum nHtepdeiica VLAN nmeet Bua;

console (config-vlan) #

Tabnunuya 195 — KomaHga HasHadyeHusa cnncka ACL-uHTepdelicy

KomaHoa

3Ha4yeHue/3HayeHue
no ymon4aHuro

Aelicmeue

ip access-group
access_list_num in

no ip access-group
access_list_num in

access_list_num:
(1..65535)

B HacTpolikax onpegenéHHoro ¢pusmMyeckoro nHTepdeica KomaHaa
NPUBA3bLIBAET YKa3aHHbIN CMUCOK K aHHOMY UHTepdeicy.

YaanuTb CNUCOK ¢ UHTepdelica.

mac access-group
access_list_num in

Nno mac access-group
access_list_num in

access_list_num:
(1..65535)

B HacTpoiikax onpeagenéHHoro ¢pusmyeckoro nHTepdenca KomaHaa
NpuUBA3bIBAET YKa3aHHbI Mac-CNUCOK K AaHHOMY UHTepdelicy.

YaanuTb CNUCOK C UHTepdelica.

ipv6 access-group
access_list_num in

no ipv6 access-group
access_list_num in

access_list_num:
(1001..65535)

B HacTpolikax onpeaenéHHoro ¢pusmMyeckoro nHTepdeica KomaHaa
NPUBA3bLIBAET YKa3aHHbIN CMUCOK K JaHHOMY UHTepdeiicy.

Y[anuTb CNUCOK € MHTepdelica.

KomaHObl pexcuma Privileged EXEC

KomaHaHas cTpoka B pexkume Privileged EXEC nmeet sua;:

console#

Tabnnua 196 — KomaHgbl pexkuma Privileged EXEC ana cnmckos ACL

KomaHoa

3Ha4yeHue/3HayeHue
no ymon4aHuwo

Aelicmeue

show access-lists
[access_list_num]

access_list_num: (1-
65535) cumBona

MokasaTtb cnuckm ACL, co3aaHHble Ha KOMMyTaTope.

show running-config acl

Moka3saTb 610K KomaHg, ACL B KOHOUIYpaLum ycTponcTBa.

show access-group [interface
{ fastethernet | gigabitether-
net | twopointfivegiga-

bitethernet | tengigabitether-
net} interface | vlan [vlan-id]]

MokasaTb cnuckn ACL, npusasaHHble K MHTepdeicy.

clear {ip | mac} access-list {ac-
cess_list_num} packet-count

C6pOoCUTb CTaTUCTUKY NAKeToB, Nonaswmx nog npasuao ACL.

4.25.1 KoHdpueypayusa ACL Ha 6a3e IPv4

B paHHOM pasgene npuBedeHbl 3HAYEHUA U OMUCAHUA OCHOBHbIX MAPAMETPOB, MCMOJb3yEMbIX B
COCTaBe KOMaHSA, HacTpoiikmn cnmnckoB ACL, ocHOBaHHbIX Ha agpecaumn IPv4. Co3aaHne U BXOZ4 B pPeKUM
pefakTnposaHuna cnnckos ACL, oCHOBaHHbIX Ha agpecaunu IPv4, ocyectsaaeTca No KOMaHAe:

ip access-list {extended |

standart} access-list num.

Tabnnua 197 — KomaHgpbl, ucnonb3yemble gna Hactpoiikn ACL-cnnckoB Ha ocHoBe IP-agpecaumm

KomaHda

3HavyeHue

Aelicmeue

{any | destination} [parametr]
[priority]

permit protocol {any | source host}

priority: (1-255)/1

[o6aBuTb paspelatollyto 3anucb ¢Guab-
Tpauuu Ans NpoToKona. MaKkeTsl, oTBeYa-
lolwme ycnosmam 3anucu, byayt obpaba-
TbIBaTbCA KOMMYTaTOPOM.

{any | destination} [parametr]
[priority]

deny protocol {any | source host}

priority: (1-255)/1

[o6aBuTb 3anpeliatollyto 3anucb Gpub-
Tpauuu AN NpoToKona. lMaKeTbl, oTBEYa-
toLMe ycnoBMAm 3anucu, byayT 610KMpo-
BaTbCA KOMMYTaTOPOM.
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Tabnnuya 198 — OcHoBHbIE NapamMeTpbl, UCMO/Ib3YEMbIE B KOMAHAAX

Mapamemp 3HayeHue Aelicmesue
permit [OewncTteue ‘paspewmnTs’ Co3gaTb pa3spellatouiee npasuao ¢punbTpaymm B cnmcke ACL.
deny [OeiicTBMe ‘3anpeTutnd’ Co3pgaTb 3anpewatouee npasuno ¢uabtpaumm B cnucke ACL.
protocol Mone npegHasHavyeHO ANA YKa3aHWA NPOTOKoAa (MaKn Bcex NpoTo-
KO/I0B), Ha OCHOBEe KOTOPOro ByaeT ocylecTBaAeTca GuabTpauma.
NboTOKON Mpu BbIBOPE NPOTOKOA BO3MOXKHbI C/iedytowme BapuaHTbl: icmp,
P ip, tcp, udp, ipv6, ipv6:icmp, ospf, pim Anbo uncnosoe 3HayeHue
npoToKona, B guanasoHe (0 — 255).
[na cooTBeTCcTBMA NIOBOMY NPOTOKOY UCNO/b3YeTCA 3HaYeHue IP.
source AApec UCTOYHMKA Onpegenset IP-agpec UCTOYHMKA NaKeTa.

source_mask

Macka agpeca UCTOYHUKA

Macka, npumeHaemaa K IP-agpecy MCTOYHMKA nakeTta. Macka
onpegensaet 6utbl IP-agpeca, KOTopble HEOBXOANUMO WUTHOPUPO-
BaTb. B 3HaYeHMA UrHopmpyembix 6UTOB AOKHbI ObITb 3aMMCaHbI
eauHuubl. Hanpumep, ncnonb3ya macky, MOXKHO onpeaenntb ans
npasuna punbTpaumn IP-cetb. Ytobbl 406aBUTL B NpaBuao Gpuib-
Tpaumm IP-cetb 195.165.0.0, HeobxoanMO 3a4aTb 3HAYEHME MACKK
255.255.0.0, TO ecTb, COr/lacHO AaHHOW Macke, nepsble 16 6uT IP-
agpeca byayT MTHOPMPOBATLCA.

destination

Appec HazHayeHun

Onpepgenset IP-agpec Ha3HaYeHMA NakeTa.

destination_mask

Macka agpeca HazHavyeHuA

butoBasa macka, npumeHaemas K IP-agpecy Ha3HauyeHuA MakeTa.
Macka onpegenset buTbl IP-agpeca, KoTopble HeO6X04MMO UTHO-
pupoBaTb. B 3HaueHMsA NrHopupyembix BUTOB LOMKHbI ObITb 3aNu-
CaHbl eAuWHWUUbl. Macka Wcnonb3yeTca aHalorM4yHO Macke
source_mask.

vlan NaeHTudumkatop VLAN Onpegenset VLAN, gns KoToporo 6yaeT npMMeHATbLCA NPaBuio.

dscp Mone DSCP B 3aronosKe L3 Onpe,a,ellﬂeT 3HayeHne DSCP-nonsa diffserv. BoamoxkHble Koabl co-
obuweHunii nons dscp: (0 — 63).

priority Mpuoputer IP OnpegaenseT npuoputet IP-TpaduKa: (0-7).

message_type

Tun coobuweHunn
npotokonsa ICMP

Tun coobuweHuit npotokona ICMP, ncnonbsyemoii s uabtpa-
umn ICMP-naKkeTtoB. Yicnosoe 3HayeHMe TMNa cooblueHuns, B Aua-
nasoHe (0 — 255).

message_code

Kopg, coobuieHunsa npoTokona
ICMP

Kopg, coobuueHnunii npotokona ICMP, ncnonssyemolii ghs puabtpa-
umn  ICMP-nakeToB. Bo3moXKHble Kogbl cooblieHMid nons
icmp_code: (0 — 255).

destination_port

UDP/TCP-nopT Ha3HayYeHus

source_port

UDP/TCP-nopT UCTOYHMKA

Bo3MosKHble 3HadeHua nons TCP/UDP-nopta: eq, gt, host, It,
range.

priority NHpekc 3apaeT nonoxeHwe npasuna B CUCKE U ero Npuopurer.
MpuopuTet 3anucm Yem meHblUe MHAEKC — Tem npuopuTeTHee npasuao. [lnanasoH

[0NYyCTUMBbIX 3HaYeHuk (1..255).
optional parametr OnuuoHanbHble NapameTpbl NPU KOHPUIYPUPOBAHUM CNUCKA [0-

OnuuoHanbHbIV NapameTp

cTyna:
- tos — dunbTpaums no 6anty ToS;

- traffic-class — ¢ounbTpaums no 3HayeHuto Traffic Class;

- user-defined — ¢ounbTpaums no User-defined bytes;

- sub-action — gononHuTenbHOE AencTBMe Hag TPadrKom;

- packet-count — BK/lOUEHME CYETYMKA A1 NAKETOB, Nonajato-
wmx nog, npasuno unbtpaumm B cnncke ACL.

[ocTynHble gononHutenoHble genctena — modify-vlan (u3ameHe-
Hue VLAN) u nested-vlan (aobasneHve AoNoAHUTENbHOT).

< <

B cTaHgapTHbIX ip ACL BO3MOKHa PUAbTPaLUA TOIbKO NO NpeduKcam, B paclumpeHHbix ACL
— N0 AONO/IHUTE/IbHBIM NapameTpam.

Mocne Toro, Kak no6oit ACL 6yaeT npusasaH K uHtepdeiicy, ana atoro uHTepdeiica npume-
HuTCcA npaBuno implicit deny any any.
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4.25.2 Kongpucypayusa ACL Ha 6a3e IPv6

B gaHHOM pasgene npusegeHbl 3HAaYEHUA U ONUCAHUA OCHOBHbIX MAPAMETPOB, UCMOAb3YEMbIX B
coCTaBe KOMaHA HacTponKu cnmckos ACL, ocHOBaHHbIX Ha aapecauumn IPve.

CospgaHune n BXo4, B pexum penaktnposaHma cnuckoB ACL, ocHOBaHHbIX Ha agpecaumn IPv6,
OCYLLLECTBNAETCA NO KOMaHAe:

ipvé access-list extended apvé access-list.

Tabnnuya 199 — KomaHabl, ucnonb3yemble ana Hactpoiikn ACL-cnnckoB Ha ocHoBe IP-agpecaunm

KomaHda

3HavyeHue

Aelicmeue

permit protocol {any|source host}

{any|destination} [parametr]
[priority]

priority: (1-255)/1

[o6aBuTb paspelatollyto 3anucb ¢Guab-
Tpauuu ANA NpoToKona. MaKkeTsl, oTBeYa-
lolwme ycnosmam sanucu, byayt obpaba-
TbIBaTbCA KOMMYTaTOPOM.

deny protocol {any|source host}

{any|destination} [parametr]
[priority]

priority: (1-255)/1

[o6asuTb 3anpeluatoLlyto 3anuce ¢ub-
Tpauuu ANA NpoToKona. MaKkeTsbl, oTBeYa-
loLLMeE yCnoBUAM 3anucu, byayt 61okupo-
BaTbCA KOMMYTaTOPOM.

Tabnnuya 200 — OcHOBHbIE NapaMeTpPbl, UCMO/Ib3yeMblE B KOMaHAAX

Mapamemp 3HayeHue Aelicmesue

permit [OeiictBue ‘paspewwinTs’ Co3patb paspelatoliee npaBuao ¢punbTpauum B cnmcke ACL.

deny [ewncTtaue ‘3anpetuts’ Co3patb 3anpewatouiee npasuao ¢punbtpaymm B cnmcke ACL.

protocol Mone npeagHasHayeHo Ana yKasaHWA NPOTOKOAA (MK Bcex NpoTo-

MpoTokon KOJ/I0B), Ha OCHOBE KOTOPOro byZeT ocyliecTaseTca GpuabTpauma.

Mpw BbIGOpE NPOTOKO1a BO3MOXHbI CieaytoLme BapuaHTbl: icmp,
tcp, udp, ipvé.

source Aapec UCTOYHMKA Onpegenutb IP-agpec UCTOYHMKA NaKeTa.

destination Appec HasHayeHus Onpepenntb IP-agpec HasHayeHUA nakeTa.

dscp OnpeaennTb 3HayeHne DSCP-nons diffserv. BoamoskHble Koabl co-

Mone DSCP B 3aronoske L3

obuweHwuii nona dscp: (0 —63).

message_type

Tun coobleHna npoTokona
ICMP

Tun coobueHnit npotokona ICMP, ncnonbayemblit ans dunbrpa-
umm ICMP-nakeToB. YncnoBoe 3HaYeHMe TMNa cooblueHuns, B Ana-
nasoHe (0 — 255).

message_code

Koga coobuieHna npoTokona
ICMP

Kog coobueHunii npotokona ICMP, ncnonobsyembln ana punbtpa-
umMm  ICMP-naketoB. Bo3moskHble Kogbl Cco0bLleHUI nona
icmp_code: (0 — 255).

destination_port

UDP/TCP-nopT Ha3Ha4YeHus

source_port

UDP/TCP-nopT UCTOYHMKA

Bo3mosKHble 3HadeHua nons TCP/UDP-nopta: eq, gt, host, It,
range.

priority MHAeKc 3aZaeT NoNOXKEeHWe NPaBuaa B CMUCKe M ero NpUopuTeT.
MpuopuTteT 3anucu Yem meHblle MHAEKC — TeM npuopuTeTHee npasuo. [uanasoH

A0NYCTUMbIX 3HadYeHu (1..255).
optional parametr OnuuoHanbHble NapameTpbl NPU KOHGUTYPUPOBaAHWUM CNUCKA [0-

OnuMoHanbHbIN NapameTp

cTyna:

- traffic-class — ¢unbTpayma no sHayeHuto Traffic Class;

- packet-count — BK/lOYeHME CYETUMKA AR NAKETOB, Nonajato-
WMX nog, npasuao épunbtpaumum B cnncke ACL.

Nocne Toro, Kak nob6oii ACL 6yaeT npueasaH K uHTepdeiicy, ana atoro uHtepdeiica npume-

Y

4.25.3 KoHgpueypayus ACL Ha 6a3ze MAC

HUTCcA npasuno implicit deny any any.

B paHHOM pasgene npuBedeHbl 3HAYEHUA U ONMUCAHUA OCHOBHbIX MAPAMETPOB, MCMOJIb3yEMbIX B
cocCTaBe KoMaHA HacTpoliku cnmckoB ACL, ocHoBaHHbIXx Ha MAC-agpecaunu.
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CosgaHue M BXO4 B peXum pepaktmposaHua cnuckos ACL, ocHoBaHHbix Ha MAC-agpecauumm,
OCYLLECTB/IAETCA NO KOMaHAe: mac access-list extended access-Iist num.

Tabnnua 201 — KomaHapl, ucnonbsyemble aas Hactponkn ACL-cnmuckos Ha ocHose MAC-agpecauum

KomaHoa

Aeiicmeue

permit {any | host source source_ mask} {any | host
destination destination_ mask} [encaptype value |
etype_list ] [priority priority] [parametr]

[o6aBuTb paspeluatolyyto 3anucb duabTpauun. MNakeTol, oTBE-
Yatolme ycnosmuam sanucu, byayt obpabaTbiBaTbCd KOMMYTa-
TOpOM.

deny {any | host source source_ mask} {any | host
destination destination_ mask} [encaptype value |
etype_list ] [priority priority] [parametr]

[o6aBuTb 3anpeLuatoLLyto 3anucb dpuabTpauun. MNakeTol, oTe-
YatoLLme ycnosuam 3anucu, byayt 610KMpoBaTLCA KOMMYTATO-
pom.

Tabnnuya 202 — OcHOBHbIE NApPamMeTpbl, UCMO/Ib3YEMbIE B KOMaHAAX

MNapamemp 3HauyeHue Aelicmesue
permit [OevicTBue paspewwnTb Co3gatb pa3spewlatouiee npasuao ¢puabTpaumm B cnmcke ACL.
deny [ewncteue 3anpeTtnTb Co3pgaTb 3anpewatouee npasuno ¢uabtpaumm B cnncke ACL.
source Appec oTnpasutensa Onpegenaet MAC-agpec UCTOYHMKA NaKeTa.

source_mask

buTtoBasa macka,
npumeHaemasn K MAC-
agpecy NCTOYHMKaA NaKeTa

Macka onpegenset 6utol MAC-agpeca, KoTopble HEOBX0ANMO UT-
HOPUPOBATb. B 3HaYEHMA UTHOPUPYEMbIX BUTOB A0/IKHbI ObITb 3a-
nucaHbl eguHuLbl. Hanpumep, MCnonb3ya MacKy, MOXKHO onpege-
NUTb gns npasuaa ¢unbTpaymm guanasoHa MAC-agpecos. YTobbl
[,06aBUTb B NpaBuio dunbTpaumm sce MAC-aapeca, HauMHatoLWm-
eca Ha 00:00:02:AA.xx.xX, HEO6X0AMMO 3aJaTb 3HAaYEHWE MACKM
FF:FF:FF:FF:00:00, To ecTb, cornacHo gaHHOW Macke, nepsble 16
61T MAC-agpeca byayT He BasKHbl 418 aHaNuU3a.

destination

Appec HasHayeHuA

Onpegenser MAC-agpec HazHavyeHuA NakeTa.

destination_ mask

buTtoBasa macka,
npumeHaemasn kK MAC-
agpecy HazHavyeHuA nakeTa

Macka onpegenset 6uTbl MAC-agpeca, KoTopble HeobXx04MMO Ur-
HOPMPOBaTb. B 3HaYeHUA rHopUpyembix BUTOB JOMKHbI BbITb 3a-
nucaHbl eauHUubl. Macka MCNosib3yeTca aHalorMYyHO Macke
source_ mask.

vlan

vlan_id: (0..4095)

Moacetb VLAN ¢dunbTpyembix NakeTos.

cvlan-priority

cvlan_priority: (0..7)

Knacc 06C}'Iy)KMBaHl4ﬂ CbMﬂpryeMbIX NaKkeTos.

encaptype

value: (1..65535)

Tun encaptype 418 GUALTPYEMbIX NAKETOB.

priority

MHpeKc npasuaa

NHAaeKc npaBuna B Tabauue, Yem meHble MHAEKC — TemM Npuopu-
TeTHee npasuao 1-255.

optional parameter

OnuMoHanNbHbIN NapameTp

OnuMOoHaNbHblEe NapameTpbl NPU KOHOUIYPUPOBAHMM CNINCKA [0-
cTyna:

- user-defined — ¢unbTpaums no User-defined bytes;

- sub-action — gononHuTenbHOE AencTeue Hag TpaduKom;

- redirect — nepeHanpaBAATb NaKeT, NONABLUMI NOA NPaBUO;

- packet-count — BKAOUYUTbL CHETYMK AR NAKETOB, MONAAAOLLMX
nog, npasuno unbtpaumm B cnncke ACL.

[JocTynHble gononHutensHble aenctena — modify-vlan (u3meHe-
Hue VLAN), nested-vlan (go6aBneHne AOMNOAHUTENBHOMO Tera u
VLAN) u modify-cvlan (go6asneHune BHyTpeHHero Tera VLAN).

[ Mocne Toro, Kak nto6oit ACL 6yaeT npusasaH K uHtepdeiicy, ana atoro nHtepdeiica npume-

HuTcA npasuno implicit deny any any.

Mpumep HacTpoikm dpunbTpaumm padi/pado yepes User-defined offset:

console (config) # user-defined offset 1 ethtype 0

console (config) # mac access-list extended 1

console (config-ext-macl)# deny 00:00:00:00:00:01 ff:ff:£ff:££:££:00 any
user-defined offsetl 0x8863 Oxffrf

console (config-ext-macl) # !
console (config) # interface gigabitethernet 1/0/1
console (config-if)# mac access-group I in
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Ona npoxoxaeHua ocTajbHbIX NaKeToB Ha WHTepdeiice Tpebyetcs pobasutb BTOpok ACL,
paspeLlaloLmii NPOXOXKAEHWE MAKETOB, He NoMNaAaloLWLmMX No npasuao eunbTpaumm padi/pado:

console (config)# mac access-list extended 2
console (config-ext-macl) # permit any any

console (config-ext-macl) # ex

console (config) # interface gigabitethernet 1/0/1
console (config-if) # mac access-group 2 in

Mpumep punbTpaumm no src/dst IP, src/dst port, tos yepes User-defined offset:

console (config)# user-defined offset 1 ethtype 0

console (config)# ip access-list extended 1010

console (config-ext-nacl)# deny udp 1.1.0.0 255.255.0.0 gt 5000 2.2.2.0
255.255.255.0 1t 7000 traffic-class 0Oxe(0 sub-action modify-vlan 2 user-
defined offsetl 0x8864 Oxffrff

console (config-ext-nacl)# !

console (config) # interface gigabitethernet 1/0/1

console (config-if) # ip access-group 1010 in

Ona npoxoxAaeHWs ocTajibHbIX MNaKeToB Ha UHTepdelice Tpebyetca pobasutb BTOpOM ACL,
paspellaloLLmii NPOXOoXKAeHMe NakeTos, He nonajatoLmx nog npasuno ébunstpauum padi/pado:
console (config)# mac access-list extended 2

console (config-ext-macl)# permit any any

console (config-ext-macl) # ex
(
(

console (config) # interface gigabitethernet 1/0/1
console (config-if) # mac access-group 2 in

4.26 KoHdwurypauumsa sawmtbl ot DOS-atak

! dyHKuma firewall He nogaep:kaHa B cTeke B TeKyweit Bepcum MNO.

[aHHbI 610K KOMaHA, N03B0SEeT 610KMPOBATb HEKOTOPbIE PAacnpPOCTpaHeHHble Knaccbl DoS-aTak.

KomaHObI pexcuma 2a06asab6Hol KOHpuU2ypayuu

BunAa 3anpoca KOMaHAHOWM CTPOKM pexxmnma rinobanbHoM KoHbUrypaumm:

console (config) #

Tabnnuya 203 — KomaHgb! pexuma rnobanbHoin KoHduUrypaumm

3HayeHue/3HayeHue .
KomaHda Aeilicmeue
o ymon4aHuio

firewall -/BKAIOYEHO

MepeiTn B pekum KOHGUTYpUpoBaHMA MOLYNA, OTBEYatoLLEero 3a
byHKUMOHaAN 3aWwmTbl oT DoS-aTak.

Bug, 3anpoca KOMaHAHOM CTPOKM:

console (config-firewall) #
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Tabnnuya 204 — KomaHabl pexkmma KoHpurypaumum edyHKkumnoHana firewall

3HayeHue/3Ha4yeHue .
KomaHoa Aelicmesue
no yMoaYaHuro

enable BKkntounTb noaaepKKy 3awmtbl ot DOS-aTak.

- -/BKAtOYEHO
disable BbIKNOUNTb NoAAepKKY 3awwmTbl oT DOS-aTak.
ip tcp inspection syn-fin BKkntoumTb 06HapykeHue syn-fin-naketos.
enable -/BKNIOYEHO
no ip tcp inspection syn-fin BbIKNOUNTb 06HapyKeHue syn-fin-nakeTos.

ip tcp inspection YcTaHoBUTb Talimep 610KMpPoBKK syn-fin-nakeTos.

i sec: (1..65535)/1
timeout <sec>

ip tcp limit syn-flag enable BKNHOUMTbL OrpaHMYeHMe CKOpocTu ansa exogauero TCP-TpaduKa ¢
¢dnarom SYN.

- — - -/BbIKNIOYEHO

ip tcp limit syn-flag disable BbIKNOUNTb OrpaHUYeHne ckopocTn ans exoasauiero TCP-Tpaduka
¢ pnarom SYN.

notification interval <sec> YCTaHOBWUTbL BpeMeHHOMN uHTepBan mexay SYSLOG-coobueHmamm
0 NpeBblleHnn orpaHnyeHuns exoaawero TCP-Tpaduka ¢ prarom

sec: (1..3600)/1 P P AAt pad ¢

SYN.

no notification interval YCTaHOBUTb 3HAYEeHME N0 YMOHYAHMUIO.

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica

Buz 3anpoca KOMaHAHOWM CTPOKM peXnma KoHourypaumm nHtepdenca:
console (config-if) #

Tabnuua 205 — KomaHapl pexkuma KoHpurypaumm nntepderica

3HaveHue/3HayeHue .
KomaHda Aeiicmeue
o ymon4aHuwo

ip tcp limit syn-flag <value> YCTaHOBUTb 3HaYeHWe CKOpoCTM Ansa Bxogallero TCP-Tpaduka ¢

¢dnarom SYN Ha uHTepdeiice.
value: (1-262143) pps/

100
no ip tcp limit syn-flag BbIKNOUMTE OrpaHuyeHne ckopoctu ans sxogdAwero TCP-tpa-

¢duKa c dnarom SYN Ha uHTepodelice.

KomaHOowb! pexcuma EXEC

Bupa 3anpoca KOMaHAHOM CTPOKK perknuma EXEC:

console#

Tabnunua 206 — KomaHabl pexkmma EXEC

3HayeHue/3HayeHue .
KomaHda Aeiicmeue
o ymon4aHuio

Show running-config firewall - OT06pasunTb HacTpoiiky moayns firewall.

show firewall stats OT06pasmnTb CTAaTUCTUKY NO NakeTam, 0b6paboTaHHbIMU MOLYyNEM
firewall.

show firewall tcp-syn-limit OTO6pasnTb TeKyliMe HaCTPOMKM OrpaHMYEeHMA CKOpPOCTM ANA
BxoasAuero TCP-Tpaduka c dnarom SYN.

4.27 KauectBo obcnykusaHua — QoS

Mo ymMoNYaHWIO Ha BCeX MOPTax KOMMyTaTopa MCMOJ/b3yeTcA OpraHM3aumsa odepesn MaKeTos Mo
meTtoay FIFO: nepsbiii npuwen — nepsbiit ywén (First In — First Out). Bo Bpems MHTEHCMBHOW nepeaayu
TpaduKa Npu UCNONAb30BAHMMU JAHHOMO METOAA MOFYT BO3HUKHYTb NPobHaembl, NOCKONbKY YCTPOMCTBOM
WUTHOPUPYIOTCA BCe MaKeTbl, He Bowegwmne B bydpep ovepean FIFO, u COOTBETCTBEHHO TepAOTCA
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6e3803BpaTHO. PellaeT gaHHy0 npobiemy mMeTos, OpraHM3ylolWMii odepeam No npuoputety Tpaduka.
MexaHuam QoS (Quality of service — KauyecTBo 06CAyXMBaHMA), peanv3oBaHHbIA B KOMMyTaTOpaXx,
No3BONISIET OPraHM30BaTb BOCEMb OUYepeaen NPUopMTETa MaKETOB B 3aBUCUMOCTU OT TUNa nepeaaBaembix

[OAHHbIX.

4.27.1 Hacmpolika QoS

KomaHObl pexcuma 2106aabHOU KOHU2ypayuu

Bug, 3anpoca KOMaHAHOM CTPOKM pexRmnma rnobanbHoM KOHPUrypaLmm:

console (config) #

Tabnunua 207 — KomaHabl pexuma rnobanbHoi KoHduUrypaumm

KomaHda

3HayeHue/3HayeHue
no yMmoa4aHuo

Aeiicmeue

qos buffer system threshold
{High-on | High-off | Low-on/
Low-off}

no qos buffer system thresh-
old

threshold: (0..2047)
threshold: (0..4095)
threshold: (0..5825)

HacTpouTb Moporosble 3HaYeHWsA ANA FPaHUUbl YTUAU3ALUK CU-
cTeMHoro bydepa:

- ansa cepun MES1400/MES2408/MES2428/MES3708 — (0..2047);

- ana cepun MES2424/MES2410 — (0..4095);

- ana cepumn MES2448/MES3400/MES3710P/MES2411x/MES2420
—(0..5825).

YCTaHOBWTb 3HAYEHUSA MO YMONYAHUIO AN HACTPOMKMN NMOPOroBbIX
3HaYeHWI ANA BepPXHEW rpaHuMLbl yTUAM3aLmMmn cuctemHoro bydepa.

qos buffer port threshold
{High-on | High-off | Low-on|
Low-off}

no qos buffer port threshold

threshold: (0..2047)
threshold: (0..4095)
threshold: (0..5825)

HacTpouTb noporosble 3HAaYeHUA AAA TPaHWLbl yTuausauuu by-
¢depa Ha nopTax:

- pns cepum MES1400/MES2408/MES2428/MES3708 — (0..2047);

- pns cepum MES2424/MES2410 — (0..4095);

- pns cepum MES2448/MES3400/MES3710P/MES2411x/MES2420
—(0..5825).

YCcTaHOBKa 3HA4YeHMA MO YMOJIYAHUIO AN1A HACTPOMKM MOPOroBbIxX
3HaYeHui oNA rpaHnLbl yTuam3saumumn bydepa Ha nopTax.

qos buffer port-guarantee
{port buffer | disable}

no qos buffer port-guarantee

Buffer: (0..28)/16

HacTpouTb NOPOroBbie 3HAYEHMA PEKMMA rapPaHTMPOBAHHOTO pac-
npeaeneHusn (peskMm rapaHTMPOBAHHOIO pacnpeaeneHus onpeae-
NAEeT 3HaYeHMe B KOAIMYeCTBe AYeeK, 4OCTYyNHOoe BCeM MopTam).

OTK/OUYUTL NOPOroBble 3HAYEHUA PEXKMMA FAaPaHTUPOBAHHOIO pac-
npeseneHus (pexxum rapaHTMPOBaHHOTO pacnpeseneHuns onpege-
NAEeT 3HaYeHMe B KOJIMYeCcTBe AYeek, 4OCTyNHOoe BCeM NopTam).

qos buffer rx-congestion ig-
nore threshold threshold

no gos buffer rx-congestion
ignore threshold

threshold: (0..2047)
threshold: (0..4095)
threshold: (0..5825)

BKNIOUMTb ANA BbIXOAHOTrO MHTepdelica pekMm UrHOpMpPOBaHWUA
COCTOSAIHUA «Neperpy3Ka Ha BXoAe»:

- ana cepun MES1400/MES2408/MES2428/MES3708 — (0..2047);
- ana cepun MES2424/MES2410 — (0..4095);

- ana cepumn MES2448/MES3400/MES3710P/MES2411x/MES2420
- (0..5825).

OTKNOUUTL AN BBIXOAHOMO UHTepdeiica pexmm UrHopupoBaHUs
COCTOSIHUA «TeperpysKa Ha BXoae».

class-map class_map_num

no class-map class_map_num

class_map_num:
(1..65535)

1. Co3aaTb CMMCOK KpuTepues Kaaccudunkaumm tpaduka.
2. BOWTM B pexXuUM pefakTMpOoBaHMA CIUCKA KpuUTepues Knaccudu-
Kauum TpadukKa.

YAanuTb CNMCoK Kputepues Knaccuduraumm tpaduka.

policy-map policy_map_num

no policy-map
policy_map_num

policy_map_num:
(1..65535)

1. Co3patb cTpaTerunto knaccupukaumm Tpaduka.
2. BOMTM B pexuMM pefaKkTUpOBaHWA CTpaTerMn Kaaccuobukaumm
TpaduKa.

Ypanutb npasuno Knaccudurkaumm tpaduka.

Ethernet-kommymamopei cepuli MES14xx, MES24xx, MES3400-xx, MES37xx

203




HELTEX

scheduler sched_num
interface {fastethernet
fa_port | gigabitethernet
gi_port |
twopointfivegigabitethernet
two_port |
tengigabitethernet te_port |
port-channel group} sched-
algo {strict-priority | wrr}

no scheduler sched_num
interface {fastethernet
fa_port | gigabitethernet
gi_port |
twopointfivegigabitethernet
two_port | port-channel
group}

fa_port: (1..8/0/1..24);
gi_port: (1..8/0/1..48);
two_port: (1..8/0/1..8);
te_port: (1..8/0/1..11);
group: (1..64);
sched_num: (1..65535)

OnpepenuTb anroputm paboTbl NIAHMPOBLLMKA Ha MHTepdelice.

- strict-priority — cTporas ouepesb, MMeeT HauBbICLIMIA TPUOPUTET;
- strict-wrr — oyepesb MO MeXaHW3My WrT, UMeIOLAA NpuopuTeT
Bblle oYepeamn wWrr;

- Wrr — o4yepeap, obpabaTbiBaloLLAACA MO MEXAHU3MY WIT;

- fa/gi/te_port/two_port — ucxogawmin uHtepoeiic.

YAanuTb HaCTPOMKKN NNAHUPOBLLMKA.

queue queue_num interface
{fastethernet fa_port |
gigabitethernet gi_port |
twopointfivegigabitethernet
two_port |
tengigabitethernet te_port

| port-channel group}
[scheduler sched_num]
weight weight

fa_port: (1..8/0/1..24);
gi_port: (1..8/0/1..48);
two_port: (1..8/0/1..8);
te_port: (1..8/0/1..11);
group: (1..64);
queue_num: (1..8);
weight: (1..127);
sched_num: (1..65535)

3afaTb HOMEp M BEC oYepeam Oa Ucxoasalero nHTepdeica.

queue-map regn-priority
{ipDscp dscp_map | vlanPri
cos_map} queue-id queue_id

no queue-map regn-priority
{ipDscp dscp_map | vlanPri
cos_map}

dscp_map: (0..63);
cas_map: (0..7);
queue_id: (1..8)

Onpegenutb Tpaduk c meTkoi CoS/DSCP B ouepesb.

OTmeHuTb onpesesieHne Tpaduka B ouepesb.

gos interface {fastethernet
fa_port | gigabitethernet
gi_port |
twopointfivegigabitethernet
two_port |
tengigabitethernet te_port |
port-channel group} def-
user-priority priority

fa_port: (1..8/0/1..24);
gi_port: (1..8/0/1..48);
two_port: (1..8/0/1..8);
te_port: (1..8/0/1..11);
Priority: (0..7)/0

YKa3aTb oyepeab gns nHtepdeiica, Npu ycaIoBUKN OTCYTCTBUSA METOK
CoS/DSCP y BxoAALIMX MAKETOB.

logging service cpu rate-limit
[queue]

no logging service cpu rate-
limit [queue]

-/BbIK/OYEHO

BKAOUMTBL OTNPaBKY TPAnNoB O NpeBbIlEHUN Nopora cpu-rate-limit
B syslog.

YCTaHOBUTb 3HAYEHME N0 YMOUYAHWUIO.

snmp-server enable traps cpu
rate-limit [queue]

no snmp-server enable traps
cpu rate-limit [queue]

-/BbIKAOYEHO

BKOYNTL FreHepaLmio YBEAOMAEHWI NpY NPeBbILeHNN 3HaYeHUA
cpu-rate-limit.

OTKNIOUNTL reHepauuto ypeaoM1eHNA Ha yCTpOﬁCTBe.

KomaHObI pexcuma KoHguaypayuu VLAN

Bupa, 3anpoca KOMaHAHOM CTPOKM B pernme KoHourypaumm VLAN:

console (config-vlan) #

Tabnuua 208 — KomaHapl pexkmma KoHpurypaumm VLAN

KomaHoa

no ymon4aHuro

3HayeHue/3Ha4yeHue

OnucaHue

qos cos egress cos_default

cos_default: (0..7)/0

Nno (Os Cos egress

YcTaHaBoBUTb 3Ha4YeHune CoS ans nopta (CoS, npumeHsemblii ans
BCEr0 HETermpoBaHHOro TpaduKa, NPOXoAALLEro Yyepes UHTep-

deiic).

YCTaHOBUTb 3HaYeHue no YMONYaHUIO.
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KomaHObI pexcuma KoHguypayuu uHmepagelica Ethernet

Bug, 3anpoca KOMaHAHOM CTPOKM:

console (config-if)#

Tabanuya 209 — KomaHgb! pexkuma KoHurypaunm nntepoeiica Ethernet

KomaHoa

3HayeHue/3Ha4yeHue no
YMOAYAHUIO

Aelicmeue

qos trust {cos | dscp | cos-dscp
| none}

no qos trust

-/BbIK/IIOYEHO

YCTaHOBUTL pPeXUM f0Bepua KommyTaTopa B 6a3oBOM pe-
»nme QoS (CoS nnam DSCP).

- €COS — YCTaHaBAMBAET KNACCUPUKALMIO BXOAALLMX NAKETOB
no 3Ha4yeHnAam CoS. A HeTermpoBaHHbIX MAKETOB UCMO/b-
3yeTca 3Ha4YeHne CoS No ymonyaHuio.

- dscp — ycTtaHaBnMBaeT KnaccMdUKaLMIO BXOSALLMX NaKe-
TOB Mo 3HayeHnAm DSCP.

- cos-dscp — ycTaHaBAMBAET KNAacCUPUKaALMIO BXOSALLMX Na-
KeToB no 3HayeHuam DSCP gns IP-nakeToB 1M N0 3HaYEeHMAM
CoS ana He IP-nakeToB.

YCTaHOBUTb 3HaYE€HMA MO YMOYAHUIO.

qos map regen-priority
{vlanPri | ipDscp} enable

no qos map regen-priority
{vlanPri | ipDscp} enable

-/BbIK/OYEHO

- VlanPri — pa3pewnTb yCTaHOBUTb Ha UCXOAALLEM UHTEP-
deice 3HayeHne CoS B NakeTax COrMaCHO HAaCTPOEHHOMY
BHYTPEHHEeMY NpuopuTeTy.

- ipDscp — paspelwnTb U3MepuTeNto NepeMapKkMpoBbIBaTh
TpaduK COrNacHO HaCTPOEHHOMY anropPUTMY.

OTMEHUWTb HaCTPOWMKM NepemapKMpoBKM TpadurKa Ha UCXo-
aawem nHtepdelice.

qos def-vlanPri source {inner-
vlanPri/none/user-pri}

no qos def-vlanPri source

-/none

YcTaHaBAnBaeT UCTOYHMK svlan-priority npu ncnonb3osa-
Hun DotlQ tunnel gna BxopAwero Tpaduka Ha WHTep-
deiice.

- inner-vlanPri — konupyeT cvlan-priority B svlan-priority;
- user-pri — 3HayeHue svlan-priority 6epetca u3 qos inter-
face {fastethernet/gigabitethenet/twopointfivegiga-
bitethernet/tengigabitethernet/port-channel port} def-
user-priority priority;

- none — 3Ha4yeHne No ymonyanuio, svlan-priority = 0.

BoaBpau.l,aeTcn 3Ha4YeHne No YMONYaHUIO.

KomaHObI pexcuma pedaKkmupo8aHUs CUCKA Kpumepues Kaaccugukayuu mpaduka

Bua 3anpoca KOMaHOHOWM CTPOKM pexMmMa pefaKTUpOBaHUA CMMCKa KpUTepUeB KnaccudbuKkauum

Tpaduka:

console# configure terminal
console (config)# class-map class-map-name
console (config-cls-map) #

Tabnnua 210 — KomaHabl pexkrMma peaakTMpoBaHMA CUCKA Kputepues Knaccudurkaumm Tpadurka

KomaHoa

3Ha4yeHue/3HayeHue
no ymon4yaHuro

Aelicmeue

match access-group {ip-access-
list | mac-access-list } acl_num

acl_num: (0..65535)

[Jo6aBuTb Kputepuii Knaccupuraumm tpaduka. OnpegenseT npa-
BUNa dpunbTpauum Tpaduka no cnucky ACL ansa Knaccupukaumm.

set class class_num

no set class class_num

AKTMBM poBaTb Kaacc.

class_num: (1..65535)

OTKAtounTL paboTy Knacca.

set class class_num regen-
priority priority group-name
name

priority: (0..7);
name: (1..31) cumBosios

3afaTb BHYTPEHHWI NPUOPUTET AN YKa3aHHOro Kaacca.

Ethernet-kommymamopei cepuli MES14xx, MES24xx, MES3400-xx, MES37xx 205




HELTEX

KomaHObI pexcuma pedakmuposaHua cmpameauu Kaaccugukayuu mpaguxka

Bua 3anpoca KOMaHAHOM CTPOKM peXnma pefakTMpoBaHNA cTpaTernmn Knaccudurkaumm Tpadmka:

console# configure terminal
console (config)# policy-map policy-map-name
console (config-ply-map) #

Tabnunuya 211 — KomaHAabl pexXmMma pefakTMpoBaHUA CTpaTerMm Knaccudpurkaumm tpadmka

KomaHda

3HayeHue/3HayeHue
no ymon4aHuwo

Aelicmeue

set policy class class_num
default-priority-type {vlanPri
new_cos_map | ipDscp
new_dscp_map}

class_num: (0..65535);
new_cos_map: (0..7);
new_dscp_map: (0..63)

YCTaHOBUTb HOBOE 3HaYeHne MEeTKM AN MaKeTa.

set meter meter

no set meter

YCTaHOBUTb OrpaHMYEHNe A/1A CKOPOCTM MOTOKA COFMAcHO HACTpPO-
€HHOMY anropuTmy.

Y[anutb orpaHnYeHne 41a CKOPOCTM MOTOKA COMMacHO HACTPOEH-
HOMY anropuUTMY.

KomaHObI pexcuma 2a0b6aab6Hol KOHuU2ypayuu

Buza 3anpoca KOMaHAHOM CTPOKM peXxnma rnobanbHom KoOHPUrypaumu:

console (config) #

Tabnuua 212 — KomaHapbl pexkmuma rnobanbHon KoHdUrypaumum

KomaHoa

3Ha4yeHue/3HayeHue
no ymon4aHuwo

Aelicmeue

meter meter

no meter meter

meter: (1..255)

Co3gaTb M3mepuUTesb OrpaHUYEHUA CKOPOCTU AJ1A UCXOAALLEero
Tpaduka.

Yoanute M3MepUTeNb OrpaHUYEHUs CKOPOCTM A UCXOOALLEro
Tpaduka.

KomaHObI pexuma KoHgu2ypauuu usmepumens 02paHU4EHUS CKopocmu 015 8x00auie2o0 mpa-

_d_)UKCI

Bua 3anpoca KOMaHAHOM CTPOKM B peXKMme KoHOUrypauuu:

console (config-meter) #

Tabnnuya 213 — KomaHabl pexkMma KOHPUrypauum nsmepuTena orpaHMyYeHns CKopocTu

KomaHda

3HayeHue/3Ha4yeHue
110 yMOAYAHUIO

Aelicmeue

meter-type avgRate cir
{cir_value} mode {bytes |
packets}

YCTaHOBWUTb OrpaHUYeHMe CKOPOCTU Ans ucxoasiiero Tpaduka co-
rnacHo anroputmy avgRate (leaky bucket).
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meter-type srTCM cir
{cir_value} cbs {cbs_value} ebs
{ebs_value} mode {bytes |
packets} [color-aware]

YCTaHOBWTb OrpaHUYeHme CKOPOCTH A9 UCXOAALLEero TpaduKa co-
rnacHo anroputmy single rate — Three Color Marker (rfc2697).
Color-aware — Bk/itoyaeT aHanuns DSCP npu aHanuse obbema Tpa-
duKa.

Mopaepusaetca Toabko Ha MES2424, MES24248B,

V MES2424FB, MES2424P, MES2410-08DP, MES2410-
08DU, MES2448, MES2448B, MES2448P, MES2420-48P,
MES2420B-24D, MES2420D-24DP, MES2411X,
MES3400-24, MES34001-24, MES3400-24F, MES3400-48,
MES3400-48F, MES3710P.

meter-type trTCM cir
{cir_value} cbs {cbs_value} eir
{eir_value} ebs {ebs_value}
mode {bytes | packets} [color-
aware]

YCTaHOBUTb OFrpaHUYEHNE CKOPOCTU A8 ucxoasalero Tpaduka co-
rnacHo anropuTtmy two rate — Three Color Marker (rfc2698).
Color-aware — BK/toyaeT aHanm3 DSCP npu aHanuse obbema Tpa-
oduKa.

NMopaepunsaerca Tonbko Ha MES2424, MES24248B,

V MES2424FB, MES2424P, MES2410-08DP, MES2410-
08DU, MES2448, MES2448B, MES2448P, MES2420-48P,
MES2420B-24D, MES2420D-24DP, MES2411X,
MES3400-24, MES34001-24, MES3400-24F, MES3400-48,
MES3400-48F, MES3710P.

’ | Ona KoppeKTHOW paboTbl M3mepuTena ¢ anroputmamm sr-TCM u tr-TCM TtpebyeTca ycTaHo-
rad BUTb Ha Ucxoanawem uHrepdeiice KomaHgy qos map regen-priority ipDscp enable.

KomaHOwbl pexcuma EXEC

Bupg 3anpoca KOMaHAHOM CTPOKK perxnma EXEC:

console#

Tabnunua 214 — KomaHab! pexkuma EXEC

KomaHoa

3HauyeHue/3HayeHue
o yMmon4YaHuo

Aelicmeue

show qos global info

OT06pa3unTb r106anbHbIe HACTPOMKM (OS.

show qos def-user-priority
[fastethernet fa_port |
gigabitethernet gi_port |
twopointfivegigabitethernet
two_port | tengigabitethernet
te_port | port-channel group]

Moka3aTb B Kakylo oyepesb onpegeneHbl HTepdeicl.

show queue-map[fastethernet
fa_port | gigabitethernet
gi_port |
twopointfivegigabitethernet
two_port | tengigabitethernet
te_port | port-channel group]

0OT106pa3uTtb mannuHr CoS n DSCP no ymonyaHuio.

show qos trust

MpocMOTp TEKYLLMX HACTPOEK A0BepUs MeTKam cos 1 dscp.

show qos queue-stats
[interface gigabitethernet
gi_port |
twopointfivegigabitethernet
two_port | tengigabitethernet
te_port]

gi_port: (1..8/0/1..48);
two_port: (1..8/0/1..8);
te_port: (1..8/0/1..11)

0OT06pa3unTb cTaTUCTURY QOS.
NMopaepusaerca Tonbko Ha MES2424, MES24248B,
V MES2424FB, MES2424P, MES2410-08DP, MES2410-
08DU, MES2420D-24DP, MES2448B.

Mpumep NPUMEHEHUA CEPBUCHOM MOJUTUKM:

Ona Tpaduka, umetowero DSCP 8, meHaeTca VLAN Ha 100, p-bit meHaeTca Ha 7, dscp meHaeTca Ha 63,
CKOPOCTb NOTOKa orpaHnuymBaeTca Ao 512 kbps.

console (config)# ip access-list extended 1008
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console (config-ext-nacl)# permit ip any any traffic-class 8 sub-action mod-
ify-vlan 100

console (config-ext-nacl)# !

console (config) # interface gigabitethernet 1/0/6

console (config-if)# gqos trust cos

console (config-if) # switchport mode trunk

console (config-if) # ip access-group 1008 in

console (config-if)# !

console (config) # interface gigabitethernet 1/0/7

console (config-if) # switchport mode trunk

console (config-if)# gos map regen-priority-type vlanPri enable

console (config-if)# !

console (config)# class-map 1008

console (config-cls-map) # match access-group ip-access-list 1008

console (config-cls-map)# set class 1008 regen-priority 7 group-name Q0S

N~~~ o~~~ o~~~ o~~~ o~~~ o~ o~

console (config-cls-map)# !

console (config)# meter 10

console (config-meter) # meter-type avgRate cir 512 kbps

console (config-meter) # !

console (config)# policy-map 1008

console (config-ply-map) # set policy class 1008 default-priority-type ipDscp

63

KomaHObI pexcuma KoHguaypauuu uHmepgpelica (QuanaszoHa uHmepgelicos) Ethernet, uHmep-

gelica epynnel nopmos

! dyHKuMA rate-limit He noaaep:KkaHa B cTeKe B TeKkywiei Bepcun MO.

Bua 3anpoca KOMaHAHOWM CTPOKU B pexume KoHourypauum uHtepdeiica Ethernet, uHtepdeliica

rpynnbl NOPTOB:

console (config-if) #

Tabnunua 215 — KomaHabl pexkmma KoHpurypauum uHtepdeliica Ethernet, rpynnsi uHTepdelicos

3HayeHue/3Ha4yeHue ”
KomaHoa / Aelicmeue
no yMmon4aHuo
rate-limit input rate rate: (16..4194288) YCTaHOBUTb OFrpaHUYEeHNe CKOPOCTH ANA BXoAALLero TpadumKa.
no rate-limit input kbps YCTaHOBMWTb 3HaY€HMNE MO YMOYAHUIO.
rate-limit output rate YCTaHOBUTb OrpaHUYEeHne CKOPOCTM ANA UCXoZALLero TpadumKa.
rate: (16..4194288) V 3HaueHue rate JOMKHO 6bITb KpaTHO 16.
kbps
no rate-limit output YCTaHOBUTb 3HAYEHME MO YMONYAHMUIO.

MprMmep HacTPOIKM orpaHuYeHnn ckopoctu nopta GigabitEthernet 1/0/4:

console# configure terminal

console (config)# wlan 10

console (config-vlan)# vlan active

console (config-vlan)# !

console (config) # interface gigabitethernet 1,/0/4
console (config-if)# switchport mode access
console (config-if)# switchport access vlan 10
console (config-if)# rate-limit input 512

console (config-if)# rate-limit output 512

Mpumep HacTpolikmn QOS:
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HacTpouTb NAaHMPOBLUMK MO anroputMy Wrr ana mcxogauiero nHtepdeitca gil/0/1. Pacnpegenuts
Tpaduk cornacHo nosto CoS B oyepeam 1-4. HazHaunTb BEC WrT 419 o4epeaen cornacHO HoOMepy odyepeaum.
Ouepenpb 5 06bABUTL NPUOPUTETHOMN.

console (config) # scheduler 10 interface gigabitethernet 1/0/1 sched-algo
Zzzsole(confiq)# scheduler 20 interface gigabitethernet 1/0/1 sched-algo
Zgzsole(config)# scheduler 20 interface gigabitethernet 1/0/1 sched-algo
Zzzsole(config)# scheduler 20 interface gigabitethernet 1/0/1 sched-algo
strict-priority

console (config) # queue 1 interface gigabitethernet 1/0/1 scheduler 10
weight I
console (config) # queue 2 interface gigabitethernet 1/0/1 scheduler 10
weight 2
console (config) # queue 3 interface gigabitethernet 1/0/1 scheduler 10
weight 3
console (config) # queue 4 interface gigabitethernet 1/0/1 scheduler 10
weight 4
console (config) # queue 5 interface gigabitethernet 1/0/1 scheduler 10

console (config) # queue-map regn-priority vlanPri 1 queue-id I
console (config) # queue-map regn-priority vlanPri 2 queue-id 2
console (config)# queue-map regn-priority vlanPri 3 queue-id 3
console (config)# queue-map regn-priority vlanPri 4 queue-id 4
console (config)# queue-map regn-priority vlanPri 5 queue-id 5

4.28 KoHdurypauma npoToKON0B MapLUpyTU3aLumu

AnnapaTtHaa mapLlupyTU3aLMAa NoaLepPKUBAETCA TONbKO Ha moaenax MES2424, MES2424B,
MES2424FB, MES2424P, MES2410-08DP, MES2410-08DU, MES2448, MIES2448B, MES2448P,
MES2420-48P, MES2420B-24D, MES2420D-24DP, MES2411X, MES3400-24, MES3400-24F,
MES3400-48, MES3400-48F, MES3710P.

.‘

4.28.1 KoHepueypayusa cmamuyeckolii mapwpymu3sayuu

CTaTnyecKasa mapLipyTmsauma — BUA MapLLpyTUM3aumm, NPU KOTOPOI MApLLPYTbl YKa3blBatOTCA B SB-
HOM BMAeE NMPU KOHPUIypaL MM MappyTM3aTopa. Bca maplupyTmsanmsa npu sTom npovcxoaut 6es3 yyactua
KaKMX-TMH6O NPOTOKON0B MapLUpPyTU3aLUM.

KomaHObI pexcuma 2a06asab6Hol KoHgu2ypayuu

BunAa 3anpoca KOMaHAHOM CTPOKM pexxmnma rnobanbHoM KoHbUrypaumm:

console (confiqg) #
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Tabnnua 216 — KomaHabl pexkmma KoHpurypauum untepdeiica Ethernet, rpynnsi uHtepdelicos

3Ha4yeHue/3HayeHue ”
KomaHnoa / Aeticmsue
no ymon4aHuio
ip route prefix {ip_mask Co3aaTb cTaTUYECcKoe NPaBMIO0 MapLIPyTU3aLLUK.
| prefix_length} {gateway - prefix — ceTb HazHayeHuUa (Hanpumep, 172.7.0.0);
- mask — macka cetu (B GopmaTe 4eCATUYHON CUCTEMBI CYmCe-
HUA);
- gateway — W03 ANA AOCTYNa K CETU HasHauyeHus;
prefix_length: (0..32); | - distance — Bec mapipyTa;
distance (1..255)/1 - vlan_id —3apaétca B TOM c/iydae, eC/iM CETb Ha3HAYeHMA Hanpsa-
vlan_id: (1..4094) myto (directly) noakntoueHa K MHTepdelicy, cOOTBETCTBYHOLLEMY
vlan_id.
no ip route [all | prefix Y8anuTb NpaBuao 13 Tabanubl CTaTUYECKO MapLlpyTU3aUmm.
{ip_mask [prefix_length} [gate- - all — ypanuTtb BCe Npasuaa U3 TabanLbl CTaTUYECKON MapLLpPYTU-
way]] 3aumm.
KomaHOb! pexcuma EXEC
Bupa, 3anpoca KOMaHAHOM CTPOKM pexkmuma EXEC:
console#
Tabnunua 217 — KomaHabl pexkmma EXEC
3HavyeHue/3HayeHue ”
KomaHda / Aelicmeue
no ymon4aHuio
show ip route [prefix [mask]| MokasaTb TabAnLy MapLpyTU3aL MK, YA0BNETBOPAIOLLYIO 3a4aH-
connected | details | failed | HbIM KpUTEPUAM.
static | summary] - prefix — ceTb Ha3Ha4yeHus;
- mask — macka cetu (B GopmaTe AeCATUYHOMN CUCTEMBI CYMCe-

HUA);

- connected — NOAK/IOYEHHbIV MapLUpPyT, TO eCTb MApLUPYT, B3A-
- TbIli C HENOCPEACTBEHHO NOAKAOYEHHOTO U QYHKLUMOHMPYIOLLETO
MHTepodeiica;

- details — peTannsmposaHHaa MHPopmauus;

- failed — mapwwpyTbl, ycTaHOBAEHHbIE C OWKBKamu;

- static — cTaTMYecKMin mapLupyT, NPONMCaHHbIY B Tabvue mapu-
pyTusauum;

- summary — obLiee Ko/IM4YecTBO MapLIpPyTOB.

4.28.2 Hacmpoiika Virtual Router Redundancy Protocol (VRRP)

.~

dyHKumna VRRP He noaaep:kaHa B cTeKe B TeKyueid Bepcum NO.

dyHKUMA nogpep)KmBaeTca TONbKO Ha mopgenax MES2424, MES2424B, MES2424FB,
MES2424P, MES2410-08DP, MES2410-08DU, MES2448, MES2448B, MES2448P, MES2420-
48P, MES2420B-24D, MES2420D-24DP, MES2411X, MES3400-24, MES34001-24, MES3400-
24F, MES3400-48, MES3400-48F, MES3710P.

.‘

MNpotokon VRRP npegHasHayeH AnA pe3epBMPOBAHUA MapLUPYTU3aTOPOB, BbIMOJHAKOWUX PO/b
LINK03a MO YMOIMaHUI0. ITO AocTuraetca nyTém obbeamHeHus IP-uHTepdencos rpynnbl MapLLpyTU3aTopos
B OZAVH BMPTYa/IbHbINA, KOTOPbI ByAeT MCNONb30BATLCA KaK LW/03 MO YMOYAHWUIO AN KOMNbIOTEPOB B CETHU.
Ha KaHanbHOM ypoBHe pesepBupyemble HTepdelicbl umetoT MAC-agpec 00:00:5E:00:01:XX, rae XX — Ho-
mep rpynnbl VRRP (VRID).
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TONbKO OANH M3 GU3MYECKUX MAPLUPYTU3ATOPOB MOXKET BbINOAHATE MApLUPyTU3aLMio TpadrKa Ha BUPTY-
anbHoMm IP-uHTepdeice (VRRP master), ocTanbHble MapLLpyTM3aTOPbI B Fpynne npeaHasHavyeHbl ANs pesep-
BupoBaHus (VRRP backup). Beibop VRRP master npoucxogmT B cootBeTcTBumn ¢ RFC 5798. Ecnm Tekywwmii
master cTaHOBUTCA HeZOCTYNHbIM — BbI6Op master'a nosTopseTcA. HaMBbICWINI NPUOPUTET UMEET MapLL-
pyTM3aTop ¢ cobcTBeHHbIM IP-aapecom, coBnajatolmMm ¢ BUPTYasbHbIM. B ciyyae AoCTynHOCTM OH Bcerga
ctaHosuTcA VRRP master. MakcumansHoe konundectso VRRP-npoueccos — 32.

KomaHObI pexcuma 2a06an6HolU KOHguU2ypayuu

Bug, 3anpoca KOMaHAHOM CTPOKM pexRmnma rnobanbHoOM KOHPUrypaLmm:

console (config) #

Tabnunua 218 — KomaHab! pexuma rnobanbHoi KoHduUrypaumm

KomaHoa

3Ha4yeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

vrrp enable

no vrrp enable

-/BbIKNOYEHO

BkntoumTb VRRP r106anbHo.

Dns Toro utob6bl VRRP 3apaboTan Ha uHTepdeiicax,
HY»XHO BKAounTb VRRP rnobanbHo.

YaanuTtb NpaBuao 13 Tabaunubl CTaTUYECKOM MapLLpyTM3auuu.

vrrp version {v2 | v3}

-/v2

3apaTb Bepcuto VRRP.

KomaHObI pexcuma KoHguypayuu uHmepgeticos VLAN

Bupg 3anpoca KOMaHAHOM CTPOKU B pexnume KoHpurypaumm nHtepdencos VLAN:

console (config-if) #

Tabnunua 219 — KomaHabl pexkuma KoHpurypauum nntepdelic VLAN

KomaHoa

3Ha4yeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

vrrp vrid ipv4 ip_address

no vrrp vrid ipva [ip_address]

vrid: (1..255)/-

OnpegenuTtb IPv4-agpec VRRP-mapwpyTtusaTtopa.

YOanuTe BUPTYasbHbIA MapLupyTM3aTop vrid Ha AaHHOM YCTPOM-
cTBe.

vrrp vrid accept-mode {enable
| disable}

vrid: (1..255)/
BbIK/IOYEHO

enable — BkAounTb pexkum, B KoTopom VR-agpec byaeT otTBeyatb
Ha ICMP-3anpocbl ¥ NMPUHUMaTb 3anNpocbl Ha MOAKNOYEHUE MO
Telnet u SSH;

disable — BbIKNOYNTL AAHHBIN pEXKUM.

vrrp vrid preempt

no vrrp vrid preempt

vrid: (1..255)/
BKJIIOYEHO

BKOUNTB pexxmm, Npu KoTopom backup-mapuipyTusatop c 6onee
BbICOKMM npuoputeTom byaeT nbiTaTbCcA nNepexsaTuTb Ha cebA
ponb master y TeKyliero master-maplupytusaTopa ¢ 6onee Hu3-
KUM NPUOPUTETOM.
MapLupyTusaTtop, KoTopblit aBnaeTca Bnaagenbuem IP-
V appeca maplupyTusaTtopa, 6yaer nepexsaTbiBaTb Ha
cebs posb master HE3aBUCUMO OT HACTPOEK AAHHOM KO-
MaHAbl.

BbIKNOUNTb peXXmm NnpeemcTBeHHOCTW.

vrrp vrid priority priority

no vrrp vrid priority

vrid: (1..255);
priority: (1..254)/
255 pna snagenoua IP-
agpeca, 100 ana

HasHauntb npnoputet VRRP-mapLpyTtunsaTtopa.

YCTaHOBUTb 3HaYeHME N0 YMONYAHWUIO.

OCTaNbHbIX
vrrp vrid timer {seconds| msec seconds: (1..255); OnpegenuTb MHTEPBaN MeXAy aHOHCamMu master-maplipyTmsa-
milliseconds} milliseconds: Topa.
no vrrp vrid timer (10..255000)/ YCTaHOBWTb 3HaYEHME N0 YMOIYAHUIO.
1 cek
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KomaHOb! pexcuma EXEC

Buza 3anpoca KomaHAHOM CTPOKM pexxnma EXEC:

console#

Tabnnua 220 — KomaHapl pexxkuma EXEC

KomaHda

3HayeHue/3Ha4yeHue
no yMmon4aHuwo

Aelicmeue

show vrrp [detail | statistics |

interface vlan vian_id | vrid
[detail | statistics]]

vrid: (1..255)/-

MpocmoTpeTb KpaTKylo uan aetanbHyto MHGOPMaLMIO AN BCEX
M1 OAHOTO HAaCTPOEHHOro BUPTYanbHOro mapwpytmusatopa VRRP.
- detail — npocmoTp geTanbHoOM MHOPMauuK;

- statistics — npocmoTp obLeit cTaTUCTUKMN.

4.28.3 Hacmpoiika npomokona OSPFv2

OSPF (Open Shortest Path First) — npoTokon AMHaMMYECKON MapLUpyTU3aLMKM, OCHOBAHHbIA Ha
TEXHONOMMU OTCNEKMBAHUA cocToAHMUA KaHana (link-state technology) n ncnonb3yloWNNCa ANA HaXxoXK-

AeHus KpaTdyanwero nytn anroputm AdenkcTpol. NpoTokon OSPF npeactaBnseT coboit NPOTOKON BHYT-
peHHero wnto3a (IGP). Mpotokon OSPF pacnpocTpaHsaeT MHPOPMALMIO O AOCTYMHbIX MapLLIpyTax MexKay

MapLpyTU3aTopamm O4HON aBTOHOMHOM CUCTEMBI.

KomaHObI pexcuma 2no0banvHol KoHpu2ypayuu 019 OSPFv2

Buza 3anpoca KOMaHAHOM CTPOKM peXxnma rnobanbHoM KoOHPUrypaumu:

console (config) #

Tabnuua 221 — KomaHapl pexkuma rnobanbHoi koHburypaumm OSPFv2

3HavyeHue/3HavyeHue .
KomaHda / Aelicmeue
no ymoa4aHuro
router ospf -/- 3aliTn B perkmMm KoHpurypaumm npouecca OSPFv2.

KomaHOwbi pexcuma npouecca OSPFv2

Bua 3anpoca KOMaHAHOM CTPOKM B perkmme KoHdUrypaumm npouecca OSPFv2:

console (config-router) #

Tabnunua 222 — KomaHabl pexxmma KoHourypauum npouecca OSPFv2

KomaHoa

3Ha4yeHue/3HayeHue o
YMOAYAHUIO

Aelicmeue

shutdown

no shutdown

-/BblKNIOYEH

BbikntounTte OSPF-npouecc.

V Mo ymonuaHuio OSPF-npoLiecc BbIKAOYEH.

BkatounTtb OSPF-npouecc.

distance dist

no distance

dist: (1..255)/110

YCTaHOBUTb aMUHUCTPATUBHYIO AncTaHuuio ana OSPF.

YCTaHOBUTb 3HaYeHue no YMO4aHUIO.

default-information origi-
nate always [metric metric]
[metric-type {1 | 2}]

no default-information
originate always [metric
metric] [metric-type {1 | 2}]

metric: (1..16777214)/20

BK/IIOYMTb aHOHCMPOBAHME LWKO3a MO YMOIYAHUIO, BHE 3aBUCK-
MOCTU OT TOFO 3a4aH /I OH CTaTUYECKUM MapLUPYTOM UK He 3a-
JaH.

YCTaHOBWTb 3HaYeHME MO YMOIYAHMUIO.
B cnyyae yKasaHua napameTtpa BepHyTb ero 3HayeHue no ymos-
YaHuio.
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set nssa asbr-default-route
translator {enable | disa-
ble}

-/BbIK/IOYEHO

BKOUNTD MW BBIKNHOYUTL TPAHCAALMIO MapLUpyTa MO yMOaYa-

Huto (ycTaHoBUTb P-61T) B NSSA Ha ASBR, KOTOpbIN He ABAAeTcA
ABR.

[oMKHO 6bITb BKAKOYEHO AaHOHCMPOBAHUE MapLUpyTa

V no ymonuanuio (default-information originate always).

redistribute connected
[metric metric] [metric-
type {1 | 2}]

no redistribute connected
[metric]

metric: (1..16777214)/20

PaspewwnTtb aHOHCMpPOBaHKMe connected-mapLipyTos:

- metric-type 1 — ycTaHOBWUTbL TUM MMNOPTUPYEMbIX MapLUPYTOB
Kak external-1;

- metric-type 2 — ycTaHOBWUTbL TUM UMNOPTUPYEMbIX MapLUPYTOB
KaK external-2;

- metric — 3Ha4YeHNe METPUKMN A/1A UMNOPTUPYEMbIX MAPLLPYTOB.

3anpeTnTb aHoHcuMpoBaHWe connected-mapwpyTtoB. B cayyae
YKa3aHuWA napameTpa BEPHYTb ero 3Ha4YeH1e Nno yMO4aHUIO.

redistribute static [metric
metric] [metric-type {1 |

2}]

no redistribute static
[metric]

metric: (1..16777214)/20

PaspelwmnTb aHOHCMPOBaHWE CTaTUYECKUX MapLLPYTOB:

- metric-type 1 — ycTaHOBWUTbL TUM MMNOPTUPYEMbIX MapLUPYTOB
KaK external-1;

- metric-type 2 — yCTaHOBWUTbL TUM UMNOPTUPYEMbIX MapLUPYTOB
Kak external-2;

- metric — 3Ha4YeHNe METPUKMN A18 UMNOPTUPYEMbIX MAPLLPYTOB.

3anpeTuTb aHOHCMPOBaHME CTaTUYECKUX MapLpyToB. B caydae
YKa3aHMA napameTpa BEpHYTb ero 3HayeHue No yMoaYaHuio.

redistribute rip [metric
metric] [metric-type {1 |

2}]

no redistribute rip [metric]

metric: (1..16777214)/20

PaspelwnTb aHOHCMpPOBaHWE MapLUPYTOB, NOYYEHHbIX NO MNPOTO-
Kkony RIP:

- metric-type 1 — ycTaHOBUTbL TUM MMNOPTUPYEMbIX MapLUPYTOB
Kak external-1;

- metric-type 2 — yCTaHOBWUTbL TUM MUMNOPTUPYEMbIX MapLUPYTOB
KaK external-2;

- metric — 3Ha4YeHne METPUKMN A8 UMNOPTUPYEMbIX MApPLLPYTOB.

3anpeTnTb aHOHCUMPOBAHWE MapPLLPYTOB, NOJTYYEHHbIX MO NPOTO-
Kkony RIP. B cnyyae yka3aHWA napameTpa BEPHYTb €ro 3HaYeHue
No YMOAYAHUIO.

redistribute bgp [metric
metric] [metric-type {1 |

2}]

no redistribute bgp
[metric]

metric: (1..16777214)/20

PaspewunTb aHOHCMPOBaAHWE MAPLLPYTOB, NOJYYEHHbIX MO NPOTO-
Koy BGP:

- metric-type 1 — ycTaHOBUTb TUM UMMNOPTUPYEMbBIX MapLLPYyTOB
Kak external-1;

- metric-type 2 — yCTaHOBWUTbL TUM MMMNOPTUPYEMbIX MapPLIPYTOB
KaK external-2;

- metric — 3HaYeHMe METPUKMN A1 UMNOPTUPYEMbIX MAPLLPYTOB.

3anpeTnTb aHOHCUMPOBAHNE MapPLLPYTOB, NOJTYYEHHbIX MO NPOTO-
Kony BGP. B cnyyae ykasaHuWA napameTpa BEPHYTb €ro 3HaYeHue
Nno YMONYAHMUIO.

redistribute all
[metric metric] [metric-
type {1 ] 2}]

no redistribute all [metric]

metric: (1..16777214)/20

PaspelwnTs aHOHCUPOBaHME MapLIPYTOB, MOJYYEHHbIX MO BCEM
NoAAepXnBaeMbIM NPOTOKONAM MapLLIPYTU3aLMK:

- metric-type 1 — yCTaHOBUTbL TUM MMMNOPTUPYEMbIX MapLIPYTOB
KaK external-1;

- metric-type 2 — ycTaHOBWTb TUM MMMOPTUPYEMBIX MAPLLIPYTOB
KaK external-2;

- metric — 3HaYeHMe METPUKU 418 UMMNOPTUPYEMbIX MapPLLPYTOB.

3anpeTuTb aHOHCMPOBaAHWE MapLUPYTOB, MOJYYEHHbIX MO BCEM
noAfepK1BaeMbiM NPOTOKONAM MapLIPyTU3aLLMK. B ciyyae yka-
3aHWA NapameTpa BepHYTb ero 3HayeHMe No YMOAYAHMIO.

compatible rfc1583

no compatible rfc1583

-/BKAKOYEHO

BkatounTb coemectnmocTb ¢ RFC 1583.

BbIKAOUMTL coBMecTMMOCTb ¢ RFC 1583.

router-id A.B.C.D

no router-id

A.B.C.D: uaeHTndukatop
MapLipyTusaTtopa B pop-
marte IPv4-agpeca

YCTaHOBUTb MAEHTUOMKATOP MApLIPYTM3aTOPa, KOTOPbIA YHU-
KaNbHO UAEHTUOULMPYET MapLIPYTM3aTOp B Npesenax O4HOM aB-
TOHOMHOW CUCTEMDI.

YCTaHOBUTb 3HAYeHMe nNo YMONYaHUIO.

network ip_addr area
A.B.C.D

no network ip_addr

A.B.C.D: naeHtndukatop
30HbI B popmare IPv4-ap-
peca

Bkntountb OSPF Ha IP-uHTepdelice.

Ypanute IP-agpec nHTepoeiica.

area A.B.C.D stub [no-sum-
mary]

A.B.C.D: uaeHTndukatop
30HbI B popmare IPv4-ag-
peca

YCTaHOBWUTb A1A YKa3aHHOM 30HbI TMN stub. 30Ha — cOBOKyN-
HOCTb CeTell M MapLIpyTU3aTOpOB, MMEIOWMX OANH U TOT Xe
naeHTnduKaTop.
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no area A.B.C.D stub
[no-summary]

- nO-sumMmary — He oTNPaBAATb UHHOPMALMIO O CYMMUPOBAHHBIX
BHELIHUX MapLUpyTaXx.

YCTaHOBWTb 3HaYeHMe N0 YMOJIHaHUIO.

area A.B.C.D nssa [no-sum-
mary]
[default-information-origi-
nate [metric metric] [met-
ric-type {1 | 2}]]

no area A.B.C.D nssa [no-
summary]
[default-information-
originate]

A.B.C.D: naeHtndukatop
30HbI B popmarTe IPv4-ag-
peca;
metric: (1..16777214)/20

YCTaHOBWTb A8 YKa3aHHOW 30HbI TUN NSSA.

- no-summary — He OTNPaBAATb UHPOPMALMIO O CYMMUPOBAHHbIX
BHELWHMX MapLipyTax BHYTPb NSSA-30HbI;

- default-information-originate — BkAtOUMTb aHOHCUpPOBaHKE
LUNK03a MO YMOIYaHUIO, BHE 3aBUCMMOCTM OT TOTO 3a4aH /I OH
CTaTUYECKMM MApPLUPYTOM WU He 334aH;

- metric-type 1 — ycTaHOBUTb TMM MapLIpyTa N0 YMONYAHUIO KaK
external-1;

- metric-type 2 — ycTaHOBUTb TMN MapLUpPyTa MO YMONYAHUIO KaK
external-2;

- metric — 3HaYeHWe METPUKM ANA AHOHCMPYEMOro MapLIpyTa.

YCTaHOBWTb 3HAaYEHWE MO YMO/IYaHUIO. B cnyyae ykasaHus napa-
MEeTPa BEPHYTb €ro 3HaYeHUe No YMOYaAHUIO.

area A.B.C.D default-cost
metric

no area A.B.C.D default-
cost

A.B.C.D: naeHtndukatop
30HbI B popmarte IPv4-ag-
peca;
metric: (1..16777215)/20

YCTaHOBUTb METPUKY A/1A LWK03a N0 YMOYaHUIO B aHOHCax A/A
30H stub 1 NSSA.

YCTaHOBUTb 3HAYEHMeE Mo YMOI4aHUIO.

area A.B.C.D range

ip_addr prefix_length {sum-
mary | Type7} [advertise |
not-advertise]

no area A.B.C.D range
ip_addr prefix_length

A.B.C.D: ngeHtnduratop
30HbI B popmarTe IPv4-ag-
peca;

BbINOAHWUTL CYMMMpPOBaHWE MapLUPYTOB, MOMNaAAIOLWMX NOA, yKa-
3aHHbIV ANanasoH.

- summary — 419 MeX30Ha lbHbIX MapLwpyToB (LSA Tmn-3);

- Type7 — gna BHeWwHUX maplipyTos n3 NSSA B marnctpasnbHyto
30HY;

- advertise — 06bABMTb YKa3aHHbIM MapLUPYT;

- not-advertise — He 06bABNATL YKa3aHHbIN MapLIPYT.

YaanuTb CymMUpOBaHME MapLUpyToB ana AaHHOM OSPF-30HbI.

area A.B.C.D translation-
role {always | candidate}

no area A.B.C.D transla-
tion-role

A.B.C.D: npeHtudmkatop
30Hbl B dopmare IPv4-aa-
peca

YCTaHOBUTb POab TpaHcaTopa B NSSA-30He.
- always — TpaHcamMpoBath Beerga LSA tun-7 B LSA tmn-5;
- candidate — yyacTBOBaTb B Npouecce BbIbopa TpaHCAATOPA.

YCTaHOBUTb 3HAYEHME Mo YMOI4aHUIO.

area A.B.C.D stability-inter-
val sec

no area A.B.C.D stability-in-
terval

sec: (0..2147483647)/40 ce-
KYHA,

MNepuoga cTabunnsauum B cekyHaax, ansa TpaHcaatopa 8 NSSA.

YCTaHOBUTb 3HaYeHue no YMO4aHUIO.

area A.B.C.D virtual-link
E.F.G.H [dead-interval
dead]

[hello-interval hello]
[retransmit-interval ret]

no area A.B.C.D virtual-link
E.F.G.H

A.B.C.D: ngeHtnduratop
30HbI B popmarte IPv4-ag-
peca;

E.F.G.H: ngeHTMdMKaTop
MapLUpyTU3aTOpa Ha3Haue-
HuA B popmarte IPv4-ag-
peca;
dead:(1..65535)/40 cekyHg;
hello: (1..65535)/10 cekyHg,
ret: (1..3600)/5 cexkyHz,

Co3aaTb BUPTYyasibHOE COeAMHEHME MEXKAY MArMcTpasbHOM U He-
MarncTpasbHOM 30HaMK, MeXy KOTOPbIMM NPUCYTCTBYET Apyras
HemarncTpasnbHas 30Ha.

- dead-interval — yka3saTb dead-uHTtepsan;

- hello-interval — yka3satb hello-uHTepsan;

- retransmit-interval — yKasaTb MHTepBan mexay NOBTOPHbLIMM
nepesgayamu.

Ypanutb BMUPTYyasZibHOE coegnHeHune.

passive-interface {default |
loopback /oopback | vlan
vlan_id}

no passive-interface {de-
fault | loopback /oopback |
vlan vian_id}

loopback: (0..100);
vlan_id: (1..4094)/disabled

3anpeTtutb IP-uHTepdelicy o0bmeHMBaTLCA MPOTOKO/IbHBIMU CO06-
LLEHUAMMU C CoCceAMM Yepes yKazaHHble HTepdeNChI.
- default — 3anpeTtnTb ANs BCex MHTepdeicos.

Pa3spewutb IP-uHTepdeiicy 06MeHUBATLCA MPOTOKObHBIMU CO-
06LLEHUAMM C COCEAAMM Yepes YKazaHHble MHTepdench.

neighbor ip_addr

no neighbor ip_addr

ip_addr: A.B.C.D

3apatb Bpy4Hyto OSPF-cocepa.

Ypanutb OSPF-coceaa.
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redist-config ip_addr pre-
fix_length [metric-type
{asExttypel | asExttype2}]
[metric-value metric]

metric: (1..16777215)/20

no redist-config ip_addr
prefix_length

YCTaHOBWUTb NapameTpbl PeancTpnbyLun Ana BHEWHNX MapLUpy-
TOB.

- ip_addr — IP-agpec ceTn HasHayeHus;

- prefix_length — IP-macka cetu;

- metric-type asExttypel — yctaHOBMTb TN MmapLpyTa external-1;
- metric-type asExttype2 —yctaHOBWTb TN MapLpyTa external-2;
- metric-value — yCTaHOBUTb 3HAaYEHNE METPUKM.

YAanuTb ycTaHOB/IEHHbIE NapameTpbl peaucTpubyummn ans 3a-
[aHHOro MapLipyTa.

summary-external ip_addr
prefix_length [advertise |
allowAll | denyAll | not-
advertise]

[translation {disabled |
enabled}]

-/BbIK/IIOYEHO

no summary-external
ip_addr prefix_length

BbINO/IHUTL CYMMMPOBAHME BHELIHUX MApLLPYTOB.

- ip_addr — IP-agpec ceTu;

- prefix_length — IP-macka cetu;

- advertise — cymmnpoBaHHbI MapLpyT obbasaseTca B LSA tun-
5; ecnm TMN 30HbI NSSA, To MapLpyT He obbABAsAeTCA;

- allowAll — cymmunpoBaHHbI MapwpyT 06basaseTca B LSA Tun-5;
ecnv TMN 30Hbl NSSA, To MmappyT o6basaseTca B LSA Tmn-7;

- denyAll — cymmnpoBaHHbIN MapLipyT He obbABAAeTCS;

- not-advertise — cymmunpoBaHHbI MapLpyT He 06bABNAETCA B
LSA TMn-5; ecnum TMn 30HbI NSSA, To MaplpyT ob6basnseTtca B LSA
™n-7;

- translation disabled — He ycTaHaBanBaTb P-61T B reHepupyembix
LSA tun-7;

- translation enabled — yctaHoBUTL P-6UT B reHepupyembix LSA
T™n-7.

BbIK/IHOYMTL CYMMUPOBAHME BHELIHWUX MapLLPYTOB.

capability opaque

no capability opaque

-/BbIK/IIOYEHO

BkarounTb noagepxKy opaque LSA.

BbikntounTb nogaepky opaque LSA.

KomaHObl pexcuma KoHguypayuu uHmepagetica VLAN 019 OSPFv2

BuAa 3anpoca KOMaHAHOM CTPOKM:

console (config-if) #

Tabnuua 223 — KomaHap! pexkuma KoHpurypaumum nHtepderica VLAN ana OSPFv2

no ip ospf network

KomaHoa 3HauyeHue/3HaveHue no Aelicmeue
YMOYAHUIO
ip ospf network BbibpaTtb TN ceTun:
{broadcast | non- - broadcast — wupoKoBelLaTenbHasa ceTb C MHOXECTBEHHbIM A0-
broadcast | point-to- CTynom;
multipoint | point-to- - non-broadcast — HelwuMpoKoBeLLaTeNbHaA CeTb, B AaHHOM CAy-
point} -/broadcast Yae agpeca cocegHUX MapLLpPYTU3aTOPOB HACTPaUBaIOTCA BPyY-

Hyto;
- point-to-multipoint — MmHorotoyeyHas cetb;
- point-to-point — ceTb «TOYKa-TOYKa».

YCTaHOBUTb 3HaYeHue no YMO4aHUIO.

ip ospf cost cost

no ip ospf cost

cost: (1..65535)/10

YCTaHOBUTb METPUKY COCTOAHMA KaHasa, KoTopan ABnseTca
YCNOBHbIM MNOKa3zaTtenem "cToMmocTn" nepecbiikM AaHHbIX NO
KaHany.

YCTaHOBWTb 3HaYeHMe N0 YMOJIHaHUIO.

ip ospf dead-interval
sec

no ip ospf dead-inter-
val

sec: (1..65535)/40 cekyHg,

YCTaHOBWTb UHTEPBAN BPEMEHW B CEKYHAAX, N0 UCTEYEHUMU KOTO-
poro coceg, 6yAeT cUMTaTbCA HEaKTUBHbIM. JTOT MHTEpBaa A0A-
JKeH OblTb KpaTHbiMm 3HauyeHuto hello-interval. Kak npasuno,
dead-interval paBeH 4 uHTepsanam otnpasku hello-nakeTos.

YCTaHOBUTb 3HaYeHMe MO YMOJIHaHUIO.

ip ospf hello-interval
sec

no ip ospf hello-inter-
val

sec: (1..65535)/10 cekyHg,

YCTaHOBWUTb MHTEPBAN BPEMEHU B CEKYHAAX, MO UCTEYEHWUM KO-
TOPOro MapLUpyTM3aTop oTnpasaseT cieayowmin hello-naker ¢
HTepodeiica.

YCTaHOBUTb 3HaYeHMe MO YMOJIHAHUIO.

ip ospf mtu-ignore

-/BbIK/IIOYEHO

OTKAtouMTL NpoBepky MTU npu ycTaHOBAEHUM coceacTBa.

Ethernet-kommymamopei cepuli MES14xx, MES24xx, MES3400-xx, MES37xx

215



HELTEX

no ip ospf mtu-ignore

YCTaHOBUTb 3HAYeHUe no YMOI4aHUIO.

ip ospf priority prior

no ip ospf priority

prior: (0..255)/1

YCTaHOBUTbL NPUOPUTET MapLLIPYTU3aTOPa, KOTOPbIN UCMNOb3Y-
etcs gns Bbibopa DR n BDR.

YCTaHOBWTb 3HaYeHMe N0 YMOJIYaHUIO.

ip ospf poll-interval sec

no ip ospf poll-interval

sec: (1..2147483647)/120 ce-
KYHA,

YcTaHOBUTbL Nepuog mexay nocblikon hello-naketos gns Heak-
TUBHOro non-broadcast coceaa.

YCTaHOBWUTb 3HAYeHME NO YMOI4aHUIO.

ip ospf retransmit-in-
terval sec

no ip ospf retransmit-
interval

sec: (1..3600)/5 cekyHa,

YCTaHOBUTb UHTEPBA BPEMEHU B CEKYHAAX, MO UCTEYEHUM KO-
TOPOro MapLIPyTM3aTOP NOBTOPHO OTNPABMT NAKET, Ha KOTOPbIN
He NoNyYnN NOATBEPKAEHUA O NOJyYeHUmn (Hanpumep,
DatabaseDescription- uau LinkStateRequest-nakeTbi).

YCTaHOBWUTb 3HAYeHME NO YMO/I4aHUIO.

ip ospf transmit-delay
sec

no ip ospf transmit-de-
lay

sec: (1..3600)/1 cekyHa,

YCTaHOBUTb NPUMeEPHOEe BpeMA B CEKYHAaX, Heobxoanmoe gaa
nepeAayu NakeTa COCTOAHUA KaHana.

YCTaHOBWTb 3HaYeHMe N0 YMOIYaHUIO.

ip ospf demand-circuit

no ip ospf demand-cir-
cuit

-/BbIKNIOYEHO

BkAtounTb nogasneHne otnpasku hello-coobuweHunit (gna nHtep-
¢deicos TMNa point-to-point 1 point-to-multipoint n nepnoanye-
CKUX 0B6HOBNEHWMIA LSA).

YCTaHOBWTb 3HaYeHMe N0 YMOIYaHUIO.

ip ospf authentication
{message-digest | null
| sha-1 | sha-224 |
sha-256 | sha-384 |
sha-512 | simple}

no ip ospf
authentication

-/BbIK/IIOYEHO

Bkntounte OSPF-ayTeHTUGMKaLMIO M 3a4aTb eé Tvn.

- message-digest — ncnonbsosatb WupposaHne MDS5;

- null — He ucnonb3oBaTb ayTeHTUDUKALMIO;

- sha-1 - ncnonb3osatb WKppoBaHue SHA-1;

- sha-224 — ncnonb3osatb wndposaHme SHA-1;

- sha-256 — ucnosib3oBaTb WndposaHme SHA-256;

- sha-384 — ucnonb3osaTb wWndpposaHme SHA-384;

- sha-512 — ucnonb3osaTb wWndpposaHme SHA-512;

- simple — He ncnonb3oBaTh WKdpoBaHUe (Naposb NepeasaeTcs
B OTKPbLITOM BUAE).

Bbikntountb OSPF-ayTeHTUdMKaALMIO.

ip ospf authentication-
key simple_password

simple_password: (1..64) cum-

YCTaHOBWTb Mapo/ib, KOTOPbIN NpeAHa3HayYeH AaA NPoCToro
TMNa ayTeHTMOMKaLMM (Nepesaya Napons B OTKPLITOM BUAE).

no ip ospf message-di-
gest-key key_id

string (1..64)

no ip ospf authentica- BO/0B Y8anuTb naponeb.

tion-key

ip ospf message-di- [06aBUTb KNtoY ayTeEHTUDUKALUN.

gest-key key_id {md5 | - key_id — vaeHTMdUKaATOP KNtoYa;

sha-1 | sha-224 | sha- - md5 — wuoposaTb KAtoY anroputmom MD5;

256 | sha-384 | sha- - sha-1 — wuoposatb Katoy anroputmom SHA-1;
512} string key_id (0..255) - sha-224 — wndposatb Kntoy anroputmom SHA-224;

- sha-256 — wndposatb Kntoy anroputmom SHA-256;
- sha-384 — wndposatb Koy anroputmom SHA-384;
- sha-512 — wudposaTtb Koy anroputmom SHA-512;
- string — naponb.

YAanuTb KoY ayTeHTUOMKaLMK.

ip ospf key

key_id {start-accept |
start-generate | stop-
accept | stop-gener-
ate} dd-mon-
year,hh:mm

no ip ospf key

key_id [start-accept |
start-generate | stop-
accept | stop-gener-

ate]

key_id (0..255);
dd (01..31);
mon: (Jan..Dec);
year: (2000..2100);
hh: (00..23);
mm: (00..59)

YcTaHOBWTbL NapameTpbl ANA KAtoYa ayTeHTUGUKaumnu.

- start-accept — 3a4aTb BpemMsa, HauMHaA C KOTOPOro AencTByeT
K/IHO4 Ha NPUEMm;

- start-generate — 3a4aTb Bpems, HauMHas C KOTOPOro AeWn-
CTBYET K/IlOY Ha nepegady;

- stop-accept — 3a4aTb Bpems, 40 KOTOPOro AeNCTBYET KoY Ha
nNpUém;

- stop-generate — 3azaTb Bpems, 10 KOTOPOro AeNCTBYET KoY
Ha nepegavy.

C6pocUTb MapameTpbl 415 Ktova ayTeHTuduKaumm.
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KomaHOwbi pexcuma privileged EXEC

BuAa 3anpoca KomaHAHOM CTPOKK B pexume Privileged EXEC:

console#

Tabnunua 224 — KomaHab! pexkuma Privileged EXEC ana OSPFv2

KomaHoa

3HayeHue/3HayeHue no
YMOAYAHUIO

Aelicmeue

show ip ospf

OTo6pa3unTb KoHdUrypauuto OSPF.

show ip ospf neighbor

OTo6pa3unTb nHPopmaumio 06 OSPF-cocegsx.

show ip ospf route

OTo6pa3unTb Tabanuy mapwpytusaumm OSPF.

show ip ospf interface
[vlan vian_id]

vlan_id: (1..4094)

OT06pa3unTb KoHdUrypauuto OSPF-uHTepdelicos.
- vlan — ansa KoHkpeTHoro uHtepdelica VLAN.

show ip ospf virtual-links

OTO6pa3snTb NapaMeTpbl U TEKYLLLEE COCTOAHUE BUPTYaAbHbIX
JIHKOB.

show ip ospf database
[adv-router A.B.C.D | self-
originate]

A.B.C.D: IP-agpec

OTo6pa3unTb cocTosiHMe 6a3bl faHHbIX NpoToKosa OSPF.
- adv-router — 419 KOHKPETHOTO MapLIPYTM3aTOpPa;
- self-originate — ana nokanbHOro mapLpyTMsaTopa.

show ip ospf database
{asbr-summary | external |
network | nssa-external |
summary | opaque-area |
opaque-as | opaque-link |
router} [A.B.C.D | adv-
router A.B.C.D | self-
originate]

A.B.C.D: IP-agpec

OTo6pa3unTb cocTossHMe H6a3bl 4aHHbIX NpoTokoia OSPF, TonbKo,
Ana onpenenéHHblx TMnNos LSA:

- asbr-summary — gna LSA tun-4;

- external — gns LSA Tun-5 u tTun-7;
- network — gna LSA tmn-2;

- nssa-external — gns LSA tun-7;

- summary — gna LSA tun-3;

- opaque-area — anas LSA tun-10;

- opaque-as — gna LSA tun-11;

- opaque-link — gns LSA TMn-9;

- router — ana LSA tun-1.

show ip ospf database
database-summary

OT06pa3nTb 06y CTaTUCTUKY AN 6a3bl AaHHbIX OSPF.

show ip ospf area_id data-
base

area_id: naeHTudukaTop
30HbI

OTo6pa3unTb cocTossHMe H6a3bl 4aHHbIX NpoTokoaa OSPF gns
onpenenéHHoON 30Hbl.

show ip ospf border-rout-
ers

OTO6pa3MTb CANUCOK NOrpaHNYHbIX MapLpPyTHU3aTOPOB.

show ip ospf {summary-ad-
dress | area-range}

OT106pasnTb CyMMMPOBAHHbIE MapPLIPYTbI:
- summary-address — ans LSA Tvn-5 v TMn-7;
- area-range — gna LSA tun-3.

4.28.4 Hacmpolika npomoKona OSPFv3

! dyHKuua OSPFv3 He noaaeprKaHa B cTeKe B TeKyueii Bepcum MO.

KomaHObI pexcuma 2no0baabHol KoHu2ypauuu 019 OSPFv3

BunAa 3anpoca KOMaHAHOWM CTPOKM pexxmnma rnobanbHoM KoHbUrypaumm:

console (config) #
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Tabnunuya 225 — KomaHabl pexkmuma rnobanbHoi KoHdurypaumm OSPFv3

3HaveHue/3Ha4yeHue ”
KomaHda / Aelicmeue
no ymoa4YaHuro
ipv6 router ospf -/- 3aliTn B peXkmMm KoHdurypaumm npouecca OSPFv3.

KomaHObI pexcuma npouyecca OSPFv3

Buz 3anpoca KoMaHAHOW CTPOKM B pexknume KoHdurypaumm npouecca OSPFv3:

console (config-router) #

Tabnunua 226 — KomaHabl pexxmma KoHourypaumm npouecca OSPFv3

no shutdown

KomaHoa 3HayeHue/3HavyeHue no Aeiicmeue
YMOAYAHUIO
shutdown Bobikntountb OSPF-npouecc.
-/BbiKNIOYeH V Mo ymonuyaHuio OSPF-npouecc BbIKAKOYEH.

Bkntoumtb OSPF-npouecc.

nssa asbr default-route-
translator

no nssa asbr default-route-
translator

-/BbIK/IIOYEHO

BKAOUYNTL TPAHCAAUMIO MaplipyTa No YMOAYaHUIO (yCTaHOBUTL P-
6u1T) B NSSA Ha ASBR, KoTopbili He siBnaeTca ABR.

YCTaHOBWTb 3HaYeHMe N0 YMOIYaHUIO.

redistribute connected

no redistribute connected

-/BbIK/IOYEHO

PaspelunTb aHOHCUpPOBaHWe connected-mapLIpyTos.

3anpeTuTb aHOHCMpOBaHWe connected-mapLIpyToB.

redistribute static

no redistribute static

-/BbIK/IOYEHO

Pa3peLmnTb aHOHCMPOBaHWE CTaTUYECKMX MapLLIPYTOB.

3anpeTnTb aHOHCMPOBAHWE CTaTUYECKMX MapLUPYTOB.

redistribute bgp

no redistribute bgp

-/BbIK/IIOYEHO

Pa3spewnTb aHOHCUMpOBaHWE MapLLPYTOB, NOYYEHHbIX MO NPOTO-
Kony BGP.

3anpeTnTb aHOHCMPOBAHUE MapLLPYTOB, MNOYYEHHbIX MO NPOTO-
kony BGP.

router-id {A.B.C.D | auto}

A.B.C.D: npeHtnudmkatop
mapLpyTusaTopa B pop-
mare IPv4-aapeca/auto

YCTaHOBUTb MAEHTUOMKATOP MapLIpyTM3aTOpa, KOTOPbIA YHU-
KanbHO MAEHTUGULMPYET MapLIpyTU3aTOP B Npeaenax o4HOM as-
TOHOMHOW CUCTEMDbI:

- A.B.C.D —3apaTb MaeHTUPUKATOP BPYUHY!IO;

- auto — B KauecTBe router-id 6yayT ncnonb30BaHbl NocneaHUe Ye-
Tbipe 6aiiTa 6asosoro MAC-agpeca KommyTaTopa.

area A.B.C.D stub [no-sum-
mary]

no area A.B.C.D stub

A.B.C.D: npeHtudmkatop
30HbI B popmarte IPv4-ag-
peca

YCTaHOBUTb ANA YKa3aHHOW 30HbI TN stub. 30Ha — COBOKYMHOCTb
ceTel U MapLUPYTU3aTOPOB, UMEIOLLMX OAUH U TOT XKe AeHTUDMKA-
Top.

- no-summary — He OTNPaBAATb MHGOPMALMIO O CYMMUPOBAHHbIX
BHELLHWX MapLIpyTax.

YCTaHOBUTb 3HaYeHue no YMO4aHUIO.

area A.B.C.D nssa [no-sum-
mary]

no area A.B.C.D nssa

A.B.C.D: ngeHtndmkatop
30HbI B popmarte IPv4-ag-
peca

YCTaHOBUTb ANS yKa3aHHOM 30HbI TUN NSSA.
- no-summary — He OTNPaBAATb UHGOPMALMIO O CYMMMUPOBAHHbIX
BHELUHMX MapLUpyTax.

YCTaHOBUTb 3HaYeHWe No ymondaHuio. B cayvae yKasaHua napa-
MeTpa BEPHYTb ero 3Ha4yeHne No yMmon4aHUto.

area A.B.C.D default-metric
cost

no area A.B.C.D default-
metric

A.B.C.D: npeHtnduratop
30HbI B opmarte IPv4-ag-
peca;
cost: (1..16777215)/20

YCTaHOBUTb LieHY AR W33 MO YMONYAHUIO B aHOHCAX A/1A 30H
stub n NSSA.

YCTaHOBUTb 3HaYeHMe MO YMOHYAHWIO.

area A.B.C.D default-metric
type {1 ] 2}

no area A.B.C.D default-
metric type

A.B.C.D: ngeHtndmkatop
30HbI B opmarte IPv4-ag-
peca

YCTaHOBUTb TUN ANA MapLipyTa no ymondaHuio B NSSA:
- type 1 —tvn external-1;
- type 2 — T1n external-2.

YCTaHOBWTb TUMN A8 MApLIPYTa NO YMONYaHUIO Kak external-1.

area A.B.C.D range
ip_addr prefix_length [ad-
vertise | not-advertise]
{summary | Type7}

A.B.C.D: ngeHtndmkartop
30HbI B popmarte IPv4-ag-
peca

BbINONHMTL CymMMpOBaHME MapLIPYTOB, NONaAatoLWMX NOA, YKa-
3aHHbIN AManas3oH.

- summary — 419 MeXX30Ha/IbHbIX MapLwpyToB (LSA Tmn-3);

- Type7 — gnA BHeWHUX mapwpyToB n3 NSSA B MarnctpasibHyto
30HY;

- advertise — 06bABUTb YKa3aHHbIN MapLUPYT;
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no area A.B.C.D range
ip_addr prefix_length {sum-
mary | Type7}

- not-advertise — He 06bABNATb YKa3aHHbIN MapLUpPyT.

Y[anuTe cyMMMpOBaHME MapLpyToB s aaHHo OSPF-30HbI.

area A.B.C.D summary-pre-
fix ip_addr pre-

fix_length [advertise | al-
lowAll | denyAll | not-ad-
vertise]

[translation {disabled |
enabled}]

no area A.B.C.D summary-
prefix ip_addr prefix_length

-/BbIKNOYEHO

BbINO/MIHUTL CyMMMPOBAHME BHELHWUX MApPLLPYTOB.

- ip_addr — IP-agpec ceTu;

- prefix_length — IP-macka ceTu;

- advertise — cymmupoBaHHbI MapwpyT obbaAsafeTcs B LSA Tmn-7
01a NSSA; He 06bABNAETCA eCIU TPAHCAALMA NPOUCXOAUT U3 Ma-
rMCTPasibHOM 30HbI B NSSA;

- allowAll — npaBni0 NpMMeHseTcs, TONbKO, CO CTOPOHbI Maru-
CTPaNbHOM 30HbI; CYMMMUPOBAHHbIM MapwpyT obbasnseTcs B LSA
TMN-7, eCAW TPAHCAALMA NPOUCXOAUT U3 MarncTpPaibHOM 30HbI B
NSSA;

- denyAll — npaBna0 NpMMeHAETCA TONbKO CO CTOPOHbI Maru-
CTPaNbHOW 30HbI; CYMMMUPOBAHHbIM MapLwpyT He o6bABAAeTCS;

- not-advertise — cymM1poBaHHbIV MapLIpyT He 06bABAAETCA B
NSSA; obbasnsaetca B LSA TMN-7 ecamn TpaHCAALMA NPOUCXOAUT U3
MarucTpasbHoi 30Hbl B NSSA;

- translation disabled — He ycTaHaBAMBaTL P-6UT B reHepunpyembix
LSA tun-7;

- translation enabled — ycTtaHoBUTL P-61T B reHepupyembix LSA
T™n-7.

BbIK/IHOYMTL CYMMMPOBAHME BHELIHWMX MapLLPYTOB.

area A.B.C.D translation-
role {always | candidate}

no area A.B.C.D transla-
tion-role

A.B.C.D: naeHtndukatop
30HbI B popmare IPv4-ap-
peca

YcTaHOBUTbL posib TpaHcATopa B NSSA 3o0He.
- always — TpaHciMpoBaTb Bcerga LSA tun-7 B LSA Tmn-5;
- candidate — yyacTBOoBaTbh B npouecce Bbibopa TpaHcaATOpa.

YCTaHOBUTb 3HaYeHMEe N0 YMOAYAHMUIO.

area A.B.C.D stability-inter-
val sec

no area A.B.C.D stability-in-
terval

sec: (1..65535)/40 cerkyHpa,

Mepunoga cTabunmnsaumm B cekyHaax, ana TpaHcnaTopa B NSSA.

YCTaHOBUTb 3HAYEeHME N0 YMOHYAHWUIO.

area A.B.C.D virtual-link
E.F.G.H index [dead-inter-
val dead]

[hello-interval hello]
[retransmit-interval ret]
[transmit-delay delay]

no area A.B.C.D virtual-link
E.F.G.H

A.B.C.D: naeHTnduKatop
30Hbl B popmare IPv4-aa-
peca;

E.F.G.H: ugeHtnodukatop
MapLupyT13aTOpa HasHaye-
HUA B dpopmare IPv4-aa-
peca;
index: (1..2147483647);
dead:(1..65535)/40 cekyHa;
hello: (1..65535)/10 cekyHp,
ret: (1..1800)/5 cekyHz;
delay: (1..1800)/1 cekyHaa

Co3faTb BUPTYasibHOE COeANHEHNE MEXAY MarucTpanbHOM 1 He-
MarucTpanbHOM 30HaMM, MeXAY KOTOPbIMU NPUCYTCTBYET Apyras
HemMarucTpanbHas 30Ha.

- index — yKa3aTb MHAEKC, KOTOPbIN ByaeT MaeHTUPUUMpPoBaThL
OaHHbI BUPTYasbHbIN KaHan;

- dead-interval — yka3aTb dead-uHTtepsan;

- hello-interval — yka3aTb hello-nHTepsan;

- retransmit-interval — ykasatb nHTepBan mexay NOBTOPHbIMMU Ne-
pepavamu;

- transmit-delay — ykasaTb npumepHoe BpeMs nepeaayn naketa B
ceTu.

Ypanutb BUpPTyasibHOE COefinHeHue.

passive-interface

no passive-interface

-/BbIK/IOYEHO

3anpetutb gna scex IP-uHTepdelicos, co3aaHHbIX Nocae BBOAA
[AaHHOMN KOMaHAbl, 06MeHNBaTbCA MPOTOKOIbHLIMU COOBLLEHN-
AMM C coceaamm.

YCTaHOBUTb 3HaYeHME N0 YMONYAHWUIO.

redist-config ip_addr pre-
fix_length [metric-value
metric] [metric-type
{asExttypel | asExttype2}]

no redist-config ip_addr
prefix_length

metric: (1..16777215)/20

YCTaHOBWUTb NapameTpbl peancTpubyLmnm ANa BHELIHUX MapLUpy-
TOB.

- ip_addr — IP-agpec ceTn HazHa4yeHusn;

- prefix_length — IP-macka cetu;

- metric-value — yCTaHOBUTb 3HaYEHNE METPUKM;

- metric-type asExttypel — yctaHOBWTb TMN mapwpyTa external-1;
- metric-type asExttype2 — ycTaHOBUTb TMN MapLupyTa external-2.

YAanuTb ycTaHOBAEHHble NapameTpsl peaucTpubyunm ansa 3agaH-
HOro MapLupyTa.
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KomaHObI pexcuma KoHguaypayuu uHmepagetica VLAN 0aa OSPFv3

Buza 3anpoca KOMaHAHOM CTPOKM:

console (config-if) #

Tabnunuya 227 — KomaHabl pexkmma KoHpurypauum nntepderica VLAN ana OSPFv3

KomaHoa

3HayeHue/3Ha4yeHue no
YMOAYAHUIO

Aelicmeue

ipv6 ospf area A.B.C.D

no ipv6 ospf

A.B.C.D: uaeHTUPUKaTOp 30HbI B
¢dopmarte IPv4-agpeca

BkatounTtb OSPFV3 Ha nHTepdelice.

Bbikntountb OSPFV3 Ha nHTepodeiice.

ipv6 ospf network
{broadcast | non-
broadcast | point-to-
multipoint | point-to-

BbibpaTb TMN ceTu:

- broadcast — WwnpoKoBeLLaTelbHasA CeTb C MHOXECTBEHHbIM A0-
cTynom;

- non-broadcast — HelwVpoKoBeLlaTenbHas ceTb, B JAHHOM Cy-

no ipv6 ospf neighbor
link_local_addr

point} -/broadcast Yae agpeca coceiHUX MapLLPYTM3aTOPOB HACTPaMUBAOTCA BPYY-
Hyto;
- point-to-multipoint — MmHorotToye4yHas ceTb;
- point-to-point — ceTb «TOYKa-TOYKa».
no ipv6 ospf network YCTaHOBWTb 3HaYEHME NO YMOYAHUIO.
ipv6 ospf neighbor [o6aBunTb cTaTMUecKoro cocena:
link_local_addr - link_local_addr — ykasatb IPv6 link-local agpec cocega.
-/He 3afaH

Ypanutb cTaTUYECKOro coceaa.

ipv6 ospf cost cost

no ipv6 ospf cost

cost: (1..65535)/10

YCTaHOBUTb METPUKY COCTOAHMA KaHaia, KoTopan ABNAETCA YCI0B-
HbIM MOKasaTenem "cToMmocTn" nepecbisIKW AaHHbIX NO KaHany.

YCTaHOBUTb 3HAYEHUE Mo YMOI4YaHUIO.

ipv6 ospf dead-interval
sec

no ipv6 ospf dead-in-
terval

sec: (1..65535)/40 cekyHa,

YCTaHOBUTb MHTEPBaN BPEMEHM B CEKYHAAX, MO UCTEYEHUWN KOTO-
poro cocepg, 6yaeT cuMTaTbCA HEAKTUBHBIM. ITOT MHTEPBAN AO/XKEH
6bITb KpaTHbIM 3HauyeHuto hello-interval. Kak npasuno, dead-
interval paseH 4 nHTepsanam otnpasku hello-naketos.

YCTaHOBUTb 3HAYEHME Mo YMO4aHUIO.

ipv6 ospf hello-interval
sec

no ipv6 ospf hello-in-
terval

sec: (1..65535)/10 cekyHa,

YCTaHOBWTb MHTEPBAN BPEMEHU B CEKYHAAX, MO UCTEYEHUW KOTO-
poro mapLupyTusaTop oTnpasaset cnegyrowmii hello-naker ¢ nH-
Tepoelica.

YCTaHOBUTb 3HAYEHME Mo YMOI4aHUIO.

ipv6 ospf mtu-ignore

no ipv6 ospf mtu-ig-
nore

-/BbIKNIOYEHO

OTKAtoUMTL NpoBepky MTU npu ycTaHOBAEHUM cOCeacTBa.

YCTaHOBUTb 3HaYeHue no YMO4aHUIO.

ipv6 ospf passive-
interface

no ipv6 ospf passive-
interface

-/BbIK/IOYEHO

3anpetutb IP-uHTEpdelicy 06MeHNBaTLCA NPOTOKOIbHBIMU CO06-
LLLEHUAMM C coceaAMM Yepes AaHHbIN uHTepdeic.

YCTaHOBWTb 3HaYeHMe Mo YMOJIHaHUIO.

ipv6 ospf priority prior

no ipv6 ospf priority

prior: (1..255)/1

YCTaHOBWTb NPUOPUTET MapLLPYTM3aTOPa, KOTOPbIN UCNOb3yeTcA
Aansa sbibopa DR 1 BDR.

YCTaHOBWTb 3HaYeHMe N0 YMOJIHaHUIO.

ipv6 ospf poll-interval
sec

no ipv6 ospf poll-inter-
val

sec: (1..65535)/120 cerkyHa,

YcTaHOBUTL Nepuog mexay nocblikon hello-naketos gns Heak-
TUBHOrO non-broadcast cocena.

YCTaHOBUTb 3HaYeHue no YMO4aHUIO.

ipv6 ospf retransmit-
interval sec

no ipv6 ospf retrans-
mit-interval

sec: (1..1800)/5 cerkyHA,

YCTaHOBUTb MHTEPBA BPEMEHW B CEKYHAAX, MO UCTEYEHUMU KOTO-
pOro MapLupyTM3aToOp NOBTOPHO OTNPABUT NAKEeT, Ha KOTOPbIN He
NOAYYUA NOATBEPKAEHUA O MONYYEHUN.

YCTaHOBWTb 3HaYeHMe Mo YMOJIHaHUIO.

ipv6 ospf transmit-de-
lay sec

no ipv6 ospf transmit-
delay

sec: (1..1800)/1 cekyHa,

YCTaHOBWTb NPUMEPHOE Bpems B CeKyHAax, Heobxoaumoe ans
nepefayn NakeTa COCTOAHUA KaHana.

YCTaHOBUTb 3HaYeHMe MO YMOJIHAHUIO.

I?VG ?spf demand- /BbIKNIOYEHO BkntounTb nogasnenHue otnpasku hello-coobweHnit (gna nHtep-
circuit
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no ipv6 ospf demand-
circuit

deiicos TMNa point-to-point u point-to-multipoint) n nepnoguue-

CKUX 0B6HOBNEHWMIA LSA.

YCTaHOBWUTb 3HAYeHME NO YMO/I4aHUIO.

KomaHOb1 pexcuma Privileged EXEC

Bua 3anpoca KomaHAHOM CTPOKKM B pexume Privileged EXEC:

console#

Tabnnua 228 — KomaHgb! pexkuma Privileged EXEC ana OSPFv3

KomaHoa

3HayeHue/3HayeHue no
YMOMYAHUIO

Aelicmeue

show ipv6 ospf

OTo6pa3unTb KoHdUrypauuto OSPF.

show ipv6 ospf area
A.B.C.D database

A.B.C.D: naeHtndukatop
30Hbl B popmare IPv4-ag-
peca

0OT06pa3sunTb cocTosiHUe 6a3bl AaHHbIX KOHKPETHOM 30Hbl.

show ipv6 ospf border-
routers

OTO6pasunTb CNNCOK NOrPaHMYHbIX MapLLPYTU3aTOPOB.

show ipv6 ospf database
[as-external | inter-prefix |
inter-router | intra-prefix |
link | network | nssa |
router] [HEX] [detail]

OTo6pa3unTb cocTossHMe 6a3bl 4aHHbIX NpoToKosia OSPF:
- as-external — gns LSA tun-5 v Tun-7;

- inter-prefix — gns LSA tun-3;

- inter-router — ana LSA tun-4;

- intra-prefix — gna LSA tTun-9;

- link — gnsa LSA tmn-8;

- network — ana LSA tmn-2;

- nssa — gna LSA tun-7;

- router — gna LSA tun-1;

- HEX — oTo6pa3untb nHpopmaumio 8 16-om Buae;

- detail — oTo6pasuTb getanbHyo MHPopmaumio 06 LSA.

show ipv6 ospf interface
[vlan vian_id]

vlan_id: (1..4094)

OT06pa3unTb KoHPUrypauuto OSPF-uHTepdelicos.
- vlan — gna KoHkpeTHoro nHtepdeica VLAN.

show ipv6 ospf neighbor

OT106pasunTb MHPopmaumto 06 OSPF-cocepsx.

show ipv6 ospf packet-
stats vlan vian_id

vlan_id: (1..4094)

OTO6pa3MTb CTAaTUCTUKY NO NaKeTam.

show ipv6 ospf redist-con-
fig

OT06pa3nTb KOHUrypauuto peamucTpmnbyumn.

show ipv6 ospf route

OT106pasunTb Tabanuy mapwpyTtmnsaumm OSPF.

show ipv6 ospf virtual-links

OTO6pa3MTb napameTpbl U TeKyLlee COCToOAHNE BUPTYa/IbHbIX TNH-

KOB.

4.28.5 Hacmpolika npomokKosna RIP

! ®dyHKuua RIP He noapeprKaHa B cTeKe B TeKyueit Bepcum MO.

RIP — (Routing Information Protocol) npoTokon mapLlupyTHOM MHPOPMaLMKN, OTHOCALLMIACA K BHYT-
PEHHUM MPOTOKOIAaM MApPLLPYTM3aLMN ANCTAHLMOHHO-BEKTOPHOrO TUNa.

KomaHObI pexcuma 2106aa6Hol KoOHGuU2ypayuu

Bua 3anpoca KOMaHAHOM CTPOKU perknma rnobanbHOM KOHGUrypaunm:

console (config) #
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Tabnunua 229 — KomaHabl pexkmma rnobanbHoi KoHdurypaumm

3HaveHue/3Ha4yeHue ”
KomaHda / Aelicmeue
no ymoa4yaHuro
router rip -/- 3aliTn B peXkMm KoHdurypaumm npouecca RIP.

KomaHOsl pexcuma npouecca RIP

Bua 3anpoca KomaHZAHOW CTPOKM B pexnme KoHdUrypaumm npouecca RIP:

console (config-router) #

Tabnunua 230 — KomaHabl pexkmma KoHourypauum npouecca RIP

KomaHda

3HayeHue/3HayeHue no
YMOAYAHUIO

Aelicmeue

auto-summary {disable | enable}

-/BbIKNOYEHO

YCTaHOBWUTbL aBTOMaTUYECKOE CYMMMPOBAHMUE No
Knaccy cetu:

- enable — BKAOUUTD;

- disable — BbIKAOUYNTL.

default-metric

metric: (1..16)/3

no default-metric

YCTaHOBWTb 3Ha4YeHWE METPUKM NO YMONYAHUIO ANA
MapLUPYTOB, NOYYEHHbIX U3 APYINX NPOTOKO/OB.

YCTaHOBUTb 3HAYeHMe No YMONYaHUIO.

distance distance

distance: (1..255)/121

no distance

YCTaHOBWUTb aAMUHUCTPATUBHYIO ANCTaHLMIO ANA
mapuwpyTos RIP.

YCTaHOBWUTb 3HaYeHME N0 YMOAYAHMUIO.

network ip_addr [unnum vlan
vlan_id]

ip_addr:A.B.C.D
vlan_id: (1..4094)

no network ip_addr [unnum vlan
vlan_id]

Bkntountb RIP Ha IP-uHTepdelice.

- unnum — RIP 6yaeT BKAOYEH HA UHTepdelice, Ha KO-
TOpoM He 3agaH IP-agpec, u RIP-coobuweHuna byayT oT-
npaBAATbLCA OT aapeca ip_addr.

BbikntounTb RIP Ha IP-uHTepdelice.

output-delay

no output-delay

-/BbIKNIOYEHO

BKNOUMTL 3a4ePKKY Mexay naketamu RIP-coobuue-
HUNA.

BbIKNIOUNTD 334EPKKY Mexay nakeTamu RIP-coobuue-
HWUN.

passive-interface {gigabitether-
net gi_port | twopointfivegiga-
bitethernet two_port | tengiga-
bitethernet te_port | vlan
vlan_id}

gi_port: (1..8/0/1..48);
two_port: (1..8/0/1..8);

no passive-interface {giga-
bitethernet gi_port | twopoint-
fivegigabitethernet two_port |
tengigabitethernet te_port | vlan
vlan_id}

te_port: (1..8/0/1..11);
vlan_id: (1..4094)/disabled

3anpetutb IP-uHTEpdeicy nocblnate U NpuHMmaTh RIP-
coobuieHms.

PaspewunTb IP-nHTepdeicy nocbinaTte U NPUHUMATL
RIP-coobuieHus.

redistribute connected

-/BbIK/IOYEHO

no redistribute connected

PaspelwnTb aHOHCUPOBAHKME connected-mapLupyTos.

3anpeTuTb aHOHCMpPOBaHWe connected-MapLUpPyTOB.

redistribute static

no redistribute static

-/BbIK/IOYEHO

Pa3pelunTb aHOHCMpPOBaHNE CTaTUYECKMX MApLUPYTOB.

3al'lpeTI/ITb AHOHCMPOBaHME CTaTUYECKUX MapLUPYTOB.

redistribute ospf

no redistribute ospf

-/BbIK/IOYEHO

PaspewnTb aHOHCMPOBaHWE MAPLLPYTOB, NOYYEHHbIX
no npotokony OSPF.

3anpeTuTb aHOHCMPOBAHME MAPLLIPYTOB, NONYYEHHbIX
no npotokony OSPF.

redistribute bgp

no redistribute bgp

-/BbIK/IOYEHO

PaspewnTb aHOHCMPOBaHNE MapPLLPYTOB, NOJYYEHHbIX
no npotokony BGP.

3anpeTuTb aHOHCMPOBAHME MAPLLPYTOB, NONYYEHHbIX
no npotokony BGP.

redistribute all

no redistribute all

-/BbIKNOYEHO

PaspelwnTb aHOHCMPOBAHME MaPLLIPYTOB U3 BCEX NOA-
[AeprKMBAEMBbIX MPOTOKO/IOB.

3anpeTuTb aHOHCMPOBaHKE MapLLPYTOB U3 BCEX NOA-
[LEePKUBAEMbIX MPOTOKO/OB.

security {maximum | minimum}

-/maximum

YCTaHOBUTL YpOBEHb 6€30MacHOCTU:
- maximum — RIPv1-nakeTbl 6yayT rHopmMpoBaTbCcs,
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no security

Koraa BKk/AoYeHa ayTeHTUdMKaumsa;
- minimum — RIPv1-nakeTbl 6yayT NpMHUMATLCS,
LaXKe ecnv ayTEHTUOUKALMA BKIOYEHA.

YCTaHOBWUTb 3HAYeHME NO YMONYaHUIO.

version {1[2] | 2 [1] | none}

-/No yMONYaHUIO YCTaHOB-
neHbl n 1 1 2 Bepcun

no version

YcTtaHoBuTb Bepcuio RIP:

-1 —RIPv];

-2 — RIPv2;

- none — He nocbinatb RIP-coobuieHus.

YCTaHOBWUTb 3HAYeHME NO YMONYaHUIO.

KomaHObI pexcuma KoHgu2ypauuu uHmepagpetica VLAN

BuAa 3anpoca KOMaHAHOWN CTPOKM:

console (config-if)#

Tabnnua 231 — KomaHgb! pexkuma KoHdpurypaunm nntepoeiica VLAN

KomaHoa

3HayeHue/3Ha4yeHue no ymon4a-
Huo

Aelicmeue

ip rip default route in-
stall

no ip rip default route
install

-/BbIK/OYEHO

YCTaHOBWTb W03 MO YMOAYAHMIO B TabaunLy mapLu-
pyTM3auum, ecam oH npucytcreyet B RIP-coobuie-
HUSAX.

YCTaHOBUTb 3HaYeHMe No YMONYaHUIO.

ip rip default route
originate metric

no ip rip default route
originate

metric (1..15)

BKNOUNTL 06BABAEHME LWNKO3A MO YMOIYAHUIO:
- metric — MeTpuKa A1A MapLUpPyTa Mo YMONYAHMIO.

BbIK0UNTL 06BbABEHUE LLUIHO3a MO YMOYAHMIO.

ip rip receive version
{10211 2[1] | none}

no ip rip receive ver-
sion

-/No yMOAYaHuIo ycTaHoBAEHbI U 1 1 2
Bepcun

YcTtaHoBUTb Bepcuio RIP ans npuHMmaemblx nake-
TOB:

-1 —RIPv1;

-2 — RIPv2;

- none — He nocbiiatb RIP-coobuieHus.

YCTaHOBUTb 3HAYEeHME NO YMOHAHWUIO.

ip rip send version {1
[21] 2[1] | none}

YctaHoBuUTb Bepcuio RIP gna otnpasnaembix nake-
TOB:

no ip rip summary-ad-
dress ip_addr pre-
fix_length

-/N0 YMONYaHWIO yCTaHOBEHbI 1 1 1 2 -1 —RIPvl;
BEpCcUn -2 — RIPv2;
- none — He nocbinaTtb RIP-coobuieHus.
no ip rip send version YCTaHOBWTb 3HAYEHWE MO YMONYAHUIO.
ip rip split-horizon BKkntounTb paclienneHne ropusoHTa.
[poisson] - poisson — peBepCcUBHO 06BABNATL CETU, NPUHATbIE
-/BKntokeHO Ha TeKyllem nHTepdelice Kak HeJOCTUNKMMbIE.

no ip rip split-horizon BbIKNOUNTB pacLiensieHme ropm3oHTa.
ip rip summary-ad- BbINONIHUTL CyMMMpPOBAHME MapPLLIPYTOB.
dress ip_addr pre- - ip_addr — IP-agpec ceTn Ha3HayeHus;
fix_length / - prefix_length — IP-macKa ceTu.

BbIK/IIOYNTL CYMMMPOBaHME MApPLUPYTOB.

ip rip timers basic up-
date invalid garbage

no ip rip timers basic

update (10..3600)/30 cekyHza;
invalid (30..500)/180 cekyHz;
garbage (120..180)/120 cekyHa,

YCTaHOBUTb 3HAUYEHUA TaliMepoB..

- update — NHTEpBaN mMexAay oTrnpasaeHnem o6HOB-
NeHni;

- invalid — nHTepBan, Nnocne KOTOPOro MapLLpPyThI
6yAyT NOMeYeHbl Kak He4OCTUKMMbIE, €C/IN OHU He
0b6HOBAANUCD;

- garbage — vHTepBan, NoOCae KOTOPOro MapLUpPyThbi
6yAyT yAaneHbl, eciv OHU He 0B6HOBAANUCD.

YCTaHOBUTb 3HAYeHUA Mo YMONYaHUIO.

ip rip auth-type {md5
| sha-1 | sha-256 |
sha-384 | sha-512 |

-/BbIK/IIOYEHO

Bkntoumtb RIP-ayTeHTUOUKAUMIO 1 3a8aTb €€ Tun.
- md5 — ncnonb3osaTb WnpposaHue MD5;
- sha-1 — ucnonb3oBaTb WndpposaHme SHA-1;
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text key string}

no ip rip
authentication

- sha-256 — ucnonb3oBatb wWndposaHme SHA-256;
- sha-384 — ucnonb3osatb wWndpposaHme SHA-384;
- sha-512 — ncnonb3oBath WnppoBaHne SHA-512;
- text key — He ncnonb3osatb WKppoBaHue (na-
ponb nepenaérca B OTKPLITOM BUAE);

- string — naponb.

BbikntounTb RIP-ayTeHTUdMKaLMIO.

ip rip authentication
key-id key_id key
string

no ip rip authentica-
tion key-id key_id

key_id (0..255);
string (1..16) cumBonoB

[06aBUTb KNtoY ayTeEHTUDUKALNN.
- key_id — naeHTUdUKaTOp KNtoYa;
- string — naponb.

Yaanutb Kntou.

ip rip key-id

key_id {start-accept |
start-generate | stop-
accept | stop-gener-
ate} year-mon-
dd,hh:mm:ss

key_id (0..255);
year: (2000..2100);
mon: (01..12);
dd (01..31);
hh: (00..23);
mm: (00..59);
ss: (00..59)

YCcTaHOBUTb NapameTpbl A1 Katoya ayTeHTUdUKa-
Lmn.

- start-accept — 3a4aTtb Bpema, HauMHaA C KOTOPOro
AENCTBYET KoY Ha NpUém;

- start-generate — 3agaTb Bpems, Ha4YMHaA € KOTO-
poro AeNCTBYET KAtOY Ha nepeaavy;

- stop-accept — 3aaaTb Bpems, 40 KOTOPOro Aei-
CTBYET KJIIOY Ha NPUém;

- stop-generate — 334aTb Bpems, 4,0 KOTOPOro Aen-
CTBYET K/IIOY Ha Nepeaady;

- year-mon-dd,hh:mm:ss — pata v Bpems, 3Ha4yeHue
no ymon4vaHuto ana start-accept u start-generate:
2000-01-01,00:00:00.

KomaHObi pexcuma Privileged EXEC

Buza 3anpoca KomaHAHOM cTpPoKM B pexxkume Privileged EXEC:

console#

Tabnuua 232 — KomaHgpbl pexkmuma Privileged EXEC

KomaHoa

3HayeHue/3HayeHue no
YMOAYAHUIO

Aelicmeue

show ip rip authentication

0OT06pa3nTb MHGOPMALMIO O ayTeHTUUKALMN.

show ip rip database
lip_addr prefix_length]

OTo6pa3unTb 6asy AaHHbIX.
- ip_addr — IP-agpec ceTu;
- prefix_length — IP-macka ceTu.

show ip rip peerinfo

OT06pa3nTb MHGOPMALMIO O coceasnX.

show ip rip statistics

OT06pa3smnTb 06LLYH CTaTUCTUKY M CTaTUCTMKY MO UHTEp-
delicam.

4.29 O6HoBNEHMEe NporpammHOro obecneueHus c cepsepa TFTP

.~

Cepsep TFTP ponyeH 6biTb 3anyLLeH U HACTPOEH Ha KOMNbIOTepe, ¢ KoToporo byaer 3arpy-
»KaTbcA NporpammHoe obecneuveHue. CepBep A0MKEH MMETb paspelleHune Ha YteHue dai-
0B HayaNbHOro 3arpysumka u/vmam cuctemuoro NO. Komnbiotep ¢ 3anyweHHbIMm TFTP-cep-
BEpPOM A0/KeH 6bITb A0CTYNEH A1 KOMMYTaTopa (MOXKHO NPOKOHTPO/IMPOBATb, BbINOAHUB

Ha KoMmyTaTope KomaHay ping A.B.C.D, rge A.B.C.D — IP-agpec kKomnbloTepa).

.‘

O6HoBNEHME NPOrPaMMHOro obecnevyeHMA MOXKeT OCYLLEeCTBAATLCA TOJIbKO NPUBUIETUPO-
BaHHbIM NOJ/b30BaTeNEeM.
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.‘

.-

O6HoBneHMe nporpamHoro ob6ecneueHnsa ¢ USB-HakonuTenss BO3MOXHO TOJIbKO ANA YCT-
poicTs ¢ Haanunem USB-nopra.

MNpu o6HoBNeHMUN o6pa3a nporpammHoro obecneueHus Ao sepcum HMKe 10.4.0 Heobxo-
AVMO yumnTbIBaTb ciegytowme ocobeHHOCTU, NpUBeAEHHbIE MO CCbISIKE.

4.29.1 Ob6HoBnEHUe cucmemMHOo20 Npo2pamMmmHo20 obecneyeHus

3arpysKka ycTponcTea ocyllecrtensercs u3 daiina cucTemHoro nporpammHoro obecnevenus (M0O),

KOTOpPbIA XpaHUTCA BO ¢aaw-namsaTtu. MNpu obHoBAEHUM HOBbIN ¢ann cuctemHoro MO coxpaHsaeTcs B
cneumanbHO BblAaeNeHHOW obnact namaTu. lMpu 3arpyske YCTPOMCTBO 3anycKaeT aKTUBHbIN dalin
cuctemHoro 0.

MATN.

Mpoueaypa obHoBAeHuA MNO:

CkonunpoBaTb HOBbIN dana NPorpaMmMmHOro obecrneyeHns Ha YCTPOMCTBO B BblAe/IeHHYI0 061acTb Na-
dopmaT KOMaHAbI:

console# copy tftp://tftp ip address[:port]/[directory]/filename image

Mnun KomaHaoi:

console# firmware upgrade
tftp://tftp_ip_address[:port]/[directoryl/filename

Mpumep KomaHAabl ansa 3arpyskn MO yepes sftp:

console# copy
sftp://username:password@Tftp ip address[:port]//[directory]/filename
image

Mpumep kKomaHAab! ana 3arpy3km MO ¢ USB-HakonuTena:

console# copy usb://[directory]/filename image

HoBas Bepcua nporpammHoro obecneyeHums CTaHET akTUBHOM NoOC/e nepesarpyskiu KoMmyTaTopa.

Ana NPOCMOTpPA AaHHbIX O BEPCUAX MPOrpaMmMHOro obecneyeHms 1 X akTMBHOCTU BBeAUTE KOMaHLOY

show bootvar:

console# show bootvar

4.30 Pexxum otnagku

Pexxum oTnagkm nosBonAeTr CHUMATb AOMNOJHUTENIbHYIO  AMArHOCTUYECKYIO VIHd)OpMaLJ,VIIO c

yCTpoWCcTBa.

KomaHObI pexcuma 2a06asab6Hol KoOHgu2ypayuu

BunAa 3anpoca KOMaHAHOM CTPOKM pexxnma rinobanbHoM KoHbUrypauum:

console (config) #
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Tabnunua 233 — KomaHabl pexkmma rnobanbHoi KoHdurypaumm

KomaHoa

3HayeHue/3Ha4yeHue
no ymon4yaHuro

Aelicmeue

debug iss enable { init-shut |
management-trc | data-path-
trc | cntrl-plane-trc | dump-
trc | os-resource-trc | all-fail}

debug iss disable { init-shut |
management-trc | data-path-
trc| cntrl-plane-trc | dump-

trc | os-resource-trc | all-fail}

-/disable

BKNHOUNTL reHepaL Mo OTNaf04HbIX COOBLLEHNI AR KOHKPETHOro
6/10Ka CUCTEMHOIO MOAYNA iss.

BbIK/IOUMTL TeHepaLmio OTIaLOUYHbIX COOBLEHNI ANA KOHKpeT-
HOro 6/10Ka CMCTEMHOTO MOAY /A iss.

KomaHOwb! pexcuma EXEC

Buza 3anpoca KomaHAHOM CTPOKKM pexxnma EXEC:

console#

Tabnunua 234 — KomaHzabl pexkmma EXEC

KomaHda

3HaveHue/3HayeHue
1o yMmon4aHuio

Aeiicmeue

no debug all

OTKNOYUTb BbIBOA, BCEX OT/IAA0UYHbIX COOOLLEHNI.

dump sockets

[MpOoCMOTp BCEX COKETOB B CUCTEME.

dump mem Jocation [len byte]

location: (1..0xffffffff);
byte: (1..256)

OTO6pPa3nTb COAEPKMMOrO NMamaTM M3 3agaHHOM obnactv na-
MATH.

dump {task | sem | que} name
[name]

MokasaTb feTanu 3ag4aun, odepeau uav cemadopa npu npucsoe-
HUU MMEHMU TacKa.
- name — Ha3BaHMWe Tacka.

debug test mem alloc bytes

bytes: (1..4294967295)

BblaennTb 6/10Ka NamATU ¢ 3a,aHHbIM B 6alTax pasmepom.

debug test mem free

OcBo604uUTb BblAeNeHHbIN 610K NamaTu.

debug show sensor
temprerature index

index: (0..3)

OTO06pa3snTb 3HaYEHMA AaTynKa TemnepaTypsbl.

KomaHOwb! pexcuma EXEC

Bupa 3anpoca KOMaHAHOM CTPOKM perkmuma EXEC:

console#

Tabnunua 235 — KomaHabl pexkmma EXEC

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

debug np module { all | aps |
cfa | eth | fwl | igs | ip | iss |
isspi | 12app | la | mau | mids
| mstp | pnac | qosx | rstp |
tcam | vct | vlan } [level {all |
errors | general | polling}]

no debug np module { all | aps
| cfa | eth | fwl | igs | ip | iss |
isspi | 12app | la | mau | mids
| mstp | pnac | qosx | rstp |
tcam | vct | vlan}

BKNOUNTL reHepaLmio oT1aAo0uHbIX coobueHnin ans NPAPI ans
yKa3aHHOro moayns.

BbIKNOUMTb reHepaunio 0T1ag0uHbIX coobuennit ana NPAPI ans
yKa3aHHOro moayns.
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debug show vlan np port
[fastethernet fa_port |
gigabitethernet gi_port |
twopointfivegigabitethernet
two_port

| tengigabitethernet te_port |
port-channel group]

fa_port: (1..8/0/1..24);
gi_port: (1..8/0/1..48);
two_port: (1..8/0/1..8);
te_port: (1..8/0/1..11);
group: (1..64)

OTo6pasnTb KoHPUrypaumio nopta NPAPI.

debug show ip arp np
interfaces

OTobpasunTb aepeso nHtepdeiricos ARP 8 NPAPI.

4.30.1 KomaHObl omaadku 0nsa uHmepdgeliicos

[aHHbIN peXMm OTNaAKM YCTaHaBAMBAET TPACCMPOBKU A/1A MHTepdencoB AN YKAa3aHHOMO YPOBHSA

severity.

KomaHOb1 pexcuma EXEC

Bupg 3anpoca KOMaHAHOM CTPOKK perxknma EXEC:

console#

Tabnunua 236 — KomaHab! pexkuma EXEC

KomaHoa

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

debug interface all severity

BKHOUNTL reHepaLmio OTNaL04HbIX COOBLLEHNIA ANA BCEX BUAO0B
TPACCUMPOBOK.

severity

- severity: (0..7)/- — —
no debug interface all BbIK/IOUNTb reHepaLmio 0T1af04uHbIX cCO0bLeHUA aNa nHTepden-
coB.
debug interface arp-pkt-dump BKAOUMTB TPaccUpoBKM gamna naketos ARP.
severity
severity: (0..7)/-
no debug interface arp-pkt- BbIK/OUNTb TPAcCMPOBKKM Aamna naketos ARP.
dump
debug interface buffer severity BKNOUMTb reHepaumio 0TAag0uHbIX COOBWEHNA AN NaKeTHOro
bydepa.
- severity: (0..7)/- —
no debug interface buffer BbIKNOYNTL reHepaLmio OTNaA04HbIX COOBLLEHMI ANs NAaKETHOTo
bydepa.
debug interface enet-pkt- BKAOUMTb TpaccMpoBKM gamna naketos Ethernet.
dump severit;
P - 4 severity: (0..7)/-
no debug interface enet-pkt- BbIK/NOUNTb TPACCMPOBKKM Aamna nakeTtos Ethernet.
dump
debug interface fail-all severity BKAOUMTD reHepaumio OT/1Iaf04HbIX COOOLEHUI NPU BO3HUKHO-
. BEHMU BCeX BUAOB c60eB, BKOYaA BaNAALMIO NAKETOB.
- - severity: (0..7)/- >
no debug interface fail-all BbIK/MIOYNTL reHepaL Mo OT1aL404HbIX COODBLLEHNI MPU BO3HUKHO-
BeHun cboes.
debug interface ip-pkt-dump BKOYUTB TPACCMPOBKKM Aamna naketos IP.
severit!
4 - - severity: (0..7)/-
no debug interface ip-pkt- BbIKNOUYNTL TPACCMPOBKM Aamna nakeTos IP.
dump
debug interface os severity [eHepupoBaTb OTNaA04HblE CO0bLWeHus gns pecypcos OC.
no debug interface os severity: (0..7)/- BbIK/IOYNTL reHepaLmio OT/Ia404HbIX COODLEHNI ANa pecypcos
OcC.
debug interface track severity BKNHOUYMTb reHepaumio OTAa404YHbIX COOBLLEHMIA CAeXKeHUs UH-
severity: (0..7)/- Tepodelica.
no debug interface track BbIK/IOYNTb FreHEPaLMio OTIaL0UHbIX COOBLLEHNIA CNEXKEeHUS UH-
Tepdelica.
debug interface trc-error . BK/OYUTL reHepaumio oTNaL0uHbIX CO0bLEeHMI OWNBOK UHTEp-
g severity: (0..7)/- pau A u P

delicos.
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no debug interface trc-error

BbIK/NOUNTL reHepaLmnio OTAaA04HbIX COOBLWEHNIA OLNMBOK UH-
Tepdelicos.

4.30.2 Omnadka VLAN

KomaHOwb! pexcuma EXEC

Buza 3anpoca KomaHAHOM CTPOKM pexxnma EXEC:

console#

Tabnnua 237 — KomaHapl pexxkuma EXEC

KomaHda

3HayeHue/3Ha4yeHue
1o yMmon4aHuio

Aeiicmeue

debug vlan all-debug

no debug vlan all-debug

BKntounTb reHepauumio BCeX OTNaZO0YHbIX COOBLWEHUA moayns
VLAN.

BbIK/NOUUTL TeHepaunto BCeX OTNALOUYHbIX COOBLLEHMI moayns
VLAN.

debug vlan all-module

no debug vlan all-module

BKNOUUTL reHepaumto OTNaf0YHbIX COODOLEHWUM, KacatoLmxcs
npuopuTeTa, N36bLITOYHOCTH, Nepesdaun TpaduKa.

BbIKNHOUMTL FeHepaumio OTNaA0UHbIX COODOLEHMM, Kacatowmxca
npuopuTeTa, 3bbITOUHOCTH, Nepesayun TpaduKa.

debug vilan buffer

no debug vlan buffer

BKNOUUTL reHepaLmio oTAaA0uHbIX coobuweHuin bydepos vian.

BbIKNHOUMTL reHepaL Mo OT1aA04HbIX coobLeHni bydpepos vian.

debug vlan ctpl

no debug vlan ctpl

BKAOUNTL reHepauuio OTNafA04YHbIX COOBLLEHUI ynpasieHun
vlan.

BbIKNOUMTL FeHepaumio OTNAZ0UHbIX COOBLEHWUI yrnpaBaeHus
vlan.

debug vlan data

no debug vlan data

BKNOUMUTL reHepauuio OTNafoYHbIX COObLLeHMIA obmeHa AaH-
HbImMM vlan.

BbIKNHOUMTL reHepaumio 0TNaao0uHbIX cooblieHnin obmeHa aaH-
HbImMM vlan.

debug vlan dump

no debug vlan dump

BK/IIOUMTL reHepaumio 0TNaf0uHbIX CO0bLLEHMI 3axBaTa NakeTos
vlan.

BbIKNtOUNTL reHepaL Mo OTNaL04HbIX COOOLLIEHMI 3axBaTa NakKe-
ToB vlan.

debug vlan failall

no debug vlan failall

BKNOUMUTL FeHepaumio OTNafouHbIX coobueHnin 06 owmbkax
vlan.

BbIKNHOUMTL reHepaumto OTAaf0uHbIX coobueHni 06 owmnbKax
vlan.

debug vlan fwd

no debug vlan fwd

BKNIOUUTL reHepaLmio OTNafo4HbIX COOBLLEeHMI nepedaym Tpa-
¢dukKa vlan.

BbIKNIOYUTL reHepaLmio OTNa04HbIX COOBLLEHWIA Nepeaayn Tpa-
¢dukKa vlan.

debug vlan global

no debug vlan global

BKAOUNTL reHepaumio OT1aA0uHbIX coobuieHnin rnobanbHO Mo
moaynto vlian

BbIK/IOUMTb FreHepaumio 0TAag0uHbIX CO0bLLeHMI r106aibHO No
moaynto vlian

debug vlan initshut

no debug vlan initshut

Bkatountb reHepauunto oT1a404HbIX COO6LLI,eHl/Il71 U3MEHEHUNA Cco-
CTOAHUA MOoaynA vlan.

BbIKNIOYUTL reHepaLLmio OTNaA04HbIX COOBLLEHNIA USMEHEHUA CO-
cTosiHMA moayna vian.

debug vlan mgmt

no debug vlan mgmt

BK/IIOUMTL reHepaumio OTNafO0UHbIX COOBLWEHNIA ynpasaeHus
vlan.

BbIKNHOYMTb FreHepauuio OTAaA04HbIX COOBLLEHUI ynpaBaeHun
vlan.

debug vlan os

BK/IlOUMTL reHepaLuio OTNafouYHbIX COOBLLEHUIM ANns pecypcos
mogyAns vlan, Kpome bydepos.
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no debug vlan os

BbIK/IIOYMTb reHepaumio 0TNaf04HbIX COOBLLEHNI Ana pecypcos
moayns vlan, kpome 6ydepos.

debug vlan priority

no debug vlan priority

BK/IOYMTL reHepauuio OTNad0uHbIX COOBLEHMI NPUOPUTETOB
vlan.

BbIKNOUYNTL FreHepaumio OTNaL04HbIX COOBLEHNI NPUOPUTETOB
vlan.

debug vlan redundancy

no debug vlan redundancy

BKNHOUMTbL reHepauuio OTNaA0YHbIX COOBLWEHUIA U3ObITOYHOCTU
vlan.

BbIKNHOUYNTL reHepaLmio 0T1aA04HbIX COOBLLEHNI N3BbITOYHOCTU
vlan.

debug garp

no debug garp

-/BbIK/IIOYEHO

BkarounTb oThagKy npotokona GARP.

BbIkntounTb 0ThagKy npoTtokona GARP.

4.30.3 OmnaodkKa Ethernet-oam

KomaHOwb! pexcuma EXEC

Bua 3anpoca KoMaHAHOM CTPOKK pexunma EXEC:

console#

Tabanuya 238 — KomaHgb! pexkmuma EXEC

KomaHoa

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

debug ethernet-oam all

no debug ethernet-oam all

BK/IIOYUTB reHepaLmio BCeX OT/1a04HbIX cOobLLeHMI eoam.

BbIK/IOYMTb reHepaLmio BCEX OT/Ia04HbIX COOBLLEHMI eoam.

debug ethernet-oam buffer

no debug ethernet-oam buffer

BKntouMTb reHepaumto coobuweHuii bydepos eoam.

BbIKNOUNTL reHepaumto coobuieHmnit bydepos eoam.

debug ethernet-oam config

no debug ethernet-oam config

BKAOUMTL reHepaumto coobweHnin KoHdurypauum eoam.

BbIKNOUNTL reHepaLmio COObLLEeHNI KOHPUrypaLmm eoam.

debug ethernet-oam ctrl

no debug ethernet-oam ctrl

BKOUMTL reHepaLmio coobLLeHU ynpaBaeHns eoam.

BbIK/NOUNTL reHepaLmio COObLLEHNI ynpaBaeHna eoam.

debug ethernet-oam discovery

no debug ethernet-oam
discovery

BKAOUMTL reHepaumio coobLieHnii npouecca 0bHapyKeHUs co-
cegen eoam.

BbIKNOUNTb reHepaumio coobLeHuii npoLuecca obHapy»KeHus co-
ceaelt eoam.

debug ethernet-oam failure

no debug ethernet-oam failure

BKOUMTL reHepauuto coobuweHuii olwmnboKk eoam.

BbIK/IOUNTD reHepaLmio coobLLEeHNI oWnboK eoam.

debug ethernet-oam func-
entry

no debug ethernet-oam func-
entry

BKAOYUTL reHepaumio coobuieHnin Bxoaa B pyHKLMM eoam.

BbIKNHOUYNTL reHepaLmio CoobLeHMI BXoaa B GYHKLMM eoam.

debug ethernet-oam func-exit

no debug ethernet-oam func-
exit

BKAOUNTB reHepaumio coobLLeHui BbiIXxoga ns GyHKUMI eoam.

BbIK/OUNTDL reHepaLmio CoobLLLEeHNI BbIXxoAa U3 GyHKLMIA eoam.

debug ethernet-oam init

no debug ethernet-oam init

Bkatountb reHepauuio COO6LLI|EHM171 U3MEHEHUA COCTOAHUA MO-
Ayna eoam.

BbIKNOUMTL reHepaumto coobLLeHUit M3MEHEHUA COCTOAHUA MO-
ayna eoam.

debug ethernet-oam Im

no debug ethernet-oam Im

BKAtouMTb reHepaumio coobuieHuit link-monitor eoam.

BbIK/MOUNTBL reHepaumio coobuieHnit link-monitor eoam.

debug ethernet-oam loopback

no debug ethernet-oam
loopback

BKAtoUMTb reHepauuto coobuieHunin remote-loopback eoam.

BbIK/MOUNTB reHepaumtio cooblueHnit remote-loopback eoam.
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debug ethernet-oam mux-
parser

no debug ethernet-oam mux-
parser

BK/ItOUMTL reHepaumio coobLLeHMI COCTOAHUI mux-parser eoam.

BbIKNOUMTL TeHepauuio COOBLLEHWUI COCTOAHWUIA mux-parser
eoam.

debug ethernet-oam pkt

no debug ethernet-oam pkt

BK/IlOUMTL reHepaumio coobLLeHni Ans naketa eoam.

BbIKNHOUYNTL reHepaLmio coobLieHui Ana naketa eoam.

debug ethernet-oam
redundancy

no debug ethernet-oam
redundancy

BK/IIOUMTL reHepaLmio coobLLeHni n3bbIToOYHOCTM eoam.

BbIK/HOUMTb reHepaLmio CoobLLEeHNI N3bbITOYHOCTH eoam.

debug ethernet-oam resource

no debug ethernet-oam
resource

BKNIOUUTL FreHepaLmio CoobLEHNIA ANA PecypcoB eoam, Kpome
bydepos.

BbIK/HOYMTb reHepaLmio CoobLLEHNIA A8 PecypcoB eoam, Kpome
bydepos.

debug ethernet-oam rfi

no debug ethernet-oam rfi

BKkAtounTb reHepaunto cooblueHui yaaneHHoro obHapy»KeHus
aBapuit eoam.

BbIKNHOUMTL reHepaLmio coobleHni yaaneHHoro obHapyKeHus
aBapuit eoam.

debug ethernet-oam var-
regresp

no debug ethernet-oam var-
regresp

BK/IIOUMTL reHepaLmio CoobLEeHNA AaA 3HaYEeHUA 3anpPoCoB-0T-
BETOB eoam.

BbIK/HOYMTb reHepaumio coobLueHni gaa 3Ha4YeHMM 3anpocoB-oT-

BETOB €0am.

4.30.4 MypHanuposaHue omaado4Hbix coobujeHuli

C nomolyblo gaHHoOro 670Ka KOMaHZ, HacTpauBaloTCA NapameTpbl BEAEHUA KypHana OTAaAKku B

cucrteme.

HasBaHue ypHana coaepKuT B cebe aaty ero cosgaHus Ha flash.

KomaHOb1 pexcuma enobanbHoU KOHpuU2ypayuu

Bua 3anpoca KOMaHAHOM CTPOKM pexnma rnobanbHom KOHPUrypaumm:

console (config) #

Tabnunua 239 — KomaHabl pexmma rnobanbHol KoHduUrypaumm

KomaHoa

3HayeHue/3Ha4yeHue
110 yMOAYAHUIO

Aelicmeue

debug-logging { console | file
| buffered-file}

no debug-logging

MepeHanpaBuTb BbIBOA OTN3fOYHbIX COOBLLEHMI B KOHKpETHoe
pacnonoxeHue.

console — B TepmuHan KoHcoNu;

file — B oTaenbHbIN dain Ha flash;

buffered-file — B oTaenbHbIV 6ydep, npu ncyepnaHum pecypca by-
¢depa — B paiin Ha flash.

YCTaHOBUTb 3HaYeHMe N0 YMONHYAHWUIO.

debug-logging log-path
{flash_url}

no debug-logging log-path

flash:/LogDir/Debug/

YCTaHOBUTb pacnonoxKeHue ¢alina, B KOTOPbIM 3anucbiBatoTca de-
bug-coobueHuns.

YCTaHOBUTb 3Ha4YeHME N0 YMOIHAHMUIO.

Mudopmauua o debug-logging log-path xpaHutca B ¢aiine nvram. ins Bo3Bpata AUPEKTO-
Ca puM no ymonuyaHuio Tpebyercsa ucnonb3oBatb KomaHAy no debug-logging log-path uau

delete startup.
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L1

Mpu ncnonb3oBaHum KomaHgbl clear logs debug file ctupaeTtca Bce cogepkxumoe gupeKkTo-
pun, B KOTOpoi Haxogatca dainbl KypHanos. PekomeHayeTca UCNONb30BaTbh OTAE/NbHYIO

ONPEKTOPUIO NN AUPEKTOPUIO MO YMONUYAHUIO AN XPAHEHUA }KYPHAN0B BO M3bexaHue no-
Tepu KOHPUrypauoHHbIX ¢aiinos.

’ ‘ Bo3moxXHa coBmecTHas pabota KomaHpg debug-logging console n debug-logging {file |
-

buffered-file}

KomaHOobl pexcuma EXEC

BuAa 3anpoca KoMaHAHOM CTPOKK pexunma EXEC:

console#

Tabnnua 240 — KomaHab! pexkuma EXEC

KomaHoa

3HayeHue/3HayeHue
o0 yMon4YaHuo

Aelicmeue

clear logs debug file

OuunCTUTL coaepRumoe gupektopun c debug-painamm.

4.30.5 KomaHObl a3 omaadku ¢hyHKYuli ynpasneHus

KomaHOwbl pexcuma EXEC

Bupg 3anpoca KOMaHAHOM CTPOKK perxknma EXEC:

console#

Tabnunua 241 — KomaHab! pexkuma EXEC

KomaHoa

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

debug radius {all | errors |
events | packets | responses |
timers}

no debug radius

-/BbIK/IIOYEHO

BKAOUMTL reHepaumio 0TAa404HbIX COOBLLEHMI Ana NPOTOKOAA
RADIUS.

BbIKOUMTb reHepaLIMIo 0TAaA04HbIX COObLLEHMI ANnA NPOTOKONA
RADIUS.

debug tacacs {all | dumprx |
dumptx | errors | info}

no debug tacacs

-/BbIK/IIOYEHO

BKAOUMTL reHepaLmio OTNa40UHbIX COObLEeHMI ANa NPOTOKoNA
TACACS.

BbIKNIOYMTL reHepaLIMIo OTNaA04HbIX COOBLLEeHMI ANnA NPOTOKONA
TACACS.

debug ssh {all | duffer | ctrl |
data | dump | mgmt| resource
| server | shut}

no debug ssh {all | duffer | ctrl
| data | dump | mgmt |
resource | server | shut}

-/BbIK/IIOYEHO

BK/OUYNTL reHepaumio 0TNaL0uHbIX coobuieHunii gna SSH.

BbIKNOUYNTL reHepaLmio OTNaA04HbIX coobLeHuii gna SSH.

debug terminal take

no debug terminal take

-/BbIK/IIOYEHO

BK/OYMTb BbIBOA, OT/IaA0YHbIX COOBLLEHMI B TEKYLLEN
SSH-/Telnet-ceccun.

BbIK/IIOYNTb BbIBOS, OTN1AI04HbIX COOBLLLEHMI B TEKYLLEN
SSH-/Telnet-ceccun.

4.30.6 KomaHObI a3 omaadku npomokona DHCP
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KomaHabl AaHHOro 6/10Ka BKAOYAtoT oTc/iexkmBaHme moayna DHCP.

KomaHOwbl pexcuma EXEC

Bua 3anpoca KomaHAHOM cTPOKKM pexxunma EXEC:

console#

Tabnnua 242 — KomaHapl pexxkuma EXEC

KomaHda

3HavyeHue/3Ha4yeHue
110 yMOAYAHUIO

Aelicmeue

debug ip dhcp snooping {all |
critical | entry | exit | debug |
fail}

no debug ip dhcp snooping {all
| critical | entry | exit | debug
| fail}

-/BbIK/IIOYEHO

BKNOUMTL reHepaumio coobuieHnin otnagkm oyHKumm DHCP
Snooping.

BbIKNOUYUTb reHepaumio cooblieHunii othagkm ¢yHkumm DHCP
Snooping.

debug ip dhcp client all

no debug ip dhcp client all

-/BbIKNOYEHO

BKAOUMTL reHepaumio Bcex coobuieHnit otnagkmn ¢yHkumm DHCP
client.

BbIKNHOUMTL reHepauuio BCeX COOBLEHMI OTAaAKM GYHKLMUK
DHCP client.

debug ip dhcp client {bind |
errors | event | packets}

no debug ip dhcp client {bind |
errors | event | packets}

-/BbIK/IIOYEHO

BKNOUMTL reHepaumto BbI6OPOUYHbIX COOBLEHNI OTNaAKM PYHK-
umm DHCP client.

BbIKNtOUMTb reHepauuio BblOOPOYHbIX COOBOLLEHMI OT/NAAKM
byHKuMKM DHCP client.

debug ip dhcp relay {all |
errors}

no debug ip dhcp relay {all |
errors}

-/BbIK/IIOYEHO

BKAtounTb reHepaumto coobuieHunii otnagkm ¢yHkumm DHCP re-
lay:

- all — Bce oTnagouHble coobLeHNs;

- errors — 0TN1aZl04Hble COOBLWEHUA NPU OLWMBKaX.

BbIKNOUNTb reHepauunio coobLeHuii otnaaku eyHkumm DHCP re-
lay.

debug ip dhcp server {all |
bind | arrors | events | linkage
| packets}

no debug ip dhcp server {all |
bind | arrors | events | linkage
| packets}

-/BbIK/IIOYEHO

BKAtOUNTL reHepauntio BbIBOPOUHbIX COOBLLEHUI OTNAAKN PYHK-
umn DHCP server.

BbIKNOUMTL reHepauuio BblIBOPOYHbIX COOBLEHUI OTAaAKM
¢byHKLMKM DHCP server.

debug show ip dhcp np
interfaces

Moka3saTb KoHdUrypaumio GyHKLMM KOHTpoNA npoTokona DHCP.

4.30.7 Omnadka ¢pyHKyuu PPPoE-IA

KomaHOowbi pexcuma EXEC

Buza 3anpoca KomaHAHOM cTPOKKM pexxunma EXEC:

console#

Tabnunua 243 — KomaHabl pexkmma EXEC

KomaHda

3HavyeHue/3HayeHue
o ymon4aHuo

Aeiicmeue

debug pppoe intermediate-
agent all

no debug pppoe intermediate-
agent

BKNIOUUTL reHepaumio BCex OTNaA04HbIX coobuweHnin PPPoE-IA.

BbIKNHOUYMTL reHepaLmio Bcex 0TNaf04HbIX coobuieHmit PPPoOE-IA.

debug pppoe intermediate-
agent entry

BKOUNTL reHepaLmio OT1aA04HbIX COOBLLLEHNI 0 BXxoae B PYHK-
unun PPPoE-IA.
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no debug pppoe intermediate-
agent

BbIKNOUYNTL reHepaLmio BCex 0Tag04HbIX coobuweHnin PPPOE-IA.

debug pppoe intermediate-
agent exit

no debug pppoe intermediate-
agent

BK/IOUNTL FEHEpaLMIO OTNAZ0UYHbIX COOBLEHUI O BbiIXxoAe W3
dyHKUUM PPPOE-IA.

BbIK/IIOUNTL reHepaLmio BCEX OTaf04HbIX CO0bLeHn PPPOE-IA.

debug pppoe intermediate-
agent fail

no debug pppoe intermediate-
agent

BKAOYUTL TEHepauuio OTNaf0uYHbIX coobuieHMit 06 olwmnbKax
PPPOE-IA.

BbIKNOUYNTL reHepaLmio BCex 0TAag04HbIX coobueHnin PPPOE-IA.

debug pppoe intermediate-
agent pkt

no debug pppoe intermediate-
agent

BKAOYNTL reHepaumio OTNaZ0YHbIX COOBLWEHWA O nakeTax
PPPoE-IA.

BbIKNOUYNTL reHepaLmio BCex 0TAag04HbIX coobuieHnin PPPOE-IA.

4.30.8 Omnadka ¢pyHKyuu DCS

KomaHOb! pexcuma EXEC

Bupg 3anpoca KOMaHAHOM CTPOKK perxknma EXEC:

console#

Tabnunua 244 — KomaHab! pexkuma EXEC

Komanoa 3HayeHue/3HayeHue Neiicmeue
no yMoaYaHuro
debug dcs all BKNHOUMTL reHepaumio BCeX OTNa404HbIX coobLeHuni dcs.
no debug dcs i BbIKNHOUNTL reHepaLmio BCex 0TAaf04HbIX coobLweHuni dcs.
debug dcs entry BKAOUMTb reHepaumio 0TNaA04HbIX COObLLEeHNI 0 BXoae B QYHK-
- umu dcs.
no debug dcs BbIKNHOUNTL reHepaL Mo Bcex 0T1af04HbIx coobueHnit dcs.
debug dcs exit BKNOUNTDL reHepaunto OTNaf0UHbIX COOBLLEHUI O Bbixoae M3
- dyHKUMI dcs.
no debug dcs BbIK/NOUNTb reHepaLLMio BCeX OTNIaf04HbIX CO0bLLEeHN dcs.
debug dcs fail BKOYUTB reHepaLLmio OTIaA04HbIX coobLeHMl 06 owmnbKax dcs.
no debug dcs i BbIKNOUNTb reHepaLLMio BCeX OTNaf04UHbIX COObLLEeHN dcs.

4.30.9 Omnadka pyHkyuli QoS

KomaHObl pexcuma EXEC

Bupa 3anpoca KOMaHAHOM CTPOKK pexxknma EXEC:

console#

Tabnunua 245 — KomaHabl pexkuma EXEC

KomaHoa

3HayeHue/3HayeHue
10 yMoA4YaHuo

Aelicmeue

debug qos buffer

no debug qos buffer

BKNIOUMTbL reHepauuto OTNagouHbIX CcoobueHnit ana bydepos
QosS.

BbIK/MIIOYNTb FreHepauunto OTNaA0UYHbIX cooblweHnit ansa bydepos
QoS.

debug qos ctrl

BK/IIOUUTB reHepaLLmio OTaA04HbIX COOBLEHNIA ANA ynpaBaeHus
QosS.
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no debug qos ctrl

BbIKNOUMTb FreHepaLnio OTNaf0uHbIX COObLEeHUI ans ynpase-
Hua QoS.

debug qos dump

no debug qos dump

BK/IIOUMTL reHepaLLmio 0T1aL04HbIX COObLLEeHMI No nakeTam QoS.

BbIKNOUMTb TeHepaLuio OTNAaA0YHbIX COOBLLIEHMI MO NaKeTam
QosS.

debug qos failall

no debug qos failall

BKAOUNTL reHepauumio OTNaA0uHbIX COO0bLLeHN no owmnbkam
QosS.

BbIKNHOUYNTL reHepauuio OTAaf04HbIX COOBLLEHUI No owmnbKam

QosS.

debug qos init-shut

no debug gos init-shut

BK/IOUMTb reHepaLmio OTN1af04HbIX COOBLLEHMIT NO USMEHEHUIO
coctoaHma moayna QoS.

BbIK/NOUNTb reHepaLLMio OTNaA04HbIX COOBLLEHNI N0 USMEHEHUIO
coctoaHma moayna QoS.

debug qos mgmt

no debug gos mgmt

BKNIOUNTL reHepaLuuio 0T/1a404HbIX COOBLEHNI aANna ynpaBneHns
QosS.

BbIKNOUMTb FreHepaunio OTAag04uHbIX COObBLEHUI Ana ynpaBne-
Hna QoS.

debug qos os

no debug qos os

BK/IlOUMTL reHepaLuio OTAag0uHbIX COOBLEHUI ana pecypcos
QoS, Kpome bydepos.

BbIKNtOUMTb reHepaLmio OTIaA04HbIX COODLWEHUA ANA pecypcos
QoS, Kpome bydepos.

debug show gqos meters

OT06pa3nTb UHGOPMALMIO O KOJIMYECTBE BblAeNEHHbIX U CBOOOA-
Hbix QOS Meters.

4.30.10 KomaHObI 011 omaadku npomokosaa SNTP

KomaHgbl aaHHOro 6/10Ka N03BOIAKT CHUMATb AOMNONTHUTENbHYIO ANArHOCTUYECKYHO MHd)OpMaLI,M roana npo-

ToKona SNTP.

KomaHOwb! pexcuma EXEC

Bupa 3anpoca KOMaHAHOM CTPOKM perknuma EXEC:

console#

Tabnunua 246 — KomaHabl pexkmma EXEC

KomaHda

3HayeHue/3Ha4yeHue
110 yMOAYAHUIO

Aelicmeue

debugsntp {all | all-fail | buff |
control | data-path | init-shut
| mgmt| resource}

no debugsntp {all | all-fail |
buff | control | data-path |
init-shut | mgmt| resource}

-/BbIKNIOYEHO

BKNtOUYNTL reHepaLumio OTNaL04HbIX coobLeHna 610Kka SNTP.

BbIKNHOUMTb reHepaL Mo 0T1aA04HbIX coobLieHnn 6noka SNTP.

4.30.11 KomaHObI 0519 omaadku npomokona STP

KomaHabl gaHHoro 610Ka MO3BO/AKOT CHUMATb AOMNO/THUTENIbHYIO ANArHOCTUYECKYHO I/IHd)OpMaLI,VII-O ana

npotokona STP.

KomaHOowbl pexcuma EXEC

Bupa 3anpoca KOMaHAHOM CTPOKM pexknuma EXEC:

console#
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Tabnuua 247 — KomaHabl pexmma EXEC

KomaHoa

3HayeHue/3HavyeHue
o ymon4YaHuro

Aelicmeue

debug spanning-tree global

no debug spanning-tree global

-/BbIK/IIOYEHO

BK/IIOUUTb reHepaumio 0TN1a404HbIX COobLLEeHMIn Ans NPOTOKOoAa
STP rnobasnbHo.

YCTaHOBUTb 3HaYeHMe N0 YMONYAHMUIO.

debug spanning-tree all

no debug spanning-tree all

-/BbIK/IIOYEHO

BK/OYUTL reHepaumio BCex 0TNaf0uHbIX CO0bLEeHMI ana NpoTo-
Kona STP.

YCTaHOBWUTb 3HAYEHME NO YMONYaHUIO.

debug spanning-tree errors

no debug spanning-tree errors

-/BbIK/IIOYEHO

BKNHOUMTb reHepaumio coobLLeHnit oT1agKM ana npotokona STP
O1A AMArHOCTUKM OLUIMBOK.

YCTaHOBUTb 3HaYeHME N0 YMONYAHMUIO.

debug spanning-tree init-shut

no debug spanning-tree init-
shut

-/BbIK/IIOYEHO

BKNHOUMTL reHepauunio coobLLeHNIt 0TAagKM ana npoTokona STP
ana init u shutdown. 3ta TpaccMpoBKa reHepupyeTcsa Npu Heyaau-
HOM UAN YCNELWHOW MHULMAAN3aUMM UAW 3aKpbITUM moayna STP.

YCTaHOBUTb 3Ha4YeHMe NO YMOIHAHMUIO.

debug spanning-tree
management

no debug spanning-tree
management

-/BbIK/IIOYEHO

BKOUUTDL FreHepaumio COOBWEHNI OTNAAKM NpU ynpaBaeHUn
npotokosnom STP. OTnago4Hble COOBLLEHUA TEHEPUPYIOTCA KaXK-
OblV pas, Korga Bbl HacTpavBaeTe Kakne-nnmbo GyHkumm STP.

YCTaHOBUTb 3HaYeHMEe N0 YMOAYAHMUIO.

debug spanning-tree memory

no debug spanning-tree
memory

-/BbIK/OYEHO

BKAOYNTbL FreHepaumio OTNPaBKM OTAAL0UHbIX COOBLEHUI npu
Hey4auyHOM M yCrewHoMm BblaeneHnmn namaTtv ana STP-npouecca.

YCTaHOBUTb 3HaAYeHMe no YMONYaHUIO.

debug spanning-tree bpdu

no debug spanning-tree bpdu

-/BbIK/IIOYEHO

BKNOUMTb reHepauuio coobLLeHnit oTnagKkM ana npotokona STP
Nnpu HeyAa4YHOM M yCrewHoM npueme, nepegaye n obpabotke
naketos BPDU.

YCTaHOBUTb 3HaYeHMEe N0 YMOAYAHMUIO.

debug spanning-tree events

no debug spanning-tree events

-/BbIK/OYEHO

BKAOUMTL reHepaLmio coobLeHuii oTaagKm ana cobbITUA KOHPU-
rypauum npotokona STP. CooblieHna reHepupytoTca npu
HacTpoWke GpyHKumiA STP.

YCTaHOBUTb 3HaAYeHMe No YMONYaHUIO.

debug spanning-tree timers

no debug spanning-tree timers

-/BbIK/OYEHO

BKNOUMTL reHepaLuto COOOLLEHMI OTNAfKM MPU HeyAaYHOM,
YCMewHOoM 3anycKe, Npu OCTaHOBKE WM Nepe3anycke Tanmepos
npoTtokona STP.

YCTaHOBUTb 3HAYeHMe No YMONYaHUIO.

debug spanning-tree {port-
info-state-machine | port-
receive-state-machine | port-
role-selection-state-machine |
port-transmit-state-machine }

no debug spanning-tree {port-
info-state-machine | port-
receive-state-machine | port-
role-selection-state-machine |
port-transmit-state-machine|
pseudolnfo-state-machine}

-/BbIKAOYEHO

BKOUNTL reHepaLmio cOOBLEHNI OTAAAKM ANA NOPTOB, 3a4en-
CTBOBAHHbIX B NOCTpoeHuun aepesa STP.

YCTaHOBUTb 3HaYeHMEe N0 YMONHYAHWUIO.

debug spanning-tree
redundancy

no debug spanning-tree
redundancy

-/BbIK/IIOYEHO

BK/OUMTbL reHepaLmio coobLLIEHNI OTNAAKN B pe3epBHOM y3ne
STP npwu BbINOJHEHWM PE3epBHOro KONUPOBaHUA MHGOPMALUK O
KOHOWrypaLmm oT aKTUBHOTO y3a.

YCTaHOBUTb 3HaYeHuMe no YMONYaHUIO.

debug spanning-tree sem-
variables

no debug spanning-tree

-/BbIK/IIOYEHO

BKOYUTL reHepaumto coobLeHnit oTnagku ana npotokona STP
npu HeyAa4yHOM UM yCrNeLwHOoM co34aHNN U yaaneHue cemadopa.

YCTaHOBUTb 3HaYeHME N0 YMONHYAHWUIO.
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debug show spanning-tree
port-state { fastethernet
fa_port | gigabitethernet
gi_port |
twopointfivegigabitethernet
two_port | tengigabitethernet
te_port}

OT06pa3unTb STP-COCTOAHMA MOpPTa BO BCEX CYLLECTBYHOLMX WH-
CTaHcax.

debug show spanning-tree
vlan-mapping [instance]

instance: (0..63)

OT1o6pasnTtb mannuHr VLAN no nHcTaHcam. Ecam ykasaH onumo-
Ha/bHbIM NapameTp instance, TO BbIBOAUTCA MANMUHT TO/IbKO AN
3TOro MHCTaHca.

debug spanning-tree bridge-
detection-state-machine

-/BbIKNOYEHO

BKNtOUNTL OTNaf04YHbIe COOBLLEHMA ANA MeXxaHU3Ma 0bHapyKe-
HUA cocepen.

debug spanning-tree topology-
change-state-machine

-/BbIKNOYEHO

BK/IIOUMTL OT/IaZl0YHbIE COOBLLEHNA A1 MeXaHM3Ma OBHapyKe-
HWUA U3MEHEHWIA TOMNOIOTNK.

4.30.12 KomaHOdbl 018 omnadku npomokona LLDP

KomaHabl gaHHOro 6/10Kka NO3BOAAOT CHUMATb A0ONOMHUTE/IbHYIO AMAarHOCTUYECKYO MHGOopMaLMIo

Ana npotokona LLDP.

KomaHOowb! pexcuma EXEC

Buza 3anpoca KomaHAHOM CTPOKM pexxnma EXEC:

console#

Tabnunua 248 — KomaHabl pexkmma EXEC

KomaHda

3HavyeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

debug lidp all

no debug lidp all

-/BbIK/IIOYEHO

BKNtOUNTL reHepaLmio BCcex 0TNaf0uHbIX CO0bLeHMl gaa npoTo-
Kona LLDP.

YCTaHOBUTb 3HAYEHME MO YMOJIHAHUIO.

debug lidp all-fail

no debug lldp all-fail

-/BbIKNIOYEHO

BKAtOUNTL reHepaLmio coobLLeHnii 0TAaaKM ana npoTokona LLDP
ONA ANArHOCTUMKM OLWMBOK.

YCTaHOBUTb 3HaYeHue no YMO4aHUIO.

debug lidp {buf | critical | ctrl
| data-path | init-shut | mgmt
| pkt-dump | redundancy |
resourve}

no debug lidp {buf | critical |
ctrl | data-path | init-shut |
mgmt. | pkt-dump |
redundancy | resourve}

-/BbIK/IOYEHO

BKNtounTL reHepaumio BbIGOPOYHbIX OTNALOYHbLIX COOBLLEHMI
npotokona LLDP.

- buf — oTnapoyHble coobueHunsn, cBasaHHble ¢ bydpepom LLDP;

- critical — oTnag04HbIE COOBLLEHNA KPUTUUECKOTO YPOBHS;

- ctrl — oThapoyHble coobuieHma npu cboe Npu U3IMEHEeHUU UK
nosyyYeHun 3anucein LLDP;

- data-path — oTnagouHble coobuieHus, Kacatowmecs NyT1 nepe-
Aa4Yun Uaun nonyyenus sanuceni LLDP;

- init-shut — oT1ag04HbIE COOBLEHMA NPU HEYAAYHOW MHULMANK-
3aLuK U BblKAOYeHUU moayna LLDP;

- mgmt — oTnafouHble coobleHma npu cboe B KOHOUTypauum
nto6oi n3 GpyHKumi LLDP;

- pkt-dump — oTnas04HbIe COOBLLEHNA ANA TPACCUPOBKM AaMMNOB
NaKeToB;

- resource — OTNaf04YHble COObLLEHUNA, CBA3AHHbIE C pecypcamm
OC. J1a TpaccupoBKa reHepupyeTca npu cboe B ovepeanx coob-
LLEHUN.

YCTaHOBUTb 3HaYeHMe N0 YMONYAHWUIO.

debug lidp tlvall

no debug lidp tlv all

-/BbIKNOYEHO

leHepupoBaTb OTNAaL04HbIE COObLeHna ans scex TLV-onumii.

YCTaHOBUTb 3HaYeHMe N0 YMOJIHAHUIO.
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debug lldp tlv {chassis-id |
inventory-management | lag |
mac-phy | max-frame | med-
capability | mgmt-addr |
mgmt-vid | network-policy |
port-vlan | ppvlan | proto-id |
pwr-mdi | sys-capab | sys-
descr | sys-name | ttl | vid-
digest | vlan-name}

no debug lidp tlv

-/BbIK/IIOYEHO

leHepMpoBaTh OTNaA04HbIE COOBLEHNA ANA BbIGOPOUHbIX QYHK-
umi TLV-onuuii.

YCTaHOBUTb 3Ha4YeHMEe N0 YMOIYAHMUIO.

4.30.13 KomaHObI 01a omaadku pyHKyuu IGMP Snooping

KomaHabl gaHHoro 6/10Ka NO3BOAKOT CHUMATD AONO/THUTENIbHYIO ANATrHOCTUYECKYIHO Mchopmau,mo

Ana npotokona IGMP.

KomaHOb1 pexcuma EXEC

Bua 3anpoca KoMaHAHOM CTPOKK pexunma EXEC:

console#

Tabnunua 249 — KomaHab! pexkuma EXEC

KomaHoa

3HayeHue/3HayeHue
o yMmon4aHuro

Aelicmeue

debug ip igmp snooping all

no debug ip igmp snooping all

-/BbIK/OYEHO

BKNHOUMTD reHepaumio BCeX OT1af04HbIX COObLLEeHUI ana GyHK-
umm IGMP Snooping.

YCTaHOBUTb 3HaYeHue No YMONYaHULO.

debug ip igmp snooping {entry
| exit}

no debug ip igmp snooping
{entry | exit}

-/BbIK/IIOYEHO

BKNOUNTL reHepaumio OTNaZOo4YHbIX COOBLLEHU AnAa AmarHo-
CTMKM BXOAa-Bbixoaa B GyHKuUmio IGMP Snooping.

YCTaHOBUTb 3HaYeHue no YMONYaHULO.

debug ip igmp snooping fwd

no debug ip igmp snooping
fwd

-/BbIK/OYEHO

BKAOUUTB reHepaLmio OTAaA404HbIX COObLWEeHNI B cnyyae nepec-
CblIKKM 6a3bl AaHHbIX IGMP.

YCTaHOBUTb 3HaYeHue no YMO4YaHULO.

debug ip igmp snooping grp

no debug ip igmp snooping grp

-/BbIK/IIOYEHO

BKAOYUTL reHepaLmio OT1aA04HbIX COOBLLEHWMIA, B CyYae 3apem-
CTBOBaHUA MHPopmaumm o IGMP-rpynnax.

YCTaHOBUTb 3HaYeHue no YMON4YaHUIO.

debug ip igmp snooping init

no debug ip igmp snooping init

-/BbIKAOYEHO

BK/OUMTb reHepaLuio coobLLEHUA No COBbITUAM MHULMANN3a-
umu u shutdown, nHdopmauma 3aHocuTca B daitn.

YCTaHOBUTb 3Ha4YeHME N0 YMOHAHMUIO.

debug ip igmp snooping {mgmt
| redundancy | resourses|
vlan | src}

no debug ip igmp snooping
mgmt

-/BbIK/IOYEHO

BKAOUNTL reHepaumio BbIGOPOUHbIX OTNAA04HbIX COOOLLEHMIM
ana yHkumm IGMP Snooping.

YCTaHOBUTbL 3HaYeHue no YMON4YaHUIO.

debug ip igmp snooping pkt

no debug ip igmp snooping pkt

-/BbIK/AOYEHO

BKIOUNTb reHepaLmio 0TI 04HbIX COOBLEHNA NPU BO3HUKHO-
BEHWUW OLIMOKM Npu Nepegade nam npueme naketos IGMP.

YCTaHOBUTb 3Ha4YeHME NO YMOIHAHMUIO.

debug ip igmp snooping qry

no debug ip igmp snooping qry

-/BbIK/IIOYEHO

BKAOUYMTbL reHepauuio NakeToB MpU OTNPaBKe MW MNOAYYEHUU
query-naketos IGMP.

YCTaHOBUTbL 3HaYeHue no YMON4YaHUIO.

debug ip igmp snooping tmr

no debug ip igmp snooping tmr

-/BbIK/IIOYEHO

BKIOUNTL reHepaLMio NaKeToB B TeX CAyYasnX, KOraa 3a4eiicTeo-
BaHbl TallMepbl.

YCTaHOBUTbL 3HaYeHue no YMON4YaHUIO.
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debug ip igmp snooping trace
{all | data-path | ctrl-path | Rx
| Tx}

no debug ip igmp snooping
trace {all | data-path | ctrl-
path | Rx | Tx}

-/BbIKOYEHO

BKNOUNTL TeHepauuio OTNAZL04YHbIX COOOLLEHUM AnA AmarHo-
CTUKM TPACCUPOBOK, CBA3AHHbIX C NpoToKoaom IGMP.

- all — BKNOUUTbL reHepaLmio BCEX OTNAL0YHbIX COOBLEHWIA;

- RX — BK/IIOYMTb reHepaLmio OT1a404HbIX COOBLLEeHNI ana Tpac-
CUPOBKM NPUHUMAEMbIX MAKETOB;

- TX — BK/OUYUTL reHepaLmio OT/aA04HbIX CO0bLLEeHMIA ana Tpac-
CMPOBKM NepesaBaemMblX NAKETOB;

- ctrl-path — BK/OUNTL reHepaLMio OTIaA04YHbIX COOBLLEHNI NpK
NPOXOXAEHUN KOHTPOIbHOM ynpaBastoLLen MHbopmaLmnn;

- data-path — BKOUUTL reHepaLMio OTAaZL0YHbIX COOBLLEHNI
NpY NPOXOXKAEHUN MYIbTUKACT-TpadMKa.

YCTaHOBWTb 3HaYeHMe N0 YMONYAHWUIO.

4.30.14 Omaadka 0ns port-channel

KomaHOwb! pexcuma EXEC

Buza 3anpoca KomaHAHOM CTPOKM pexxnma EXEC:

console#

Tabaunuya 250 — KomaHabl pexkmma EXEC

KomaHda

3HayeHue/3HayeHue
1o yMmon4aHuio

Aelicmeue

debug lacp all

no debug lacp all

BKNHOUMTL reHepaumio BCeEX OTNa40UHbIX coobueHunia ana LACP.

BbIKNHOUNTL reHepaLmio BCex 0TAaf0uHbIX coobeHuniia ana LACP.

debug lacp buffer

no debug lacp buffer

BKNHOUMTL reHepaumto 0TAa40uHbIX coobueHuii no bydepam LACP.

BbIKNOYNTL reHepaLumio OTNaA04HbIX coobuweHuit no 6ydepam
LACP.

debug lacp data

no debug lacp data

BKAOUYMUTL FreHepaLmio 0T1aA04HbIX coobLLeHM 06MeHa AaHHbIMM
LACP.

BbIK/NOUNTL reHepauuio OTNaf0uHbIX cOObWweHnn obmeHa AaH-
Hbimn LACP.

debug lacp events

no debug lacp events

BKNIOUMTL TFeHepauuio OTNaf0uYHbIX COOBWEHUI MO CobbITUAM
LACP.

BbIKNOUMTL TreHepaLmio OTNaf04HbIX COObLWeHniA no cobbiTnam
LACP.

debug lacp failall

no debug lacp failall

BK/OYUTL reHepaLmio OTIaA04HbIX CO0bLEeHMI No owmnbKam LACP.

BbIKNOUMTb reHepauuio OTAafo4HbIX coOobleHnit no ownbkam
LACP.

debug lacp init-shutdown

no debug lacp init-shutdown

BKNOYMTb reHepaumto OTNaA04HbIX COOBLWEHNI M3SMEHEHUSA COCTO-
AHuA LACP.

BbIKNOUYNTL FreHepaumnio OTIaA04HbIX COOBLWEHUIA N3MEHEHUA CO-
ctosAHua LACP.

debug lacp mgmt

no debug lacp mgmt

BKNHOUYUTL reHepaLmio OTNaL0UHbIX COOBLLEHMIA N0 YNPaBAAOWMM
coobuieHmam LACP.

BbIK/IIOUNTL FeHepaLmio OTNaZl0YHbIX COOBLLEHUI Mo ynpaBasio-
wmm coobueHnam LACP.

debug lacp os

no debug lacp os

BKNHOYMTb reHepaLunio o0T1ag04uHbIX coobueHuii no pecypcam LACP,
UcKtovan bydepbl.

BbIK/IIOUNTL reHepaumio OTa4ouHbIX CcoobLLieHMIt Mo pecypcam
LACP, uckntouasn 6ydepbl.

debug lacp packet

no debug lacp packet

BK/OYUTL reHepaumio oTaaf0uHbIX coobLeHui no naketam LACP.

BbIK/IIOUMTL TEHEpauMio OTNad0uHbIX COOBLWEHWA No naketam
LACP.
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KomaHObl pexcuma EXEC

BuAa 3anpoca KoMaHAHOM CTPOKK pexunma EXEC:

console#

Tabnnuya 251 — KomaHab! pexkuma EXEC

KomaHoa

3HayeHue/3HavyeHue
110 yMmon4aHuio

Aelicmeue

debug etherchannel all

no debug etherchannel all

BKNIOUMTL reHepaLmio BCex OTNaA04HbIX coobuweHnin ana LAG.

BbIKNOUMTb reHepaLmio BCEX OTNaZ04YHbIX COObLLEeHUI ana LAG.

debug etherchannel detail

no debug etherchannel detail

BKAOUNTL reHepaumio NoapobHbIX OTNAA0YHbIX COObLWEeHMI ans
LAG.

BbIKNHOUYNTL reHepaLmio NoApo6HbIX OTNAL0YHbIX COOBLLEHMIA ann
LAG.

debug etherchannel error

no debug etherchannel error

BKNOYUTL reHepaumio oTAaf0uHbIX coobueHuii 06 owmnbkax LAG.

BbIKNOUMTb reHepaLmio OTNafoYHbIX coobuieHuin 06 owmnbKax
LAG.

debug etherchannel event

no debug etherchannel event

BKNHOUMTL reHepaLuio OT1IaA04HbIX COObLLEHUI No cobbiTnam LAG.

BbIK/NOUMTL TEeHepauuio OTAaA0UYHbIX COOBLEHMI MO cobbITUAM
LAG.

debug etherchannel idb

no debug etherchannel idb

BK/IIOUMTb reHepaumio 0TAaL04HbIX COOBLLEHMIT NO AeCKpUNTOpam
nHTepodeiicos LAG.

BbIKNOUMTb reHepauuto OT/af04YHbIX COOOLWEHMI NO AeCKPUNTO-
pam nHTepdeliicos LAG.

4.30.15 Omnadka loopback-detection

KomaHOb! pexcuma EXEC

Bunpg 3anpoca KOMaHAHOM CTPOKK perxknma EXEC:

console#

Tabnuua 252 — Komanapl pexkuma EXEC

KomaHoa

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

debug loopback-detection all

no debug loopback-detection
all

BK/OYUTL reHepaumio Bcex 0T1aA404HbIX coobLeHnit LBD.

BbIK/NOYNTL reHepaLmio BCeX OTaf0uHbIX coobLeHni LBD.

debug loopback-detection
buffer-alloc

no debug loopback-detection
buffer-alloc

BKNIOUMTbL FreHepaumto OTNafouHbIX CoobuweHnit ana bydepos
LBD.

BbIKNIOUMTL reHepaLmio 0TAag0uHbIX coobleHuit ana 6ydepos
LBD.

debug loopback-detection
control

no debug loopback-detection
control

BKAOUMTL reHepaLmio OTNaA0YHbLIX COOBLEHWUI ynpaBneHus
LBD.

BbIKNOUMTb reHepaLMio OTAaf04HbIX COObLEeHNI ynpaBneHns
LBD.

debug loopback-detection pkt-
dump

no debug loopback-detection
pkt-dump

BKAOUMTb reHepaLuio 0T1af04HbIX COObLLEHMIT 3axBaTa NaKeToB
LBD.

BbIK/MOYNTL reHepaLmio OTNa40UYHbIX COODBLLEHWI 3axBaTa Nake-
ToB LBD.

debug loopback-detection pkt-
flow

BKAOUNTL TeHepaumio OTAag0uHbIX COOBLLEHWUIA MOTOKOB Tpa-

¢duka LBD.
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no debug loopback-detection
pkt-flow

BbIK/NOUNTL reHepaLMio OTNaf04HbIX COOBLEHN NOTOKOB Tpa-
¢uKa LBD.

4.30.16 Omnadka daa npomokona SNMP

KomaHOwb! pexcuma EXEC

Buza 3anpoca KomaHAHOM CTPOKM pexxnma EXEC:

console#

Tabnnua 253 — KomaHapl pexxkuma EXEC

KomaHda

3HayeHue/3Ha4yeHue
o yMmon4aHuwo

Aeiicmeue

debug snmp

no debug snmp

BKNOUUTL reHepaLmio Bcex OTIaA04HbIX coobuweHnnin ana SNMP.

BbIKNOUMTL FeHepauuio BCEX OTNAZO0YHbIX COOobLieHui ans
SNMP.

4.30.17 KomaHObI 0na duazHocmuku napamempos TCAM

KomaHabl gaHHOro 6/10Kka NO3BOAAOT CHUMATb AONONHUTE/IbHYIO ANArHOCTMYECKY0 MHPOPMaLMIO

ana TCAM.

KomaHOb! pexcuma EXEC

Buza 3anpoca KomaHAHOM CTPOKKM pexxnma EXEC:

console#

Tabnuua 254 — KomaHapl pexkmma EXEC

KomaHda

3HavyeHue/3HayeHue
o ymon4aHuwo

Aeiicmeue

debug show tcam

OTo6pasnTb nHPopmaumto o TCAM.

debug show tcam domains

OT06pa3unTb nHGopmaumio o gomeHax TCAM.

debug show tcam block
block_index [all]

OT06pasnTb HGopMauuto o 61oke TCAM 1 fONYyCTUMbIE 3aNUCH.
- block_index — ntaekc 6noka TCAM. block_id: (0..11);
- all — nevaTb Bcex 3anucel, BKAOYAn HegonycTUMble.

debug show tcam entry
entry_index

OTo6pa3unTb nHPopmaumto o 3anncu TCAM u ee nonen.
- entry_index — nHaexc 3anucu TCAM; entry_id:(0..1535);

debug show tcam entry
allocated

OT06pasnTb MHGOPMAUMIO O 3apPe3epPBUPOBAHHBIX U UCMNOJIb30-
BaHHbIX 3anncax TCAM 1 o0 ux Bnagenbuax.

debug show tcam portmask

OT106pasunTb Tabanuy macok noptos TCAM.

debug set tcam entry entry_id
field f_type data f_data mask
f_mask

debug unset tcam entry
entry_id field f_type

entry_id: (0..1535);
f_type: (0..114);
f_data: (0..65535);
f_mask: (0..65535)

Ykaszatb Tvn nona TCAM.

CTepeTb AaHHbIe NOAA YKa3aHHoro entry_id.

debug set tcam entry entry_id
enable

debug set tcam entry entry_id
disable

entry_id: (0..1535)

BkntounTb paboTy 3anucu TCAM c 3agaHHbIM entry_id.

BbIKkntounTb paboty 3anncmu TCAM c 3agaHHbIm entry_id.

debug set tcam entry entry_id
move move {number number}

entry_id: (0..1535)

NepemecTnTb YKazaHHyo 3anucb TCAM B Ha3HaYEeHHY!HO.

debug set tcam entry entry_id
action drop [ withdraw ]

debug unset tcam entry
entry_id action drop

entry_id: (0..1535)

YcTaHOBUTb gelicTeue drop Ans NakeToB, KOTOPble He MOMaAun HK
noj, ofHO NPaBMno.

OTKNIOYNUTD AelicTBME yaaNeHus.
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debug set tcam entry entry_id
action redirect { port_number
| cpu}

debug set tcam entry entry_id
action redirect

entry_id: (0..1535)

MepeHanpaBuTb MakeTbl, NONajatolime No4 NPaBUIO C yKasaH-
HbIMm entry_id B 3agaHHbIM NOpT Uam Ha LNY.

OTKNIOUYUTD NEepeHanpaBaeHNe NaKeToB.

debug set tcam entry entry_id
action inner-tag assign { vlan-
id | shift | shift-from-outer-tag
| inner-pvid } assigned_val

debug unset tcam entry
entry_id action inner-tag assign

entry_id: (0..1535)

[06aBnTb BHYTPEHHUI Ter K NakeTam, nonagatowmm nog TCAM-
3anuch € yKasaHHbIM enter_id.

YAanuTb BHYTPEHHUI Ter.

debug set tcam entry entry_id
action inner-tag format { none
| untag | tag | keep }

debug unset tcam entry
entry_id action inner-tag
format

entry_id: (0..1535)

YCcTaHOBUTbL AENCTBUE BHYTPEHHero Tera ¢opmatmpoBaHua gns
3anucu TCAM.

- nhone — He BbINOJ/IHATb HUKAKOE AeNCTBUE;

- untag — yAanunTb BHYTPEHHWI Ter;

- tag — BCTaBWUTb BHYTPEHHWUI Ter;

- keep — coxpaHuUTb cogeprKMmoe Tera.

YoanuTte feicTeume Tera.

debug set tcam entry entry_id
action outer-tag assign { vlan-
id | shift | shift-from-inner-tag
| outer-pvid } assigned_val

debug unset tcam entry
entry_id action outer-tag
assign

entry_id: (0..1535)

[06aBUTb BHELIHWIA TET K NakeTam, nonagatowmm nog TCAM-3a-
NUCb C YKa3aHHbIM enter_id.

YAanuTb BHELWHWI Ter ¢ NakeToB C 3afaHHbIM entry_id 3anucu
TCAM.

debug set tcam entry entry_id
action outer-tag format { none
| untag | tag | keep }

debug unset tcam entry
entry_id action outer-tag
format

entry_id: (0..1535)

YCTaHOBUTL AeicTBME BHELHero Tera ¢opmaTupoBaHua gas 3a-
nucu TCAM.

- none — He BbINOJIHATL HUKAKOe AeincTeue;

- untag — y4anuTb BHELWHWI Ter;

- tag — BCTaBWTb BHELWHWUI TeT;

- keep — coxpaHuUTb cogepkMmoe Tera.

Ypanutb aencreue Tera.

debug set tcam entry entry_id
action {inner-tpid inner-tpid |
outer-tpid outer-tpid}

debug set tcam entry entry_id
action {inner-tpid | outer-tpid}

entry_id: (0..1535)

[006aBUTb BHYTPEHHUI UK BHelwHM TPID K yKasaHHOM 3anucu
TCAM.

YaanuTtb BHYTPEHHWUI uau BHewHuit TPID n3 ykasaHHOM 3anucu
TCAM

debug set tcam entry entry_id
action remark { inner-user-pri
| other-user-pri | dscp | ip-
precedence | copy-ipri-to-opri
| copy-opri-to-ipri | keep-
inner-pri | keep-outer-pri }
rem_val

debug set tcam entry entry_id
action remark

entry_id: (0..1535)

HactpouTb nepesanuce napameTpos QOS AnA yKa3aHHOM 3anucu
TCAM.

- copy-ipri-to-opri — ckonnposaTb NPUOPUTET U3 BHYTPEHHETO
Tera BO BHELLHW;

- copy-opri-to-ipri — cKonnpoBaTb NPUOPUTET U3 BHELLHErOo Tera
BO BHYTPEHHUI;

- dscp — nepesanucaTb nose DSCP B 3aronoske IP;

- inner-user-pri — nepe3sanucatb npuoputet 802.1p BO BHYTpEH-
Hu Ter VLAN;

- ip-precedence — nepesanucatb nose ToS B 3aronoske IP;

- keep-inner-pri — coxpaHUTb NPUOPUTET BHYTPEHHErO Tera;

- keep-outer-pri — cOXpaHUTb NPUOPMUTET BHELLHErO Tera;

- outer-user-pri — nepesanuncatb npuoputeT 802.1p BO BHELWIHEM
Tere VLAN.

YpanuTb nepesanucb napameTpos QoS A/1A yKasaHHOWM 3anucu
TCAM.

debug show tcam applications

OTo6pasunTb 06Lyto MHbopmaumio o TCAM.

debug show tcam range

OT06pasnTb TabnLy CpaBHEHMA AMaNa3oHa.

debug show tcam udb

Moka3saTtb Tabauuy Bbibopa noneit (cmeweHns UDB).

Ethernet-kommymamopei cepuli MES14xx, MES24xx, MES3400-xx, MES37xx 241




HELTEX

242 Ethernet-kommymamopei cepuli MES14xx, MES24xx, MES3400-xx, MES37xx



DHELTEX

NPUNOXEHUE A. KOHCO/IbHbINA KABE/1b

W@ G| W G

6) () () (9

RJ-45 DB-9

PucyHok A.1 = MoaxntoueHne KOHCOIbHOTO Kabens

Ethernet-kommymamopei cepuli MES14xx, MES24xx, MES3400-xx, MES37xx 243



HELTEX

NMPUNOXEHUE b. NOAAEPXUBAEMbIE 3HAYEHUA ETHERTYPE

Tabnunuya b.1 — NoaaepkmBaemble 3HaveHus EtherType

0x22DF 0x8145 0x889e 0x88cb 0x88e0 0x88f4 0x8808 0x881d 0x8832 0x8847
0x22EO0 0x8146 0x88a8 0x88cc 0x88e1l 0x88f5 0x8809 0x881e 0x8833 0x8848
0x22E1 0x8147 0x88ab 0x88cd 0x88e2 0x88f6 0x880a 0x881f 0x8834 0x8849
0x22E2 0x8203 0x88ad 0x88ce 0x88e3 0x88f7 0x880b 0x8820 0x8835 0x884A
0x22E3 0x8204 0x88af 0x88cf 0x88e4 0x88f8 0x880c 0x8822 0x8836 0x884B
0x22E6 0x8205 0x88b4 0x88d0 0x88e5 0x88f9 0x880d 0x8824 0x8837 0x884C
0x22E8 0x86DD 0x88b5 0x88d1 0x88e6 0x88fa 0x880f 0x8825 0x8838 0x884D
0x22EC 0x86DF 0x88b6 0x88d2 0x88e7 0x88fb 0x8810 0x8826 0x8839 0x884E
0x22ED 0x885b 0x88b7 0x88d3 0x88e8 0x88fc 0x8811 0x8827 0x883A Ox884F
Ox22EE 0x885c 0x88b8 0x88d4 0x88e9 0x88fd 0x8812 0x8828 0x883B 0x8850
Ox22EF 0x8869 0x88b9 0x88d5 0x88ea 0x88fe 0x8813 0x8829 0x883C 0x8851
0x22F0 0x886b 0x88ba 0x88d6 0x88eb 0x88ff 0x8814 0x882A 0x883D 0x8852
0x22F1 0x8881 0x88bf 0x88d7 0x88ec 0x8800 0x8815 0x882B O0x883E 0x9999
0x22F2 0x888b 0x88c4 0x88d8 0x88ed 0x8801 0x8816 0x882C O0x883F 0x9c40
0x22F3 0x888d 0x88cb 0x88d9 0x88ee 0x8803 0x8817 0x882D 0x8840

0x22F4 0x888e 0x88c7 0x88db 0x88ef 0x8804 0x8819 0x882E 0x8841

0x0800 0x8895 0x88c8 0x88dc 0x88f0 0x8805 0x881a 0x882F 0x8842

0x8086 0x8896 0x88c9 0x88dd 0x88f1 0x8806 0x881b 0x8830 0x8844

0x8100 0x889b 0x88ca 0x88de 0x88f2 0x8807 0x881c 0x8831 0x8846
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NMPUNOKEHUE B. OYEPEAU ANA NPUHUMAEMOIO HA CPU TPA®UKA

Tabnuua B.1 - PacnpeaeneHune odyepegeit ana npuHumaemoro Ha CPU Tpadumka ana MES1428, MES2428,

MES2408, MES3708P

Cepesuc Homep ouyepedu

DHCP relay, Firewall (yBegomneHue o Hayane aTaku), L2PT, EOAM 1
Port Security (yBegomneHune o NpeBbIlWEHNUN OTPAHUYEHUNSA), HE3APETUCTPUPOBAHHbIN 2
MynbTUKacT (pexxkum IP based IGMP/MLD snooping)

DHCP client, DHCPv4/v6 snooping, IPv6 NDP 3
ARP, PPPOE IA 4
EAPOL, IGMP/MLD snooping 5
Tpaduk c MAC DA KommyTaTopa 6
3ape3epBnpoBaHO 7
BPDU, LBD, Slow Protocol (LACP) 8

Tabnuua B.2 - PacnpeaeneHne odepegeit ana npuHnmaemoro Ha CPU Tpaduka gna MES2424, MES2424B,
MES2424P, MES2410-08DP, MES2410-08DU, MES2448, MES2448B, MES2448P, MES2420-48P, MES2420B-
24D, MES2420D-24DP, MES2411X, MES3400-24, MES34001-24, MES3400-24F, MES3400-48, MES3400-

48F, MES3710P

Cepsuc Homep ouyepedu
Mpounii Tpaduk 1
Firewall (ysegomneHue o Havane aTaku) 2
HesapeructpmpoBaHHbIi MyabTUKacT (B pexkmume IP based IGMP/MLD) 7
Port Security (yBeaomneHue o npesbllLEHNN OrpaHNYeHuns) 8
DHCP Client/Snooping 12
PPPoE IA Snooping 12
L2NTFY 14
DHCP Server/Relay 15
EAPOL 16
L2 Protocol Tunneling 16
LLDP 18
OAM 20
IPv6 ND Inspection 21
ARP Inspection 22
IGMP/MLD Snooping 24
MNaketbl ¢ MAC DA u IP DA KommyTaTopa 25
Slow protocols (LACP) 30
BPDU 31
Loopback detection 31
Stacking 32
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NPUNOMEHUE I. PACLLULM®POBKA CIMUCKA MNMPOLECCOB

HaszeaHue OnucaHue
TMR# YnpasneHue Taimepamu
PKTT Mepuoanyeckas oTnpaBKa NaKeToB (ceiyac He UCNOb3yeTcA, NoaAepPKUBAET TONbKO Heart Beat)
VemT O6paboTka cobbITUiM cTeKa (ceiyac He ncnosbyeTcs)
SMT SYSLOG
HBTS OTtnpaBkKa 1 nonyyeHue HeartBeat-nakeToB 419 KOHTPO/IA COCTOAHMA YCTPOWUCTB B CTEKE
RMGR OpraHu3auma B3aMMOAENCTBUA MeX Ay NPOTOKONAaMM Ha Pa3HbIX YCTPOWCTBAX CTEKA
D_SpP MNocTpoeHne ToNoaorMmM cTeka
D_LM KOHTpOAb COCTOAHMA CTEKOBLIX NOPTOB
RMFT CuHXpOHM3aLmMa GpaiinoB MexKay YCTPOMUCTBAMU B CTEKE
RMCS CUHXPOHM3aLUMA KOHPUTypaLMM MeXAay YCTPOMCTBaMU B CTEKe
CFA MepBoHayanbHasa 06paboTKa NaKeTOB, MOHUTOPUHT COCTOSIHMA NOPTOB
IPDB YnpasneHue 6a3oit IP Binding (gns ARP Inspection u IP Source Guard)
L2DS DHCP Snooping
BOXF MoHUTOpUHr coctoaHna SFP
ERRD Errdisable
ELMT MoHuTopuHr noptos ana Ethernet OAM
EOAT OcHoBHoW noTok Ethernet OAM
FMGT Ethernet OAM Fault Management, 06paboTka cobbITUi1 B annapaTHOM OKPYKeHUK
AST STP
PIf IEEE 802.1x
LaTT LAG, LACP
PoeT YnpasneHve KoHourypaumein PoE
CNMT MAC Notification
VLAN OcHoBHOM noTok moayna VLAN
FDBP CUHXpOHM3aLMa ¢ annapaTtHon MAC-Tabaunuei
SnpT IGMP/MLD Snooping
QoS OcHoBHOM NOTOK moayna QoS
SMGT MOHUTOPUHF annapaTHoOro okpyxeHus (RAM, FLASH, BEHTUAATOPbI, UCTOYHUKM NMUTAHUA 1 NpoYee)
CPUU MoHuTopuHr ytnamnsaummn CPU
BAKP ABTOCOXpaHeHMe KOHPUrypaumm
RT6 Mapuwpytmsauma IPv6
IP6 ObpaboTka IPv6-nakeToB
PNG6 Ping v6
RTM MapuwpyTtnsauma IPv4
IPFW O6paboTka IPv4-nakeToB
uDP O6paboTka UDP-nakeToB
ARP ObpaboTka ARP-nakeToB
PNG Ping v4
SLT YnpasneHue cokeTamun
SAT Cepsep SNMP
SRED CUHXPOHU3aLMA KOHOUTYpaLMK C BHOBb MOAK/IOYEHHBIMU K CTEKY YCTPONCTBaMM
TCP O6paboTka TCP-nakeToB
RAD KnneHt RADIUS
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TACT Knnent TACACS

DHRL DHCP Relay

DHC Mpotokon knaneHta DHCP

DCS MpocnywmnsaHme coketa ana knmenta DHCP

PIA PPPoE Intermediate Agent

L2SN IPv6 RA Guard

CLIC Cul

CLRM YnpasneHue CLI Ha backup-ycTpoiicTBax

CTS Cepsep TELNET

SSH Cepsep SSH

LLDP LLDP

LBD Loopback Detection

LOGF JlornposaHue 0T1af04YHbIX COObLEHNI

SNT SNTP

STOC Storm Control

HWPK M3mepeHue yTunmsaumm nopTos

MSR YnpasneHve paitnamm KOHPUrypaLmm, 3arpyska/sbirpyska ¢aitos, 06HOBAEHWE NPOLLNBKN
C[200-999] BpemeHHbIi1 NOTOK A1 06paboTKM oTAebHOro noaxatodeHus no TELNET/SSH
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TEXHUYECKAA NOAAEPXKKA

Ona  nonydyeHua TEXHWYECKOW KOHCYNbTaLuMM MO BOMpOCaM 3Kchayatauum obopyaoBaHuA
000 «MNpeanpusatne «3JITEKC» Bbl moxkeTe 06paTuTbc B CepBUCHbIN LEHTP KOMNAHUK:

dopma obpaTHol cBA3K Ha caiTe: https://eltex.ru/support/
Servicedesk: https://servicedesk.eltex-co.ru

Ha odurumanbHOM caite KOMNAHWK Bbl MOXKeTe HaTM TEXHUYECKYHO AOKYMEHTALMIO M MPOrpaMmmMHoe
obecneveHune ana npoaykumm 000 «Mpeanpuatne «3/ITEKC», 0bpaTnTbca K 6ase 3HAHUN MAN OCTaBUTb
WHTEPaKTUBHYIO 3aABKY.

OdurumanbHbIi caint KomnaHun: _https://eltex.ru/
ba3a 3HaHwuit: https://docs.eltex-co.ru/display/EKB/Eltex+Knowledge+Base
LleHTp 3arpy3ok: _https://eltex.ru/support/downloads
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