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PykoBoacTtso no akcnayatauum WOP-3ax-LR5

1 BeBeaeHune

1.1 AHHOTauus

CoBpeMEHHbIE TEHAEHLMN Pa3BUTKS CBA3M AVKTYHOT oneparopam HeO6X0AMMOCTb NOUCKA ONTUMASIbHbIX
peLLEeHNIA, NO3BONAIOLLMX YAOBNETBOPUTL CTPEMUTENBHO BO3pacTalLme NnoTpeGHOCT aBOHEHTOB, COXPaHSIS
npy 3TOM NPEEeMCTBEHHOCTb GU3HEC-NPOLECCOB, TMOKOCTb Pa3BUTUA M COKpaLLEeHMe 3aTpar Ha
npeaocTaB/ieHre pasInyHbIX CEPBUCOB. BeCNpPOBOHbIE TEXHOMNOMMK B KOPOTKOE BPEMS MPOLLI/IN OTPOMHBbIiA
NyTb OT HECTAOU/IbHBIX HU3KOCKOPOCTHbIX CETEl CBA3M Masioro paguyca ao ceteii WM, conoctaBUMbIX MO
CKOPOCTY C NPOBOAHBLIMW CETSIMU C BbICOKMMU TPEOOBaHMSIMU K KQYECTBY NPeAoCTaB/eHNS YCyT.

Baszosas ctaHuns WOP-3ax-LR5 — ycTpoiictBo HoBoro nokonenus Wi-Fi 6, npegHasHavyeHHoe ans
opraHmsauun BLUMA-cetn B MaccmBax YacTHol 3acTpoitkn. WOP-3ax-LR5 no3sonset obecneuntb
LLIMPOKOMOJIOCHbIV AOCTYN B VIHTEPHET YCTPOCTBaM Ha 60/bLUMX PACCTOSAHUAX U NPeoCTaBUTb CEPBUCHI
Triple Play. YcTpoiicTBO ABNISETCHA HE3aMEHMbIM peLleHneM A1 opraHusalmm 6ecnpoBogHOl CETU B
PasnNYHbIX K/IMMAaTUYECKUX YC/IOBUAX — B LUMPOKOM AuanasoHe pabounx TeMneparyp v BbICOKON BNaXKHOCTH,
C BO3MOXHOCTbIO NOAK/THOYEHNSA PA3/IMYHbIX TUNOB CEKTOPHBIX aHTEHH.

B HacTosiLLeM pyKOBOACTBE MO 3KCrayaTauuy N3/I0KeHbl Ha3Ha4YeHNe, OCHOBHbIE TEXHUYECKME
XapakTepuCcTUKKM, KOHCTPYKTUBHOE NCMOMHEHWE, NpaBu/ia 6e30nacHoi aKkcnayaTaumnm yCTPOMCTBa, a Takke
pekoMeHzaLumm no ycTaHoBKe 1 HacTpoiike 6a3osoii ctaHum WOP-3ax-LR5.

1.2 YcnoBHble 0603HaYeHUs

MNpumeyaHns n npegynpexaeHus

© nMpumeyanns cogepxaT BaxkHy MHOPMALWIO, COBETbI UM PEKOMEH/JALIMN MO UCMO/b30BAHUIO 1
HaCTpoiike yCTPOWCTBA.

€ Mpepynpexaernsa MHDOPMUPYIOT NOML30BATENSA O CUTYALMSIX, KOTOPble MOTyT HaHeCTH Bpe[,
YCTPOIACTBY U/ YeN0BEKY, MPUBECTM K HEKOPPEKTHOI paboTe yCTPOCTBa UM NOTEPE AAHHbIX.




PykoBoacTtso no akcnayatauum WOP-3ax-LR5

2 OnucaHue n3nenus

2.1 Ha3HaueHue

Baszosas ctaHunss WOP-3ax-LR5 — HoBeiilwee rmbkoe pelueHune, obecneymsatoee 60/bLUyt0 30HY NOKPbITUA
CETW 3a CYET MOLLHOCTM Nnepefartyumka (0o 27 ABM) 1 UCMO/Ib30BaHNS CEKTOPHBIX aHTEHH. Brarofaps BbICOKOW
NPOV3BOANTENLHOCTY annaparHoi N1aTopPMbl, BO3MOXHOCTSAM MacLLUTabupoBaHNS N MHTYUTUBHO NOHATHOMY
NHTEpdIeCy MOXHO NErko 1 6bICTPO pasBopadynBaTb 6ecnpoBoAHyto I T-MHGPaCTPYKTYypy.

Bnarogapst nogaepxke ctaHaapta IEEE 802.11ax 6a3oBasi ctaHumss WOP-3ax-LR5 (ganee «ycTpoiicTBO»)
obecneunBaeT CKOPOCTb Nepegayn faHHblx Ao 2402 MéuTt/c.

VMcnonb3oBaHue TexHonornm MU-MIMO n cekTopHbIX aHTeHH no3sondet caenars WOP-3ax-LR5
YHMBEpCasibHbIM pelleHeM ans opraHusauun bLUM4-ceTel.

2.2 XapakTepuCTUKM YCTPOCTBa
Nnmepabelicnbi:

+ 1 Combo-noprt:
+ 10/100/1000BASE-T (RJ-45) ¢ noaaepxkoii PoE;
+ 100/1000BASE-X (SFP).
+ 2 pazbema SMA-Tuna (female) ana nogknoueHUst BHeLWHNX aHTeHH (Omni, cekTopHasi, naHennbHas u
T.A);
* Wi-Fi 5Ty IEEE 802.11a/n/ac/ax.

PyHKYyuu:
BosmoxHocmu WLAN:

* nogaepxka ctaHaapToB IEEE 802.11a/n/ac/ax;

« arperauusi aaHHblx, Bkntovas A-MPDU (Tx/Rx) n A-MSDU (Rx);
* MpUOPUTETHI M NSIAHMPOBaHWE NakeToB Ha ocHoBe WMM,;
* AMHamMuueckuii BbiI6op yactoTbl (DFS);

* pexuM Toukn goctyna (AP-PTP/AP-PMP);

* pexuM knmeHTa (STA);

* aBTOMAaTMYecKoe onpeaeneHne paccTosHUS;

* aBTOMAaTMYecKoe yrnpaB/ieHne MOLLHOCTbI0 NepeaaTumnka;
* noggepxka ckpoitoro SSID;

* nogaepxka MAC ACL;

+ 06Hapy>XeHne CTOPOHHMX TOYEK A0CTYNa;

* nogaepxka APSD;

* OrpaHuyeHue crnucka kaHasos;

* crneKTpoaHanusarop;

* nopaepxka oMKCMPOBaHHON LiEHTPasIbHO YacToTbl;

* nogaepxka TDD;

* HOCTUPOBKA.

Cemesbie (hyHKYUU:

* aBTOMarumyeckoe corsiacoBaHne CKOPOCTM U AYTNJIEKCHOTO PeXUMa;
+ nopaepxka VLAN (Access, Trunk, General);

* nogaepxka Hactpolikm C-VLAN;

* nogaepxka Management VLAN,;

* DHCP-knueHT;

* nogaepxka VLAN Mapping;

+ nopaepxka Loopback Detection;
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nognepxka MVR,;

nogaepxka NTP;

nogaepxka Syslog;

nogaepxka DHCP snooping;

noaaepxka IGMP snooping (C BO3MOXHOCTbO OrpaHUYeHust KonnmyecTsa rpynn);
noafepXKa orpaHnyeHns Koimyectsa nsyveHHbIx MAC-agpecoB (MAC-learning);
dunetpauma BPDU;

nogaepxka IPvo6;

nognepxka LLDP;

nogaepxka Ping Watchdog.

®dyHkyuu QoS:

orpaHuyeHve NponyckHOM cnocobHoCTY;

n3meHeHve napametpos WMM ans pagnonHTepdeiica;

nogaepxka npuoputusauymm no 802.1p, DSCP n VLAN ID;

noafepxka npuoputusaunn Tpaduka Ha ocHosaHmn MAC/IP-agpeca.

Ee3onacHocms:

LleHTpasim3oBaHHas aBTopu3aums yepe3 RADIUS-cepsep (802.1X WPA/WPA2/WPA3 Enterprise);
wudoposaHune gaHHbix WPA/WPA2/WPA3/0OWE;

aBTopu3auusa yepe3 RADIUS-cepsep npu Bxoge Ha yCTPOICTBO;

cucTema 3almTbl ayTeHTUMKaLMM NOb30BaTe A NpU BXO4E Ha YCTPOMCTBO.

Ha pucyHke 1 npuBegeHa cxema npumeHeHna WOP-3ax-LRS.

WB-3P-LR5

WOP-3ax-LR5

[o o LIPWAL
TV-anCTa

PucyHok 1 — Cxema npumeHeHnss WOP-3ax-LR5



2.3 TexHuyeckue napameTpbl yCTPOCTBa

PykoBoacTtso no akcnayatauum WOP-3ax-LR5

OCHOBHblE TEXHWYECKME NapaMeTpbl YCTPOICTBA NpUBEeAEHLI B Tabnuue 1.

Tabnmua 1 — OCHOBHblE TEXHUYECKNE NapameTpbl

MapameTpbl uHTepdeiica Ethernet
Konunyectso nopTos

DnekTpuyecknii pasbem

CkopocTb nepegaun

Mopnepxka cTaH4APTOB

OcobeHHOCTH nopTa

MapameTpbl 6ecnpoBOAHOrO MHTepdelica
CraHgapTsl

YacToTHbI gnanasoH

Mogaynauus

Pa6ouve KaHasbl!

CKOpOCTb Nepefaun JaHHbIX?

MakcMasIbHOE KOSIMYECTBO OfHOBPEMEHHbBIX CECCUI
MakcuMasibHas BbIXOAHAs MOLHOCTb nepegarymka’

UyBCTBUTENBHOCTb NPUEMHUKA

Be3onacHocTb

RJ-45/SFP
10/100/1000 M6uT/c, aBTOONpEeaeneHne
BASE-T/BASE-X

Combo-nopt

802.11a/n/ac/ax
5150-5975 MrI'y,
BPSK, QPSK, 16QAM, 64QAM, 256QAM, 1024QAM

802.11a/n/ac/ax: 32-193 (5150-5975 MI'w)
802.11ax: 2402 M6wuTt/C

51Tu: 64

51Tu: 27 pbm

5TTu: go-95 gbm

WPA/WPA2/WPA3/OWE

Bbl6op MOAEe/IM aHTeHH 3aBMCUT OT UCMOJIb30BaHUSI TOUKM AOCTYyna

PagnouHTtepdpeiic ¢ nogaepxkoii OFDMA n MU-MIMO 2x2

YnpaBneHue
YnaneHHoe ynpasfieHve

OrpaHuyeHue gocTyna

web-nHTepdeiic, CLI, Telnet, SSH, SNMP, NETCONF

no naporsto, ayTeHTudgukaumnsa yepes RADIUS-cepsep



O6Lwwume napameTpbl

Flash-namaTb

RAM

MutaHne

MoTpebnsemasn MOLLHOCTb

CreneHb 3aWuThbl

Pabouwnii ganasoH Temneparyp

OTHOCUTENbHAA BIaXXKHOCTbL Npu Temnepartype 25 °C
FabapuTbl (L x B x T)

Macca

Cpok cnyx6bl

PykoBoacTtso no akcnayatauum WOP-3ax-LR5

128 MB SPI-NAND Flash

256 Mb DDR3 RAM

PoE+ 48 B/56 B (IEEE 802.3at-2009)
He 6onee 13 BT

IP55

oT-50 go +65 °C

[0 95%, 6e3 06pa3oBaHNSA KOHAEHCaTa
125 x 236,5 x 50,4 mm

0,8 kr

He meHee 15 net

1 KonnuecTBo KaHa/10B 1 3HAYEHNE MaKCUMasIbHOW BbIXOp'HOVI MOLLIHOCTHU 6y,£l,yT N3MEeHATbCA B COOTBETCTBUN C
npasuiamMmn pagnod4actoTHOro peryimposaHus B BaLLel CTpaHe.

2 MakcymasibHast ckopocTb 6eCrpoBOAHOI Nepefayu aHHbIX onpeaeneHa crelukaLysMmn CTaH4apToB
IEEE 802.11. PeanbHas nponyckHas CnocoOOHOCTb OyaeT ApYroii. YCNoBus, B KOTOPbIX paboTaeT ceTb, hakTopbl
OKpyXatoLLei cpefpl, Bkoyasd 06bem ceTeBoro Tpaduvka, CTpouTe/IbHble Matepuasibl U KOHCTPYKLNNY, a Takke
CNy>ebHble faHHble CETU MOTYT CHU3UTb peasibHYH NPOMYCKHYK CNOCOOHOCTb. PakTopbl OKpYXatoLen cpeapl

MOTYT TakKXe B/IMATb Ha pagnyc AEIZCTBMH CeTn.
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2.4 KOHCTPYKTUBHOE MUCMNOJSIHEHNE

YctporictBo WOP-3ax-LR5 BbinosnHeHo B nnacTtukoBom kopnyce. BHewHuin Bug WOP-3ax-LRS npuseseH Ha
pUcyHke 2.

PucyHok 2 — BHewHuin Bua nepeaHeii naHenn WOP-3ax-LR5

10
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Mog, KPbILLKOW B HUXHE YacTu ycTpoiicTBa pacnonoxeHsl combo-nopt 10/100/1000BASE-T (Ethernet)
100/1000BASE-X (SFP) gns nogkntoueHunst K cetn n nutaxuto PoE, a Takke kHonka «F» gns c6poca k
3aBOACKUM HacTpoiikam (pUcyHoK 3).

¢

PrcyHok 3 — BHeLHWA BUA, HYXHER naHenu
WOP-3ax-LR5

PucyHok 5 — BHewHWiA BUA, 3agHen naHenmu
WOP-3ax-LRS

®—4

PrcyHOK 4 — BHeLUHWIA BU, BEPXHEN naHe
WOP-3ax-LR5

Ha naHensix ycTpoiicTBa pacnosioxXeHbl C/ieflyoLme pa3beMbl U OpraHbl ynpasneHus, Tabnuua 2.

Tabnuua 2 — OnucaHve NopTOB 1 OPraHoB ynpas/eHus

dnemMeHT naHenu OnucaHue
1 F oyHKLUMOHa/IbHas KHOMKa cbpoca K 3aBOACKMM HACTPOMKam
2 Combo-nopt 10/100/1000 BASE-T (pasbem RJ-45) ¢ noanepxkoii PoE

100/1000 BASE-X
3,4 A1, A2 pa3bembl 4714 MOAKIHYEHNA BHELIHNX aHTEHH

5 @ 3a3em/IeHne ycTpoincTea

11
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2.5 CaetoBas nHgukauus

CocCTosiHMe yCcTpolicTBa 0TOGpaxXaeTcs Npy NOMOLLM UHAMKATOPOB, PACTONOXEHHbIX HA NepeaHel naHem
ycTpoiicTBa. [epeyeHb COCTOSIHWI MHAMKATOPOB NPUBEAEH B Tabnuue 3.

Tabnuua 3 — OnucaHne NHANKaTopoB

Nupunkarop CocTtosiHne uHaukaTtopa OnucaHue
WLAN — nHgukatopbl ropuUT NOCTOSAHHO YCTPOICTBO NOAK/MHOYEHO, YPOBEHb CUMTHaNa ot
YPOBHSA curHana ot BCTPEYHOro ycTpoiictea 6onblie -60 gbm
BCTPEYHOro
ycTpoiicTea (RSSI)
rOpUT NOCTOAHHO YCTPOICTBO NOAK/TOYEHO, YPOBEHb CUMTHaNa ot

BCTPEYHOro ycTpoiicTBa 6osbLue -70 gbm

ropuT NOCTOSIHHO YCTPOCTBO NOAK/OYEHO, YPOBEHb CUrHaNa OT
BCTPEYHOro ycTpoiicTea 6osbLue -80 gbm

rOpuT NOCTOSIHHO YCTPOIACTBO MOAK/IHOYEHO, YPOBEHb CUTHas1a OT
BCTpEeYHOoro ycTtporictea 6onblie -100 gbm

HW OAMH MHAMKATOpP He HET coeVHEHNst Mexay YCTpoicTBamu
roput
LAN — nHamkaTop nopta ropuT NOCTOSAHHO kaHan mexay Ethernet-nHtepdpeiicom WOP-3ax-
[, Ethernet-nHTepdeiica LR5 1 nogxntoYeHHbIM YCTPOICTBOM aKTUBEH
Muraet npoLecc NakeTHON nepefayn AaHHbIX Mexay

Ethernet-uHtepcericom WOP-3ax-LR5 u
NOAK/MOYEHHBIM YCTPOINCTBOM

[ Power — uHgvkatop rOpUT NOCTOSAHHO nuTaHve NOAKNHYEHO, HOpMasibHasn paboTa
( ) nMTaHusa n ctaryca
aboTbl yCTPONCTBA o
P yerp Muraet YCTPOWCTBO He nonyunno agpec no DHCP
4acTo MUraeT B TeueHue nepesarpy3ka/cbpoc K 3aBOACKMM HacTpolikam
3 cekyHp, nanee roput
MOCTOAHHO

12



PykoBoacTtso no akcnayatauum WOP-3ax-LR5

2.6 C6pocC K 3aBOACKMM HacTpoiikam

[nsa cépoca K 3aBOACKMM HAcTpoikam HeOBX0A4MMO B 3arpy)XEHHOM COCTOSIHUKM YCTPOMCTBA HaKaTb U
yaepxumBatb KHOMKY «F» Ha npoTskeHun 10—15 cekyHa, noka Bce nHaukatopbl WLAN He 3amurator.

© npousoiineT aBTOMaTMUECKas Nepe3arpyska ycTpoiicTea. Mpu 3aBOACKMX yCTaHOBKax GyAeT 3anyLueH
DHCP-knueHT. B cny4ae, ecnv ip-agpec He 6yaet nony4veH no DHCP, To ycTpolicTBo 6yAeT A4OCTYMHO
no ip-agpecy — 192.168.1.10, macka noacetn — 255.255.255.0; ums nosib3oBartens/napons 41
poctyna yepes web-nHtepcpeiic — admin/password.

2.7 KomnnekT nocTaBKu
B KkoMnekT nocTtaBku BXOOAT:

+ basoBas ctaHuusa WOP-3ax-LRS;

* KOMN/IeKT Kpenexa;

+ PykoBOACTBO No akcnnyaTtauum Ha CD-gucke (OnuMoHasbHO);
+ CepTtudomkaT COOTBETCTBUS;

+ MamATka 0 gokymeHTauuy,;

+ MacnoprT.

13
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3 MNpaBuna 1 pekomeHaaLmm no ycTtaHoBKke YCTPolicTBa

B gaHHOM pasgene onucaHbl MHCTPYKLUK N0 TEXHUKE 6e30MacHOCTU, PEKOMEHAALMI NO YCTaHOBKE, Npoueaypa
YCTaHOBKM 1 NOPSAAO0K BKOUYEHMS YCTPOIACTBA.

3.1 VIHCTpYKUUM N0 TeXHUKe 6€30MacHOCTK

1.

2.

10.

11.

He BckpbiBaliTe KOpnyc yCcTpoiicTBa. BHyTpu yCTpOIicTBa HET 3/1EMEHTOB, NpeAHa3HaYeHHbIX 415
06cnyXrBaHNa Nonb3oBaTenem.

He3ageicTBOBaHHbIE @aHTEHHbIE pa3beMbl TPeOyeTCS 3aKpbiTb 3aLUUTHONM KPbILIKOM, KOTOpasi BXOANUT B
KOMIM/IEKT NOCTaBKN YCTPOMCTBA.

He npou3soauTe yCTaHOBKY AAHHOIO YCTPOMCTBA BO BpeMs rpo3bl. MOXeT CyLLecTBOBaTb PUCK yaapa
MOJTHUEN.

Heobxoanmo cobnoaarb TpeboBaHms Mo HANPSHKEHWIO, TOKY M YacToTe, yKasaHHble B AaHHO
NHCTPYKLUNN.

. MNepep NoaKNOUYEHNEM K YCTPOCTBY U3MEPUTE/bHLIX NPUBOPOB 1 KOMMNbIOTEPA UX HEOGXOANMO

npeasapuTenibHO 3a3eMNTb. Pa3HOCTb NMOTEHUMANO0B MeXay Kopnycamy 060pyaoBaHus v
N3MepuTeNbHBLIX NPUOOPOB He Ao/MKHA npeBsbIwaTs 1 B.

. Mepep BkNOUYEHNEM YCTPOINCTBA Y6eAUTLCSA B LIENIOCTHOCTM Kabenen n nx HafexHoM KpenneHum K

pasbemam.
He ycTaHaBnvBaliTe yCTPOMNCTBO PAAOM C UCTOYHMKAMU Ternsia v B NOMeLLEHMAX C TeMNepaTypoi Huxe
-50 °C wnv Bbiwe 65 °C.

Bo BpeMsi MOHTaXa yCTPOMCTBA Ha BbICOTHbLIX KOHCTPYKLUMAX CrieAyeT BbINO/HATb YCTaHOB/EHHbIE
HOPMbI 1 Tpe6OBaHNSA NPU BLICOTHLIX paboTax.

. Kcnnyatauus ycTpoicTea Ao/HKHA NPOM3BOANTLCSA MHXEHEPHO-TEXHNUYECKUM NEePCOHAsIoM,

npoweaLmnmM cneymasbHy NoAroToBKY.
MogxntoyaTh K yCTPONCTBY pa3peLlaeTcs TONIbKO rogHoe K MPUMEHEHNI0 BCNoMoraTesibHoe
obopyaoBaHue.

He BktovainTe nutaHme 6e3 NoaKNHYEHHbIX aHTEHH.

3.2 PekomeHpaummn no yctaHoBke

€ Mpw ynuuHoii ycTaHoBKE IMGO B MECTax BbICOKON BIAXHOCTU YCTPONCTBO 06A3aTENbHO JOMKHO BbiTh

YCTaHOB/IEHO TaKM 06pa3oM, UTo6bl Ethernet-nopt 6bi1 HanNpaB/eH BHU3.

N —

PekomeHayemoe ycTaHaB/IMBaeMoe NMooXeHVE: KpensieHne Ha TpyooCTolKy/cTono.

Mepepn yCTaHOBKOW 1 BKNHOYEHNEM YCTPOMNCTBA HEOOXOAMMO NPOBEPUTL YCTPOMCTBO HA HaMuune
BUANMbIX MEXaHNYECKNX NOBPEXAEHNIA. B cnyyae Hanmuust noBpexaeHuii cregyeT npekpaTuTb
yCTaHOBKY YCTPOICTBa, COCTaB/Tb COOTBETCTBYHOLLMIA aKT U 06PaTUTLCA K NOCTaBLLKKY.

. YCTpPOWNCTBO A0/MKHO ObITb YCTAHOB/IEHO Ha TPYHOCTOMKY/CTONG Takum o6pa3om, 4tobsl Ethernet-nopt

6bl1 HanpaBs/ieH BHU3.
Mpun pasmeLLeHnn yCTponcTea A/1s obecneyeHns 30Hbl NOKpbITUs cetn Wi-Fi ¢ Hannyuywmmm
XapakTepucTMkamy yunTbiBainTe cregyrolime npasuna:
a. YcTaHaBnuBaiiTe yCTPOMCTBO TakMM 06pa3om, YTOObI B CEKTOP AENCTBUS aHTEHHbI Nonajasiv Bce
BCTPEYHble YCTPOINCTBA, KOTOPbIE 3arn/iaHNPOBaHO MOAK/IOUYNUTL K JAHHOMY YCTPOWUCTBY;
b. He yctaHaBnuBaiiTe ycTpoiAicTBO B61M3N (NopsiaKa 2 M) 3/1EKTPUUECKUX YCTPOWCTB U
paanoycTpoiCTB;
c. He pekomeHpyeTcs ncnonb3oBatb paamotenedoHbl 1 Apyroe 06opyfoBaHue, paboTatoLee Ha
yacTtoTe 5-6 Ty, B pagunyce gericteua 6ecnposogHoi cetn Wi-Fi;
d. MpenaTcTBuUS B BUAE CTEKNAHHbIX/METAIINYECKUX KOHCTPYKUNIA, KUPNUYHBIX/OETOHHBIX CTEH, a
TaKke eMKOCTM C BOAOW 1 3epKasia MOryT 3Ha4YMTelbHO YMeHbLUNTb paguyc gericteusa Wi-Fi ceTtn.

5. Mpu pasmeLLeHnn HEeCKObKMUX YCTPOMCTB Ha OAHOM TPyOOCTONKEe peKkoMeHAyeTCs pasHOCUTbL UX No

BEPTMKA/IM MUHMMYM Ha 2 MeTpa.

14



6.

PykoBoacTtso no akcnayatauum WOP-3ax-LR5

Ecnn curHan npeBbiwaeT 3HaveHne -40 gbm, TpebyeTcs 3aHN3UTb MOLLLHOCTb Nepegaryvka Ha
BCTPEYHOM YCTPOICTBE.

3.3 PekomeHaaLuy No o6ecneyeHmnio rpo3o3alnThbl

1.

2.

No ok

3a3zemsieHne Heo6x04MMO BbIMOMHATL U30/IMPOBAHHBIM MHOTOXW/TbHBIM NMPOBOAOM. YCTPOCTBO
3a3eM/IeHNs U cevyeHne 3a3eM/SILLLEro NPoBo4a A0/HKHbI COOTBETCTBOBATL TpeboBaHuaM MY 3.
MepByl0 YNNYHYIO rPO303aLLnTy HE06X0AMMO YCTaHaBIMBaTb MakCUMasibHO 6/1IM3KO0 K YCTPOMCTBY,
coeanHASA UX KOPOTKUM Y/IMYHbIM FTP-kabenem ¢ akpaHMpPOBaHHbLIMW KOHHEKTOpaMM.

BTopyto y/iMuHyto rpo3o3almTty Heobxoamnmo ycTaHaBNnBaTb MakCMMasibHO 65113K0o K POE-kommyTaTopy
(POE-nHxeKTopy), coeanHsia nx KOPOTKAM ynyHbIM FTP-kabenem ¢ akpaH1poOBaHHbIMU KOHHEKTOPaMW.
CoeavHeHue rpo3o3awunT mexay cobol BbinonHAeTca ynuuHbiM FTP-kabenem gavHoin go 100 m.
CekTopHast aHTeHHa [o/MKHa 3a3eM/IATbCA Yepe3 MadTy /19 KPen/ieHNss aHTeHHbI.

YCTpoicTBO HEO6X0AMMO 3a3eM/UTL (NoAPOGHEe B MyHKTE YCTaHOBKA YCTPOCTBA).

PoE-kommyTaTop (POE-VHXeKTOp) AO/MKEH GbITb MOAK/OYEH B 3/1EKTPUYECKY0 po3eTky 220 B ¢
3a3eM/iIeHneM Mb0o 3a3eMeH Yyepes Kopryc.

YcTpoMcTEO

o 3ezemnenue wepes
MOMmY GHMENHB!

CeKropHasa
aHTeHHa

§ Cosdenumenbubiil kadens FTP
we fonee 60 M. ¢ IHPIHLPOSGHHBI
HoHHERITIOD

FTP Hof enb yausH0 20 PoE

UCTOMH ERUR. [ AUHG GO 100 M. 0 - n
A HommyTaTop \

Yanunaa
TPO3 03 AWNTA

P
-
-

4 Yanunan

Howmyp sosemaenun b Howmyp sasemaenun b g

PO3 03 AWNTA

]
]
[}
1
]
'
1
'
1
'
»
H [}
1 ]
! 1
[] ' [
]
]
'

4 (]
e e — v

.

1 Al Houmyp sosemnenun
e —
'
o 4 toumyp sasemaznun

PrcyHok 6 — CxeMa NoAK/IUeHUs YCTPOicTBa A5 o6ecneyeHmnst rpo3o3aluThbl
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4 YcTaHOBKa yCTpoucTBa

Ona WOP-3ax-LR5 npeaycmoTpeHbl ABa BapmaHTa MOHTaXa: yCTaHOBKa YCTPOICTBa Ha TPyOOCTOKY/CTOM6 1
yCTaHOBKa YCTPOMCTBA Ha CTEHY.

4.1 YcTaHOBKa yCTPOWCTBa Ha TpybOCTONKY/CTONO

1. MpukpenuTe KPOHLITENH K KOpMNyCy YCTPOMCTBA C NOMOLLbIO BUHTOB, UAYLLIMX B KOMINJIEKTE, KaK NoKa3aHo Ha
pucyHke 7.

PucyHok 7— KpenneHve KpoHLLTeliHa K YCTPOncTBy

2. YcTaHOBUTE YCTPOIiCTBO Ethernet-nopTtom BHM3 Ha TPY6OCTOIKY, KAk NOKA3aHO Ha PUCYHKE HUXKE, 1
3aKpenuTe ero XomyTamu, ayLIMmy B KOMMJIeKTe ¢ ycTpoiicTeoM. CobntofaiiTe MHCTPYKLMI N0 TEXHUKE
6e30nacHOCTM 1 pekoMeHaaLuKW, NPUBEAEHHbIE B pazaenax «/IHCTPYKLMY N0 TEXHUKE 6e30MacHOCTU» 1
«PeKoMeHJaLmm No YyCTaHOBKE».

[

PucyHok 8 — KpenneHue ycTpoicTea K TpybocTolike

3. BbINoMHMTE 3a3eM/eHne YCTPOCTBA Yepes CreLmasibHyto KnemMmy Ha paavaTtope ycTpoicTea (CM. pucyHok
5).
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4.2 YcTaHOBKa YyCTPOWCTBa Ha CTEHY

© [anHbiit BapuaHT ycTaHOBKYM YCTPOIiCTBA ABNAETCA [JOMNOMHUTENLHBIM — KPEn/ieHne NpoAaeTcs
OTAE/IbHO U HEe BXOAMUT B KOMM/IEKT MOCTaBKM.

1. CoBmecTuTe YeTblpe OTBEPCTUA OJ1A BUHTOB Ha KpOHUJTeVIHe C TakKnMu XXe OTBEPCTUAMU Ha yCTpOVICTBe. C
NOMOLLBK OTBEPTKU MNMPpUKpennte KpOHLIJTEI7IH BUHTaAMM K yCTpOVICTBy, KaK NMoKa3aHO Ha pPUCYHKe 9.

T 1

PucyHOK 9 — KpenneHue KpoHLITeliHa K yCTPOACTBY

2. BbibepuTe MecTo A/1s1 pasMeLLEHNS YCTPOICTBa B COOTBETCTBUM C PEKOMEHAALMSIMUA U3 pa3aesoB
PYKOBOACTBA «/IHCTPYKLMM MO TEXHUKE GE30MACHOCTU» U «PEKOMEHAALIN MO YCTaHOoBKe». [MpunoxmTe
OCHOBaHWE KPOHLUTeHa K CTEHE M OTMEpPLTE PacrofioXeHNe OTBEPCTUI ANa BUHTOB (pUcyHOK 10).
MpocBepnnTe OTBEPCTUS 1 3aKPENUTE B HUX BUHTbI, HE 3aTArMBasi 40 KOHLUA.

PucyHok 10 — Pa3melleHne yCcTpoiicTBa Ha CTeHe

3. BbINosHKTE 3a3eM/ieHNe YCTPOICTBA Yepes creLyasibHyo KeMMy Ha paguatope ycTpoiicTea (CM. pycyHOK
5).

4. COBMeCTUTE OTBEPCTUSI KPOHLLUTENHA C BUHTAMK Ha cTeHe. MNMepeaBrHLTE KPOHLLTENH BBEPX UM BHU3 A0
ynopa u 3akpenuTe BUHTbI (pUCyHOK 11).
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PucyHok 11 — duKcmMpoBaHue ycTpoiicTBa Ha CTeHe
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5 MoakntoUyeHne ycTponcTea

PucyHok 12 — MogknioveHne Ethernet-kabens k PoE-nopty

+ CH/MUTE KpbILWKY, 3aKkpbiBatowyto Ethernet-nopt Ha HYXHe naHenn ycTpolicTea, nogkntounte Ethernet-
Kabenb k POE-nopTy (pucyHok 12).
*+ 3akpoliTe KpbILWKY HUKHEN naHenw.
+ [oakounTe aHTEHHY K YCTPOWCTBY, Cefys UHCTPYKUMAM U3 pasgena «/IHCTpyKUMs No repMeTmsatmm
aHTEHHbIX Pa3beMOBY:
* [pwn ncnonb3oBaHMn Omni-aHTEHH: NpUcoeauHUTE aHTeHHbl K SMA-pasbemMaM yCTPOCTBa;
* [pun ncnosnb3o0BaHUN NaHebHbIX/CEKTOPHbIX aHTEHH: MPUCOeAMHUTE aHTeHHbl K SMA-pasbemam
YCTPOWCTBA C NOMOLLbIO KabesnbHbIX CO0pOK. OTperynmpyiTe NoIOXKEHNEe aHTEHHbI Tak,
4yTOObI BCTPEYHbIE YCTPOICTBA Nonagaiv B 30HY NOKPbITUS YCTAHOB/IEHHOW aHTEHHbI.
* Mopxniounte Ethernet-kabenb, naywmin ot WOP-3ax-LR5, k POE-nopTy uHxekTopa nnmn nopty
kommyTatopa (IEEE 802.3at-2009).
+ Ecnu Bbl ucnonbsyete PoE-nHxeKTOp, nogkaounte ero K poseTtke 220 B ¢ NOMOLLbI0 CETEBOTO LLHYpa.

[ © Bo uzbexaHue BbIXOAA YCTPOWCTBA 3 CTPOSI PEKOMEHYETCA UCMO/b30BaTh rP0303alLuTYy. ’

[ € He Bkntouaiite NUTaHMe 6e3 NOAKMOUEHHBIX aHTEHH. ]
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5.1 VHCTpyKUMA No repMeTnsanmnm aHTeHHbIX pa3beMOB

€ Trepmetnzaumio HeO6X04MMO NPOBOAUTL C 06ENX CTOPOH Kabensi.

1. Mepep nogxknoyeHneM kabesnst K pasbemy 0CMOTPUTE ONJIETKY Kabens Ha Hanmume NoBPexXAeHNi, a Takke
MPOBEepLTE Ha/IMuMe YNIOTHUTENBHOTO KO/blia B ralike pasbema, pacnosioXeHre nokasaHo Ha pucyHke 13 (a,
6).

PucyHok 13a PucyHok 136

2. MopgkntounTe Kabesnb K pasbemy YCTPOACTBA (AaHTEHHbI) 1 3aTAHUTE raiiky, Kak nokasaHo Ha pucyHke 14 (a,
6).

PucyHok 14a PucyHok 146

3. OTpexbTe Pe3MHOBYHO repMETM3NPYIOLLYIO IEHTY COOTBETCTBYIOLLEN A/INHbI: HA TepMETU3aLuMio OAHOo
pazbema SMA (pucyHok 14a) Tpebyetcsi 0,15 M ruaponsonvpytolleli neHTsl, ans pasbema N-type (prcyHok
146) Tpebyetcs 0,3 M rMapon30NMpPYIOLLLEN NTEHTLI, Kak NokaszaHo Ha pucyHke 15 (a, 6).

PucyHok 15a PucyHok 156
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4. YpanuTte ¢ pe3vHOBOI NTEHTbI 3aLLUTHBI C/OW, Kak MoKasaHo Ha pucyHke 16.

PucyHok 1 6

5. HauHnTEe 06MOTKY CO CTOPOHbI Kabesns, npeasapuTesibHO OTCTYNMB OT 0GXMMHOI YacT Ha 10—15 mm.
3admkcupyinTe KOHUMK NEeHTbl Ha oneTke kabensa nog yrnom 15-25 rpagycoB K ocu kabens, u, crerka
pacTarveas /IeHTy, Ha4uHUTe obmaTbIBaTh Kabesb U pa3beM, NPOoABUIasiCb B CTOPOHY Kopnyca yCcTpoicTsa.
BuTkn HeobxoamMmo yknaabiBatb ApYr Ha Apyra c Hax/1eCcToM, CK1aZikM Ha BUTKax He gonyckatotcs. O6moTka
kabens nokasaHa Ha pucyHke 17 (a, 6).

o o
o’

PucyHok 17a PucyHok 176

6. [LOCTUrHYB KOprnyca yCTPOoicTBa (aHTEHHbI) KpaeM NIeHTbI, CAenaiiTe 060poT BOKPYr pazbema, MakCUMasibHO
npwXMMasn Kpaii NeHTbl K Kopnycy, Aasiee NPOA0/HKUTE HAMOTKY TIeHTbI NoA, APYrUM YI/IoM, YAAssisch OT
kopnyca. MNpu HaMaTbIBaHNM He 3a6blBaiiTe PacTArMBaTh NIEHTY U MIOTHO NPUXUMaTb €€ K paHee HaMOTaHHbIM
BUTKaM. Ha KOHUMKe NTeHTbI PacTsHKKy HEOOXOAMMO YMEHbLLUUTL 1 M/IOTHO NPUXaTb Ero K BUTKaM,
pacnosioXeHHbIM Ha ON/IeTKe Kabens, Kak NokasaHo Ha pucyHke 18 (a, 6).

v

.. _-,)“'_f_" . R
PucyHok 18a PucyHok 186
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7. OTpexsTe MBX-NeHTy (M30/1EHTY) COOTBETCTBYIOLLEN A/IMHbI: HA repMETU3aLMI0 0AHOro pasbemMa SMA
Tpebyetcsa 0,28 M n3oneHTsl, ANa pasbema N-type Tpebyetca 0,6 M n30/eHThI. 130n1eHTa Tpebyetca a/is
3alNTbl PE3VHOBOW NEHTbLI OT YNIbTPAMONETOBLIX Ny4Yelt. I3oneHTa nokasaHa Ha pucyHke 19.

PucyHok 19

8. HauHnTe 06MOTKY C onneTkn kabens, npeaBapuTesibHO OTCTYNMB OT NEPBOr0 BUTKA PE3NHOBO NIEHTbI HA 5—
10 MM. 3adnKCUpyinTe KOHYMK N30/1EHTLI Ha onneTke kabensa nog yrinom 15—25 rpagycoB K ocu kabens, u,
cnerka pacTsarmas IeHTY, Ha4HUTE obMaTbIBaTh Kabesb 1 pasbem, NPoABUrasicb B CTOPOHY Kopnyca
yCTpoicTBa. BUTKM HEOOXOAMMO YKaabiBaTb APYr Ha Apyra C Hax/1ecToM, CKNagkM Ha BUTKax He
ponyckatotcsa. O6MoTKa Kabensa nokasaHa Ha pucyHke 20.

PucyHok 20

9. [loCTUrHYB KOpryca KpaeM NeHTbl, caenaite 060poT BOKPYr pa3bema, MakCUMasibHO NpuXumasi Kpai
N30/1eHTbI K KOPMYyCY YCTPOICTBA, Aasiee NpoAo/HKUTE HAMOTKY JIeHTbI Nog, APYrMM YI/IOM, YAaNsisick oT
kopnyca. Mpu HamaTbIBaHUM NIOTHO HakNaablBaiTe BUTKM JIEHTbI, HE AoNyckas CKnagok. Ha nocnegHux
BUTKaX N30/1EHTbI PACTSKKY HE0BXOAMMO YMEHbLLNTb A0 HYAS U NOCNeAHWI BUTOK YIOXUTL 6e3 pacTsrmBaHus,
Kak nokasaHo Ha pucyHke 21 (a, 6).

PucyHok 21a PucyHok 216
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6 YnpasBneHue ycTponcTBOoM yepe3 web-uHtepdeinc

6.1 Hauyano pa6oTsl
[ns Hayana paboTbl HYXXHO MOAK/TIUYNUTLCA K YCTPOMCTBY No nHTepdielicy Ethernet uepes web-6paysep:

1. OTkpoiitTe web-6paysep (nporpaMmy A5 NpOCMOTpa IMNepTeEKCTOBbIX JOKYMeHTOB), Hanpumep Firefox,
Opera, Chrome.
2. BeeauTe B agpecHo cTpoke 6pay3epa IP-agpec ycTpolicTea.

© 3asopckoii IP-agpec ycTpoiicTea: 192.168.1.10, Macka nogceTu: 255.255.255.0. Mo yMmonyaHuio
YCTPOWCTBO MOXET nonyuntb agpec no DHCP.

Mpu ycnewHoM 06HapyXXeHUM YCTPOCTBa B OKHE Gpay3epa 0To6pasuTCcsl CTpaHuLa ¢ 3anpocoM UMEHN
nosib3oBaTesns v napossi.

WOP-3ax-LR5

3. Beegute ums nonb3oBaresnsi B CTpoke «BBeanTe NOrMH» 1 naposib B CTPOKe «BBeanTe naposb».

© 3asoackme yctaHosku: norvn: admin, napons: password.

4. HaxmunTe KHOMKY «BoliTn». B okHe Gpay3epa OTKPOETCS MEHH0 MOHUTOPMHIA COCTOSIHUS YCTPOICTBA.

HELTEX

BhicTpan HacTpoika MOHUTOPUHT Radio AP CeTeBkle HACTPONKM Cuctema MHCTpyMeEHTEI - (ebIXom)

@ TecToBsl pessii

BecnpoeogHoR kaHan
CramvcTra no Tpadmry
CranmpoeaHue admpa
CnexTpoaHan1zaTtop
HypHan cobuimai
CeTesan uHpopMayma

Wrchopmauya o
pagwouHTepdeiicax

Wrdpopmarpn o6 yetpoiicTae »

Manenne

AnnapaTHan BepcuA
3aeoacroit MAC-anpec
CepuiiHLIA Homep
Bepecwa NO

Pezeperan eepcua [0
BepcuA zarpyaduka
CuCTEMHOE BpEMA
Bpema paboTsl

Sarpyaka LINY
Wen onb3yeman NamMATe

< ObHoeMTE

w2
EC:B1:E0:2D:9B:00

WP58000152

06.10.2025 05:39:50
0 an, 00:21:15

2%

41@ 98 Miaii / 237 MGaitr
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5. Tpy HeoBXOANMOCTU MOXHO MEPEKNIOUNTL A3bIK 0TOBpakeHUsa nHdopmaunn. Ana WOP-3ax-LR5
[OCTYMHbI pycckas v aHrninckas sepcumn web-nHtepdpeiica.

; E LTe x i @ TecToBLIA PEXUM

BeicTpan HacTpoika MoHuTopuHr Radio AP CeTeekle HacTpoMM Cucrema MHcTpyMeHTEl TR (Esxom)

Becnposogroi kakan Wanenne
An 12
CramucTuka no Tpadmry NPT v
3aeogcron MAC-agpec EC:B1:E0:2D:9B:00
CranupoeaHue stvpa
CepuiHLIi Homep WP58000152

CnekTpoaHanuzatop Bepewa NO

HypHan coBemai Peaeparan sepeua M0
Ceresan nHpopMayma BepcnA aarpyauka
CuctemHoe epema 06.10.2025 05:39:50
WMhudpoprayma o
papMouHTEpchelicax Bpema paboTel 0 an, 00:21:15

Mudpopisauma ob ycTpofictee > Sarpysua LIEY 2%

Mcnonezyeman namate 4|% 98 Mbaiit / 237 MbaiT

& ObHoBHTL

6.2 CmeHa nonb3oBaresiei
Ha ycTpoiicTBe cywlecTByeT ABa Tuna nosnb3osareneii: admin v viewer:

+ admin (naponb no ymonyaHuto: password) MMeeT NosHbIM AOCTYN K YCTPOICTBY: YTEHNE U 3aNUCb
NOObLIX HACTPOEK, NOJHbLIA MOHUTOPUHI COCTOSAHUS YCTPOMCTBA.

* viewer ymeeT NpaBo TO/IbKO MPOCMATPMBaTh BCHO KOH(IMUIypaLmio ycTpolicTBa 6€3 BO3MOXHOCTM YTO-
nnbo pefakTnpoBaTtb, MOHUTOPUHT COCTOSIHUA YCTPOMCTBA AOCTYMNEH B MO/THOM 06beMe.

& g LTe x @ TecToBblii pesmm

BricTpan HacTpoiika MoHWTOpUHT Radio AP CeTeBkIe HACTDORKW Cuctema MHCTpymMeHTE! TR (Bbxog)

Mpu HaXaTUKN Ha KHOMKY «BbIXo4» TeKylllasi ceccus nonb3oBarens 6yaeT 3aBeplLieHa, 0To6pasuTCst OKHO
aBTOpPU3ALMN:

WOP-3ax-LR5

.u'flﬂ CMeEHbI ,qOCTyI'Ia HeO6XO,ﬂ|I/|MO yKa3aTb COOTBeTCTByI'OLIJ'VIe NMA nNonb3oBaTend n ﬂapOﬂb, HaXKaTb KHOﬂKy
«BonTu».
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6.3 lMpumeHeHne KoHurypaumm n oTMeHa M3MeHeHN

1. MNpumeHeHre KoHurypaLmm

o v [IpumeHnTs
Mpy HaXaTUN KHOMKM 3anyckaeTcs npoLecc coxpaHeHust KoHurypauum Bo

flash-namsTb ycTpoiicTBa M NpUMEHEHME HOBbLIX HACTPOEK. Bce HACTpolikv BCTynatoT B cuy 6e3
nepesarpysku yCTpolcTBa.

B web-uHTepeiice peannsoBaHa BuU3yasibHasi MHAMKALMS TEKYLLETo COCTOsIHKS npoLecca NPUMEHEHWS]
HacTpoek (Tabnuua 4).

Tabnuua 4 — BusyasibHast MHAMKaLMS TEKYLLEro COCTOSIHMS npoLuecca NpUMeHeHns HacTpoekK
BHewHwMii Bupg, OnucaHue coCTosIHUA

Mocne HaxaTus Ha KHOMKY «[pUMeHUTb» NPOUCXOAUT NPOLIECC
NPYMEHEHWs 1 3anncK HaCTPOeK B NaMaATb ycTpoiicTea. O6 3ToM

NHAPOPMUPYET 3HAUYOK i B Ha3BaHUM BKIAKM U Ha KHOMKE

«[IpPUMEHNTB>.

06 yCcrnewHoOM COXpaHeHUn 1 NPUMEHEeHNN HacTPoeK MHAopMUpyeT
+ [1pumMeHnTs y P P P thopmmpy

3HauOoK B Ha3BaHWUN BKIAJKN.

2. OTMeHa U3MEeHEHNIA

© OtmeHa n3MeHeHNii NPOM3BOANTCA TOMBKO [0 HAXKATUS Ha KHOMKY «TTpUMeHnTb>. Mpu HaxkaTum Ha
KHOMKY «[PUMEHNTBL» N3MEHEHHbIE Ha CTPaHuLLEe NnapamMeTpbl 6yayT 06HOBNEHbI HA TEKYLLME 3HAYEeHNS
N COXpaHeHbl B NaMsiTb YCTPONCTBa. [ocne HaxkaTnsi Ha KHOMKY «MprMeHUTb» BO3BpaT K NpeablayLmm
HacTpoiikam 6yaeT HEBO3MOXEH.

v X 0
KHOMka oTMeHbI U3MEHEHUIT UMeEeT BUS; THENS
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6.4 TecTOBbIN pexum
Ha ycTpoiicTBe peasiM3oBaH TECTOBbIA PEXUM A1 NPOOGHOr0 NPUMEHEHUA KOHGUIypauun.

UT0O6bI €ro aKTMBMpOBaTb, HOKMUTE KHOMKY «TECTOBbIN peXrm» Ha BepxHein naHenn web-nHrepdeiica.

P
[ - LTe X @ Tecroeklil pexum

BricTpan HacTpoiika Monutopuir  Radio AP CeTeBtle HacTpOHM Cuctema WHCTpyMEHTLI - (BbXOm)

Bpewms pa6oTbl TectoBoro pexuma — 300 cekyHa, (5 MUHYT). B TeueHne 3Toro BpEMEHM MOXHO NepemelLlaTbes
no Bk1agkam web-koHdurypaTopa 1 Nnpon3BoAnTb Kakne-nMbo N3MeHEeHUs, MPUMEHSS UX Ha KaXXA0M CTpaHuue
C NOMOLLbIO KHOMKK «[TPUMEHUTB».

JanyleH TecToBeIA pexymn. [paeku ByayT oTMeHeHEl uepes 296 cek. BiiiTv M3 TecToBOrO pexiima -

%ELTEX

BhicTpan HacTpoiika MoHUTOpUHN Radio AP CeTesnle HACTpOKKM Cuctema WHETpyMeHTEI - (BbIX0A)

Mocne npoBepky HEOGXOAMMOW KOHGIMIypaLyn HAXXMIUTE KHOMKY «BbIATK N3 TECTOBOIO pexumar U BbibepuTte
HY)XHOE AeicTBue:

3anyweH Tectoesi pexvm. Mpaskk ByayT oTMexHers yepes 206 cex. BuiliTi 13 TecToBore pexuma -~

CoXpaHuTE 1 BEIATH

NELTEX
B S OTMEHWTE W BHIATI

BhICTpaA HacTpoiika MoHuTOpMHE Radio AP CeTeBLIe HACTPORKY Cucrema MHCTpyMEHTE! TR (ekIxoa)

+ «COXpaHUTb 1 BbIATU» — NPU HAXATMUN NPOM30AAET BbIXOA, 13 TECTOBOIO PEXMMA U COXPaHEHUe B
3HEepProHe3aBMCUMMYH NamMsiTb BCEX N3MEHEHWI B KOHGpUIypaLuum, KoTopble 6blv caenaHbl U NPUMEHEHbI
B 3TOM pexume. OTMEeHUTb U3MEHEHWS, BbINO/THEHHbIE B TECTOBOM PEXUME, Oy1eT HEBO3MOXHO.

* «OTMEHUTb W BbIATU» — NPW HAXaTUN NPON30NAET BbIXOA U3 TECTOBOIO PeXnma 1 0TMeHa BCeX
N3MEeHEeHWIA, BbINO/THEHHbIX B 3TOM pexume. ByaeT BoccTaHOB/IeHa KOHUrypauus, AeliicTByroLas Ha
YCTPOIiCTBE [0 aKTUBALMMN TECTOBOIO pexmma.

Ecnn B TeyenHne 300 cekyHA agMUHNCTPATOPOM He ByAEeT NPOU3BEAEH BbIXOA M3 TECTOBOIO PEXMMA, 3TO
NPON30iAET aBTOMATUYECKN BMECTE C OTKATOM BCEX M3MEHEHWI, KOTOPbIE ObISIN CAENaHbl B JAHHOM PEXMME.
Mo ncTevyeHnn ykasaHHOro BpeMeEHM KOHMrypaumusi BOCCTAHOBUTCS, AaKe eC/in B pesy/ibTaTe cAenaHHbIX
N3MeHeHu1i 6biN1 NOTEPSH AOCTYN A0 YCTPONCTBA.
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6.5 OcHOBHble anemeHTbl web-nHTepdieica

Ha pucyHke HuKe npeacTaB/eHbl 31EMEHTLI HaBuraummn web-uHtepdeiica.
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o kaHan WManenue

AnnapatHaA BepcuA

CraticTuka No Tpadusy
3asogcron MAC-agpec
CrannpoBaHue acmpa
CepwiHEm Homep
Cnextpoa
NEKTPORHANMSATOD Bepcua M0
HypHa BbITHH Peaepexas sepcyA MO
—n Bepcna sarpyaqnka
CeTesan MH A !

Cucremnoe BpemMA

Bpems paboTsl

= = 3arpyaka LMY
MrHchopmalma o6 ycTpoiicTee > &

Wen one3yeman NamATe

B 000 Tipednpurmue "3nmexc”, 2024

buicTpan HacTpoiika MoHuTopUHT Radio AP CeTeBtle HacTpoWK

w2
EC:B1:E0:2D:9B:00

WP58000152

4@ 98 M6aiir / 237 MGaitr

Bepeur 0. {Bepcur WEBE:

OKHO NMo/b30BaTeNbCKOro nHTepdelica pasgeneHo Ha nNsaTb obnacTeii:

1. Bknagku MeH — ANns rpynnupoBKX NOAMEHIO NO KaTeropusm: BbicTpasi HacTpoiika, MOHUTOPUHT,
Radio, AP (meHI0 «<AP» ,OCTYNHO TONbLKO B pexume ycTpoiictBa «Touka goctyna PTP» unm «Touka
poctyna PMP») unu STA (MeHto «STA» BOCTYNHO TO/IbKO B peXume ycTpoiicTBa «KnneHT»),
CeTeBble HacTpoWku, Cucrtema, IHCTPYMEHTbI.

2. Bblbop A3blka MHTEpdeiica 1 kHomnka (Bbixoa), NpegHasHauYeHHas A1 3aBePLUEHUSI ceaHca paboTbl B
web-nHTepdelice nog faHHbIM NoNb30BaTENEM.

arw®

Bknagkv nogmeHo — 415 ynpas/ieHnA NoJsIeEM HacTpOeK.
Mone HacTpoek ycTpoincTBa — A/ NPOCMOTPa AaHHbIX 1 KOHUrypaLmu.
WHdhopmaunoHHoe none, otobpaxatoLlee sepcuto MO, yCTaHOB/IEHHYHO Ha YCTPONCTBE.
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6.6 MeHto «bbICTpas HacTpolika»

B mMeHio «bbICTpas HacTpolika» BbINosHAETCA 6a30Bas HACTpoOiika yCTPOUCTBa.

6.6.1

MoameHto «bbICTpast HacTponKax»

© TecTosnii peimm

se LTex WOP-3ax-LR5

BLiCTpan HacTpoiika MoHHTOpKHT Radio AP CeTesule HacTPOFKM Cucrema MHETDYMEHTH - (Bbixog)

BwicTpan HacTpoitka » CNEKTPOaHANM3ATOP

MocnenHee ckavnposaHke Guino 02.07 2025 10-06:21

Radio
Py yerpoiicraa Touxa aocTyna PMF v
Kasan 40 (5170 — 5210 My ~
Wpwss xawana, MMy 40 v

OcHoBHO# Kakan Ugper hd 50

PAKGPOGANHA UEHTpANEHAA
wacTora

FaccToAH#E,

i

Ymmsawia kaHana, %
Sk ow oW
a8 R 88

HacTpoiiku NoaKmoueHnA 10 |

5200

5
SSID WOP-Jax-LR5tests Il
0

o
&

Peons SssonsekceTa | WWPAS - 00 5400 5500 5600

YacTora, MMy

ToAKoHERHs
MEP | Brnoueso ~

CeTeBsle HAaCcTPOMKN

Wunr xoeta
Mparoron

Crarwecani IP

Ne Mmaxocta  IP-appec MAC-agpec

1

4

YposeHn curtana (RSSI), A5u

Ypanennsii RSSI, ABM

Bpems pabotel &

347-42 3552 0 gk, 00:00:24

-

[ 4

JocTyn K ycTpoicTey
Norun admin
Mapons =

Mogreepragsse napons ®

Radio:
B pasgene «Radio» ocylLLecTBNAKTCA HACTPOIKM OCHOBHbIX NapaMeTpoB pagnonHTepdelica ycTpoiicTea.

* Pexxum ycmpolicmsa — pexum paboTbl pagnonHTepderica yctporictaa. [JoCTynHbl:
+ Touka docmyna PTP — TO4Ka-TOUKa;
+ Touka docmyrna PMP — TOUYKa-MHOIOTOUKa,;
* KnueHm — 6ecnpoBofHoOi KNneHT (STA).

* KaHan — BbIGOp KaHaa nepefayun faHHbIX. [py ycTaHOBNEHHOM hniare «ABTOMaTUYeCKWil BbIGOP»
kaHana B MeHo Radio, gaHHasi HacTpoiika 6yaeT 3a6/10K1MpoBaHa;

* WupuHa kaHana, My — WwmpuHa Nonockl YacToT KaHasla, Ha KOTOpoM paboTaeT yCTPONCTBO, NPUHUMAaET
3HaueHus 5, 10, 20, 40, 80 n 160 MIwu;

* OCHOBHOU KaHa/1 — napameTp MOXET ObITb M3MEHEH TO/IbKO NPY NPOMYCKHOM CNOCOGHOCTU CTaTUYeCKn
3afjaHHOro kaHana, pasHoii 40 MI'y,. Kanan 40 MI'y, MOXHO cuMTaTb COCTOSALLMM U3 ABYX KaHanos no 20
MT U, KOTOpbIe rpaHnyaT B YaCcTOTHOW o6nactu. 3Tu ABa kaHana 20 MI'y, Ha3biBatoT NEPBUYHBIM U
BTOPUYHbIM KaHas1aMu:

+ Upper — nepBrYHbIM KaHasioM ByaeT BepxHuin kaHaun 20 MI'y, B nonoce 40 MIy;
« Lower — nepBWYHbIM KaHanoM ByaeT HMxHUI kaHan 20 MI'y, B nonoce 40 MIy,

+ dukcupoBaHHasi yeHmpasibHasi Yacmoma — npu aktueauuu cpnara Becb Tpagvk (NakeTbl AaHHbIX 1
ynpasneHus) 6yaeT nepefaBaTbCs HA YKa3aHHOW LEHTPasIbHOW YacToTe KaHasa ¢ 3a4aHHOW LIMPUHOWA
nonocsl (40/80/160 MI'L). DYHKLMS SABNSIETCA NPONPUETAPHOiA, Nepegada BeAeTcs He Mo cTaHaapTam
IEEE 802.11, rae npegnonaraeTcs UCMNonb30BaHVe pasHbIX LEeHTPasIbHbIX YacToT 1A Tpadouka AaHHbIX 1
ynpasneHus npu wupunHe kaHana 40/80/160 My,
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* MowHocmb cueHasia, 0bM — perynmpoBka MoLHOCTU curHana nepegartunka Wi-Fi B abwm;

+ AsmooripedesieHue paccmosiHusi — Npu yCTaHOBNEHHOM dofiare YCTPOMCTBO OyeT aBToMaTuyecku
onpeaensaTb U HacTpavBaTb PacCTOSHUE MeXy YCTPoMncTBamMu;

* PaccmosiHue, KM — pacCTOsiHME MeXay YyCTPoncTBaMu B KWoMeTpax. IaMeHeHne 3HavyeHus
paccTosiHMA U3MEHUT 3HaYeHne TaliM-ayTa ACK. PaccTosiHne cnenyeT OKpyrisiTb B 60/bLUYH CTOPOHY.
Hanpumep, ecnm paccTosiHue mexay yctporictBamu 3,2 KM, TO He06X0AMMO yKasaTb 4 KM.

© WupuHa kaHana 5 v 10 MIL, 4OCTYNHbI Tonbko B pexxume IEEE 802.11a/n/ac. [ins nsMeHeHus
pexuma 802.11 Heob6xoaMMO nepeinTy B MeHto Radio.

o MapameTpsbl «KaHan», «lLUnpuHa kaHana», «OCHOBHOM KaHa» AOCTYMNHbI TO/IbKO B peXunMe yCTPoncTBa
«Touka goctyna PTP» nnn «Touka goctyna PMP».

HaCTpOVIKl/I noaKNKyeHmnA:

« SSID — nms BMpTyanbHOI 6ecnpoBOAHON CETY;
* Pexum 6e3onacHocmu — pexum 6e3onacHoCcTy gocTtyna K 6ecnpoBogHOl ceTu:

* BbIK/IlOYEHO — HEe UCNO/b30BaTh LWWNhpoBaHme 4718 nepefayv AaHHbIX.

« OWE (Opportunistic Wireless Encryption) — meTop, WwngpoBaHus, ob6ecnedvBatoLmii 6e30nacHOCTb
[aHHbIX, NepefaBaeMbIX N0 He3aluMLEeHHOW ceTu. Mpu 3TOM OT nosb3oBateneit He TpebyeTcs
BbINO/IHEHME KaKNX-TO AOMOMHUTENbHbLIX A4eACTBUIA 1 BBOAA Napos A1 NOAKIYEHNS K CETH;

+ WPA2, WPA3 — cnocob wincpoBaHus, npu BbIGOpe 04HOro 13 cnocoboB GyaeT AOoCTynHa
cnepytoLlan HacTpoika:

* Koy WPA — kntou/naponb, Heo6xoaumblii 419 NOAKYEHUS K 6ecnpoBogHoi ceTu. nvHa
Kntoya coctasnseT oT 8 0 63 CMMBOJIOB.

+ MFP — 3awmta management-kagpos (gocTynHo npu pexume 6esonacHoctn WPA2, WPA3 n OWE.
Mpwn BbIGOpE pexunma 6esonacHocTn WPA3 n OWE, MFP nepeBoanTcs B COCTOSIHNE BKNOUEHO.
Mpw BbIGOPE APYrMX PEXMMOB NEPEBOANUTCS B COCTOSHNE OTK/IOYEHO):

* Omk/io4eHo — 3aWmTa management-kaZpoB OTK/IIOYEH3,

+ OnyuoHasibHO — 3awmTa paboTaeT, ecnu 6ecnposogHas ceTb nogaepxvnsaet MFP.
YCTPOICTBO MOXET NOAKNIOUNTLCS K CETU, KOTOpas He nogaepxmeaetr MFP;

* BK/104eHO — 3alymTa BK/IoUYeHa. YCTPOWCTBO HE MOXET NOAKIUUTLCS K 6ecnpoBOAHON
ceTn, He noaaepxueatoLleii MFP.

CeteBble HaCTQOVIKMZ

* WIMsi xocma — ceTeBoe 1MS YCTPOWCTBa, 3a4aeTcs cTpoka 1-63 CUMBONOB: TaTUHCKUE 3ar1aBHble U
CTPOYHbIe BYKBbI, LMPpbI, 3HAK AedIUC «-» (Aednc He MOXET GbiTb NOC/IEAHUM CUMBOJSIOM B UMEHM);

+ Mpomokos1 — BbIGOP NPOTOKONA, N0 KOTOPOMY ByAeT OCyLLecTBAATLCA nogknodeHune no Ethernet-
NHTepdpency yCTPOICTBa K CETU NpeaocTaBieHns ycayr nposagepa:

+ DHCP — pexum paboTsbl, npu KoTopom IP-agpec, macka nogcetu, agpec DNS-cepsepa, w03 no
YMOIYaHWUIO 1 Apyrve napameTpbl, Heobxoaumble Ans paboTbl B ceTu, byayT nony4veHsl ot DHCP-
cepBepa aBToMaTnU4eckuy;

+ Static — pexxum paboTbl, Npu KoTopom IP-agpec n Bce HeobxoauMble napameTpbl Ha WAN-
nHTepdenc HazHavarTcs ctatmyecku. Mpu Boibope Tuna «Static» Ana pefakTMpoBaHns cTaHyT
[OCTYMNHbI creayoLme napameTpsbl:

« Cmamuyeckul IP — IP-appec WAN-uHTepdoeiica ycTpoiicTea B ceTv npoBaiigepa;

+ Cemesasi Macka — Macka BHeLLHel noaceTy;

* Lno3 — afgpec, Ha KOTOPbIA OTNPaBASETCA NakeT, eCv A4/19 Hero He HalijleH MapLipyT B
Tabnuue mappyTnsaumm.
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LocTyn K YyCTPOICTBY:

B pasgene «oCTyn K yCTPOACTBY» OCYLLIECTB/IIETCA CMeHa Naposs.

Mpw BXoge Yepe3 web-uHTepdeiic agMmHucTpaTop (Naponb No ymonyaHuio: password) MMeeT NoJHbIA focTyn
K YCTPOIACTBY: YTEHME W 3annCb NtOGLIX HACTPOEK, NOJHbIA MOHUTOPWHI COCTOSIHUSA YCTPOICTBA.

[ns cMeHbl Naponsi BBeAMTe HOBbIV Naposib cHavana B nose «Maposby, 3aTeM B none «MoaTeepxaeHne
napossi» N HAXKMUTE KHOMKY «MPUMEHUTbY» AN COXPAHEHWUS HOBOTO Naponsi.

CnekTpoaHanumsarop:
B pasgene «CnekTpoaHannsaTop» OCYLLECTBNAETCA 3anyCck 1 MOHUTOPUHT paboTbl CNeKTpoaHamsaropa.

Ha ycTpolictBax WOP-3ax-LR5 ecTb BO3MOXHOCTb 3anycka cnekrpoaHasmsaropa Ha pagvounHtepdeiice Radio
5MTu,.

@ npu 3anycke cnekTpoaHanusaTopa paguonHTepdelic 6yaeT nepeBeeH B PEXIM CKAHMPOBAHUS, UTO
npuBegeT K npepbiBaHuto Bcex Wi-Fi coeguHeHmnii Ha gaHHOM paavionHTepgieiice.

[ns 3anycka pa6oTbl CNEKTpoaHa/IM3aTopa HaXKMUTE Ha KHomky «CKaHMpoBaTb». B MHOpMaLMOHHOM OKHE,
pacnosoXXeHHOM CrnpaBa OT KHOTKW, 0TOBpaxXaeTcsl BpeMsi B CEKYHAAX, NpoLLe/LIee C Hauyana 3anycka
CKaHMpoBaHus. Bpemsi paboThbl cnekTpoaHanmsatopa Ha Radio 5 ML, 3aHMMaeT He 6onee 1.5 MUHYTI.

« [MocnedHee ckaHuposaHue 6bI/10... — AaTa U BPeMs NOCNEAHEr0 CKaHMPOBaHUS,

* Ymunusayus kaHasia — NHhopmaLys 0 3arpy>XeHHOCTU pajuoKaHasa, BblpaXXeHHasi B MPOLEHTAX;
+ Yacmoma — 4acToTa KaHana B MI'L, Ha KOTOPOM NMPOU3BOANIOCH CKAHPOBAHUE;

* KaHan — HoMep KaHana, CoOTBETCTBYIOLLMIA AaHHOI YacToTe.

© CnexTpoaHannsaTop NPOU3BOANT aHANN3 BCEX KaHA/I0B Ananas3oHa BHe 3aBICUMOCTYW OT HACTPOEeK Ha
pagnounHTepdeiice.

MNoakntoyeHns:
B pasgene «MopknoueHnsa» otTobpaxaeTcs MHpopMaLnsi 0 COCTOAHUM NOAKNHOYEHHbLIX YCTPOWCTB.

* Ne — HOMep MOAK/TIOYEHHOIO YCTPOICTBA B CMUCKE,;

* VIMs1 Xocma — ceTeBOoe VMS YCTPOWCTBa,;

* IP-adpec — IP-agpec noakItoYeHHOro YCTPONCTBA,;

* MAC-adopec — MAC-agpec noak/1to4eHHOro YyCTponCTBa;

* YposeHb cuzHana (RSSI) — ypoBeHb NPUHUMAEMOrO CUrHanNa, AbM;

* YOasieHHbIU RSSI — ypoBeHb NPYUHMMAEMOro CUrHasia BCTPEYHOro YCTPONCTBa, AbM;
* Bpemsi pabombl — BpeMs COeUHEHNS.

[ns BCTynneHuss B cuy HOBOW KOHUIypauuu 1 3aHeceHnss HaCTPoeK B 3HEProHe3aBnCUMyo NamMsaTb
HaXKMUTE KHOMKY «[MpUMEHUTb». /19 OTMEHbI U3MEHEHWI HAXKMUTE KHOMKY «OTMeHa».
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6.7 MeH «MOHUTOPUHI»

B MeHI0 « MOHUTOPUHI» OTOBPAXKAETCS TEKYLLLEE COCTOSIHUE CUCTEMBI.

6.7.1 TMNogmeHto «becnpoBoaHOW kaHa/BecrnpoBOAHbIE K/TUEHTbI»

B nogmeHto «BecnpoBogHOI KaHa»/«BecnpoBOAHbIe KIMEHTbI» 0TOGpaxaeTcsl MHopMmaunsi o
COCTOSIHUW NOAKMHOYEHHbIX YCTPONCTB. VIHGhopmaLmns 0 NOAKHOHYEHHbIX YCTPOCTBaX HE OTOGpaXKaeTcs B
peasibHOM BpeMeHW. [111s1 Toro 4Tobbl 06HOBUTL MHChOPMAaLIMIO Ha CTPaHWLLE, HEOBX0AMMO HaXKaTb Ha KHOMKY
«OBHOBUTbLY.

B 3aBMCUMOCTN OT pexnma yCTPonCTBa, «Touka goctyna PTP» nnu «Touka goctyna PMP», yaet
[OCTYMHO noAgmeHo «becnpoBogHOM KaHa» U «becnpoBoAHbIE€ KNNEHTbI» COOTBETCTBEHHO.

Onsi yno6cTBa MOHUTOPUHIA CYLLLECTBYET BO3MOXHOCTb Bbl6paTh NapameTpbl A5 oTo6paxeHus. Ans

g
aToro Haxmute Ha ¢ . Mpn HaXKATUM Ha KHOMKY «[10 YMOMYaHI0» ByyT 0TOGPaKeHbI NapameTpb! Mo
YMO/HAHWIO.

[na noucka NoAK/IHYEHHbIX YCTPOCTB AOCTYNHbI cieayrolme huIbTPbI: N0 BCEM NOJISIM, MO UMEHM

xocTa, no IP-agpecy, no MAC-agpecy. 515 Bbibopa (hunbTpa HaxMmTe Ha = ®yHKUMOHaN
[OCTYMNEH TO/IbKO B pexume ycTporicTea «Touka goctyna PMP».

Mpw noaceeTtke 3HaveHui Link Quality, Link Quality Common, Link Capacity, RSSI n YaganeHHsbiin RSSI
OpaHXeBbIM LIBETOM HabNAaeTcs yxyalweHve kayectsa CBsA3n. EC/in 3Ha4YeHns okpalleHbl B KPaCHbIN
LiBET, 3TO YKa3blBaeT Ha 3HAYMTE/NIbHOE yXyALeHe CBA3N. PekomeHayeTcs npeanpuvHATL Mepbl 415
YNyULLIEHUS YCI0BUIA NOAK/TOYEHNS.

Hwxe npueaeHbl npumepsl nogmeHo «becnpoBogHon KaHa1»/«becnpoBOAgHbIE KITMEHTbI» B peXMMax
ycTpolicTBa «Touka goctyna PTP», «Touka goctyna PMP» 1 «STA» COOTBETCTBEHHO.

Buerpan wactpoiisa  Mowtopuer  Radio AP Ceremue wactpodn  Cuctema  MctpywenTsi e (Bei

BecnposoaHoi Kawan » 2 O6HoawTH

CraTuerura no Tpadiky
s PaccToRHMe, Yaanennsih RSSI,  Yaanenwsii SNR, BW, Bpema

Cranmposarue sibupa # MNe xocta  IP-ampec MAC-anpec KM RSS,ABM  SNR,AB nEM 56 TxRate RxRate Mfy  Bepcua O padortsl DeiicTaue

1 sTA 0 43154 36736 45752 37137 HE NS52 MOS8 HTMCS 0 20 04k OmnouMTE

CrexTpoaranuaarop LGI175.5 LGI6S 00:00:04

SKypran cobumnii
Hypran codema Mepeparo / npukso scero, Gair  5629/1579 Mepeaanc ¢ owwbkanw, naretos 0

Ceresan unciopMauma Mepenaro / npnHaTo Ecero, nakeros 45/ 17 ToBTOpS: nepefasn 3a nocneaHwit nepuon, naketos 0
[RI— Mepeaano / nprwsTo panneix, Gair 4642/ 748 OBes uMcno NOBTOROS nepenadn, nakeTos 0
paprouHTEpdedcax MepenaHo / npuHATe AankbX, naketos 3172 Ckopecs nepegaun / npuewa, ibutic 010
Wrcbopmauma o6 ycTpoitcTee Moaynsauua Mepepako NakeTos MNpHHATO NaKeTOB
mMcso 0 0% 2 100%
HE-N$52-MC56 2 6% 0 0%

HE-NS52-MCS7 15 48% [ 0%

HE-NS52-MC58 14 45% o 0%
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BrcTpanWactpoiika  Momwtopwwr  Radio AP Cereswe wacTpoiimn  Cuctema  MkcTpymenTel u xom)
Becnposoartie KnneHTH >
CrarvicTusa no TpadmKy
Cranuposarue sippa
Hma PaccToAnue, YRaneHHelH ¥AANEHHEIH BW, Bepcna Bpema
Chexmpoananuaarop # MNe xocta  IP-appec MAC-agpec Kn RSSl, g6m  SNR, g6 RSSI, gBm SNR, a6 TxRate RxRate My no paGoTsi DedicTene
[ > o1 STA 60759 2727 65/-60 27427 HEMNSS2MCSe  HENSS2MCS7T 20 0aH OTkniounTE
ypran copers LGI 195 LGI 1463 00:07:16
CeTesan WHbopMaLIKA v 2 SA 50757 30030 51754 34134 HEMNSS2MCS10  HENSS2MCS8 20 0aH OTknounTE
LGI219.4 LGI 1755 00:05:14
Mrchopuauma o
paguonHTepdeicax Mepenaro / NpHHATO BCero, GaliT 203 643 /49 976 MepeazHo € OWHGKaMM, NakeTos 0
Vrchopuauws o6 yerpoiicTee Mepenaro  npukaTo 6cero, nakeros 1317395 MoBTOpE: nepenauu sa nocneawws nepuon, naretos 2
Mepegano [ npuraTo Jankenc, Gair 197 458 /43 704 OBuee wicno nosTopos nepefayi, nakeTos 119
Mepenano / NPUHATO Aarwes, nakeros 1674261 CropocTs nepeaasw / npueua, kGnric 170
Mogynsunn Mepegano naketos NpunsTo nakeTos
MCS0 0 0% 6 2%
HE-NS51-MCS11 0 0% 5 2%
HE-NS52-MCS3 0 0% 1 0%
HE-NS52.MC54 0 0% 1 0%
HE-NS52.MCS5 0 0% 4 2%
HE-NS52.MC36 1 0% 20 8%
HE-NS52MCST 12 1% 42 16%
HE-NS52-MCS8 14 1% 3 12%
HE-N552.MC59 42 3% 150 57%
HE-NS52.MCS10 287 16% 1 0%
HE-NS52MCS11 1338 80% 0 0%
Buictpan vactpofika  Mowwtopudr  Radio  STA  Cereswie wacipoiin  Cuctema  VHcTpymenTs u Boixo]
Becnpoeoanoi kauan > & ObHoBHTL
CramicTina no Tpady
Wms Paccrosmue, Yoanewuoidi  Yaanesuoiit BW, Bepcwn Bpews
Crammposase schipa # MNe xocra IP-agpec MAC-anpec KM RSSI, oM  SNR, b RSSI, nbm SNR, 06 TxRate RxRate My Mo paborbi  [leictene
_ 1 AP 0 -54/-56 33733 -53/-58 31731 HENSS2 HENSS2 20 [F:CH OmianioumnTe
CnexTpoariensatop MCS9LGI  MCS10 00:01:06
195 LGI 219.4
ypHan coBurmuii
Mepenaxo / NpuHATO Bcero, Gant 324281147 802 lMNepenaxo c olwMBKamy, NakeTos 0
Cevesan urdbopmaya
TMepenaHo / NPUHATO BCETD, NaKeTOR 22971086 TMoeTope! Nnepenaum 3a NocnenHuil NepHo, NakeToe 0
Wndhopmauma o N
pannoTepdelicax MNepenaHo / NPUHATO AaHHEIX, BaiT 29874/79 864 O6Luee uMCcno NOBTOPOE Nepenaul, NakeTos 23
MepenaHo | pUHATO Aakksix, naketos 1741382 Cropocts nepenau | npuema, Gutlc 11121
Vicbopmauma of yeTpoiictee
Mopynauua Mepenaxo nakeToR MpHHATO NakeToR
MCS0 0 0% 56 15%
HE-N§S2-MCS1 0 0% 2 1%
HE-NS§S2-MCS5 0 0% 1 0%
HE-NS§S2-MCS6 0 0% 2 1%
HE-NSS2-MCS7 0 0% 7 2%
HE-NSS2-MCS8 13 % 10 3%
HE-NSS2-MCS9 161 93% 60 16%
HE-NSS2-MCS10 0 0% 121 2%
HE-NSS2-MCS11 0 0% 123 2%

Ne — HOMep NOAK/TOYEHHOIO YCTPONCTBA B CMUCKE;

Vimsi xocma — ceTeBoe UMS yCTPOINCTBa;

IP-adpec — IP-afpec NOAKIHOHEHHOTO YCTPOICTBE;

MAC-adpec — MAC-azpec NOAKNHOYEHHOTO YCTPOCTBa;

PaccmosiHue — paccTosiHne [0 BCTPEYHOro YCTPONCTBA, KM;

Link Capacity — napameTp, KOTOpbIiA 0To6pakaeT 3DEKTMBHOCTbL MCNONb30BaHMSA YCTPONCTBOM
MOAyNAaLMN Ha nepegady. PaccunTbiBaeTcs UCX0O4S U3 KONMYeCTBA NakeToB, NepefaHHbIX Ha KaXaoi
MOAYNALMN A0 BCTPEYHOTO YCTPOWCTBA, U MOHMKAKLLNX KO3 (PMUMeHTOB. MakcumasibHoe 3HaYeHne —
100% (03Ha4aeT, 4TO BCE NaKeTbl NepeaatoTcs A0 BCTPEUYHOIO YCTPOCTBA HA MaKCMMasTbHO
MOAYNALMM ANS MaKCMMa/IbHOTO Tna Nss, NoAAEPXXMBAEMOr0 BCTPEYHbIM YCTPONCTBOM).
MuHUManbHoe 3HaueHne — 2% (B cnyyae, Korga naketbl nepegatoTca Ha Moaynsuum nssTmes0 gns
BCTPEYHOro yCTpoiicTBa ¢ nogaepkkoin MIMO 3x3). 3HaueHre napameTpa paccunTbiBaeTcs 3a
nocnegHvie 10 cekyHz,

Link Quality — napameTp, KOTOPbI 0OTOOpaxXaeT COCTOSIHUE JIMHKA 10 BCTPEYHOro YCTPOICTBAa,
paccunTaHHbI Ha OCHOBaHWUW KO/IMYECTBa PETPAHCMUTOB NaKeTOB, OTMNPaB/IEHHbLIX BCTPEYHOMY
yCTpoiicTBY. MakcumasibHoe 3HaueHne — 100% (Bce nepefaHHble NakeTbl OTNPaBUANCH C NepPBOl
NOMbITKW), MUHUMaIbHOE 3HaveHne — 0% (HW OAMH NakKeT A0 BCTPEYHOrO YCTPOICTBA He 6biN1 yCNeLHO
oTnpaB/ieH). 3HaueHne napaMeTpa paccunTbiBaeTcs 3a nocnegHue 10 cekyHa;
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Link Quality Common — napaMeTp, KOTOpPbIil 0TO6paXkaeT COCTOSAHNE INHKA A0 BCTPEYHOro YCTPONCTBA,
paccunTaHHbI Ha OCHOBaHWW KO/IMYECTBa PETPAHCMUTOB NaKeToB, OTMPaB/IEHHbIX BCTPEYHOMY
yCTpoiicTBYy. MakcumasibHoe 3HaveHne — 100% (Bce nepefaHHble NakeTbl OTNPaBUANCHL C NepPBO
MOMbITKM), MUHUMaIbHOE 3HaveHne — 0% (HM OAMH NakeT A0 BCTPEYHOrO YCTPOICTBA He 6biN1 yCneLHo
oTnpaB/eH). 3HauUeHne NapaMeTpa paccunTbIBAeTCS 3a BCE BPEMS NOAK/MOUYEHNS BCTPEYHOTO
YCTPOWCTBa;

RSS! — ypoBeHb NpvHUMaeMoro curHana, Abw;

SNR — oTHOLWeHne curHan/wym, ob;

YoasieHHbIl RSSI — ypoBeHb NPUHMMAEMOr0 CUrHas1a BCTPEYHOrO YCTPONCTBa, AbM;

YoasieHHbIl SNR — OTHOLLEHWE CUrHas1/LLyM BCTPEYHOro yCTpoiicTea, Ab;

TxRate — kaHanbHasa CKOpPOCTb nepegauu, Mout/c;

RxRate — kaHanbHasA CKOpoCTb npuema, MouT/c;

BW — nonoca nponyckaHus 6ecnpoBogHOro kaHana, Mrr;

CKopocmb repedadyu — CpefHsAst CKOPOCTb Nepefayn gaHHbIX 3a nocnegHue 10 cekyHg, M6uT/c;
CKopocmb ripuemMa — CpefHsAsi CKOPOCTb NpremMa AaHHbixX 3a nocnegHue 10 cekyHa, MouT/c;

Bepcus O — Bepcust nporpammHoro oéecneyeHns NoAKIHUYEHHOro YyCTPONCTBa;

Bpewmsi pabombi — BpeMSi COeQUHEHUS;

Jelicmsue — npy HaXXaTuUmn KHOMKN «OTKIOUUTLY» COeAMHEHME C NOAKNIOYEHHbIM YCTPONCTBOM ByaeT
pasopBaHo. [locne OTK/IYEeHNs YCTPOWCTBO NepenoaK/ItovnTCS;

lNepedaHo/npuHsimo Bcez20, 6alim — KONMYECTBO NepefaHHbIX/NPUHATLIX Ha NOAK/IYEHHOE YCTPOCTBO
oaiT;

lNepedaHo/npuHsIMO BCe20, Nakemos — KOIMYEeCTBO nepefaHHbIX/NPUHATLIX Ha NOAK/IIYEHHOe
YCTPOWCTBO NaKeTOB;

lMepedaHo/npuHAmMo 0aHHbIX, 6alim — KONNYECTBO NepefaHHbIX/NMPUHATLIX Ha NOAKIHOYEHHOe
YCTPOWCTBO 6alT AaHHbIX;

lNepedaHo/npuHsIMO OaHHbIX, Nakemos — KO/IMYeCTBO NnepesaHHbIX/NPUHATBLIX Ha NOAKHYEHHOE
YCTPOMCTBO NaKeTOB AaHHbIX;

lNepedaHo ¢ owubkamu, nakemos — KONNYeCTBO NakeToB, NepefaHHbIX C OMbKamn Ha NOAKNHOYEHHOE
YCTPOWCTB;

lMosmopsbi nepedayu 3a rnocsaedHul nepuoo, nakemos — KONMYeCTBO NMOBTOPOB Nepejayn Ha
NOAKNIOYEHHOE YCTPONCTBO 3a nocnegHue 10 cekyHa,

O6wee 4uc/10 N0BMOPOB repedayu, nakemos — KoIMYeCcTBO NOBTOPOB Nepefayn Ha NoAK/IHYeHHoe
YCTPOMCTBO 3a BCe BPEMS NOAK/THOYEHNUS;

Ckopocmb repedadu/npuema, Kbum/c — akTyasibHas CKOpOCTb nepegayn Tpacumka B HaCTOALLMIA
MOMEHT BPEMEHW.
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PykoBoacTtso no akcnayatauum WOP-3ax-LR5

B nogmeHto «Ctatuctuka no tpacuky» otobpaxarorcs rpaddukm CKopocTu npuema/nepegayum Tpacurka 3a
nocnegHvie 3 MMHyTbI, a Takke MHpopMaLma O KO/IMYecTBe nepesaHHoro/nosry4eHHoro Tpadmka ¢ MOMeHTa

BK/IHOYEHWSA YCTPOICTBA.

BricTpan HacTpolka MoHMTopIHT Radio AP CeTeBble HacTpoNkM Cucrema MHCTPYMEHTD

BecnpoBoaHLIE KNIMEHTbI
WLAND TxiRx KGuric
Roc: 0 KBuric (max: 0.4 KGuric)

CTaTueTHka nio Tpadbury > ® Tx 4.8 KSwmic (max 9.1 Kbwic)

KEuTic
Crannposarme shupa o5
85
CnexTpoataniiatop
75
HypHan cobbmui R
65
CeTesan MHIhopMaLma 55
rdhopmalmaA o 43
pagMonHTERdeRcax a5
Wnibopmala of yeTpoicTee 23
15
05
15:06:34  15:06:45 15:06:58 150710 150722 15:07:34 15:07:46 150758 1508:10 15:0822 15:08:34 150846 15:08:58 15:08010 15:08:22 150034 t ¢
LAN Tx/Rx KGurlc
R 0.8 KBuTic: (max: 18 KSuic)
@ Tx 5.7 KGuric (max: 38.4 Kouric)
KEuric
40
38
a2
28
24
20
10
12
8
4
0
15:08:34 15:06:46 1506:58 150710 1507:22 150734 150746 15:07:38 150810 15:08:22 15:08:3¢4 15:08:48 150858 15:0910 15:08:22 150034 t ¢
Mepenato v
MpuHATO ~

Mpadhmk LAN Tx/Rx noka3sbiBaeT CKOpOCTb NpremMa/nepegayun tpadgurka vyepes Ethernet-untepcpeiic yctpolictea
3a nocnegHvie 3 MUHyTbI. Fpadrk asTomaTnyeckn 06HOBNSAETCA Kaxable 6 CEeKyH.

Mpadmk WLANO Tx/Rx nokasbiBaeT CKOPOCTb Npuema/nepegaun Tpadguka yepes Radio-
nHTepdeic ycTpoiicTea 3a nocnegHve 3 MUHyThl. pachmk aBToMaTnyeckn 06HOBISETCA KaxXable 6 CEeKyHA,

OnucaHune Tabnuupl «lepedaHo»:

* MIHmepgpelic — nms nHTepdelica;

* Bcezao nakemos — KO/IMYECTBO YCMELLIHO OTNpPaB/IeHHbIX NaKeToB.;
* Bceeo 6alim — KO/IMYeCTBO YCMELIHO OTNpaBeHHbIX 6aiiT;
+ Om6poweHO nakemos — KONM4YecTBO NaKeToB, OTOPOLLIEHHbIX NPU OTMNPABKE;

* OWUubKU — KONNYEeCTBO OLLUNOOK.

[NepepaHo ~
Wurepdesic Bcero naketoe Bcero ba#t
LAN 4458 2155270
WLANO 7686 1051779

OrbpoweHo nakeToe Ownbim
0 0
28 1
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OnucaHue Tabnuupl «[PUHAMO»:

* MiHmepdgpelic — nmsa nHTepdeinca,

* Bcez2o nakemos — KO/M4eCcTBO YCNeLHO NPUHATBLIX NaKeToB.;

* Bcezo 6alim — KOM4eCcTBO YCMeLHO NPUHATLIX 6aliT;

* Om6powWeHO nakemos — KO/IMYeCTBO NakeToB, OTOPOLLEHHbLIX NPY NOSTYYEHUY;
* OwWubKu — KOJIMYECTBO OLLMOOK.

MpuHATO ~
WnHTepdeic Bcero naketor Bcero baiT OrbpoweHo nakeToB Owndkm
LAN 18872 3688618 0 106
WLANO 100 10213 0 9856

6.7.3 ToameHto «CkaHmpoBaHue adnpa»

B noameHto «CkaHupoBaHue achupa» OCyLLECTBSETCA CKaHMPOBaHME OKpYXatoLLero paanoadupa un
O6Hapy)XeHune cocefHNX yCTPONCTB.

ErICTpan HACTpoiKa MOHMTOPMHD Radio AP CETEEEIE HACTPOMKN Cucrema WHCTPYMEHTRI u - {BBIXOA)

BecnposoaHoi kakan Mocneghee ckakupoBatwe Soino 10.07.2025 10:20:37

CTaTMCTHEA No Tpaduky
5Ty

CraHuposadue supa »

NuanasoH Pexum SSID Pexum Ge30nacHOCTH MAC-anpec Kanan ! LnpuHa RSSI, oBbMm
R R 5Ty AP OWE 40020 57
Hypran cofermni 5y AP Open 36/30 -67
CeTeEas MHPOPMALMA 5y AP WPA_1TXMPAZ_1X 3680 -68
s 5y AP Open 40/20 71
PRAMOHTE pOCHE A sy 5P apen 4020 71
Wuopmayun of yorpoicTes 5y AP Open 40020 71
5y AP WPRA2Z 36401 -T2

[lna 3anycka npouecca cKkaH1poBaHus adnpa HaxXMUTe Ha KHomnky «CkaHMpoBaTb». Mocne 3aBepLieHns
npouecca Ha CTpaHuLe NOSIBUTCS CNINCOK 0GHAPYXXEHHbIX B paano3adhmpe YCTPONCTB 1 MHGDOPMALIMA O HUX:

* locnedHee ckaHUpoBaHue b6blI/10... — Aata 1 BPeMs NOCNEeAHEr0 CKAHMPOBaHWS;

« Juana3oH — yka3blBaeTcs agnanasoH 5 T, B KOTOPOM 6b110 0GHAPYXEHO YCTPOICTBO;

« Pexxum — pexum paboTtbl pagnonHtepdieiica ycTpoicTBa;

+ SSID — SSID 06Hapy>XeHHOro yCTPOICTBa;

+ Pexxum 6e3onacHocmu — Pexnm 6e30MacHOCTM 06HaPYXXEHHOro YCTPONCTBA;

* MAC-adpec — MAC-agpec 06Hapy>XeHHOro yCTponCTBa,;

* Kanasi/lLlupuHa — pagnokaHasl, Ha KOTOpOM paboTaeT 06Hapy>XeHHOe YCTPOICTBO;

* RSSI — ypoBeHb, C KOTOPbIM YCTPOIACTBO NPUHMUMAET CUrHa1 06HAPYXXEHHOTO YCTPOICTBa, ABM.

€ Bo Bpems ocylecTBNEHUSA CKaHMPOBaHUS achnpa paavouHTepdelic ycTpoiicTa 6yAeT OTK/IOUEH, YTO
npuBeaeT K HeBO3MOXHOCTY Nepeayn AaHHbIX KTMEHTCKMM YCTPONCTBaAM BO BPEMSI CKAHUPOBAHWS.
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6.7.4 TogmeHto «CrnekTpoaHasiM3aTop»
B nogmeHto «CneKkTpoaHann3aTop» OCYLLECTB/SETCA 3anyCcK 1 MOHUTOPUHT paboTbl CekTpoaHasm3aropa.

Ha ycTporictBax WOP-3ax-LR5 ecTb BO3MOXHOCTb 3anycka crnekrpoaHasiMsaropa Ha pagavonHtepdeiice Radio
57Ty,

3anyck cnekrpoaHasmsaropa Ha nounHTepdelice

€ npwu 3anycke cnekTpoaHanusaropa paguonHTepdelic 6ygeT nepeBeeH B PeXUM CKaHUPOBAHWS, YTO
npvBeaeT K npepbiBaHuio Bcex Wi-Fi coeanHeHunin Ha JaHHOM paguounHTepgeince.

BricTpan HacTpoika MoHUTOPUHT Radio AP CeTeBble HacTPOoRKM Cucrema MHCTpyMeHTE! - (BbIXoq)

BecriposogHofi karan % CraHupoRaTh CraHmpoeanue zaiimer He Banee 67 ¢

CramicTika no Tpadwky
MocnepHes ckannposanye Geino 05.05.2025 11:35:18
CraHvpoeaHue supa

CnekTpoaHanuzarop » gy
Yacrora: 5220 My
HypHan coBermai 75 | BalulEE T

Cetesan uHopmauma 65

WMhdhopmayma o
pagvonHTEpeiicax

Wudbopmauwma ob ycTpoiicTee

¥Tunusayms kanana, %
fa
=1

Il l”.lli. ; | ‘.‘.’.M[I.[.1|‘|.‘I...\_|||‘|.I|[||u .

5200 5300 5400 5500 5600 5700 5800 5900
Yacrota, My

15
mH
5‘
o !l

[na 3anycka paboTbl cnekTpoaHasim3aTopa HaXXMUTe Ha KHOMKY «CkaHupoBaTtb». B MHpopmaLMOHHOM OKHe,
pacnosioXXeHHOM crpasa OT KHOMKKW, 0TO6paXkaeTcs BPeMs B CeKyHAaX, NpoLuellee ¢ Havyasia 3anycka
CKaHupoBaHus. Bpems paboTbl cnekTpoaHanm3aTtopa Ha Radio 5 'y, 3aHMmaeT He 6onee 1.5 MUHyTbI.

* [locniedHee ckaHuposaHue 6b1/10... — fata U BPeMs NMoc/eHero CKaHMpoBaHus;

* Ymusu3ayusi kaHasia — HhopMauns 0 3arpy>eHHOCTU paZuoKaHasa, BbipaKeHHas B nNpoueHTax;
* Yacmoma — yacTtoTta KaHasia B MI'Li, Ha KOTOPOM NMPOM3BOAUI0CH CKaHpOBaHue;

* KaHa/1 — HOMep KaHasia, COOTBETCTBYIOLLMIA JaHHOI YacToTe.

© CnektpoaHanusaTop NpoU3BOANT aHa/N3 BCEX KAHAIOB Avanas3oHa BHe 3aBUCMMOCTY OT HACTPOeK Ha
paanovHTepdelice.
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6.7.5 MogmeHo «KypHasn cobbIThii»

B nogmeHto «XKypHan co6bITUA» MOXHO NMPOCMOTPETb CNUCOK MHADOPMALMOHHbIX COOOLLEHWI B peaslbHOM
BpeMeHW, cogepxallnii creayoLLyo nHgopMauuo:

BuicTpan HacTpoika MoHuTopuHr Radio AP CeTeskie HACTPOHKM Cucrema WHetpymeHTsl - (BbiX00)
becnposoaHoil kaHan & ObHoBMTL & Ounctve
Crameruea o Tpadyry Nata u Bpema Tun Mpouecc CoobuleHue
Crarmposarine agypa Oct 6 06:38:36 user.info monitord spectrum analyzer on interface ‘wlan0' finished
Cnextpoananuzatop Oct 6 06:38:32 user.info monitord start spectrum analyzer on interface 'wlan0’
HKypran cobermvi » Oct 6 06:28:51 authpriv.infe weblogin[2041] pam_unix(weblogin:session): session opened for user admin
CeTesan HhopMaLmA Oct 6 06:28:44 auth.wam weblogin[2034] pam_authenticate call failed: User not known to the underlying authentication module (10)
WichopuaLus o Oct 6 06:28:42 authpriv.notice weblogin[2034] pam_unix(weblogin:auth): authentication failure
panMoMHTepdeicaX Oct 6 06:28:42 authpriv.notice weblogin[2034] pam_unix{weblogin:auth): check pass; user unknown
Wrdpopmauma 00 yctpoiicTee Oct 6 06:28:38 auth.warn weblogin[2031] pam_authenticate call failed: User not known to the underlying authentication module (10)
Oct 6 06:28:35 authpriv notice weblogin[2031] pam_unix(weblogin-auth): authentication failure

+ [ama u spemsi — Bpems, Korga cobbiTue 6b110 CreHepMpoBaHo;
+ Tun — KaTeropusi 1 ypoBeHb BaXKHOCTN COObLITUS;

+ poyecc — nms npouecca, CreHepMpoBaBLUEero coobLeHne;

+ CoobuwjeHue — onucaHune coobITUs.

Ta6nuua 5 — OnucaHne KaTeropuii BAXHOCTU COBbITUI

YpoBeHb Tun BaXXHOCTU OnucaHue
CoO00LeHnN
0 UpesBblyaliHble B cructeme npousoLunia kpUtuyeckasn owmbka, cuctema MoxeT paborarb
(emergency) HenpaBu/IbHO
1 CwurHanbl TpeBoru (alert)  HeoGxoayMo HeMea/ieHHOe BMeLlaTesibCTBO B CUCTEMY
2 Kputunueckue (critical) B cucteme npousoLuna Kputnyeckas owmnoka
3 OwnbouHble (error) B cucteme npomsoluna ownbka
4 MpenynpexaeHuns MpeaynpexaeHne, HeaBapuiiHoe coobLleHne
(warning)
5 YBegomneHus (notice) YBeAomMeHne cuctembl, HeaBapuiiHoe coobLueHne
6 VHthopmaLoHHble VHhopmaLMoHHble COOBLLEHNSA CUCTEMDI

(informational)

7 OTtnagouHble (debug) OTnafoyHble COOGLLEHNS NPESOCTaBNSAIOT N0Ib30BaTEN0 NHhopMAaLIMIO A1S
KOPPEKTHOW HAaCTPOWKN CUCTEMBI

[Nsi NoNTyYeHUst HOBbIX COOBLLEHNIA B XXypHasle COBbITUI HEOBXOANMO HAXaTb HA KHOMKY «O6HOBUTL».
Mpu HeOBXOANMOCTU BCE CTapble COOBLLEHUS 3 XypHaIa MOXHO YAA/IUTb, HAXaB Ha KHOMKY «OUNCTUTb.
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6.7.6

PykoBoacTtso no akcnayatauum WOP-3ax-LR5

MoameHto «CeTeBas MHGopMaLms»

B noameHio «CeTeBasi UHpOpMaLUA» OCYLLECTBSIETCS NMPOCMOTP OCHOBHbIX CETEBbLIX HACTPOEK YCTPOWCTBA.

BricTpan HacTpoika MoHuTopUHF Radio AP CeTeBble HacTpoku Cucrema WMHCTpyMEHTE]

BecnposoaHoit kaHan Cratyc WAN
CramucTura no Tpadmxy WnTepdeiic brl)
CraHuposaH1e acupa Hporonon s
IP-agpec
CnexTpoaHanuaatop
MpunATo 4.9 Maiit (5 178 169 Baiit)
W B i
AypAnCObE Mepenaro 2.2 MBaiiT (2 313 173 Baiim)
Cetesan wHdropmauya > Ethernet
Wrchopmaua o CocToAHue nopta Up

pagwouHTEpdeiicax
CropocTs 1000

Mudopmauma of yetpoiicTee
PHaLy Al Oynnexc Full

ARP ~
Ne IP-appec MAC-agpec
0
1
2
MapLipyTel ~
Ne Wutepdeic Hazna4enne Loz Macka

0 brD 0.0.0.0 0.0.0.0

1 br0 0.0.0.0

Dnaru

UG

(Bbxog)

Cratyc WAN:

Vumepabelic — nms bridge-nHtepdoeiica;

lpomokos1 — NPOTOKOA, UCNoNb3yeMblii Ana goctyna k cetn WAN,;
IP-adpec — IP-agpec ycTpoicTBa BO BHELLHEl ceTy,

lpuHsiMo — Konm4ecTBO NPUHATLIX HA WAN 6aliT;

lNepedaHo — konuyecTBO nepegaHHbIx ¢ WAN 6aiT.

Ethernet:

SEP:

CocmosiHue nopma — cocTtosiHne Ethernet-nopra;
CKopocmb — CKOpPOCTb NoAk/toveHns no nopty Ethernet;
Aynnekc — pexvm nepegayvn gaHHbIX:

* Full — nonHbIii gynnekxc;

* Half — nonygynnekc.

SFP-module Status — otobpaxaeT Hanuume/otcytcTeue SFP-moayns;
CocmosiHue nopma — COCTOsiHMe paboTbl ONTUYECKOro MHTepdeiica;
Tx Fault — nvHAMKaUUst HENCMPABHOCTY NepeaaTUnKa;

LOS — notepsa curHana;

CKopocmb — CKOPOCTb Nepefayn AaHHbIX;

Temnepamypa — Tekyw,as Temneparypa SFP-moayns;

HanpsxeHue — HanpshkeHne nutanua SFP-moayns;

Tok — TOK cmelleHuna nasepa SFP-moayns;

MowHocmb u3/ly4eHuUsi — MOLLHOCTb Ha BbIX0O4e nepeaaTymka;
MowHocmb Ha npueme — MOLLHOCTb Ha BX0O4e NpUeMHMKa.
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ARP:

PykoBoacTtso no akcnayatauum WOP-3ax-LR5

B ARP-Tabnuue cogepxumTcsa nHpopmaums o cootseTcTeun IP- n MAC-agpecoB cocefiHUX CeTeBbIX YCTPOWCTB:

IP-adpec — IP-agpec ycTpoincTBa;
MAC-adpec — MAC-agpec ycTpoiicTBa.

MapLipyTbl:

Mumepgbelic — nvs bridge-nHtepdelica;

HasHaueHue — IP-aipec xocTa uim NoAceT Ha3HaYeHWs, 10 KOTOPbIX YCTAHOB/IEH MapLUpYT;
L3 — IP-agpec Wwno3a, Yyepes KOTopbIii OCYLLIECTBASETCA BbIXOA HA agpecara;

Macka — macka nogaceTty;

®1azu — onpefeneHHbIe XapaKTePUCTUKN AaHHOTO MapLupyTa.

CyLLEeCTBYIOT ClieaytolLMe 3HaueHns go1aros:

U — yKkasbIBaeT, UTO MapLUpyT CO3aH W AB/ISETCA NPOXOAMMbIM.

H — yka3biBaeT Ha MapLupyT K onpeaeneHHoM y3iy.

G — ykasbIBaeT, YTO MapLUpyT nNposieraet Yepes BHeLWHWI W3, CeTeBol MHTepdelic cuctembl
npefocTaBnseT MapLUpyTbl B CETU C NPAMbIM NOAK/HOYEHEM. Bce npoyvie MapLupyTbl NPOXOAAT vyepes
BHeLLHWe wto3bl. dnarom G oTMevaroTcs BCe MapLUpyThbl, KOOME MapLIpyTOB B CETU C NPAMbIM
NOAK/OYEHNEM;

R — ykasbIBaeT, UTO MapLUpyT, CKopee BCero, Obl1 co34aH ANHAMUYECKUM MPOTOKO/IOM MapLUpyTu3auum,
paboTaloLyM Ha NIOKasIbHO cucTeme, NocpeacTBOM napameTpa reinstate;

D — ykasblBaeT, UTO MapLUpyT Obis1 06aBNeH B pe3y/ibTare noyvyeHnss Coo6LLeHNs nepeHanpasieHns
ICMP (ICMP Redirect Message). Korga cuctema y3HaeT o mapLupyTe u3 coobuieHusi ICMP Redirect,
MapLUpPyT BK/OYaeTCs B Tab/vLy MapLupyTusauum, YTobbl MCKNIOYNTL NepeHanpasneHme ans
nocneayoLmx nakeTos, NpeAHa3HavYeHHbIX TOMY Xe agpecary.

M — ykasbIBaeT, UTO MapLUpyT NOABEPICS U3MEHEHWIO, BEPOSITHO, B pe3ysibTare paboTbl AMHAMNYEeCKOro
NPOTOKO/1a MapLUpyTU3auun Ha JTIOKaUTbHOM cucTeMe 1 NnpuMeHeHus napameTpa mod.

A — yka3blBaeT Ha 6ydhepu3oBaHHbIli MapLLpPYyT, KOTOPOMY COOTBETCTBYET 3anuch B Tabnuvue ARP.

C — yKasbIBaeT, UTO UCTOYHMKOM MapLupyTa fBnseTcsa 6ydep mapLupyTusauum agpa.

L — ykasbIBaeT, 4TO NyHKTOM Ha3HauyeHuss MapLupyTa SBIsSeTcs O4MH U3 agpecoB AaHHOIO KOMMboTepa.
Takne «/10Ka/lbHble MapLUpyTbl» CYLLECTBYIOT TO/IbKO B Bydhepe mapLipyTm3aumm.

B — ykasbIBaeT, YTO KOHEYHbIM NMYHKTOM MapLupyTa SABMSEeTCA LWMPOKOBeLaTeNbHbll agpec. Takue
«LUMpOKOBeLLaTesibHble MapLUpyTbl» CYLLECTBYIOT TO/IbKO B Oydepe mapLupyTmsaumm.

| — yKasbIBa€eT, UTO MapLUpyT CBA3aH C KosbleBbiM (loopback) nHtepdeiicom ¢ Lenbio NHOW, Hexenu
obpaLleHmne K KonbLeBol ceTh. Takne «BHyTPEHHNE MapLUpyTbl» CYLLECTBYOT TO/IbKO B Bydepe
MapLupyTm3aumm.

I — ykasbIBaeT, UTO AeTarpammbl, HaNpaBnsemMble MO 3TOMy agpecy, 6yayT oTBepraTbcs CUCTEMOIA.
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PykoBoacTtso no akcnayatauum WOP-3ax-LR5

MogmeHio «MHopmaums o paguonHTepderice»

B nogmeHto «MHchopmauusn o paguounHTepdeiice» 0TO6paxeHo TekyLlee COCTOAHME
pagnovHTepdelica ycTpoicTsa.

BuicTpan HacTpoiika MonuTopuHr Radio AP CeTesuie HacTpokim Cuctema MHCTpymeHTeI - (Bb1XOA)

BecnposoaHLIe KNUEHTE Radio 5 My
CramcTvka no Tpadmey Cratyc Brntouero
CraHvposaHie 3cmpa MAC-anpec
Peskin IEEE 802 11ax
CnexTpoaHanuzatop
Kanan 36 (5180 M)
Hyprian cobermui LLnpuHa kanana, MMy 20
Cetesan unchopmauma Yeunenue aHTerkel abu 16
WichopmaLms o MoTepu & kabens, o5 1
PapnonHTEpEnCax > MowHocTs curnana, abm 10

Whdbopmauya ob yctpoiicTee SHHM, abm 25
YpoBeHs Wyma, ABM -93/-83

YTunuzauuA kaHana, % [

PaanounHTepdeiic ycTpoicTBa MOXET HaXOAUTLCS B [1BYX COCTOSIHUAX: «BKntoueHo» nnm «BbikoueHo». B
3aBWUCMMOCTW OT cTaTyca MHTepdeiica ans MOHUTOPUHIa AOCTyNHa ceayroLwas MHopMaums:

«BbIKNHOYEHO»

Cmamyc — cocTosiHue pagunonHtepdeiica;
MAC-adpec — MAC-agpec paanovHTepdeiica.

«BKIHOYEHO»

Cmamyc — cocTosiHue pagunonHtepdeiica;

MAC-adpec — MAC-agpec paaMovHTepgeiica;

Pexum — pexunm paboTbl pagnonHTepdeiica cornacHo ctaHgaptam IEEE 802.11;

Cmamyc nodk/1lo4eHuUs1 — COCTosiHME nofaknodeHust knveHTa (STA) k Touke goctyna (AP). JocTynHo
TONbKO A/19 pexunma ycTpoicTea «KnneHT,

Karasn — Homep 6ecnpoBOHOrO KaHasa, Ha KOTOPOM paboTaeT paanonHTepdeiic;

LlupuHa KaHas1a — LWWMpUHa NoJ10Ckl YacTOT KaHasa, Ha KOTOPOM paboTaeT pagnonHTepdeiic;
YcuneHue aHmeHHbl, 0bu — KO3MULNEHT YCUNEHUS BbIOPAHHO aHTEHHB,

Momepu B kabersie, 0b — 3afaHHas Be/IMYMHa NOTePb B Kaberne,

MowHocms cuaHasia, 0bM — MOLHOCTb CUrHasa, Ha KOTOpPOoW paboTaeT paanonHTepdeiic;
SNNM, dbm — 3dhdreKTBHAsA U30TPOINMHO-N3NyHaemas MOLLHOCTb;

YposeHb WwymMa — ypoBeHb LLyMa KaHaa, Ha KOTOpoM paboTaeT paanonHTepdeiic;

Ymunu3sayusi kaHasia — NHhopMaLmsa 0 3arpy)XeHHOCTU paamnokaHana, BblpaKeHHas B NPOLEHTax.
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6.7.8 MogmeHto «MHopmaums 06 ycTpoincTee»

B nogmeHto «MHhopmauusa 06 ycTpoicTBe» 0TOOpaxeHbl OCHOBHbIE XapakTepucTuKn yCTpoicTaa.

:g LTe x @ TecToBkll pexum

BeicTpan HacTpoiika MoHUTOpUHT Radio AP CeTeBtle HacTpo#ku Cuctema WHCTpymeHTEI - (eblxog)

BecnpoeogHoi kanan Wanenne

B AnnapatHanA eepcuA 1v2
CramucTuka no Tpadmky
3aeopckon MAC-agpec EC:B1:E0:2D:8B:00
CkaHvpoBaHue agmpa
CepuitHeli Homep WP58000152

CriexTpoaHanuaatop Bepona M0
HypHan cobbITuit Pesepsnan sepeua M0

Bepcua zarpyaumka
Cetesan uH(opmaLma P Py

CucTemHoe Bpema 06.10.2025 05:39:50
Whdboprmauma o
panvonHTepdelicax Bpema pabotel 0 gn, 00:21:15
Wudropmarma ob yeTpoiicTes » SamySE LR 2%
Mcnonkzyeman namaTe 41% 98 Mbaiit / 237 Mbait

2 OBHOBMTL

* MI30esiue — HaMMeHoBaHMe MOLENN YCTPOUCTBa;

+ Annapammdasi Bepcusi — Bepcus annaparHoro o6ecneyeHnst yCTponicTea;

+ 3asodckoli MAC-adpec — MAC-agpec WAN-uHTepcpeiica ycTpolicTBa, yCTaHOB/IEHHbIN 3aBOA0M-
n3roToBuUTENEM,

+ CepuliHbili HOMEP — CepUiHbIA HOMEp YCTPOICTBA, YCTaHOB/IEHHbIN 3aBOA0M-U3rOTOBUTENEM,

* Bepcusi MO — Bepcus nporpammMHOro obecrnevyeHns yCTponcTea;

* PesepsHas sepcus O — npefbiayluias yctaHosieHHasa sepcud M0O;

* Bepcusi 3a2py3yuka — Bepcusi NporpammHoro obecneyeHuns 3arpysyvka ycTpoincTsa;

+ CucmeMHoe BpeMsi — TeKyLLMe BpeMS 1 Aara, yCTaHOB/IEHHbIE B CUCTEME;

* Bpewmsi pabombi — BpeMsi paboTbl C MOMEHTa NOCNEAHEr0 BK/IOUYEHMSA NN Nepe3arpy3kn yCTPONCTBa;

+ 3aepy3ska L[1Y — cpeaHnii NPOLEHT 3arpy3ku npoueccopa 3a nocnegHune 5 cekyHa;

* Yicrnonb3yemasi naMmsimb — NPOLLEHT UCNOb30BaHUA (hM3NMYECKOl NnamsATh YCTPOICTBa.
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6.8 MeHo «Radio»

B meHio «Radio» npon3BoanTca HacTpoiika 6ecnpoBOfHOro nHTepdeiica.

6.8.1 MogmeHto «Radio»

PykoBoacTtso no akcnayatauum WOP-3ax-LR5

B nogmeHto «Radio» ocylllecTBNSIOTCS HACTPOIAKM OCHOBHbIX NapaMeTpoB paanonHTepdieiica ycTpoiicTea.

BricTpan HacTpoika

Radio >
QoS

JononHuTensHo

MoHuTopMHr Radio AP

Obume
Pexuam ycTporicTea
Pexama 802.11
AsTomaTiueckuit Belbop kaHana

OrpaHnu HTE CNWMCOK KaHanoe

LpuHa kanana, My
CcHOBHON KaHan

BUKCHPOBAHHAA LieHTpansHanA
yacTota

Dukcu pOBaHHAA KaHansHaA
CHOPOCTE Nepena4v

MakcumansHas kaHansHan CHOpOCTE
nepena4M

MakcumansHaA kaHansHanA CKOpPOCTE
npuema

ABTOONPEENEHWE PACCTORHUA
Paccroanue, ra

TDD

[nuHa kagpa, Mc

CootHowenue Uplink/Downlink

CeTeBkle HACTPOMKNA

Cucrema

Touka goctyna PTP

IEEE 802.11ax

Auto

Auto

Auto

WHCTpymMeHTEI

50/50

(Bbixon)

Obwue Hacmpolku:

+ Pexum ycmpolicmsa — pexum paboTbl pagnonHTepderica ycTpoiictTea. JoCTymnHbl:
+ Touyka docmyrna PTP — TO4Ka-TOUKa;
+ Touyka docmyrna PMP — TOUYKa-MHOIOTOUKa,;
* KnueHm — 6ecnpoBofHoi kKnneHT (STA).
« Pexxum 802.17 — pexxum paboTbl MHTepdieiica cornacHo ctaHaapTam:
* |[EEE 802.11ax;
* |[EEE 802.11a/n/ac;
« IEEE 802.11a/n/ac/ax.
+ Asmomamuyeckuli BbI60p KaHasia — NPU yCTaHOB/IEHHOM doniare yCTPOCTBO ByAeT aBTOMaTUYEeCKM
BblOMpaTh HaMMeHee 3arpy)XeHHbIil pagnokaHan gnsa paboTtbl pagmonHTepdeiica. Mpu cHaTom dnare
OTKpbIBaAETCA AO0CTYN A1 YCTaHOBKM CTaTUYeCKoro paboyero kaHana;
* KaHas1 — BbIOOp KaHasia nepefayv AaHHbIX;
+ OgpaHuU4uUmb CrNUCOK KaHas108 — Npu yCTaHOBNEHHOM dhiiare yCTPONCTBO ByaeT MCnosib30BaThb

Ol'paHVILIeHHbIVI nosib3oBaresiemM CrnncokK KaHas1oB AJiAd pa60TbI B aBTOMaTn4eCKoM pexnve Bbl60pa

KaHana. Ecnu d)nar HanpoTtme «OrpaHNYNTb CNUCOK KaHa/10B» He YCTAHOB/IEH WU/IN B CMIUCKE OTCYTCTBYIOT
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KaHasbl, TO YCTPONCTBO ByaeT BbiGupaTtb pabounii KaHasl U3 BCex AOCTYMHbIX KaHa10B AaHHOro
AnanasoHa yacToT. KaHasbl gnanasoHa 5 My 32-193;
Pa3peweHHbIl CrucoK kKaHa/s108 — HaCTpOliKa AOCTyNHa B peXxume ycTpoinctea «KnmeHT». Mpu
yCTaHOBNEHHOM chriare yCTPOMCTBO ByAET MCMONb30BaTb OrpaHNYEHHbIV NONb30BaTENEM CMINCOK
KaHa0B /1 CKaHMPOBaHWA 1 06HAPYXXeHUsA BCTPEYHbIX YCTPONCTB. Ecnv donar HanpoTtus
«Pa3peLUeHHbIli CNMCOK KaHaU10B» He YCTAHOB/IEH UMW B CNINCKE OTCYTCTBYIOT KaHaslbl, TO YCTPONCTBO
OyfeT ckaHMpoBaTb BCe AOCTYMNHbIE KaHas1bl AAaHHOIO Ananas3oHa YacToT. KaHauibl gnanasoHa 5 My 32—
193;
UlupuHa kaHana, MMy — WwvpnHa Nosiockl YacTOT KaHaa, Ha KOTOPOM paboTaeTt YyCTPONCTBO, NPUHMMAaET
3HaveHnsa 5, 10, 20, 40, 80 1 160 My,
OCHOBHOUI KaHa/1 — napaMeTp MOXET ObITb U3MEHEH TOJIbKO NMPW NPOMYCKHON CNOCOBHOCTH CTaTUYECKM
3aflaHHOro kaHana, pasHoii 40 MI'y,. Kanan 40 MI'y, MOXHO cuMTaTb COCTOSALLMM U3 ABYX KaHanos no 20
MT U, KOTOpbIe rpaHnyaT B YaCcTOTHOW 06nactu. Tu ABa kaHana 20 MI'y, Ha3biBatoT NePBUYHBLIM U
BTOPUYHbIM KaHas1aMu:

+ Upper — nepBuU4YHbIM KaHas1oM ByaeT BepxHuiA kaHan 20 MMy, B nonoce 40 MIy;

+ Lower — nepBUYHbIM KaHa/10M ByaeT HKHUI kaHan 20 MI'y, B nonoce 40 MIy,
duKcupoBaHHasi YeHmpasibHasi Yacmoma — npu akTueauum cpnara Becb Tpagvk (NakeTbl AaHHbIX 1
ynpasneHus) 6yaeT nepefaBaTbCs HA YKa3aHHOW LEHTPpasIbHOW YacToTe KaHasia ¢ 3a4aHHOW LMPUHOW
nonocsl (40/80/160 MI'L). PYHKLMS SABNSIETCA NPONPUETAPHOIA, Nepeada BeAeTcs He Mo cTaHaapTam
IEEE 802.11, rge npegnonaraeTcs UCMNonb30BaHVe pasHbIX LEeHTPasIbHbIX YacToT 1A Tpadouka AaHHbIX 1
ynpasneHus npu wupunHe kaHana 40/80/160 My,
PuKcupoBaHHasi KaHaslbHasi CKOpocmb repedadu — (PUKCUPOBaHHas CKOPOCTb 6ecnpoBOAHON Nepesayn
[JaHHbIX, onpegensemMas cneundurkaumamm ctaHgaptos IEEE 802.11a/n/ac/ax;
MakcumasibHasi KaHa/lbHasi CKopocmb fepedaqyu — MaKCMasibHas CKOpoCTb 6eCnpoBOAHOM Nepegayun
[AaHHbIX aHHOro YCTPOWCTBa, onpeaensemas cneundukaunamm ctaHgapToB IEEE 802.11a/n/ac/ax;
MakcumasibHasi KaHa/lbHasi CKopocmb fpuemMa — MakCuMaslbHass CKOPOCTb 6eCcnpoBOAHON nepesayn
[aHHbIX BCTPEYHOrO YCTPOWCTBA, onpegensemas cneymdukaumsamm ctaHgaptos IEEE 802.11a/n/ac/ax.
[lOCTYMHO TONBKO B pexummax ycTporcTea «Touka goctyna PTP» n «KnneHT»,
AsmoorpedesieHue paccmosiHusi — Npy YCTaHOBIEHHOM chiare YCTPOWCTBO ByaeT aBToMaTn4ecku
onpenenaTb U HacTpavBaTb PacCTOsTHUE MeXy YCTponcTBamu;
PaccmosiHue, kM — pacCcTosiHMe Mexay yCTpoicTBaMu B KUIoMeTpax. ViaMeHeHne 3HavyeHus
paccTosHMA N3MEeHUT 3HaYeHne Taim-ayta ACK. PaccTtosHne criefyeT OKpyrisiTb B 60/1bLUYHO CTOPOHY.
Hanpumep, ecniv pacctosiHie Mexay ycTporictBamu 3,2 KM, TO He06X04MMO yKasaTb 4 KM;
TDD — npwv ycTaHOB/IEHHOM dofiare onuus BKIKOYEHa, Have — BbiktoyeHa. TDD — 310 TexHonorms
6eCKONNMN3MOHHOTO A0CTYyMna C BpEMEHHbIM pa3fefnieHeM KaHasa, KoTopasi CUHXPOHU3NPYET nepegadvy
[aHHbIX B 0060MX HanpasneHNsx B paMKax BpeMEHHOro Kaapa:

+ [nuHa kadpa, mc — pnutenbHocTb TDD-kagpa B MunancekyHgax, npuHumaet 3HadeHus 5, 10 mc;

+ CoomHoweHue Downlink/Uplink — cooTHoWweHne BpemeHu TaliM-criota B TDD-kagpe mexay

Downlink n Uplink Tpadukom.

LWvpuHa kaHasia 5 1 10 MI'y, gocTynHbl ToNLKO B pexume IEEE 802.11a/n/ac.

MapameTpbl «KaHan», «lLUnpuHa kaHana», «OCHOBHOM KaHa» AOCTYMNHbI TO/IbKO B peXunMe yCTponcTBa
«Touka goctyna PTP» nnn «Touka goctyna PMP».
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© B cnyuae, ecnun B cncke «OrpaHNuMTBL CMIMCOK KAHAMOB» ykas3aH HeAOCTYMHbIN 4151 BbIGOPA KaHau, TO

OH OyfeT oTMeYeH cepbIM LUBETOM. [/15 TOro Ytobbl HOBasA KOHGMrypaums bblna npyMeHeHa Ha
YCTpONCTBE, B cnncke «OrpaHnyYnTb CNMCOK KaHa0B» A0/MKHbI ObITb yKa3aHbl TO/IbKO AOCTYMHbIE
(BblAE€NEHHbIE CUHWM LIBETOM) KaHaslbl.
Mpumep. Ha ycTpoiicTBe eLle He NPOM3BOANIOCH HUKaKMX HACTPOEK, N0 ymonyaHuio Ha Radio 5Ty,
ycTaHoBneHa «LvpuHa kaHana» 20 My, a B cnncke «OrpaHnNYnTL CIMCOK KaHas10B» KaHaslbl He
yKasaHbl.
Jonyctm, Bpy4YHyo B CNNCOK «OrpaHNYnTL CMCOK KaHas1oB» Obliin Aob6asrneHsl 36, 40, 44, 48 kaHasbl
1 nosiBUNacb HEOBX0AMMOCTb YCTaHOBUTL NapameTp «LUnprnHa kaHana», pasHbiin 40 My, Mpwn
n3mMeHeHun gaHHoro napameTpa ¢ 20 My Ha 40 My, npoucxoauT cregytoLuee:

« ONS pefakTnpoBaHns OTKpbiBaeTcsl napameTp «OCHOBHOM KaHas », MPUHUMAatOLLMIA 3HAYEHe Nno

ymonuaHuto «Upper»,
* KaHasibl 36 1 44 B cnucke «OrpaHNunTbL CNMCOK KaHas/I0B» MEHSIKOT CBO LBET C CUHET0 Ha CEpbIiA.

Ecnu nameHnTb napametp «LLnpuHa kaHana» Ha 40 Ml 1 He yaanuTb cepble KaHaslbl U3 CNUCKa, TO
NPV HAXaTNW Ha KHOMKY «[prMeHNTb» B Gpay3epe NosiBUTCA OLLUMbKa «BBefeHHbIe AaHHble coepxar
OLWNGKMN. I3MEHEHNSA HE Gbl/IN NPUMEHEHbI». COOTBETCTBEHHO, KOH(IUIYpaLMs YCTPOCTBA N3MEHEHA
He ByaeT. OTO NPOMCXOANT MO NPUYMHE TOrO, YTO KaHasIbl, BblAENEHHbIE CEPbIM LIBETOM B CMUCKE
«OrpaHnynTb CINCOK KaHasI0B», He NOAXOAAT NoA onpeaeneHne «OCHOBHOW kaHasn» = Upper.

€ nNapameTp MakcMMasbHOI KaHasIbHOM CKOPOCTY NPMEMa UCTOMb3YIOTCS 4151 YKasaHUs MakCUMaslbHOM
KaHa/IbHOW CKOpPOCTM nepepaymn BCTPEYHOMY YCTPONCTBY.
Mo3ToMmy, HacTpanBasi MaKCMMasibHYH KaHaslbHYH CKOPOCTb MpUema, Hanpumep, Ha knveHTe (STA),
HacTpamBaTb MakC/Ma/lbHYH CKOPOCTb Nepeaauun Ha Touke gocTyna (AP) He HyXHO.

YnpaBnieHne MOUWHOCTbIO CUrHana:

YNpaeneHue MOWHOCTEID CUrHana

MowHocTs curHana, Abm 10 v
Tun aHTeHHE! Cextopran RFE 5000/90/16 b
KoaththLMeHT YCUNEHWA aHTEHHEI, 16
abw

Motepw & kabene, pb 1

+ MowHocmeb cugHasia, 0bm — perynmpoBka MoWHOCTK curHana nepegatunka Wi-Fi;

* Tun aHMeHHb! — BbIOOP TUNAa YCTaHOB/IEHHOW aHTEHHbI;

+ KoathhuyueHm ycusieHusi aHmeHH»bI, 0bu — K0athMUMEHT YCUMEHNA ANS BbIGPAHHOIO TUMAa aHTEHHbI;
« lNomepu 8 Kabesne, 0b — 3apaHHasi BenuunHa noTepb B Kabene.
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JonosiHnTenbHo:

LONoMHUTENEHO v~

OBSS Coexistence
KOpoTEMIA 3ALMTHEIR WHTEPEAN
STBC
Mepuog oTnpaekk cry#efHex coobWeHnd, Mo 100
Mopoer dparmexTaLnn 2348
Mopor RTS 2347
Arperauws
Kopotkaa npeambyna
Pesmm paGote DHCP Snocping replace v
Onuwa 82 dopmart CID APMAC-53ID w
Onuwa 82 dopmat RID ClientMAC w

Topmar MAC-agpeca AABB:.CC:DD:EEFF ~

" MpUMEHHTL ®X OTmeHa

+ OBSS Coexistence — peXxum aBTOMaTU4eCKOro yMeHbLUEHNS LWNPWHBI KaHaa Npy 3arpy>XeHHOM
paanoadgupe. MNpy ycTaHOBNEHHOM hriare pexvM BK/OYEH;

* [Moddepxxkka DFS — MexaHn3m gUHaMU4YeCKOro Bbibopa 4acToTbl. TpebyeT oT 6ecnpoBOAHbIX YCTPOCTB
CKaHVMpoBaTb paanMoadmp 1 nsberaTb UCNOIb30BaHUS KaHas10B, COBNaZaoLLMX C KaHasiaMu, Ha KOTOPbIX
paboTaloT pagnonokaumoHHble cuctemsl B 5 ML AvanasoHe:

* BbIK/1l04EHO — MexaHn3M Bblk/toueH. DFS-kaHanbl He 4OCTynHbI 415 BbI6OPa;
* BK/1O4EHO — MEXAHU3M BK/IIOYEH;
* [MpuHyoumesibHO — MexaHn3M Bblk/toueH. DFS-kaHasbl 4OCTYNHbI 415 BblGopa.

+ Kopomkul 3awyumHbIl uHmMepsas — NOAAEPXKKa YKOPOUEHHOro 3aLUMTHOrO NHTepBaa.

YCTpolicTBO NepeaaeT AaHHble, ncnonbaysa 400 He 3awmnTHLIR MHTepBa (BMecTo 800 He) npu 06LLEHUN
CO BCTPEYHbIM YCTPOMCTBaMM, KOTOPbIE TaKKe NoAAEePXNBAOT KOPOTKUIA 3aLLMTHLIN UHTEpBaUT;

+ STBC — meTOoZ NPOCTPaHCTBEHHO-BPEMEHHOTO 6/104HOIO KOAMPOBAaHUS, HanpaB/EHHbIV Ha MNOBbILEHNE
HafeXHOCTM nepegayn AaHHbix. MNpu ycTtaHOBNEHHOM dhare yCTpOMNCTBO nepefaer O4UH NOTOK AaHHbIX
yepe3 HeCKOMbKO aHTeHH. Ecnin dpnar He ycTaHOB/EH, YCTPONCTBO HE NepefaeT OAMH U TOT Xe NOTOK
[laHHbIX Yepe3 HECKO/IbKO aHTEHH;

* [Nepuod omnpasKu c/yxebHbix coobuwjeHul, MC — nepuopa nocbisikn Beacon-thpeiimoBs. Ppeimbl
nepeparoTcsa aAns o6HapyXXeHns BCTPEYHOro YCTpolicTBa B achmpe, npuHumaeT 3HaveHnsa 20—2000 mc, no
ymonyaHuio — 100 mc;

* lopoz chpazmeHmayuu — nopor hparmeHTaumm penma, B 6antax. MprHMMaeT 3HavyeHusa 256—2346,
no ymonyaHuio — 2346;

* lMopoe RTS — ykasbIBaeT unC/0 GaiiT, Yepes KOTOpoe nocbklnaetcs 3anpoc Ha nepegady (Request to
Send). YMeHbLUEHNE AAHHOTO 3HAYEHWSI MOXET Y/yULMTb PaboTy YCTPOCTBA NpY 6OMbLLIOM
KO/IM4ecTBe NOAKMHUYEHHbIX BCTPEUHbIX YCTPOMCTB, O4HAKO 3TO YMEHbLUAET 06LLYI0 MPOMYCKHYHO
cnoco6HocTb 6ecnpoBoaHoli ceTu. MpuHMMaeT 3HaveHnsa 0—-2347, no ymonyanuio — 2347,

+ Agpezayusi — BknroveHne nogaepxkm AMPDU/AMSDU;

+ Kopomkas npeambysia — UCNo/b30BaHNE KOPOTKOM npeamby bl NakeTa;

+ Pexxum pabomsi DHCP Snooping — BbI6Op NonmTrku o6padoTtkn DHCP onumn 82. [LOCTyNHbIE 3HAYEHUSA
Ansa Bblbopa:

*+ ignore — o6paboTka onuuun 82 oTK/IoYeHa. 3HaYEeHUEe NO YMO/THaHUI;
* remove — yCTPOWCTBO yAansieT 3HauyeHne onuum 82;
* replace — ycTpOIACTBO NOACTaBASET UK 3aMeHSsIeT 3HaveHne onuun 82. Mpu BbIGope faHHOIo
3HaYeHMA ON15 pefakTpoBaHUS OTKPbIBAKOTCA CneayloLme napameTpbl:
+ Onyusi 82 popmam CID — 3ameHa 3HaveHus napametpa CID, MOXET NPUHUMAaTb 3HaYEHUS:
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+ APMAC-SSID — 3ameHa 3Ha4veHus napametpa CID Ha <MAC-agpec ycTpoincTBa>-<Mms
SSID>. 3HauyeHne No yMosTHaHuto;

+ SSID — 3ameHa 3HavyeHusl napameTpa Ha umsa SSID ycTpolicTBa;

*+ custom — 3ameHa 3HaveHus napametpa CID Ha 3HaueHVe, yka3aHHOe B napameTtpe
«Onumsa 82 yHukanbHblli CID»;

* Onyus 82 yHukasibHbIU CID — npon3BosibHasA CTpoka A0 52 CMMBOJIOB, KOTOpas
6ynet nepegasatbcs B CID. Ecnv 3HayeHne napameTpa He 3a7aHo, YCTPOUCTBO
6yneT nsmeHATb CID Ha 3HauveHne no ymonyaHuio — APMAC-SSID;

* Onyus 82 cpopmam RID — 3ameHa 3HayeHus napametpa RID, MmoxeT npuHumMaTb
crnefyroume 3HaYeHns:

*+ ClientMAC — n3ameHsitb cogepxunmoe RID Ha MAC-agpec KIMeHTCKOro yCcTpoicTBa.
3Ha4yeHue No ymosiHaHuio;

+ APMAC — n3meHstb cogepxmmoe RID Ha MAC-agpec yCcTpoiicTBa;

+ APdomain — nameHsitb cogepxunmoe RID Ha goMeH, B KOTOPOM HaxoAuTCs
YCTPOWCTBO;

* custom — n3meHaTb cogepxnmoe RID Ha 3HaueHmne, ykazaHHoe B napametpe «Onuums
82 yHuKasbHbI RID;

* Onyus 82 yHukasibHbIU RID — npon3BosibHas cTpoka o 63 cMMBO/IOB, KOTopas
6yaet nepegasatbes B RID. Ecnu 3HayeHre napameTpa He 3aZaHo, yCTPOMCTBO
6yneT nameHsTb RID Ha 3HaveHne no ymonyaHuio — ClientMAC;

+ opmam MAC-adpeca — Bbl6op pasgenuteneli oktetoB MAC-agpeca, KOTopblli nepegaeTcs
8 CID n RID:
* AA:BB:CC:DD:EE:FF — B KayecTBe pa3fenurens BbICTynaeT 3HaK 4BOETOUNS.
3Ha4veHue No ymosiHaHuio;
* AA-BB-CC-DD-EE-FF — B KauecTBe pa3fenutesia BbICTYyNaeT 3HakK TUpe.

,ﬂ.ﬂﬂ BCTYMJ/ieHNA B CUNy HOBOW KOH(*)I/IpraLl'I/II/I N 3aHECEHNA HAaCTPOEK B AHEPIOHE3aBNCMYIO NMaMATb
HaXXMUTE KHOIMKY «rlpVIMeHI/ITb». .[],}'IFI OTMEHbI U3MEHEHWIA HAXXMUTE KHOMKY «OTMeHa».
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B noameHto «QoS» oCylLeCTBNAETCS HACTPOIKa DyHKLMIA o6ecnedveHunst kadyectsa o6enyxmBanus (Quality of

Service).

* Wi-Fi Multimedia (WMM) — BkntoueHne noaaepxkm WMM (Wi-Fi Multimedia);
* Bksiro4ums QoS — npuv ycTaHOB/IEHHOM (hiare AOCTyMNHa HacCTpoika qyHKL M obecneyeHuns kavecTsa
o6cnyxunsaHua (Quality of Service).

BuicTpan HacTpoiika MonuTopuHr Radio AP

QoS »
LononHuTensHo

Ouepens

Data 3 (®ox)

Data 0 (Tonoc)

Ouepens

Data 3 (®oH)

Data 0 (Tenoc)

Data 2 (Best Effort)

Data 1 (Bupeo)

Data 1 (Buaeo)

CeTeBble HaCTpOiik Cucrema WHcTpymeHTE!

Radio Wi-Fi Multimedia (WMM)

Bxnroumte QoS

AP EDCA Parameters

AIFS

Station EDCA Parameters

AIFS

Data 2 (Best Effort) 3

cwMax TXOP Limit

1023 ~ 0

15 hd 94

T v 47

cwMax TXOP Limit

1023 ~ 0

1023 ~ 0

7 v 47

« AP EDCA parameters — Tabnmua HacTpoek napaMeTpoB yCcTpoiicTBa (Tpadvk nepenaercs B
HanpasfeHUN K KIIMEHTCKOMY YCTPOIACTBY):
+ Oyepedb — nNpefonpefeneHHble ovepeamn A1 pas3/IMyHoro poga Tpaduka:
+ Data 3 (P0OH) — HU3KOMPUOPUTETHAS OYEPEAD, BbICOKAsH MPOMNYCKHAsi CMOCOBHOCTb
(npuoputeTbl 802.1p: cs1, cs2);
« Data 2 (Best Effort) — cpeiHENPMOPUTETHAs OYepPE/lb, CPEAHSA NPOMNYCKHasA CNOCOBHOCTb U
3agepxka. B gaHHyto ouepep otrnpasnseTca 60MbWNHCTBO TPAAULMOHHBIX |P-AaHHbIX
(npuoputeTsbl 802.1p: cs0, cs3);
« Data 1 (Budeo) — BbICOKONPUOPUTETHAS 0UYepeb, MUHMMAasIbHbIE 3aePXKW. B AaHHO
ouyepem aBTOMaTnyeckM o6pabartbiBaOTCA BUAEOAAHHbIE, HYBCTBUTE/IbHbIE K BPEMEHU
(npuoputeTsbl 802.1p: cs4, csb);
+ Data 0 (lo/s10c) — BbICOKONPUOPUTETHAS 04Yepesb, MHMMa/IbHbIE 3a4epXK1. B aaHHO
ouyepeam aBTOMaTnyeckM o6pabatbiBalOTCA faHHbIe, YyBCTBUTE/bHbIE K BDEMEHW, Takne Kak:

VolP, notokoBoe Buaeo (npuoputetsl 802.1p: cs6, cs7).

+ AIFS — Arbitration Inter-Frame Spacing, onpeaensiet Bpems oxugaHusi Kaapos (dppeliMoB)
[laHHbIX, U3MepsieTcs B cnoTax, NpMHUMaET 3HadveHust (1-255);

* cwMin — Hava/lbHOE 3HaYeHVe BpeMeHU OX1AaHusa nepes noBTOPHOM OTNPaBKol Kaapa,
3aZlaeTca B MuanncekyHaax, npuHumaet 3Hadvenunsa 1, 3,7, 15, 31, 63, 127, 255, 511,1023.

3HauyeHne cwMin He MOXeT npeBbilaTh 3HadYeHne cwMax;
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* cwMax — MakCcMMasibHO€E 3Ha4YeHne BpeMeHN oXnaaHus nepes noBTOPHOW OTNPaBKoOW Kaapa,
3afiaeTcs B MUNUCEKYHAAX, NPUHUMaET 3HadveHua 1, 3,7, 15, 31, 63, 127, 255, 511, 1023.
3HauyeHne cwMax 4o/MKHO ObITb 60/bLUe 3HaYeHns cwMin;

* TXOP Limit — napamMeTp NUCNo/b3yeTCs TOMbKO A/18 AaHHbIX, NepegaBaeMblX OT KNIMEHTCKOrO
yCcTpoiicTBa. BO3MOXHOCTb Nepefayn — MHTepBasi BPEMEHW, B MUNNIMCEKYHAAX, KOT4a BCTpeyHas
WME-cTaHuMs umeeT npaBa MHULMNPOBAaTL Nepegadvy AaHHbIX N0 6eCnpoBOAHONM cpee K
YCTPOWCTBY, MakCMMasibHOE 3HavyeHne 65535 MUNIMcekyHa,;

« Station EDCA parameters — Tabnumua HacTpoek napaMeTpoB K/IMEHTCKOro ycTpoiicTea (Tpadimk
nepegaeTcsl B HaNpaB/ieHUM OT KIMEHTCKOro yCTpolicTBa). OnucaHue nosnei tTabnuubl NpUBeAEHO BbILLE.

,ﬂ.flﬂ BCTYMJ/ieHNA B CUNy HOBOW KOHCpI/IpraLl'I/II/I N 3aHECEHNA HAaCTPOEK B 3HEPIOHE3aBNCMYIO NMaMATb
HaXXMUTE KHOIMKY «rlpVIMeHI/ITb». .[],}'IFI OTMEHbI U3MEHEHWIA HAXXMUTE KHOMKY «OTMeHa».

6.8.3 ToameHto «[oNnoNHUTENbHO»

B nogMeHo «[LonoMHUTENbHO» OCYLLECTBSETCA HACTPOVKa AONOMHATE/bHbIX NapamMeTpoB
pagnovHTepdelica ycTpolicTaa.

BticTpan HacTpoika MoHATOpHHT Radio AP CeTeBkie HACTPOMKW CucTema MHCTpYMEHTE! - (esxoa)

Radio Jl0NONHUTENLHO

QoS CrpaHa Poccun ~ [ Pasbnorposats

[ONonHUTENLHO »
+ [pumeHnTs ® OTnmena

« CmpaHa — Ha3BaHue CTpaHbl, B KOTOPOI paboTaeT yCcTPoiicTBO. 151 BbiIGopa CTpaHbl HY)KHO BbICTaBUTb
chnar «Pa3bnokmpoBaTtb». B 3aBUCMOCTM OT YKa3aHHOIo 3HauyeHusi 6yayT NPUMEHEHbI OrpaHNYeHns K
nosioce 4acToT U MOLLHOCTY NepeaaTyrka, KoTopble AeiNCcTBYHOT B AaHHOW cTpaHe. OT yCTaHOBNEHHOW
CTpaHbl 3aBUCUT CMUCOK AOCTYMNHbIX YaCTOTHbIX KaHa/I0B, YTO BNNSIET HA aBTOMAaTMYECKMA BbI6Op KaHana
B Channel = Auto.

€ HacTpoiika nokanbHbIX (PErMOHaNbHLIX) OrpaHUYeHNii, BKouas paboTy Ha paspeLleHHbIX YaCTOTHbIX
KaHasiax 1 BbIXOAHOV MOLLHOCTW, ABNSIETCSA OTBETCTBEHHOCTbLIO MHCTA/IITOPOB.

© BLI60p HenpaBMILHOTO PErMoHa MOXET NPUBECTM K NPo6/ieMaM COBMECTUMOCTM C PasHbIMU
K/TMEHTCKUMU YCTPOACTBaMu.

[na BCTynneHns B cuUly HOBOW KOHOUIypaLun 1 3aHECEHNSI HACTPOEK B 3HEProHe3aBCMMYH0 NamsiTb
HaXXMUTE KHOMKY «MPUMEHNUTb». [1/19 OTMEHbI U3MEHEHUIA HAXXKMUTE KHOMKY «OTMeHa.
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6.9 MeHwo AP

B meHi0 «AP» BbINoMHSAETCA HAcTpoiika Toukn goctyna (AP — Access Point) (nanee «AP»).

6.9.1

MeHto «AP» fOCTYMHO TO/IbKO B pexunme ycTpoilcTBa «Touka goctyna PTP» unm «Touka goctyna
PMP».

MNogmeHto «Touka gocTyna»

Brictpan HacTpoitka MonutapuHr Radio AP CeTeBsie HacTporik1 Cucrema WrcrpymenTe - (Bbix0g)

doukagocrynais O6uyne HacTpoidkn
BrrrousHo
SsiD
Tpaxcnuposate SSID
Mpuopuret DSCP v
Pexaam Minimal Signal
MuHUMaNsHEIA ypoBeHs ciurkana, A6 -100
Moper ypoeka curHana Npu poyMuHre, -100
abu
Wurepean Minimal Signal, c 10
MakcvmansHoe KONMMUECTEO KNUEHTOB 0
Waonauma aGoxexTos
Penang GezonacHocT WPA3 ¥
Kniou WPA | eeeeeees @

MFP Brniouero v

O6ume HaCTPOIKK:

Bk/iroueHo — npwv ycTaHoOBMEHHOM donare Touka goctyna (AP) BK/IHOYEHA, MHAYE — BbIK/IOYEHA,

SSID — ums BUpTyanbHON 6ecnpoBOAHON ceTy;

TpaHcuposams SSID — npun ycTaHOBNEHHOM chriare BKKOYEHO BelaHune B adonp SSID, nHave —
BbIK/IHOYEHO;

lMpuopumem — BbIGOP cnocoba npuopuTnsaumm. OnpeaenseT nose, Ha OCHOBaHUN KOTOPOro Tpadvk,
nepeparowmiica B paguonHtepdelic, byaet pacnpegensatbcsa no oyepegam WMM:

+ DSCP — 6ypnet aHanm3auposartbes npuoputet ns nonsg DSCP 3aronoska IP-nakeTa;

+ 802.1p — 6yaeT aHanunauposatbes NpuoputeT 13 nosns CoS (Class of Service) TernpoBaHHbIX
MakeToB.

Pexxum Minimal Signal — npn ycTaHOBNEHHOM ¢hnare BKIOYEHa PYHKUUSA OTK/THOUEHNS KIIMEHTCKMX
YCTPOICTB Npun HM3KOM ypoBHe curHana (Minimal Signal). Ana pa6oTbl hyHKLUMOHaNa HE06X0AMMO
HaCTpOWTb criegyloLne napamMeTpb:

* MuHuMasIbHbIU YPOBEHb CU2HA/IA — YPOBEHb CUrHaU1a B ABM, H/Xe KOTOPOro NponCXoaunT
OTK/THOYEHWE KIMEHTCKMX YCTPONCTB OT 6€CNPOBOAHON CeTy;

* [lopoe yposHs cueHasia npu poyMuHa2e — YPOBEHb YyBCTBUTE/IbHOCTU POYMUHIa B ABM, HUXe
KOTOPOro NPOVCXOAUT NepeKsItUeHe KNMEHTCKMX YCTPOCTB Ha Apyroe ycTpoicTeo. MapameTp
[O/MKEH ObITb BbIle, YeM «MUHUMaIbHbLIV YPOBEHb CUTHa1a»: ecnin «MUHUMasTbHbIA YPOBEHb
CuUrHana» paBseH -75 abm, To «[opor ypoBHA cUrHasia npu poymuHre» fo/mKeH ObiTb paBeH,
Hanpuwmep, -70 abwm;

* WiHmepsas Minimal Signal — nepuog BpeMeHn, No NCTEYEHMN KOTOPOro NPYHUMAETCS peLleHne 06
OTK/THOUEHUMN KIIMEHTCKMX YCTPONCTB OT 6ECNPOBOAHON CETW.

* MakcumasibHoe Ko/1u4ecmso K/IUeHMOos8 — MakCUMaslbHO A0NyCTUMOE YNCI0 NoAKIIYaeMbIX K

6ecnpoBOAHOl CETU KNIMEHTCKMUX YCTPOINCTB;

49



PykoBoacTtso no akcnayatauum WOP-3ax-LR5

* U3on1s4yus aboHEHMOB — MpU YCTaHOB/IEHHOM dp/1are BK/I0UYeHa n3onaumsa Tpaduvka
MexXay NoAKUYEHHbIMU YCTpOCTBaMu;

* Pexum 6e3onacHocmu — pexum 6e3onacHoCcTy gocTtyna Kk 6ecnpoBogHOl ceTu:

* BbIK/IlO4EHO — He UCMO/b30BaTh WNpoBaHme 4718 nepefayv AaHHbIX.

+ OWE (Opportunistic Wireless Encryption) — meTopa, LunpoBaHusi, obecneUnBatoLLmii 6e30nacHoCTb
[aHHbIX, NepefaBaeMbIX N0 He3aluMLeHHOW ceTu. Mpu 3TOM OT nosb3oBartenei He TpebyeTtcs
Kaknx-T0 AONONHUTENbHbIX AeNCTBUI 1 BBOAA Napo/s 415 NOAKIYEHNS K CETH.

+ WPA2, WPA3 — cnocobbl WingposaHms, Npu Bbl6ope 04HOro U3 crnocobos 6yaeT AoCTynHa
cnepytoLlan HacTpoika:

* Koy WPA — knto4d/naposb, He06XxoauMbIl 419 NOAKIYEHUS K 6ecnpoBogHol ceTu. nvHa
Kntoya coctas/nseT ot 8 Ao 63 CMMBOJIOB.

+ WPA2-Enterprise, WPA3-Enterprise — pexvum WwingpoBaHnsa kaHana 6ecnpoBOHO CBA3W, NpU
KOTOPOM YCTPOMCTBO aBTOPU3YeETCS Ha LeHTpasim3oBaHHOM RADIUS-cepBepe. [1ns1 HacTpoikm
AaHHOro pexuma 6esonacHocTn TpebyeTtca ykasatb napameTpbl RADIUS-cepeepa. Takxke
TpebyeTcsa ykasaTb ko4 ana RADIUS-cepsepa. NMpu BbiGope of4HOro 13 cnocobos GyaeT AoCTynHa
cnepyrowan Hactpolika Radius (cm. Huxe).

* MFP — poctynHo npu pexume 6e3onacHoctn WPA2, WPA3, WPA2-Enterprise, WPA3-Enterprise, OWE.
Mpwn BbIGOpE pexunma 6e3onacHocTn WPA3, WPA3-Enterprise, OWE MFP nepeBoguTcs B COCTOSAHNE
BkntoueHo:

* BK/104eHO — 3alymTa BK/IoYeHa. YCTPOMCTBO HE MOXET NOAK/IHUYMTLCA K 6€CNPOBOAHON CETY, He
nogaepxvsatowieii MFP.

© Hactpoiiku «<MakKcmanbHOe KOMNYECTBO KIMEHTOB» 1 «/3015LMst aGOHEHTOB» JOCTYMHbI TOMLKO B
pexvmMe ycTpoicTBa «Touka goctyna PMP».
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Radius:
RADIUS
Nomer root
IP-agpec RADIUS cepeepa 192.168.0.1
Mopt RADIUS cepeepa 1812
Mapone RADIUS cepeepa @&

Mcrnons2oeath akkayHTUH Yepes
RADIUS

Wcnone2o0Bats Apyrie HACTPOiKM AnA
aKKayHTUHra

IP-agpec RADIUS cepeepa ana 192.168.0.1
aKKAYHTWHIa

Mopt RADIUS cepeepa ana 1813
AKKAYHTUHIE

Mapons RADIUS cepeepa ana @
aKKayHTUHra

MNepuogKyeckan oTNpaexa
AKKAYHTUHIE

MHTepean oTnpaBky akkayHTHHra 600

+ [JomeH — nomMeH nosb3oBarens;
+ IP-adpec RADIUS cepsepa — agpec RADIUS-cepsepa;
« lNopm RADIUS cepsepa — nopT RADIUS-cepBepa, KOTOPbIA MICNONb3YETCS ANA ayTeHTU(UKaLNN 1
asTopusauuu;
* Maposb RADIUS cepsepa — naponb ana RADIUS-cepBepa, Mcnonb3yemoro ansa ayteHtudmkaumm u
asTopusauuu;
* Vlcnonb3oBames akkayHmuHe 4yepe3 RADIUS — npu ycTaHOB/AEHHOM dhnare 6yayT OTnpaBnsiTbCs
cooblueHns «Accounting» Ha RADIUS-cepBep;
* Vlcnonb3oBamb Opyaue Hacmpolku 0711 akkayHmuHaa:
+ IP-adpec RADIUS cepsepa 0151 akkayHmuHzaa — agpec RADIUS-cepBepa, Ncrnosb3yemoro as1s
aKKayHTUHra,;
* [Maposib RADIUS cepsepa 07151 akkayHmuH2a — naposib ans RADIUS-cepBepa, ncnonb3yemoro ans
aKKayHTUHTa,;
« lNopm RADIUS cepsepa 07151 akkayHmuHaa — NopT, KOTOPbIA ByAeT UCrofb30BaH A1 coopa akKkayHTUHra
Ha RADIUS-cepBepe;
* [Mepuoduyeckasi omrnpasKka akkayHmuHaa — BKHOYUTb Nepuognyeckyro oTnpaBKy COOOLLEHWI
«Accounting» Ha RADIUS-cepBep. 3aaatb nHTepBasl 0TNpaBky COOOLLEHNA MOXHO B nosne «/HTepBas
OTMpPaBKM akKayHTUHIa».
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VLAN

Access VLAN ID
VLAN Trunk
General Mode
General VLAN ID
VLAN ID

Mpuopwuter 802.1p

auto

Access VLAN ID — Homep VLAN, ¢ koToporo 6yaeT cHAMaTbCA MeTKa npu nepegade tpacduvka
KNMEHTCKUM yCTpoiicTBam. [Npu npoxoxaeHnn Tpadinuka B 06paTHy0 CTOPOHY Ha HETErMPOBAaHHbIN
TpadK OT KIMEHTCKMX YCTPOICTB ByaeT HaBelumBaTbcst MeTka VLAN ID (4OCTynHO Npu OTKOUYEHHOM

pexvme VLAN Trunk);

VLAN Trunk — npv ycTaHOB/MIEHHOM (b/1are K/IMEHTCKMM YCTPOCTBaM NepeaaeTcst TerMpoBaHHbIi

Tpaduk (ocTynHo npu oTkNoYeHHOM pexume Access VLAN ID);

General Mode — npv ycTaHOB/IEHHOM p/iare K/IMEHTCKUM YCTPOICTBAM paspeLlaeTcs nepegada
HETEerMpPoBaHHOTO Tpaghuka COBMECTHO C TEMMPOBaHHbLIM ([OCTYMHO Npy BKIOYEHHOM pexume VLAN

Trunk);

General VLAN ID — Homep VLAN, ¢ KOTOporo 6yAeT CHUMaTbCA MeTka npu nepegade tpaduka
KJIMEHTCKMUM ycTporicTBaMm. Mpu npoxoxaeHun Tpadumka B 06paTHy0 CTOPOHY Ha HETETMPOBaHHbIM
TpadVK OT K/IMEHTCKMX YCTPOICTB ByaeT HaBelumBaTbcst MeTka VLAN ID (40CTYynHO Npu BK/THOUYEHHbIX

pexumax VLAN Trunk n General Mode);

lMpuopumem 802.1p — Homep npuopuTeTa 802.1p, NpucBanBaeMblin Tpadnky, Ha KOTOpPbIi
Hasewwmsaetca meTka VLAN ID npu nomowm cyHkumoHana Access VLAN ID nnu General VLAN ID

(moctynHo npu BkntoueHHoM Access VLAN ID unu General VLAN ID).
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OrpaHnyeHns CKOpoCTu:
[nsa pexuma yctporictBa «Touka goctyna PTP»:
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OrpaHW4eHns CKopoCTH

Brnrounts

OrpaHuuenne B Down

Orpaxwuenne 8 Up

HononHuTentHo

Orpanvyenne Broadeast B Down

Orpanwuenne Broadcast s Up

Orpannyenne Multicast e Down

Orpanuuenue Unknown B Down

KIMHUYEHD

KIMHUYEHD

KIMHUYEHD

KNHYeHD

KNHYeHD

KNMOYEHD

Bk/rodumes — aKTMBUPOBATL NOJ1e HACTPOEK:

+ OepaHuyeHue 8 Down — orpaH14YeHre NPOoMNyCcKHOW CNOCOGHOCTMN B HANpaB/eHnn oT Touku goctyna (AP)

A0 knueHta (STA);

+ OepaHuyeHue 8 Up — orpaHunyeHmne nponyckHoi cnoco6HOCTY B HanpaBneHun ot knveHTa (STA) ao

Touku goctyna (AP).

JdonosiHume/ibHO — akTUBMPOBATbL A0MNOSHUTE/IbHOE NOoJ1e HACTPOeK:

+ OepaHuyeHue Broadcast 8 Down — orpaHuyeHne NponyckHO COCOGHOCTY LLUMPOKOBELLATE/IbHOTO
Tpachnka B HanpaeneHun ot Toukn goctyna (AP) no knuneHta (STA);

+ OepaHuyeHue Broadcast 8 Up — orpaHnuyeHne nponyckHo CnocoGHOCTU LLIMPOKOBELLLATENIbHOO
Tpadhuka B HanpasneHun ot knneHTa (STA) go Toukm goctyna (AP);

+ OepaHuyeHue Multicast 8 Down — orpaHuuyeHie NponyckHoO CNoCOGHOCTU MHOrOaAPECHOI0 Tpaduka B

HanpaeneHun ot Toukn goctyna (AP) no knuneHta (STA);
* OepaHuyveHue Unknown 8 Down — orpaHuyeHve nNponyckHO CnoCOGHOCTY HEM3BECTHOTO Tpaduka B
HanpaeneHun ot Toukn goctyna (AP) no knneHTa (STA).

[Nsi HACTPOIKN OorpaHMyeHunii ecTb CrieaytoLIe napameTpbi:

* BbIK/1t04EHO — OrpaHuyeHne NpPonyckHOW CNOCOBHOCTM HE NPUMEHSETCS;
* Kbum/c — orpaHu4YeHve NPonyckHON CNOCOBHOCTN NPUMEHSETCA B KOUT/C;
* [1ak/c — orpaHuyeHve NponyckHOM CnocoBHOCTN NPUMEHSIETCA B Nak/c.
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OrpaHuyeHua CKopoCTH

Brnroumnts

Obwee orpaHnueHue B Down

OBwee orpaHuuexue B Up

Orpanudenie STA B Down

Orpannyenne STA e Up

[ononHKMTENEHO

Orpannyenne Broadeast e Down

OrpaHvuenue Broadcast 8 Up

Orpannyenue Multicast e Down

KNHWeHo

KNHWeHo

KIMHOWeHOo

KINMHOWeHD

KNHWeHo

KIMHOYEHO

KNHWeHo

Bk/iro4umes — aKTUBUPOBATL NOJ1e HAaCTPOoekK;

+ Obuwee ozpaHuyeHue 8 Down — orpaHuyeHre o6LIei NPonyckHOV CMOCOGHOCTU B HANPaBEHNMN OT

Touku goctyna (AP) ao knmeHToB (STA);

-+ Obwee oepaHuyeHue 8 Up — orpaHunyeHune o6Leit NPonyckHOM CNoco6HOCTM B HaNpaBieHN oT

knneHToB (STA) fo Touku goctyna (AP);

+ OepaHuyeHue STA 8 Down — orpaH14eHVe NPOMNYCKHOV CMOCOGHOCTU B HANpaB/IEHUM OT TOUKM JOCTyna

(AP) po kaxporo knveHTa (STA);

+ OepaHuyeHue STA 8 Up — orpaHnuyeHune npornyckHoi Cnoco6HOCTM B HANpPaB/eHU OT KaXA0ro KneHTa

(STA) po Toukun goctyna (AP).

JonosiHume/ibHoO — akTUBMPOBATb A0MNO/HUTEIbHOE NOoJ1e HACTPOeK:

+ OepaHuyeHue Broadcast 8 Down — orpaHu4eHne NponyckHO CNOCOGHOCTY LLIMPOKOBELLATEIbHOTO

Tpadhnka B HanpaeneHun ot Toukn goctyna (AP) no knneHTtoB (STA);

+ OepaHuyeHue Broadcast 8 Up — orpaHnuyeHne nponyckHo Cnoco6GHOCTU LLIMPOKOBELLLATENIbHOO

Tpadhmka B HanpasneHun ot kneHToB (STA) go Touku goctyna (AP);
+ OepaHuyeHue Multicast 8 Down — orpaHuuyeHue NponyckHoO CNoCOGHOCTU MHOrOaAPECHOI0 Tpaduka B

HanpaeneHun ot Toukn goctyna (AP) ao kineHToB (STA).

[Nsi HACTPOIKN OorpaHNueHunii ecTb CrieaytoLie napameTpbi:

* BbIK/1104EHO — OrpaHuyeHne NPonycKHOW CNOCOBHOCTU HE NPUMEHSETCS;
* K6um/c — orpaHuyeHve NPonyckHOW CnocoOHOCTM NPUMEHAETCSA B KOUT/C;
* 1aK/c — orpaHvyeHve NponyckHOM cnocoBHOCTN MPUMEHSETCA B Mak/c.
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KoHTponb goctyna no MAC:

B naHHOM noapasaene BbINOMHAETCS HacTpoiika cnuckoB MAC-apecoB BCTPEUHbIX YCTPOCTB, KOTOPbLIM, B
3aBMCMMOCTU OT BbIGPaHHO NOUTUKM AOCTYMa, Pa3peLLEHO UK 3anpeLleHo NOAKNIYATLCS K AaHHOMY
YCTPOWCTBY.

KoHTpont goctyna no MAC

BrmioueHo
MonuTika 3anpemiTe v

Cnucok MAC-agpecoe

1 AABB:CC:DD:EEFF x

2 AABB:CC:DD:EEEEE x

* BK/1t04eHO — Mpu yCTaHOB/IEHHOM donare 6yaeT pabotaTb BblbpaHHasa NnosmTuka 4ocTyna;
*+ [Mosrumuka — nNosMTuKa AocTyna. Bo3MoXHble 3Ha4YeHUs:

+ 3anpemums — K flaHHOMY YCTPOWCTBY OyAeT 3anpeLLeHo NoAK/IYaTbCA BCTPEYHbIM
ycTporictBam, MAC-aapeca KOTopbIX coepxarcs B cnvcke. Bcem ocTasibHbIM fOCTYyn Oyaet
paspeLueH;

* Paspewums — K faHHOMY YCTPOMCTBY OyfeT pa3peLleHo NogkIoyaTbCs TO/IbKO TEM BCTPEUYHbIM
ycTporictBam, MAC-aapeca KOTopbIX cofepxarcs B cnvcke. Bcem octasibHbIM fOCTYnN Oyaet
3anpeLyeH.

+ Cnucok MAC-adpecos — cnucok MAC-agpecoB BCTPEYHbIX YCTPOCTB, KOTOPbIM pa3peLleH um
3anpeLyeH A0CTyn K AaHHOMY YCTPOUCTBY. MOXeT cogepxartb 0 128 aapecos.

[ns Toro yto6bl 06ABUTL afPEC B CNUCOK, HAXKMUTE KHOMKY @ 1 B nosiBuBLLEMCS none seeaute MAC-
aapec. YTob6bl yaanuTb aapec 13 Crmcka, HAKMUTE KHOMKY B B COOTBETCTBYHOLLEW CTPOKE.
Ecnu Bo3HUKNA HEOGX0AMMOCTb A06aBUThL B cncok MAC-apec NoAKIHUYEHHOMO YCTPOICTBA, HAXXKMUTE B

KOHLLE CTPOKM KHOMKY 1 BblGEPUTE HYXHBIV afpec U3 CNncka, OH aBTOMaTUYeCKU f06aBUTCS B NOJeE.

Mo ymonuaHuio B cnncke oTtobpaxaercs Ao 10 agpecos. s Toro 4To6bl yBUAETb MOJHbIV CIUCOK B Cyvae,
€C/In OH coaepxunT 6onee 10 aapecoB, HAXXMUTE KHOMKY «IokazaTb BCE».

10 AABB:CC:DD:EE-AA - x

MokasaTb BCE

[Nsi BCTYN/IeHUsI B CU/Ty HOBOM KOHQOUIypaLumn 1 3aHECEHNS] HACTPOEK B SHEPTOHE3aBICUMYIO NaMsITh
HaXKMUTE KHOMKY «MpUMEHNUTb». [N1s1 OTMEHbI U3MEHEHMI HAXXMUTE KHOMKY «OTMEHA».

© nlocne nsmereHus «SSID» Ha Touke AocTyna (AP) BO3MOXHa noteps focTyna Ao KNNeHTCKMX
yCTpoiicTB. Heobxoanmo cHavana n3MeHuTb «SSID» Ha KITMEHTCKMX YCTPOCTBax B MeH0 «STA», a
3aTeM Ha Touke goctyna (AP) B MeHto «AP».
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B meHio «STA» BbINo/HSIETCS HAcTpoiika knneHTta (STA — Station) (nanee «STAv).

© MeHio «STA» [OCTYIMHO TOMBbKO B peXume ycTporcTBa «KnneHT».

6.10.1 TMogmeHto «<KnneHT»

KnuenT » MogknioYeHne

Ne  Mpmopurer SsID

BricTpan HacTpofka MonnTopHHr Radio STA CeTeBble HacTPOAKK Cuctema

=+ [loGasuTe
VLAN
Access VLAN ID
VLAN Trunk
General Mode
General VLAN 1D
VLAN ID
MpwopwTer 8021p
MVR
MVR VLAN 1D
MVR 802.1p

[onenH|TenbHO

Mpuoputer

QOrpaHW4eHUa CKOpOCTH

BrnioumTs

Pexwum GesonacHocTH

W

WPA3-Enterprise

OW

O

WHeTpymMeHTEI

iPA2

E

DSCP

Knrou WPA Wms nonssosatens Mapons

L]
x

[NoaknyeHne:

* MMpuopumem — onpepAensieT o4epesHOCTb UCMOb30BaHNA Npodouneii. Mpy Noucke CeTn u
NOAK/OYEHNN, YCTPOACTBO MCMO/b3YET NPOMIIbL C HAMBBICLUMM NPUOPUTETOM B NEPBYHO ovepeab. Ecnn
NPUOPUTETbI OAVMHAKOBbIE, TO YCTPONCTBO ONpeaAensieT 0uepesHOCTb UCMOIb30BaHNA Npodouneli Ha

OCHOBaHMKN pexnma wudposaHns n RSSI;
+ SSID — nmsa BMpTyanbHOI 6ecnpoBOAHON CETK;

* Pexum 6e3onacHocmu — pexum 6e3onacHoCcTy gocTtyna K 6ecrnpoBogHOl ceTu:

* BbIK/1I04EHO — He UCNO/b30BaTh LWMpOBaHMe A1 nepesayn AaHHbIX.

+ OWE (Opportunistic Wireless Encryption) — meTop, WwngpoBaHus, obecneyvBatoLmii 6e30nacHOCTb
[aHHbIX, NepefaBaeMbIX N0 He3aluMLeHHOW ceTu. Mpu 3TOM OT nosb3oBarenei He TpebyeTcs
Kaknx-T0 AONONHUTENbHbIX AeNCTBUI 1 BBOAA Naposis 415 NOAKIYEHNS K CETH.

+ WPA2, WPA3 — cnocob6bl lungpposaHuns, npu BbiIbope 04HOro U3 cnoco6os ByaeT AoCTynHa

cnegywouian HacTporika:

* Koy WPA — knio4/naponb, HE06X0AMMbI 415 NOAKIYEHMS K 6ecnpoBogHON ceTh. imHa

K/fitoua coctaBnsieT oT 8 4o 63 cMMBOSIOB.

+ WPA2-Enterprise, WPA3-Enterprise — pexum LUMpoBaHUs KaHasia 6ecrnpoBOfHON CBA3N, Npu
KOTOPOM YCTPONCTBO aBTOPU3yeTCS Ha LeHTpann3oBaHHOM RADIUS-cepsepe. 15 ucnonb3oBaHus
[aHHOro pexunma 6e3onacHocTu TpebyeTca ykasaTb napameTpbl NOAK/THYEHNSA:
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* VImsi nosib30B8amesisi — NOTMH HeobxoanMblin ansa asTopmsaummn Ha RADIUS-cepBepe;
* lMaposb — KNy/naponb Heobxoanmblin ans asTopusaumm Ha RADIUS-cepBepe.
aBTOPU3YETCA Ha LeHTpaUl
+ MFP — 3awuta management-kagpos (gocTynHo npu pexume 6esonacHoctn WPA2, WPA3, WPA2-
Enterprise, WPA3-Enterprise n OWE. MNMpwn Bbi6ope pexuma 6e3onacHocTn WPA3, WPA3-Enterprise,
OWE, MFP nepeBoguTcs B COCTOsIHME BkntoyeHo, Npu BbIGOpe ApYrix pexvmMoB 6e30nacHOCTH
MFP nepeBogutcs B cocTosiHne OTK/IOUEHO):
+ Omk/iroyeHo — 3almuTa management-kagpoB OTK/IHOYEHS;
* OnyuoHa/sibHO — 3awmTa paboTaeT, ecnu 6ecnposogHas ceTb nogaepxvnsaet MFP.
YCTPOICTBO MOXET NOAKNIOUNTLCS K CETU, KOTOpas He nogaepxmeaetr MFP;
* Bk/1104eHO — 3almTa BK/IoUYeHa. YCTPOCTBO HE MOXET NOAKIUUTLCS K 6ecnpoBOAHO
ceTu, He nogaepxusatoLein MFP.

[ns no6aBneHns HOBOro NPOUAA NOAKIYEHUST HAXKMUTE KHOMKY «[06aBuTb Npodunnby». MakcumasibHO
MOXHO [06aBUTb 8 npodunei.

VLAN:

Access VLAN ID — Homep VLAN, c koToporo 6yaet cHumaTtbCca MeTka npu nepegade Tpadmka Ethernet-
yCTpOICcTBaM, Haxoaawwmmes 3a knneHTom (STA). Mpu npoxoxaeHnn Tpadgrka B 06paTHy0 CTOPOHY Ha
HeTermpoBaHHbIN Tpaduk 6yaeT HaBewmBaTbca MeTka VLAN ID (40CTynHO Npu OTKIIOUYEHHOM peXuMe
VLAN Trunk);

VLAN Trunk — npw yctaHoBneHHoMm onare Ethernet-yctpoiicTBam, Haxoaawmmesn 3a knneHTom (STA)
nepegaeTcsi TerMpoBaHHbIV Tpadvk (A0CTYNHO NpU OTKIKYEHHOM pexume Access VLAN ID);

General Mode — npu yctaHoBneHHoM chnare Ethernet-yctpoiicTBam, Haxoaawmmces 3a knneHTom (STA)
paspellaeTcs nepegada HETErMpPOBaHHOTO Tpadika COBMECTHO C TETMPOBaHHbLIM (40CTYMHO Npu
BK/toUeHHOM pexxkume VLAN Trunk);

General VLAN ID — Homep VLAN, ¢ KOTOporo 6ygeT cHUMaTbcs MeTka npu nepegade tpaduka Ethernet-
yCTpOICcTBaM, Haxoaawwmmes 3a knneHTom (STA). Mpu npoxoxaeHnn Tpadgmka B 06paTHy0 CTOPOHY Ha
HeTermpoBaHHbI Tpaduk 6yaeT HaBewmBaTbea MeTka VLAN ID (A0CTynHO Npu BKKOUYEHHbIX PeXMax
VLAN Trunk n General Mode);

lMpuopumem 802.1p — Homep npuoputeTa 802.1p, npucBanBaemblii Tpadnky, Ha KOTOPbIT
HasewwwnsaeTca meTka VLAN ID npu nomowm coyHkumoHana Access VLAN ID nnu General VLAN ID
(moctynHo npu BkntoueHHoM Access VLAN ID unm General VLAN ID);

MVR — npu yctaHoBnieHHOM chnare goyHkumoHan MVR (Multicast VLAN Registration) BkntoueH. [aet
BO3MOXHOCTb MCMOMb30BaTh 0TAeNbHbIA VLAN ansa Multicast-Tpaduka;

MVR VLAN ID — Homep VLAN Multicast-Tpacmka, c KOTOporo 6yAeT CHAMATLCA MEeTKa Npu nepegade ero
Ethernet-ycTpoiicTBam, Haxoaawmmes 3a kineHTom (STA). Mpu NpoxoxaeHUn Tpadimka B 06paTHyto
CTOPOHY Ha HeTernposaHHble IGMP-nakeTbl 6yaeT HaBelumBaTbcsd meTka MVR VLAN ID;

MVR 802.1p — npuoputet 802.1p, koTopblii 6yaeT npucsamBaTbes IGMP-naketam ot Ethernet-ycTtpolicTs,
HaxoasALWwmxcs 3a knveHToM (STA).

JononHnTenbHo:

lMpuopumem — BbIGOP cnocoba npuopuTnsaumn. OnpeaenseT nose, Ha OCHOBaHUN KOTOPOro Tpadivk,
nepegarowmiica B pagnonHtepdelic, byget pacnpegensatbcsa no oyepegam WMM:
+ DSCP — 6ypnet aHanmauposartbes npuoputet ns nonsg DSCP 3aronoska IP-nakeTa;
+ 802.1p — 6yaeT aHanu3uposaTbcs npuopuTeT 13 nonst CoS (Class of Service) TermpoBaHHbIX
naxkeToB.
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OrpaHH4eHNA CKOPOCTH

Brntouute

OrpannueHne & Down

Crpannyenue s Up

JononHMTensHo

Orpanwdetne Broadcast 5 Down

Orpanuuyenne Broadcasis Up

Orpanuyerne Multicast 8 Down

Orpannyesne Unknown 8 UP

+ [PUMEHHTE

X OTmeHa

Briknicuero

BriknioueHo

Braknioqetio

BriknioueHo

Brakniovetio

BriknioueHo

Bkrodumes — aKTUBUPOBATL NMOJ1e HACTPOoeK;

+ OepaHuyeHue 8 Down — orpaHuyeHue NpPonyckHO CNoCoO6HOCTM B HanpaBieHun oT knmenTa (STA) go

Ethernet-ycTtpolicTs;

+ OepaHuyeHue 8 Up — orpaHunyeHmne nponyckHoi cnoco6HOCTY B HanpasneHun ot Ethernet-yctpoiicTe o

knneHTa (STA).

JonosiHumesibHoO — aKTUBMPOBATbL A0MNOSHUTE/IbHOE NMOoJ1e HAaCTPOeK:

+ OepaHuyeHue Broadcast 8 Down — orpaHu4eHne NponyckHOV COCOGHOCTY LUMPOKOBELLATE/IbHOTO

Tpachuka B HanpaeneHun ot knneHTa (STA) go Ethernet-yctpoiicTs;

+ OepaHuyeHue Broadcast 8 Up — orpaHnuyeHne NponyckHo CnocoGHOCTU LLIMPOKOBELLATETbHOMO

Tpadhuka B HanpasneHun oT Ethernet-ycTpoiicT fo kineHTa (STA);

+ OepaHuyeHue Multicast 8 Down — orpaHunyeHne NnponyckHON CNOCOBHOCTN MHOroaApeCcHoro Tpaguka B

HanpasneHun ot knmeHTa (STA) go Ethernet-ycTpolicTs;

+ OepaHuyeHue Unknown 8 Up — orpaHuyeHne nponyCcKHON CNOCOBHOCTN HEM3BECTHOIO Tpadvka B

HanpaeneHun ot Ethernet-yctpoiicte go knuneHta (STA).

[lns HACTPOIKM orpaHNYeHnin ecTb crieaytoLie napaMmeTpsbl:

* BbIK/1l04EHO — OrpaHuyeHne nNponyckHoOW CNOCOB6HOCTU He NPUMEHSETCS;
* Kbum/c — orpaHuyeHvie NPonyckHOM CNOCOBHOCTN NPUMEHSETCA B KOUT/C;
* [1ak/c — orpaHuyeHve NponyckHOM cnocobHOCTN NPUMEHSETCA B Nak/c.

,ﬂ.flﬂ BCTYMJ/ieHNA B CUNy HOBOW KOH(*)I/IpraLl'I/II/I N 3aHECEHNA HAaCTPOEK B 3HEPIOHE3aBNCMYIO NMaMATb
HaXXMNTE KHOIMKY «rlpVIMeHI/ITb». .[],}'IFI OTMEHbI U3MEHEHWIA HAXXMUTE KHOMKY «OTMeHa».
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6.11 MeHto «CeTeBble HACTPONKN»

6.11.1 MoameHto «CncTemMHas KoHurypaumns»
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BricTpan HacTpoiika MoHUTOpUHT Radio AP CeTeBble HacTpOKM Cuctema

CucTemHan koHgurypauma » M xocta

[ocryn Teorpadhmueckuii domen root

VLAN ynpagnexua Terminating

VLAN ID

Mpyopurer 802 1p 0

Mpetoken Static

Cramueckuii IP 192.168.1.10

CeTeean macka 2552652550

Linkoz
Mepeuursiit DNS
Bropuuneit DNS

NokansHoe ynpasneHnune Jepe3s Ethernet

BrnioueHo

Cramvuecimii IP 192031

CeTeean macka 2552652550

Vimsi xocma — ceTeBoe MMs YCTPOICTBa, 3a4aeTcs CTpoka 1—63 CMMBO/IOB: NlaTUHCKME 3ar/iaBHble 1
CTPOYHble BYKBbI, L1PbI, 3HAK Aeduc «-» (aednc He MOXET ObITb NOC/IEAHUM CYUMBOJ/IOM B UMEHN);
leozpacpuyeckuli doMeH — [OMEH, B KOTOPOM pacnosiaraeTcs ycTponCTBO;

VLAN ynipasneHus:.
* BebikroyeHo — VLAN ynpaBneHus He Ncnonb3yeTcs,;

+ Terminating — pexwm, npu kotopoM VLAN ynpaBneHust TepMrHUPYeTCS Ha YCTPONCTBE; B 3TOM
C/lyvae y BCTPeYHbIX YCTPONCTB, NOAKMNIOYEHHbIX Yepe3 paavonHTepdeiic, HeT gocTtyna Ao

AaHHoro VLAN;

+ Forwarding — pexwuwm, npu kotopom VLAN ynpasneHus nepefaercs Takke B pagnonHTepdeic

(npu cooTBeTCTBYOLLEN HACTPOIKe «AP»).

VLAN ID — npeHTtndmkatop VLAN, ncnonb3yemblii 4118 AOCTyna K YCTPONCTBY, NPUHUMAET 3HaYeHus 1-
4094;
lMpuopumem 802.1p — Homep npuopuTeTa 802.1p, NprcBanBaeMbIii NakeTam, CXOASLUM C
Management VLAN-uHTepdelica ycTpoicTBa;

[pomokos — BbIGOP NPOTOKO/A, N0 KOTOPOMY OyZieT OCyLLeCTBNATLCA NoAk/ItoveHne no Ethernet-
NHTepdoeicy yCTPOICTBa K CETU NpefoCcTaB/IeHNs ycayr nposarigepa:

* DHCP — pexum paboTsbl, npu KoTopom IP-agpec, macka nogcetu, agpec DNS-cepsepa, W03 no
YMOJTHaHWIO 1 gpyrve napamMmeTpbl, Heobxoanmble s pabdoTbl B ceTw, OyayT nonyyeHsl ot DHCP-

cepBepa aBTOMaTUYECKY;

+ Static — pexxum paboTbl, Npu KoTopom IP-agpec n Bce HeobxognMble napameTpbl Ha WAN-
NHTEepdenc Ha3HavarTcsa ctatuyecku. Mpu Boibope Tuna «Static» ANs pegakTMpoBaHnsa CTaHyT

[OCTYMNHbI CrieayoLme napameTpbl:

+ Cmamuyeckul IP — IP-agpec WAN-uHTepgoeiica ycTpoicTea B ceTv npoBaiigepa;

+ Cemesasi Macka — Macka BHeLLIHel NoACETY;

« Lli/mo3 — agpec, Ha KOTOPbIil OTNPaBNSETCA NaKeT, eC/IN [/ HETO He HallfeH MapLipyT B

Tabnvue mappyTtusaumm.

* lepsuyHbIli DNS, Bmopu4Hbili DNS — IP-agpeca DNS-cepsepoB. Ecnv agpeca DNS-cepBepoB He

HasHavalTCcsa aBTomartmyecky no npotokony DHCP, 3agaiite nx Bpy4Hyto.
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@ nocne HacTpoiikn «VLAN ynpasneHusi» BO3MOXHa noteps 4ocTyna A0 YyCTPoucTBa.

JlokanibHOe ynpasaeHne yepes Ethernet:

[aHHbIli nogpasgen no3BosieT HaCTPOUTb HETErMPOBAHHbIN AOCTYN A0 ycTpolicTea Yepes Ethernet-
nHTepdelic.

* BK/1l04EHO — aKTUBUPYET HACTPOIKY;

« Cmamuueckuli IP — |P-agpec Ethernet-nHtepdpeiica ycTpoiicTBa B 10KasibHOM ceTh (N0 yMOMYaHuIo
192.0.3.1);

+ Cemesasi Macka — Macka NoAceTu.

[Nsi BCTYN/IeHUSI B CU/Ty HOBOM KOHQOUIypaLumn 1 3aHECEHNS] HACTPOEK B 9HEPTOHE3aBICUMYIO NaMSTh
HaXKMUTE KHOMKY «MpUMEHNTb». 151 OTMEHbI U3MEHEHWI HAXXMUTE KHOMKY «OTMEHA».

6.11.2 TMoameHio «JocTyn»

B nogmeHto «AocTyn» NPoM3BOAMTCS HACTPoOlika AoCcTyna K YCTPOICTBY NocpeacTBOM Web-uHTepdeiica,
Telnet, SSH, NETCONF 1 SNMP.

BricTpan HacTpoiika MOHUTOPHHT Radio AP CeTeBbie HACTPOKK Cucrema WHeTpymeHTEl - (BbIX0n)

Cucremuan kondmrypauma WEB
Docryn > HTTP-nopt 80
WEB-HTTPS
HTTPS-nopt 443
Telnet
Mopt 23
SSH
Mopt 22
NETCONF

SNMP

+ TMpumeHnTs ® Otmena

+ [nAa BkNOYeHUsA gocTyna K yCTporcTBy Yepes web-uHtepdelic no npotokony HTTP yctaHoBuTe chnar

Hanpotme «WEB». B nosiBMBLUEMCSI OKHE €CTb BO3MOXHOCTb NomeHsTb HTTP-nopT (no ymonyanuio 80).
[nanasoH 4onycTMMbIX 3HA4YEHUIn NOPTOB, MOMUMO YCTAHOB/IEHHOIO Mo ymonyaHuto, ¢ 1025 no 65535
BK/THOUUTENbHO;

+ [nA BkNOYEeHUA AocTyna K ycTpoiicTBy yepes web-nHtepdelic no npotokony HTTPS yctaHoBuTe dpnar
Hanpotme «WEB-HTTPS». B nosiBMBLLEMCS OKHE eCTb BO3MOXHOCTb NomeHsATb HTTPS-nopT (no
ymonuanmio 443). inanasoH gonycTUMbIX 3HAYEHWUIA NOPTOB, MOMUMO YCTAHOBMIEHHOIO MO YMONYaHUIO, C
1025 no 65535 BKHOUMTENBHO;

o MopTbl gns npotokonoB HTTP u HTTPS He fo/mXHbI UMETbL OAUMHAKOBOE 3HAYeHNeE.

+ [lna BKOYEHWA [ocTyna K ycTpoincTBy Yepes Telnet yctaHoBuTe donar Hanpotus «Telnet». B
NOsIBUBLUEMCSI OKHE ECTb BO3MOXHOCTb NOMeHsIThb Telnet-nopT (Mo ymonuaHwmio 23). AvanasoH
A0NYCTUMbIX 3HAYEHWI MOPTOB, NOMMMO YCTAHOB/IEHHOTO N0 YMoN4YaHuto, ¢ 1025 no 65535
BKJ/THOUUTENBHO;

+ [lnsa BKIOYEHMA [oCTyna K ycTpoicTBy Yepe3 SSH yctaHoBuTe donar Hanpotus «SSH». B nosiBuBLLEMCS
OKHe eCTb BO3MOXXHOCTb NOMeHsiTb SSH-nopT (No ymonyanuto 22). inanasoH AonyCTUMbIX 3HAUYEHW
NMOPTOB, MOMUMO YCTAHOBJ/IEHHOTO MO yMon4aHuio, ¢ 1025 no 65535 BKNHOUUTESBHO;

+ [nsa BknoveHns goctyna K yctporictey yepe3 NETCONF yctaHosute dpnar Hanpotus «NETCONF».
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MporpammHoe obecnevyeHne WOP-3ax-LR5 no3BonsieT uameHsiTb KOHUrypaumo yCTporicTBa, NPoOBOANTL
MOHUTOPUHT €r0 COCTOSIHUSA, a Takke ynpasasiTb YCTPOWCTBOM MCNoNb3ys NpoTokos1 SNMP.

SNMP
Mapone Ha uTeHne public
Maponk Ha sanuce private

Appec anA npuéma Tpanoe vi
Appec anA npuéma Tpanoe v2

Agnpec anAa npuéma coobuyenuid Inform

CucTemMHoe UMA YCTPORCTEE WOP-3ax-LR5
KoHTaktHanA uHbopMauma Contact
NPOU3EOOMTENA
MecTononoxeHue yeTpoRcTEa Russia

lMapone B Tpanax trap

YcTpoicTBO nogaepxunsaet npotokonbl Bepcuin SNMPv1, SNMPv2, SNMPv3.

[na nameHeHns napameTtpoB SNMP-areHTa yctaHoBuTe donar Hanpotme «SNMP», nocrie aToro ctaHyT
[AOCTYNHbI CriegyroLLme HacTPONKN:

Maposib Ha YmeHue — Naposb Ha YTeHUe napameTpoB (06LLENPUHSTLINA: public);

Maposib Ha 3anuck — Naposib Ha 3anMcb NapameTpoB (06LLENPUHATLIN: private);

Aodpec ons npuéma mpanos vl — IP-agpec nnv AoMeHHoe Ums npueMHuka cooblueHnin SNMPv1-trap B
topmate HOST [COMMUNITY [PORT]];

Aodpec 055 npuéma mpanos v2 — IP-agpec nnv AoMeHHoe UMs npueMHuka cooblueHnin SNMPv2-trap B
topmarte HOST [COMMUNITY [PORT]];

Adpec 015 npuéma coobweHuli Inform — IP-agpec nnm AOMeHHOe NMSA NpuemMHuKa coobuleHunin Inform B
topmarte HOST [COMMUNITY [PORT]];

CucmemHoe umsi ycmpolicmsa — UMs YCTPOINCTBa;

KoHmakmmuasi uHghopmayusi npou3sooumesisi — KOHTaKTHast Hopmaums Npon3BoanNTeNs YCTPOICTBA,;
MecmononoxeHue ycmpolicmsa — NHhopMaLmnsa 0 MECTOMOIOXKEHUN YCTPONCTBA;

Maposib 8 mMpanax — Naposb, Coaepxallmiics B Tpanax (no ymonyaxuto: trap).

Hwxe npuBeaeH CNMCOK 06LEKTOB, NOAAEPXKMBAEMbBIX A1 UTEHUS U KOH(IUTYPMPOBaHMA NOCPEACTBOM
npotokosia SNMP:

eltexLtd.1.127.1 — MOHUTOPVHI NapaMeTPOB YCTPOICTBA;
eltexLtd.1.127.3 — ynpaBneHue ycTponcTeom;
eltexLtd.1.127.5 — koHchurypmpoBaHue ycTpoincTaa.

eltexLtd — 1.3.6.1.4.1.35265 — naeHtudmnkarop npegnpusatmsa «JTTEKC».

Moapo6Hoe onucaHne OID WOP-3ax-LR5 gocTtynHo no cneaytouleii cebinke: Onucanne OID Ha FBWA WI-FI 6.

[Nsi BCTYN/IeHUSI B CW/Ty HOBOM KOHQOUIypaLumn 1 3aHECEHNS] HACTPOEK B S3HEPTOHE3aBICUMYIO NaMSTh
HaXKMUTE KHOMKY «MpUMEHNUTb». 151 OTMEHbI U3MEHEHMIA HAXXMUTE KHOMKY «OTMEHa».
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6.12 MeHto «Cuctemar»

B mMeHi0 «CucTeMa» BbINOSTHATCA HACTPOLKM CUCTEMbI, BpDEMEHW, XXypHana syslog, Nnpon3BoauTcs cMeHa
napons, BbIrpy3ka/3arpy3ka KoHdurypawmmn, 06HOBNEHVE NPOrpaMMHOro obecnevyeHns u nepesarpyska
ycTpoicTBa.

6.12.1 MogmeHto «O6HOBNEHME O ycTponcTea»

MoameHo «O6HoBNeHUe MO ycTpoiicTBa» NpegHa3HaY4eHo A1 0GHOBNEHNS NPOrPaMMHOI0 0becneveHuns
yCTpOICTBa.

BhICTpaA HAacTpoHKa MOHWTOPWHT Radio AP CeTeBbIE HACTPOHKKH Cuctema VIHCTPYMEHTRI - (BbIXOMO)

OBHoenexue MO ycTpoiicTea » AKTMBHaA Bepcua M0

Pesepaian seponn 10
Kongurypauma

AxmyansHas eepcud [0 docmynHa no adpecy: hifp /eltex-co.ru/support/downloads/
KoHTponk QOCTYNHOCTH

@ain obHoeneHnA Mo BriGop daina | He BbiDpaH HW OAWH ain
Mepesarpyska _
AYTEHTUDUKALMA
ypHan

Nata u BpemMA

MHOMKaLMA

« AkmusHas sepcusi 10O — Bepcusi NPOrpaMMHOro 06ecneyeHus], yCTaHOB/IEHHOTO Ha YCTPOICTBE,
paboTatoLias B aHHbI MOMEHT;
* PesepsHasi sepcusi [10 — Bepcysi NPOrpaMMHOro obecneyeHms, yCTaHOB/IEHHOTO Ha YCTPOICTBE, Ha
KOTOPYI MOXHO MepekounTecs 6e3 3arpysku goaiina MNo;
+ Cdennamb akmusHOU — KHOMKa, M03BO/ISALLLANA cAenaTb pe3epBHyto Bepcuio MO akTUBHOWN, AN
3TOro NnoTpebyeTcs nepe3arpyska ycTpoiicTea. AKTMBHast Bepcus MO B 3TOM c/lyyae CTaHeT
pe3epBHOIA.

O6HoBNeHKE nporpaMmmHoro obecneyeHus

3arpysute hainn MO c caitta http://eltex-co.ru/support/downloads/ n coxpaHuTe ero Ha KomnbtoTepe. MNocne
3TOro HaXXMUTE KHOMKY «Bblibepute dain» B none datis1 o6HosneHusi N0 v ykaxuTe nyTb K chaiiny MO B
opmare .tar.gz.

[ns 3anycka npouecca 06HOBIEHNSE HEOOXOAMMO HaxKaTb KHOMKY «3anycTutb 06HOB/EHME. [pouecc
06HOBNEHMs 3aliMET HECKO/IbKO MUHYT (0 ero TekyleM ctatyce 6yAeT ykazaHo Ha CTpaHuLIe), Noc/e Yero
YCTPONCTBO aBTOMaTUYECKM Nepesarpy3nTcs.

© 06HoBnATL MO cneayet cHavyana Ha knneHTe (STA), a 3aTem Ha Touke goctyna (AP).

@ He otknlouaiite NUTaHWe yCTPOIICTBA, He BbINOMHAITE ero nepesarpysky B npouecce 06HoBAeHNs MO.
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6.12.2 TMogmeHto «KoHurypaums»

B noameHo «KoHpurypaums» BbINOMHAETCA COXPaHEHME TeKYLLE KOHUrypaLumum 1 BOCCTaHOB/EHUE.

bhiCTpasa HacTpoka MOHWTOPHHT Radio AP CEeTeBbIE HACTPOMKN Cucrema MHCTPYMEHTHI - (BbIXOM)

O6HoBnenue MO ycTpoiicTaa Mony4uTe apxuBs * Crauate
KOHPUIypaLun c ycTpoiRcTEa
KOHMIypauua »
3arpy3nTb apxue | BriBop thaiina | He BbiSpaH HW oauH daiin
KoHTpone AoCTYNHOCTH KOHCMIYPaLMK Ha YCTPORCTED

Mepesarpyska

CHpoc Ha 3aBonckHe COXpaHWTh NapameTpsl J0CTYNa

AYTEHTHDUKALMA .
HAaCTPOWEM % COpoc

AypHan
Nara w Bpema

MHAuKaLMA

[Nony4yeHne KkOHJMrypauum

UT0O6bl COXpaHUTb TEKYLLYIO KOH(PUTYpaLMIO YCTPOCTBA Ha TOKasIbHbI KOMMNbIOTEP, HAXKMUTE KHOMKY
«CKauaTb».

O6HoBNEHME KOHdMIYpaLmn

[ns 3arpy3ky coXxpaHeHHOro Ha JIoKaJlbHOM KOMMbloTepe dhainia KoHUrypauum Ncnonb3yeTcs NyHKT
«3arpy3unTb apxmB KOHUrypaumm Ha yCTponcTBo». 19 06HOBNEHNA KOHUIypaumum yCTpOCTBa HaXKMUTE
KHOMKY «BblGepuTe chaiin», ykaxkute caiin (B hopmarte .tar.gz) n HOXMUTE KHOMKY «3arpy3unTb chaiin».
3arpyxeHHast KOH(UrypaLmusa npuMmeHseTca aBToMaTnyeckn 6e3 nepesarpysku ycTpoicTsa.

C6poc ycTpoicTBa K 3aBOACKMM HACTPOiKaM

UTo6bl caenaTth COPOC BCEX HACTPOEK YCTPOICTBA HA CTaHAAPTHbLIE 3aBOACKME YCTAaHOBKM, HXKMUTE KHOMKY
«C6poc». Ecnu akTBMpoBaH chnar «CoxpaHnTb NnapamMeTpbl 40CTynar, To 6y4yT COXpPaHeHb! Te napameTpsbl
KOHGpMrypaLmm, KoTopble 0TBEYAKOT 3a A0CTYN K YCTPOCcTBY (HacTpoiika IP-agpeca, HaCTpOiiku foctyna no
Telnet/SSH/SNMP/NETCONF/Web).

63



PykoBoacTtso no akcnayatauum WOP-3ax-LR5

6.12.3 TMogmeHto «kKOHTPONb JOCTYNHOCTU»

®YHKLMA «KOHTPOb JOCTYNHOCTU» NO3BOJIAET ONpeAe/iMTb OTCYTCTBUE CBA3HOCTU U nepesarpysvTb
YCTPOWCTBO UMK ero nHTepdencobl 6e3 yyactus nonb3osarens. Mpu nepesanycke nHtepderica tTakke
npovcxoant nepesanyck DHCP-knveHTa Ha Tekywem WAN nHTepdelice.

BbICTpaA HACTPOWMKA MOHWTOPHHT Radio AP CeTeBble HacTPORKKH Cuctema MHCTpYMEHTBI

n - (BbIx0M)

ObHoenexne NO ycTpoicTBa BrrioueHo
KoHdmrypauma [NercTene Mepesarpyzka ycTpoiAcTea v
KoHTponk AOCTYNHOCTH > Ping-cepeep 192.168.1.1
Mepesarpy3aka JafepiKKka Nepen Ha4yanom 300
NpOBEPKM
AyTeHTUDMKALUSA Mephnog oTnpask ICMP- 300
3anpocos
KypHan

TaimayT oxuaaHus ICMP- 1

- OTBETOB
Nata u Bpema
MaKkcUManbHOE KOMUYEeCTEo 3

HEY1a4HbIX NPOBEPOK

MHOuKaLma

BksiroueHo — npu yCTaHOBIEHHOM dh/iare KOHTPO/1b AOCTYMHOCTU BK/THOYEH, MHAYe — BbIK/THOYEH;
Aelicmsue:
* [Mepe3arnyck ethernet uHmepcgpelica — B cnyvyae He[OCTYNHOCTU 3afaHHOro Ping-cepeepa
npousonget nepesanyck Ethernet-nHrepdelica yctpoiicTea;
* [epe3arnyck 6ecrnposodHO020 uHMepgpelica — B Crlyvae HeOCTYNHOCTU 3afaHHoro Ping-cepsepa
nNpoun3onaeT nepesanyck 6ecnpoBoAHOIO MHTepdeiica yCcTpoCTBa;
+ Mepe3acpy3ka ycmpolicmsa — B C/ly4ae HefOCTYNHOCTY 3agaHHoro Ping-cepsepa npovsoinget
nepesarpyska ycTpolicTsa.
Ping-cepsep — IP-agpec nnn gOMeHHOe NMA XOCTa, Kyaa oyayT otnpasnaTbca ICMP-3anpocsi;
3adepixka nepeod Ha4ya/ioM MPoBePKU — BPEMS B CEKYHAAX Noc/e BKIOYEHUS YCTPONCTBa Nn
npeablayLero cpabarbiBaHns, B TEHEHNE KOTOPOro KOHTPO/1b AOCTYNMHOCTY He ByaeT paboTtaTb.
Bo3moxHble 3HaveHus: 60—86400 BKIIOUNTENBHO;
Mepuod omnpasku ICMP-3arnpocos — BpeMs B CeKyHAax, Yepes Kotopoe byaet otnpasneH ICMP-3anpoc
nocne nonyyenuns ICMP-oTBeTa N NPUHATMA PELLEHUS 0 TOM, YTo npeabiaywuin ICMP-3anpoc
okasasic HeyfauHbIM. Bo3aMoxHble 3HavyeHuA: 1-86400 BKIOUYNTENBHO;
Talimaym oxuodarusi ICMP-omsemos — BpeMs B CEKyHaX, B TedeHne KoToporo oxugaetcs ICMP-oteeT
Ha oTnpasneHHblii ICMP-3anpoc. Ecnv no ucteveHnn spemenn ICMP-oTBeT He nonyuyeH, To ICMP-3anpoc
cunTaeTca HeyaauHbIM. Bo3MoXxHble 3HavyeHuA: 1-10 BKIOUYNTENBHO;
MakcumasibHoe Ko/iu4ecmBso HeyOauyHbIX MPOoBEPOK — MaKCUMaslbHOe KO/IMYeCcTBO HeyaauHbIx ICMP-
3anpocos. Ecnin konnyecTtBo HeygayuHbix ICMP-3anpocoB gocTuraeT ykasaHHOro YMcsa, TO BbINOJTHAETCS
3agaHHoe fgelictere. BoamoxHble 3HaveHus: 1-86400 BKIOUMTENBHO.

[Nsi BCTYN/IeHUs1 B CW/Ty HOBOW KOHQOUIypaLumn 1 3aHeCEHMSI HACTPOEK B S3HEPTOHE3aBNCUMYIO NaMSTh
HaXKMUTE KHOMKY «[pUMEHUTb». 151 OTMEHbI U3MEHEHMI HaXXMUTE KHOMKY «OTMEHa».
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6.12.4 TMogmeHto «Mepe3arpy3ka»

[lna nepesarpy3ku yCTpocTBa HAXKMUTE Ha KHOMKY «[lepesarpyskax. MNpouecc nepesanycka ycTpoliicTsa
3aHVMaeT NPUMEPHO T MUHYTY.

BhLICTpaA HACTPOMKa MOHMTOPMHT Radio AP CETeBbIE HACTPONKK Cuctema MHCTPYMEHTBI - (BbXOO)

OBHoenenue MO ycTpoicTEa Mepesarpy3ka ycTpoicTea < lNepesarpyska
KOHHrypaLms
KoHTponk AOCTYNHOCTH
Mepesarpy3ka >
AyTeHTUDUKALMA
ZKypran
[arta u Bpems

HHaMkauma

6.12.5 MoameHto «AyTeHTUdmkKalmsa»

MoamMeHto «AyTeHTUMKaLms» npefHasHaveHo A1s HaCTPOIKM ayTeHTUdUKaLmK Nosb3oBaTensi.

AyTeHTndunkKaums:

© 3asopckas yueTHas 3anuch AnA AOCTyNa K yCTpoicTay: norvH: admin, napons: password.

6.12.5.1 JlokasbHas

Mpu ycTaHOBNEHHOM dhnare ayTeHTUMKauns 6yAeT BbIMONHATLCS NO YHETHOW 3anncy, XpaHsLencs Ha
[AHHOM YCTPOWCTBE.

BhicTpan HacTpoika MoHUTOpUHF Radio AP CeTeBbIE HACTPOMKW Cuctema MHCTpyMEHTEL - (Bbix0a)
OBHoeneHue MO yeTpoiicTea AyTeHTnduKaunAa
Kondwrypauua Tun ayTexmudmrkaLun @ lNoranskan () RADIUS
KoHTponk AocTynHacTM TNorux admin

Mepesarpy3ka Mapone @

AyTeHTUMEALMA > MoATeEpKASHUE NAPONA @

Hypuan HacTpoitki ceccin
Lara v epema Taiim-ayT GezneilcTEHA, MUH. 15
WMHoveauma

+ Jlo2uH — NOTVH, HacTpanBaeMoM YUETHO 3anucuy;
* [Naposib — BBOA HOBOrO Naposs;
+ [TodmsepxoeHue napo/isi — NOATBEPXAEHNE HOBOro Naposns.

Takke eCcTb BO3MOXHOCTb CO34aHWs AOMOMHUTENbHBIX YYETHbIX 3aM1cei ¢ ponsammn agMuHucTpaTopa nnm
Habnogartens (HacTpoiika A0CTynHa TobKo Yepes CLI). YueTHble 3anmcu ¢ ponbio agMUHUCTpaTopa nMetoT
MOSHbIA AOCTYN K YCTPOWCTBY: UTEHNE W 3aMUCh /II0ObIX HACTPOEK, NO/HbLI MOHUTOPUHI COCTOSIHUSA
YCTPOWCTBA. YUYETHbIM 3annCsiM C POsbi0 HabngaTens AoCTYNeH TONIbKO MOHUTOPUHT.
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Mpun ycTaHOB/IEHHOM (hnare ayTeHTUdIUKaums 6yaeT BbINOSHATLCSA NO y4eTHol 3anncu Ha RADIUS-cepsepe.

BeicTpan HacTpoiika MoHUTOpUHT

OBroenexue MO yeTpolicTea
Koudwrypauua

KoHTpens goctynHocTh
Mepesarpyaka
AyTeHTUMEALMR »

HypHan

[ara u epema

WMumrayua

Rad

0 AP

CeTeBble HaCTpOMEM

AyTeHTudukayna
Tun ayTeHTUgMKALMKU

Agpec RADIUS-cepeepa
Mopt RADIUS-cepespa
Mapons RADIUS-cepeepa

Peseparan noxans+as
ayTeHTHKALMA

TNoruk
Mapons
MoaTEep:XOeHUe Napona

HacTpoitkn ceccun

Tarim-ayT Ge30ENCTEMA, MUH

Cuctema WHCTpYMEHTE!

() NokansHas @ RADIUS

192.168.1.1
1812

admin

15

-

(ebxog)

+ Adpec RADIUS-cepsepa — IP-agpec RADIUS-cepBepa;

+ Mopm RADIUS-cepsepa — nopT RADIUS-cepBepa, KOTOPbIV UCNOMb3YeTCs 418 ayTeHTUdMKauum m

aBTOpU3aLNY;

* laposib RADIUS-cepsepa — knoy RADIUS-cepBepa, ncnosib3yemoro An1s ayTeHTudmkaumm

aBTopu3auum.

* Pe3epsHas /loKa/ibHasi aymeHmugbukayusi — npu ycTaHOB/IEHHOM do/iare BK/I0YaeTcs ayTeHTudmkaums

No /I0Kas1IbHOW y4YeTHol 3anmcu admin npu otcyTcTBUM coeguHeHns ¢ RADIUS-cepsepowm;
+ Jlo2uH — NOTWH HacTpaMBaeMo y4YEeTHOI 3anncuy;
* lNaposb — BBOA, HOBOTO NMaposs;

+ [ModmBeepxdeHue naposisi — NOATBEPXAEHNE HOBOIO Naposs.

© C BLiknoYeHHbIM NapamMeTpoM «PesepBHas oKasibHas ayTeHTUUKaLMs» aBTopu3aLys

npovcxoaut Tonbko yepe3 RADIUS-cepsep. Mpy ero HeAoCTYNMHOCTU UM HEKOPPEKTHBIX AaHHbIX

aBTOpM3aLyA BbiNosHEHA He ByaeT.
C BKJ/THOUYEHHbIM NapameTpoM «Pe3epBHas /IOKaJibHas ayTeHTUUKaLMA» Npy OTCYTCTBUN

coeanHeHusi c RADIUS-cepBepoM, aBTopu3aumsi MOXET 6biTb BbINO/IHEHA MO SIOKa/IbHOW YYETHO

3anucy admin. ABTOpI/I3aLI,I/IFI yepes apyrne nokasibHble y4eTHble 3anncn BbINoJ/IHEHA HE 6yp,eT.

© [ns aytenTudbukaumn yepes RADIUS-cepBep yyeTHble 3anmcit ¢ COOTBETCTBYIOLMMM POSMU
C034at0TCs TOMbKO Ha HEM.

YYeTHbIM 3an1csiM MOTYT GbITb MPUCBOEHbBI CNEAYHOLMNE POSIN:

admin — nonb3oBaTesnb C Takoli posbio BYAET MMETL NOJHbIA AOCTYN K KOH(UIYPUPOBaHMIO 1
MOHWUTOPUHTY YCTPOICTBA;

viewer — nonb3oBaTesib C Takol Ponbto OyAeT MMETb AOCTYN TO/IbKO K MOHUTOPUHIY YCTPOICTBA.
Ha RADIUS-cepBepe Ansi HaCTPOWKM poneil y4eTHbIX 3anncei ncnonbayetcs atpmnbyT Cisco-AVPair =

"shell:role=<role>" (r/1e <role> npuHyvaeT 3HaveHnss admin v1v viewer).
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HacTpoiiku ceccuu:

* TaElM—aym 6e3delicmsusi — BpemM4d 663,CI,EI7ICTBI/IFI noJsib3oBaTtesid B MUHYTax, Nocsie KOToporo ceccus
aBToOMaTn4yeCkn 3aBepLuaeTCA.

,ﬂ.flﬂ BCTYMJ/ieHNA B CUNy HOBOW KOHCpI/IpraLl'I/II/I N 3aHECEHNA HAaCTPOEK B AHEPIOHE3aBNCMYIO NMaMATb
HaXXMUTE KHOIMKY «rlpVIMeHI/ITb». .[],}'IFI OTMEHbI U3MEHEHWIA HAXXMUTE KHOMKY «OTMeHa».

6.12.6 ToameHto «KypHan»

MNMoamMeHto «KypHan» npefHa3Ha4yeHo A/19 HaCTPOKM BbIBOA4A Pa3HOro poja OTN1af0uHbIX COOOLLEeHNI
CUCTEMbI B LIeN1sIX 06HapyXeHus npuynH npobnem B paboTe yCTponcTaa.

BhICTpasA HacTpoWKa MOHWUTOPUHT Radio AP CeTeBble HacTPOHKN Cuctema WMHCTpYMEHTBI n - (BblXOn)

OBHoEnexme MO ycTpoicTea Pexum Cepeep W daiin v
KoHdpurypauma Anpec Syslog-cepeepa syslog.server
KoHTponk OCTYMHOCTH MopT Syslog-cepeepa 514
Mepesarpyska Pasmep daiina, kb 1000
AyTeHTHUKALMA
HypHan »
Nara u spema

MHOuKaymA

+ Pexum — pexum paboTsl Syslog-areHTa:
+ JloKa/ibHbIl ¢halisn — HdhopMauns XXypHana coxpaHsaeTcs B 1oKanibHOM dpaiifie n AoCTyrnHa B
web-nHTepdelice ycTpoiictBa Ha BKiagke «MOHUTOPUHI/XKypHan coObITUiAx,
+ Cepsep u ¢halin — nHhopMaLms XypHana OTNpaBaseTcs Ha yaaneHHblin Syslog-cepsep u
COXpaHsIeTCS B /IOKasIbHOM (haiine.
+ Aodpec Syslog-cepsepa — IP-agpec nnn gomeHHoe ums Syslog-cepsepa;
« Mopm Syslog-cepsepa — NopT Ans BXoAsWwmx coobleHunii Syslog-cepeepa (no ymonuanuto 514,
BO3MOXHble 3HaueHnst 1-65535);
* Pasmep ¢palina, kb — MakcuManbHbIi pasmep gpaiina xypHana (Bo3amoxHble 3HaueHus 1-1000 kB).

[Nsi BCTYN/IEHUSI B CW/Ty HOBOI KOHQOUIypaLumn 1 3aHECEHNS] HACTPOEK B SHEPTOHE3aBNCUMYIO NaMSITh
HaXKMUTE KHOMKY «MpUMEHUTb». 151 OTMEHbI U3MEHEHWIA HAXXMUTE KHOMKY «OTMEHA».
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6.12.7 TMogmeHto «[ata u Bpems»

B noameHio «/lata u BpeMsi» MOXHO HACTPOUTb BPEMSI BPYUHYH U/ C MOMOLLLH NPOTOKO/1Aa CUHXPOHM3aLMN
BpemeHn (NTP).

6.12.7.1 Bpyu4Hyro

BLICTpaA HacTpoika MOHWTOPUHT Radio AP CeTeBble HacTPoRKH Cuctema MHCTPYMEHTI - (BBIXOA)

OBHoBneHue MO ycTpoiicTea Pexum @ Bpyunylo (O NTP cepsep
KoHDUYpaLIME [lata w BpeMA yCTPOWUCTEa 15.10.2025 11:30:26 | # Penaktupoeats
Yacosoli noac Mockea, Poccua v

KoHTponb OCTYNHOCTH

BKMIOUMTE NEPEXOL HA NETHEE
BpemMA

Mepesarpyska

AYTEHTHOUKALMA Mepexon Ha neTHee BpemA (He enibpaHo) (He ebiBpaHo) (He esibpano) B
HypHan Mepexom Ha 3uMHee BpeMA (He ebibpaHo) (He ebiBpaHo) (He esibpano) B
Nara u BpemA » CIBHI BPEMEHW (MUH.) 60
MHOuKauma

+ [Jama u spemsi ycmpolicmsa — aata u BPeMsi Ha yCTPONCTBE B AaHHbI MOMEHT. Ecnn TpebyeTcs
KOPPEKLUS, HOKMUTE KHOMKY «PefakTnpoBaTby;
+ [ama, spemsi — 3afiainTe TeKyLLY0 AaTy 1 BPEMS UM HaXXMUTE KHOMKY «TekyLlas gata u Bpems»
AN ycTaHOBKM BpemeHu MK Ha ycTpoIicTBO;
+ Yacosol rosic — N03BONSET YCTAHOBUTb YaCOBOI NOAC B COOTBETCTBUM C GAvKaiLLIMM ropogom B
BalLeM pervoHe 13 3afaHHOro Crmcka;
* Bk/iro4umsb rnepexod Ha siemHee speMsi — Npu yCTaHOB/IEHHOM dofiare nepexop, Ha fieTHee/31MHee
Bpems OyaeT BbINO/HATLCA aBTOMATUYECKN B 3a4aHHbIli Nepros BpEMEHMU:
+ [Mepexod Ha iemHee BpemMsi — AeHb 1 BpeMs, Korga OyaeT BbINOMHATLCA NepPexos, Ha neTHee
Bpems;
+ [Mepexod Ha 3uMHee BpeMsi — OeHb 1 BPeMS, Koraa 6yAeT BbINONHATLCA Nepexos Ha 3VMHee
Bpems;
+ CoBue BpemeHu (MUH.) — Nepuog, BPEMEHN B MUHYTAX, HA KOTOPbII BbINOMHAETCA CABUT BPEMEHM.
MoxeT npuHumMaTh 3HaveHune ot 0 o 720 MuH.

,ﬂ.ﬂﬂ BCTYMJieHNA B CUny HOBOW KOHCbI/IpraLl'I/II/I N 3aHECEHNA HAaCTPOEK B IHEPIrOHE3aBNCMYIO NMaMATb
HaXXMNTE KHOIMKY «|_|pVIMeHI/ITb». ﬂ,}'lﬂ OTMEHbI U3MEHEHWIA HAXXMUTE KHOMKY «OTMeHa».
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OBHoenesue MO ycTpoicTea
KoHgurypayua

KoHTponk 4oCTYNHOCTH
Mepesarpyska
AyTEHTHDUEALMA

HypHan

Nara u speMa >

VHOMKaLMA

BhICTpasd HacTporka MOHUTOPUHT

Perum

[aTta v BpeMA yCTpoiCcTEa
NTP cepeep

Yacosoi Nosc

BENIOYMTE Nepexof Ha NeTHee
BpEMA

MNepexof Ha NETHeE BpeMA

MNepexon Ha 3MMHEE BPeMA

CABWI BpEMEHW (MWH.)

Radio AP CeTeBble HACTPONKM Cucrema MHCTPYMEHTBI

(O BpyuHyio (@ NTP cepeep
15.10.2025 11:30:41

pool.ntp.org

IMocksa, Poccua

(He ebibGpaHo) (He ebibparao)

(He ebiGpaHo) (He ebiOpaHo)

60

- (BbIX0A)

(He enifparo) (B -

(He enifparo) (B -

+ [lama u spemsi ycmpolicmsa — fata n BPEMS Ha YCTPONCTBE B AaHHbIi MOMEHT;
* NTP cepsep — IP-agpec/[OMeEHHOE MMA cepBepa CMHXPOoHM3aunn BpeMeHn. Bo3MOXHO 3agartb agpec

UK BbIGPAThb M3 CYLLEECTBYIOLLETO CMNCKA;

+ Yacosol rosic — No3BONSET YCTAHOBUTb YaCOBOM NOAC B COOTBETCTBUM C 6vKaiLLMM ropogom B

BalLEeM pervoHe 13 3aZlaHHOro Crmncka;

* Bksiroyums repexoo Ha siemHee spemMsi — Npu yCTaHOB/IEHHOM chnare nepexo, Ha neTHee/3nMHee
Bpems OyaeT BbINO/HATLCA aBTOMATUYECKN B 3a4aHHbIli Nepuos BpEMEHMU:

+ [Nepexod Ha siemHee BpeMsi — AeHb N BpeMs, Korga 6yeT BbINOHATLCA Nepexos, Ha neTHee

BpeMS;

+ [Nepexod Ha 3uMHee BpeMsi — [ileHb U BPeMS, Koraa GyeT BbINOMHATLCS Nepexos Ha 3UMHee

BpeMS;

+ CoBue BpemeHU (MUH.) — Nepuog, BPEMEHN B MUHYTAX, Ha KOTOPbI BbINOMHAETCA CABUT BPEMEHM.
MoxeT npuHumaTh 3HaveHune ot 0 o 720 MuH.

,ﬂ.flﬂ BCTYMJ/ieHNA B CUNy HOBOW KOHCpI/IpraLl'I/II/I N 3aHECEHNA HAaCTPOEK B AHEPIOHE3aBNCMYIO NMaMATb
HaXXMNUTE KHOIMKY «rlpI/IMEHI/ITb». ,U,!'IFI OTMEHbI U3MEHEHWIA HAXMUTE KHOMKY «OTMmeHa».

69



PykoBoacTtso no akcnayatauum WOP-3ax-LR5

6.12.8 TMogmeHo «MHanKaUNA»

B nogmeHo «MIHAUKaLMs» MOXHO BbINOMHUTL KACTOMM3ALIMIO MHAMKATOPOB Ha YCTPOCTBE.

BLICTPaA HACTPOMKa MOHWTOPHHT Radio AP CeTeBble HaCTPOHKW Cuctema WMIHCTPYMEHTBI - (BbIx0M)

OBHoBNeHue MO ycTpoiicTea OBLwue HacTPOMKK
KoHpurypauua BrntoveHo
KOHTpONb AOCTYNHOCTH Moporn RSSI uHankatopos
Mepesarpyska BKNHOMUTE O
AyTeHTUdDUKaLMA Mopor LED4, obM &0
MypHan Mopor LED3, ABM -70
Rara u speus Mopor LED2, aBm -80

WHankauus > Mopor LEDA, 26w 100

O6uine HaCTPONKK:
* BK/1t04EHO — NpW YCTaHOB/IEHHOM dh/lare UHANKATOPbI BKIKOYEHbI, UHAY€e — BbIK/TOUEHbI.

Moporu RSSI nHaMKaTOPOB:

* Brs1ro4ums — Npu yCTaHOBNEHHOM ch/iare BK/IOYEHO Ha3HaYeHWe NMoporoB /15 KaKA40ro nHavkaropa,
NHaye — BbIK/TOYEHO;

* lMopoe LED4, 0bM — MUHUMaUbHBI YPOBEHb CUrHaa BCTpeuHoro ycTpoiicTtea (RSSI), npy koTopom
BK/toYaetcsa nHamkatop LED4 (no ymonyaHuto: -60, BO3MOXHble 3HaueHus:: -100—-0);

* lMopoe LED3, 0bM — MUHUMaUbHBI YPOBEHb CUrHaa BCTpeuHoro ycTpoiictea (RSSI), npy koTopom
BKk/tovaetcsa nHamkatop LED3 (no ymonyaHuto: -70, BO3MOXHble 3HaueHus:: -100—-0);

* lMopoe LED2, 0bM — MUHUMabHBI YPOBEHb CUrHaa BCTpeyHoro ycTpoiictea (RSSI), npy koTopom
BK/toYaetcsa nHamkatop LED2 (no ymonyaHuto: -80, BO3MOXHble 3HaueHus:: -100—-0);

* lMopoe LED1, 0bM — MUHUMabHBI YPOBEHb CUrHa1a BCTpeyHoro ycTpoiictea (RSSI), npy koTopom
BKoYaetcsa nHamkatop LED1 (no ymonyanuto: -100, BO3MOXHble 3HadYeHus: -100-0).

[N BCTYNNEHWs B CUY HOBOI KOHCOUIypaLmmn 1 3aHECEHUST HACTPOEK B SHEPTOHE3ABNCUMYIO NaMsiTh
HaXXMUTE KHOMKY «[pUMEHNTL». N5 OTMEHbI U3MEHEHWI HAXKMUTE KHOMKY «OTMEHa.
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6.13 MeHto «MIHCTPYMEHTbI»

6.13.1 TMogmeHo «KOCTMpPOBKa»

Mopg, fOCTMpOBKOVI NOHNMMaETCA BblpaBHMBaHNE MNOJ/TIOXEHNA aHTEHHbI yCTDOVICTBa B NMPOCTpaHCTBE ANA
nosly4eHnsa MakCUMMasibHOro curHasa.

[N 3anycka ICTUPOBKN HAXMUTE Ha KHOMKY «CTapT».
[Nsi OCTAHOBKM OCTMPOBKM HAXXMUTE Ha KHOMKY «CTom».

FOcTtupoBka:

+ SSID — nmsa 6ecnpoBOAHON CeTy;

+ KaHas1 — KaHau1 nepefayn AaHHbIX;

* RSSI — ypoBeHb NpUHMMaEMOro curHana, gbwm;

*+ Y0asieHHbIl RSSI — ypoBeHb NPYHMMaeMOro curHania BCTPEYHOro yCTponcTea, ABMm.

- ke
WELTEX  WOP-3ax-LR5 o
pansacpofica  Mowmropmar  Radic AP Cevesse nactpoiten  Crmorema  MHotpywesmu 0]

TecTUpOEIHWE CXOPOCTA
HOcTHpoBka

SSID WOP-Zax-LR5-test
Kawan 36 (5180, MIy)
RSSI aBu 62738

Vasnewswii RESI, 5w 38732

i
aBM nbu

-3 35

45 45
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Mpadomk RSSI-AT nokasbIBaeT M3MEHEHNS YPOBHSI CUrHasia Ha NepBoii aHTeHHe B ABM B TeUeHne BpeMeHu B
cekyHaax.

Mpadomk RSSI-A2 nokasblBaeT M3MEHEHNS YPOBHSI CUrHasia Ha BTOPOi aHTeHHe B ABM B TeueHne BpeMeHu B
cekyHaax.

Mpadovk YoasieHHbIl RSSI-AT NokasbiBaeT M3MEHEHNS YPOBHSI CUTHas1a Ha NepBOoi aHTEHHE BCTPEYHOTO
yCTpOIicTBa B IEM B TEUEHNE BPEMEHMN B CEKYH/aAX.

Mpadmk YoasnieHHbIl RSSI-A2 nokasblBaeT M3MEHEHWSI YPOBHS CUrHasia Ha BTOPOIA aHTEHHE BCTPEYHOro
yCcTpoicTBa B lbM B Te4eHVe BpeMeHU B CEKyHAaX.

Mukosbili RSSI — MakcMaribHbIi YpOBEHb CUTHaA B ABM 3a BPEMS U3MEPEHNS.
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6.13.2 TlMogmeHto «TecTUpoBaHMe CKOPOCTU»

MoameHto «TecTMpoOBaHMe CKOPOCTU» NPeAHa3HAYeHo AJ1si TECTUPOBAHMUSI CKOPOCTU JINHKAL.

wsctpolica  MowwTopmer  Radic AP Cereswe nacTpolon  Crcrema  Mnerpywesms

KcTrpoeka

TecTUPCE3HIE CEOPOCTH »

N HMA xocTa |P-anpec MAC-anpec Downlink Uplink Hanpaenesue

1 STA 21.6 Mbitsisec 3.30 Mbitsisec Dowinlink+ Uplink v || 2anyerurs

143255 4ERS6 143257 143258 143250 143300 143301 143302 143303 143504 f o

a
]
=

cobiel2eb1:cl §0.5 Mbits/seo HeT aamhux T 5| e

MOHTIC
&

[
&4
&2
&0
58
58
54
52

50
14:3426 143820 14:34:30 14341 14:3432 14:34:33 143434 14:34:35 14:34:38 143437 t ¢

« Downlink — TecT ckopocTv 6yA€eT BbINOHEH B HANPAB/EHUM K BCTPEYHOMY YCTPOICTBY;
* Uplink — TecT ckopocTu GyAeT BbINOMHEH B HANPaB/eHWN OT BCTPEUYHOIO YCTPOICTBa;
+ Downlink+Uplink — TecT ckopocTu 6yA€eT BbINOSHEH NOOYEPEHO B KaX/yH CTOPOHY.

TecT BbinonHsetcs Tpagukom TCP n anntca 10 cekyHA ANs 04HOrO HanpasneHns. B ognH MOMEHT BpeMeHm
TECT MOXET 6bITb 3aMyLeH TO/IbKO A0 OHOr0 BCTPEYHOTo YCTPOIACTBA.

[ns 3anycka Heo6xoAMMO BblGpaTh HaNpaB/eHNe TECTA U HaXaTb KHOMKY «3anycTuTb». [locne 3aBepLueHust
TecTa pe3y/nbTaT 6y4eT 0TO6pPaXeH B COOTBETCTBYIOLLEM MOJE 1 Ha rpadouke.

Mo ymonuaHuio ansa Tecta ucnonbayerca VLAN 7 n nogcetb 192.0.4.0/24. Ecnun B CETU YXXe UCNO/b3YOTCS
Takasn nogcetb 1 VLAN, TO He06X0AMMO M3MEHUTbL HACTPOIKM ANA TecTa TakuMm 06pa3oM, UTOObl OHM He
nepecekasimcb C AeMCTBYOLWUMN CETAMU. ITO BO3MOXHO caenatb Yyepes CLI. Bonee nogpo6Ho npouecc
onucaH B pasgene «Ytunuta perftest».

© /1715 novcka NoAKNOUEHHBIX YCTPOICTB AOCTYMHbI Creaytolwme hubTpbl: N0 BCEM MOMAM, N0 UMEHM

XocTa, no IP-agpecy, no MAC-agpecy. 1nsa Bblbopa oubTpa HaXXMUTE Ha = ®dyHKUMOHan
[OCTYMeH TOMbKO B pexume ycTporcTea «Touka goctyna PMP».
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7 TlpuMmep HacCTpPOKN yCTponcTBa
B gaHHOM pasgene npusefeH NnpyMep nepBoHavasibHOW HACTPONKM YCTPONCTB A/19 OpraHm3alm COBMECTHOrO
dhyHKUMOHMpoBaHusA 6a3oBoii cTaHuun WOP-3ax-LRS n aboHeHTckux ctaHumin WOP-3ax-LRS.

WB-3P-LR5

WOP-3ax-LR5

[o o LIPWAL
TV-anCTa

PucyHok 22 — Cxema npumeHeHns WOP-3ax-LR5

© B agpecHoii cTpoke 6pay3epa BeeauTe IP-agpec ycTpoiictsa (no ymonuaHuio 192.168.1.10, ecnu
YCTPOICTBO He nosyunno agpec no DHCP). Mpu ycnewHoM NoAKAUYeHUN K YCTPONCTBY NOSIBATCS
OKHO C 3anpoCcoM JI0TMHa 1 napons. 3anofiHUTe NOASA U HAXKMUTE KHOMKY «BoiTu». Mo ymonyaHuo —

norvH: admin, naposib: password.

WOP-3ax-LR5

Ecnu 370 OKHO He NosBUMOCK, y6eamTech, 4To MK HaxoauTcs B OAHON CETU C YCTPONCTBOM.
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HacTpoiika Toukn goctyna (AP):

1. Mo ymonuyanuio yctpoiicteo WOP-3ax-LR5 HacTpoeHo Ha nonyyeHne agpeca no DHCP. Ecnun agpec He
6b1/1 NONTyYeH, NOAKMHUNTBLCA K YCTPOMCTBY MOXHO MO 3aBoackoMy IP-agpecy: 192.168.1.10, macka
noacetun: 255.255.255.0.

2. Heobxogumo 06HOBMTL MO ycTpoiicTBa Ha akTyanbHOE corniacHo pasgeny «O6HoseHune MO
yCTpOliCcTBa».

3. B meHio Radio BbINO/HUTE NpeaBapuTenibHyr0 HacTPoKy pagnovHTepdelica. BoibpaTb KaHau nepegayn
[aHHbIX 1 yKa3aTb pacCTosiHMe Mexay YyCTPONCTBaMu B KUJIOMETPax.

4. CoxpaHuTe HaCTPOWKN HaXKaB Ha KHOMKY «[IpUMEHUTb».

5. B meHto «AP» B none «SSID» ykaxnte ngeHtudmkatop 6ecnpoBofHON CETH, K KOTOpOMY byaeT
noaknoyaTbes KNneHT (STA).

6. B none «Pexum 6e3onacHoCTn» BbibepuTe pexmnm 6e30nacHOCTH, N0 KOTOPOMY OCYLLECTB/IAETCA
ayTeHTUdnKaumsa B JaHHON CETU 1 3a[aiTe KoY, eC/IM UCNOMb3YEeTCA CeTb C LWNpoBaHNEM.

7. CoxpaHuTe HaCTPOIKW, HaXaB Ha KHOMKY «[TpUMeHUTbY.

HacTpoiika knveHTa (STA) ana nogkayeHms K Touke goctyna (AP):

1. Mo ymonuyanuio yctpoiicteo WOP-3ax-LR5 HacTpoeHo Ha nonyyeHne agpeca no DHCP. Ecnuv agpec He
6b1/1 NO/TyYeH, NOAKNHUNTBLCA K YCTPOMCTBY MOXHO MO 3aBoackomy IP-agpecy: 192.168.1.10, macka
noacetun: 255.255.255.0.

Heobxoanmo 06HoBUTL O ycTpoiicTBa Ha akTyasibHoe cornacHo pasgeny «O6HosneHne MO

yCTpOliCcTBa».

Ecnu ana nogknioyeHus K cety nposalifepa Ucnosb3yloTes cTaTnyeckne unmn AedoNnTHbIe HACTPONKK, TO

B MeHI0 «CeTeBble HACTPOMKM» B nosie «[pOTOKOM» HYXXHO BblObpaTb 3HaYeHue «Staticy, 3ano/HUTbL Noss

«CTaTtnyeckuii IP», «CeTeBas Mmackar, «LLinto3».

4. B meHto STA» B none «SSID» ykaxuTe naeHtmdmnkarop 6ecnpoBogHOli CeTH, K KOTOPO HEOBX0ANMO
NPOU3BECTU NOAK/THOYEHNE.

5. B none «Pexnm 6e30nacHOCTU» BbibepuTe pexum 6e30nacHOCTH, N0 KOTOPOMY OCYLLLeCTBISETCA
ayTeHTUnKaumsa B JaHHON CETU 1 3a[aiTe KoY, eC/IM UCNOMb3YEeTCA CeTb C LWNhpoBaHNEM.

6. Mocne HaxaTusl Ha KHOMKY «MpUMEHUTb», KNMeHT (STA) BbINO/IHUT Nouck ykasaHHoro SSID B achmpe u
npy 06HaPY>XEHUM BbINOMHWT NOMNbITKY NOAKMNOUEHMS K Touke gocTyna (AP) ¢ ykazaHHbIMY
napameTpamu.

7. MpoBepbTe, 4TO B MEHIO «MOHMTOPUHI» B pasaene «becnpoBogHble KNNMEHTbI» MOSBMUAACL TOYKa AoCcTyna
(AP). MpoBepbTe foCTYyNHOCTb ToUkKM focTyna (AP) nepeiian B agpecHoli cTpoke 6paysepa no IP-agpecy
yCTpOWCTBA.

N

w

Ecnu BCce NyHKTbl ONUCaHHbIE BbIWE BbINO/IHEHbI YCMNELLHO, TO 6ECNPOBOAHOE COEANHEHNE MEXAY
YCTPOMCTBaMM HAaCTPOEHO.
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8 YnpaB/neHue ycTpoiiCTBOM C NOMOLLbH KOMaH/AHOW CTPOKM

© /114 nepexopa B pexum KOHUIypUpoOBaHNS BBeAUTE KoMaHay configure.
[na oTo6paxkeHns MMEKLLMXCA HACTPOEK onpeaeneHHoro pasgena KoHdurypauu BBegmte KoMaHay
show-config.
[ns nonyyeHnsa nogckaskn 0 TOM, Kakoe 3HaYeHre MOXET NPUHUMATbL TOT WU MHOWN napameTp
KOHCDUIypaLmm ycTpoicTBa, HaXXMIUTE codeTaHue Knasuil (B aHrnuiickoii packnagke) [Shift + ?].
[na nonyyeHns cnucka napameTpoB, 4OCTYMHLIX A1 peAakTMpoBaHUA B JaHHOM pasaerne
KOHpurypaumm, HaxmuTe knasuwy Tab.
[na coxpaHeHua HACTPOeK BBEAUTE KOMaHAYy save.
[ns nepexoga B npeablayLUnii pasgen KoHurypaumm BeeguTe kKomaHay exit.
[ns BbIxoAa 13 pexumma KoHpurypnposaHus BBegnte komaHay end.

€@ HacTpoiiky He06X0AMMO HaUMHATb C KIMEHTCKOTO YCTPOICTBA BO N36exaHne NoTepu CBA3M C HUM.

8.1 TMopakoyeHne K yCTponcTBy

Mo ymon4yanuto yctpoiictBo WOP-3ax-LRS HacTpoeHo Ha nonyyeHune agpeca no DHCP. Ecnn agpec He 6bin
nosyYeH, NOAKMHUYMTLCA K YCTPOIMCTBY MOXHO MO 3aBOACKOMY IP-agpecy.

© 3asopckoii IP-agpec yctpoiictBa WOP-3ax-LR5: 192.168.1.10, macka noacetu: 255.255.255.0.
MoaknYeHne K yCTPOCTBY OCYLLECTBAETCSA C MOMOLLbI0 SSH:

ssh admin@<IP-agpec ycTpoiicTBa>, anee BBOAUM Napo/ib
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8.2 HacTpolika ceTeBbIX NapamMeTpoB

HacTpoiika cTaTUYeCcKux ceTeBbIX NapameTpoB

WOP-3ax-LR5(root):/# configure

WOP-3ax-LR5(config):/# interface

WOP-3ax-LR5(config):/interface# bro

WOP-3ax-LR5(config):/interface/br0# common

WOP-3ax-LR5(config):/interface/br0/commont static-ip X.X.X.X (rge X.X.X.X — |P-afpec ycTpoicTBa)
WOP-3ax-LR5(config):/interface/br0/common# netmask X.X.X.X (rge X.X.X.X — macka nogcetu)
WOP-3ax-LR5(config):/interface/br0/commont# dns-server-1 X.X.X.X (rge X.X.X.X — |[P-agpec dns-cepeepa Neol)
WOP-3ax-LR5(config):/interface/br0/commont# dns-server-2 X.X.X.X (rge X.X.X.X — |[P-agpec dns-cepeepa No2)
WOP-3ax-LR5(config):/interface/br0/commont# protocol static-ip (13vieHeHne pexvva paboTel ¢ DHCP Ha
Static-IP)

WOP-3ax-LR5(config):/interface/br0/commont# save (coxpaHeHne HacTpoek)

AOG&BNEHMG CTaTn4yecKkoro MapuipyTta

WOP-3ax-LR5(config):/interface/br0/commont exit

WOP-3ax-LR5(config):/interface/br0# exit

WOP-3ax-LR5(config):/interface# exit

WOP-3ax-LR5(config):/# route

WOP-3ax-LR5(config):/route# default

WOP-3ax-LR5(config):/route/default# destination X.X.X.X (rge X.X.X.X — IP-afpec cetn nnn y3na HazHadyeHns,
A5 MapLipyTa no ymonyaHumio — 0.0.0.0)

WOP-3ax-LR5(config):/route/default# netmask X.X.X.X (rge X.X.X.X — macka cetn HazHavyeHus, a5
MapLupyTa no ymosndaHuto — 0.0.0.0)

WOP-3ax-LR5(config):/route/default# gateway X.X.X.X (rae X.X.X.X — |[P-agpec wio3a)
WOP-3ax-LR5(config):/interface/br0/commont# save (coxpaHeHne HacTpoek)

HacTpolika nonyyeHus ceTeBbIX NapameTpoB no DHCP

WOP-3ax-LR5(root):/# configure

WOP-3ax-LR5(config):/# interface

WOP-3ax-LR5(config):/interface# bro

WOP-3ax-LR5(config):/interface/br0# common

WOP-3ax-LR5(config):/interface/br0/commont# protocol dhcp (13veHeHre pexxuma paboTsl ¢ Static-IP Ha
DHCP)

WOP-3ax-LR5(config):/interface/br0/commont# save (coxpaHeHne HacTpoek)
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8.2.1 HacTpolika ceTeBbIxX NapameTpoB C NOMOLLbIO YTUINUTLI Set-management-vlan-mode

HeTternpoBaHHbIii gocTtyn

[MNonyyeHne ceTeBbIX HACTPoekK no DHCP

WOP-3ax-LR5(root):/# set-management-vlan-mode off protocol dhcp

Crartn4yeckue HaCTQOVIKI/I

WOP-3ax-LR5(root):/# set-management-vlan-mode off protocol static-ip ip-addr X.X.X.X netmask Y.Y.Y.Y
gateway Z.Z.Z.Z (rae X.X.X.X — cTarnyeckuii IP-agpec, Y.Y.Y.Y — Macka nogacetu, Z.Z.Z.Z — Lu/03)

Aoctyn uepes VLAN ynpaBneHus B pexume Terminating

[MNonyyeHne ceTeBbIX HACTPoek no DHCP

WOP-3ax-LR5(root):/# set-management-vlan-mode terminating vlan-id X protocol dhcp (e X — VLAN ID,
NCMoNb3yemblii 418 AOCTYNa K YCTPONCTBY. BO3MOXHbIE 3HAUEHMS: 1-4094)

Cratnyeckme HacTpoOWKu

WOP-3ax-LR5(root):/# set-management-vlan-mode terminating vlan-id X protocol static-ip ip-addr
X.X.X.X netmask Y.Y.Y.Y gateway Z.Z.Z.Z (rge X — VLAN ID, ncrnosib3yemblii A1 A0CTyna K YCTPOUCTBY,
BO3MOXHbIE 3HaueHust: 1-4094; X.X.X.X — cTatnyeckuii IP-agpec; Y.Y.Y.Y — macka noaceTtu; Z.Z.Z.Z — LuN+03)

[ocTtyn uepes VLAN ynpaBneHus B pexume Forwarding

[NonyyeHune ceTeBbIX HACTPoeK no DHCP

WOP-3ax-LR5(root):/# set-management-vlan-mode forwarding vlan-id X protocol dhcp (rge X — VLAN ID,
MCMNONb3yeEMbINi AN1A AOCTYNa K YCTPONCTBY. BO3MOXHbIE 3HAYEHMSA: 1-4094)

Cratnyeckme HaCTPOKK

WOP-3ax-LR5(root):/# set-management-vlan-mode forwarding vlan-id X protocol static-ip ip-addr
X.X.X.X netmask Y.Y.Y.Y gateway Z.Z.Z.Z (rge X — VLAN ID, ncnosib3yemblii Ans A0CTyna K YyCTPOUCTBY,
BO3MOXHbI€ 3HAUeHUsT: 1-4094; X.X.X.X — cTatnyeckuii IP-agpec; Y.Y.Y.Y — macka noaceTtu; Z.Z.Z.Z — LuNt03)

3aBeplueHue U coxpaHeHue HaCTpPoeK

WOP-3ax-LR5(root):/# save (coxpaHeHVe HacTpoek)
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8.2.2 Hacrtpolika npuoputeta 802.1p ana VLAN ynpaeneHus

MpuopuTet 802.1p B pexxnme Terminating

WOP-3ax-LR5(root):/# configure

WOP-3ax-LR5(config):/# interface

WOP-3ax-LR5(config):/interface# management-vlan-terminating
WOP-3ax-LR5(config):/interface/management-vlan-terminating# vlan
WOP-3ax-LR5(config):/interface/management-vlan-terminating/vlan# priority X (rae X — npvoputet 802.1p
Ana VLAN ynpasneHus. BosmoXHble 3HayeHus: 0-7)
WOP-3ax-LR5(config):/interface/management-vlan-terminating/vlan# save (coxpaHeHune HacTpoek)

MpuopuTteT 802.1p B pexume Forwarding

WOP-3ax-LR5(root):/# configure

WOP-3ax-LR5(config):/# interface

WOP-3ax-LR5(config):/interface# management-vlan-forwarding
WOP-3ax-LR5(config):/interface/management-vlan-forwarding# vlan
WOP-3ax-LR5(config):/interface/management-vlan-forwarding/vlan# priority X (rae X — npuoputet 802.1p A5
VLAN ynpaBneHusi. BoaMmoxHble 3Ha4YeHus: 0-7)
WOP-3ax-LR5(config):/interface/management-vlan-forwarding/vlan# save (coxpaHeHvie HacTpoek)

8.2.3 HacTpoiika yaanéHHoro ynpasneHus

HacTtpoiika SSH

WOP-3ax-LR5(root):/# configure

WOP-3ax-LR5(config):/# ssh

WOP-3ax-LR5(config):/ssh# enable true (ynpasneHve yganéHHbiM 4OCTynoM rno SSH. /159 OTKNH4eHNS
BeeguTe false. 1o ymonuaHuto: true)

WOP-3ax-LR5(config):/ssh# port X (rne X — nopt SSH-cepsepa. 1o ymonyaHnio: 22)
WOP-3ax-LR5(config):/ssh# save (coxpaHeHVie HacTpoek)

HacTpoliika Telnet

WOP-3ax-LR5(root):/# configure

WOP-3ax-LR5(config):/# telnet

WOP-3ax-LR5(config):/telneti# enable true (ynpasneHve yaanéHHbiM fOCTynom no Telnet. 19 OTK/IO4EHNA
BBeauTe false. [0 ymonuaHuio: false)

WOP-3ax-LR5(config):/telnet# port X (rae X — nopt. ['lo ymonyaHunto: 23)

WOP-3ax-LR5(config):/telnet# save (coxpaHeHne HacTpoek)
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HacTtpoiika SNMPv2

WOP-3ax-LR5(root):/# configure

WOP-3ax-LR5(config):/# snmp

WOP-3ax-LR5(config):/snmp# enable true (yrnipaesneHne SNMP. [1na otknoveHns seeaute false. [0
yMon4aHuio: true)

WOP-3ax-LR5(config):/snmp# rocommunity public (rge public — napons Ha YTeHne napameTpos)
WOP-3ax-LR5(config):/snmp# rwecommunity private (rge private — naposb Ha 3anuck napaMmeTpos)
WOP-3ax-LR5(config):/snmp# trapsink X.X.X.X (rge X.X.X.X — IP-agpec nnm 4OMeHHOe MM NMPUeMHUKa
coob6weHnii SNMPv1-trap B oopmate HOST [COMMUNITY [PORT]])

WOP-3ax-LR5(config):/snmp# trap2sink X.X.X.X (rze X.X.X.X — IP-agpec wiv JOMeHHOe UMS NpuemMHuKa
coo6LeHnit SNMPv2-trap B hopmare HOST [COMMUNITY [PORT]])

WOP-3ax-LR5(config):/snmp# informsink X.X.X.X (rge X.X.X.X — IP-agpec nnm gOMeHHOe VMSA NpUeMHUKa
coo6LueHuin Inform B dpopmate HOST [COMMUNITY [PORT]])

WOP-3ax-LR5(config):/snmp# sysname WOP-3ax-LR5 (rge WOP-3ax-LR5 — cuctemHoe nvs yctporictaa. o
ymonyaHuo: WOP-3ax-LR5)

WOP-3ax-LR5(config):/snmp# syscontact Contact (rge Contact — KOHTaKkTHaA MHOpPMAaLMA NPOU3BOANTESISA
ycTporictea. Mo ymonyaHmio: Contact)

WOP-3ax-LR5(config):/snmp# syslocation Russia (rze Russia — nHpopmar s o MecTonosiokeHnn
ycTporicTea. Mo ymonyaHmio: Russia)

WOP-3ax-LR5(config):/snmp# trapcommunity trap (e trap — napons, cogepxaliniica B Tpanax. o
YMO/I4aHuIo: trap)

WOP-3ax-LR5(config):/snmp# save (COxpaHeHne HacTpoek)

HacTtpoiika SNMPv3

WOP-3ax-LR5(root):/# configure

WOP-3ax-LR5(config):/# snmp

WOP-3ax-LR5(config):/snmp# enable true (yripasnexHve SNMP. 1515 oTkaoueHns seeaute false. o
YMOJIHaHuIo: true)

WOP-3ax-LR5(config):/snmp# view (onpenenset gnana3oH OID'0B, 4OCTYMHbIX AJ/151 KOHKPETHbLIX TPy
nosib3oBaTtesnei)

WOP-3ax-LR5(config):/snmp/view# add inc-all

WOP-3ax-LR5(config):/snmp/view# inc-all

WOP-3ax-LR5(config):/snmp/view/inc-all# rule (onpesenser npasa AocTyna A5 pasHbIX rpynn
nosb3oBaTesniei K onpeaeneHHbIM Yactam MIB)

WOP-3ax-LR5(config):/snmp/view/inc-all/rule# add 1

WOP-3ax-LR5(config):/snmp/view/inc-all/rule# 1

WOP-3ax-LR5(config):/snmp/view/inc-all/rule/1# type included (rze included — Tun gencteusa. BoamoxHble
3Ha4veHus: included — nob6asneHve 3agaHHoro OID, excluded — ncktoveHve 3agaHHoro OID)
WOP-3ax-LR5(config):/snmp/view/inc-all/rule/1# subtree .1 (rae .1 — 3agaHHbIN OID. Ecnv B rpynne B
KayecTBe read-view UCrnonb3yeTcs view € type = included n OID .1, TO Ha yTeHune 6yaeT goctyneH OID .1 1 Bce
ero goyepHue. Ecnu type = excluded, To 6yayT AOCTYNHbI BCe OID'bI KpOME .1 1 ero foUepHUX)
WOP-3ax-LR5(config):/snmp/view/inc-all/rule/1# exit

WOP-3ax-LR5(config):/snmp/view/inc-all/rule# exit

WOP-3ax-LR5(config):/snmp/view/inc-all# exit

WOP-3ax-LR5(config):/snmp/view# exit

WOP-3ax-LR5(config):/snmp# group (3agaet anana3oHsl OID'0B A1 YTEHWA U 3annUCK, ONPeaensieT ypoBeHb
6e30nacHoOCTH)

WOP-3ax-LR5(config):/snmp/group# add rw (rae rw — Ha3BaHue rpynnbl. icnonb3yetcs A1 NpuBA3Kn
nonb3oBaTesien K rpynne)

WOP-3ax-LR5(config):/snmp/group# rw
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WOP-3ax-LR5(config):/snmp/group/rw# read-view inc-all (rze inc-all — view gnsa yteHus napameTpos.
Onpegensiet gnanasoH OID'0B AOCTYMHbIX AJ/19 YTEHUS)

WOP-3ax-LR5(config):/snmp/group/rw# write-view inc-all (rae inc-all — view ans 3anucn napameTpos.
OnpepensieT ananasoH OID'0B AOCTYMHbIX A5 3arncu)

WOP-3ax-LR5(config):/snmp/group/rw# security-level priv (rae priv — pexymv 6esonacHocTy. BO3MOXHbIe
3HayeHus: noauth — HMKakol 6e3onacHocTu, auth — ncnonb3yercsa aBTopu3sauns 3anpocos Mo UMEHN
nosb30BaTesis 1 Naposto, priv — UCNOosb3yeTCs aBTopu3auns 3anpocoB No UMEeHN Nosib3oBartens u
naposi, a Takke WndpoBaHme 3anpoca 1 OTBeTa)

WOP-3ax-LR5(config):/snmp/group/rw# auth-type MD5 (rge MD5 — mMeToz aBTopusannmi. BosmoxHble
3HauveHus: MD5, SHA. Vicnonb3yeTcs, ecnu security-level = auth unv priv. Ecnv He 3agaH, To Ucnosb3yeTcs
MD5)

WOP-3ax-LR5(config):/snmp/group/rw# priv-type DES (rge DES — meTo/, lnhpoBaHns. BO3MOXHbIe
3HauveHus: DES, AES. VIicnonb3yeTcs, ecnu security-level = priv. Ecnn He 3aaH, TO ncnosnb3yetcs DES)
WOP-3ax-LR5(config):/snmp/group/rwi exit

WOP-3ax-LR5(config):/snmp/group# exit

WOP-3ax-LR5(config):/snmp# user (yyeTHasa 3anucb nosib3oBarens. lNpuBa3biBaeTcs K onpeaeneHHon
rpynre 1 CoAepPXMT B cebe MMSA 1 naposn A5 asTopusaunmn 1 wmudpoBaHns)
WOP-3ax-LR5(config):/snmp/user# add admin (rge admin — vvs nons3osarens. Vicnoss3yercs npu
aBTOpM3aLLMKM 3anpoCcoB, a Takke MOXET HaszHayaTbCs 415 target)

WOP-3ax-LR5(config):/snmp/user# admin

WOP-3ax-LR5(config):/snmp/user/admin# group rw (rz1e rw — rpynna, B KOTOpyt f06aBnisercs
Nnosib30BaTesb)

WOP-3ax-LR5(config):/snmp/user/admin# auth-password password (rje password — naposs A1
aBTopu3aunn. Ecnu y rpynnel security-level = auth unam priv, a auth-password He 3agaH, TO No/Ib30BaTEe/lb HE
OyaeT AOCTYMNeH)

WOP-3ax-LR5(config):/snmp/user/admin# priv-password password (rje password — naposs A4
LwndppoBaHus. Ecnv y rpynnbl security-level = priv, a priv-password He 3afaH, TO Nosib3oBartesib He byaeT
[OCTYMNeH)

WOP-3ax-LR5(config):/snmp/user/admin# exit

WOP-3ax-LR5(config):/snmp/user# exit

WOP-3ax-LR5(config):/snmp# target (Bblga€T Tpanbl Ha 3a4aHHble XOCTbl. [lobaBnseTcsa OnyMoHaIbHO.
AHanor trapsink u trap2sink gns SNMPv3)

WOP-3ax-LR5(config):/snmp/target# add targetl

WOP-3ax-LR5(config):/snmp/targeti# targetl

WOP-3ax-LR5(config):/snmp/target/targetl# host X.X.X.X (rge X.X.X. X — |IP-afpec xocTa Ha KOTopbI OyayT
OTNpPaB/SATLCA Tparnbl)

WOP-3ax-LR5(config):/snmp/target/targetl# port X (r4e X — HoOmMep nopTa Ha KOTOpbIA ByayT OTNpaBiaTLCs
Tpanbl)

WOP-3ax-LR5(config):/snmp/target/target1# user admin (e admin — nvs nonb3oBaTesisi, KOTOpoe
ncnonb3yeTcs AN Bbl4ayun Tpanos. Ha BCTpeYHon CTopoHe nosb3oBaTesib AO/DKEH OblTb HACTPOEH
aHanornyHo. Ecnun 3agaH HeakTVBHbIV Nonb3oBatesb (Y Hero He 3aZaH OAMH U3 HEOOXOAMMbIX Naponen),
TO target Takxe ByAeT HeakTUBHbLIM)

WOP-3ax-LR5(config):/snmp/target/target1# exit

WOP-3ax-LR5(config):/snmp/targeti# exit

WOP-3ax-LR5(config):/snmp# snmpv3-only true (Bk/1toueHne 3anpeta goctyna ko scem OID no SNMPv1,
SNMPv2. ing oTkntodeHns seeaute false. o ymonuaHutio: false)

WOP-3ax-LR5(config):/snmp# save (coxpaHeHve HacTpoek)
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8.2.4 HacTtpolika ceTeBbIx napameTpos IPv6

@ Mo ymonuannio 4OCTYN K YCTPOICTBY MO NPOTOKONY IPV6 Ha yCTPOCTBE OTK/IIOUEH.

BK/toueHue goctyna K yCTpoicTBy No NpoTokony IPv6e

WOP-3ax-LR5
WOP-3ax-LR5
WOP-3ax-LR5
WOP-3ax-LR5
WOP-3ax-LR5
WOP-3ax-LR5
DHCP)
WOP-3ax-LR5(config):/interface/br0/common/ipv6# enabled true (Bk/it0ueHve f0OCTyNa K YCTPOUCTBY MO
npotokony IPv6. Ana oTkoyeHns seegute false)

WOP-3ax-LR5(config):/interface/br0/common/ipv6# save (CoxpaHeHne HacTpoek)

root):/# configure

config):/# interface

config):/interfacet# bro

config):/interface/br0# common

config):/interface/br0/commont ipvé

config):/interface/br0/common/ipv6# protocol dhcp (nonyueHvie ceteBbix napameTpos IPv6 no

—_— e~~~ o~~~

HacTtpoiika cTaTuyeckux ceTeBbixX napameTpoB IPv6

WOP-3ax-LR5(root):/# configure

WOP-3ax-LR5(config):/# interface

WOP-3ax-LR5(config):/interface# bro

WOP-3ax-LR5(config):/interface/br0# common

WOP-3ax-LR5(config):/interface/br0/commont ipvé

WOP-3ax-LR5(config):/interface/br0/common/ipv6# address XXXX:XXXX: XXXX: XXXX: XXXX:XXXX:XXXX:XXXX
(rae XXXX:XXXX:XXXXXXXXXXXX XXX XXXX:XXXX — cTaTndeckuii IPve-aapec yCcTpolicTBa)
WOP-3ax-LR5(config):/interface/br0/common/ipv6# address-prefix-length X (rae X — npechuke crarnyeckoro
IPv6-agpeca. NpuHumaeT 3HadeHne ot 0 40 128. 1o ymMoi4aHuto: 64)
WOP-3ax-LR5(config):/interface/br0/common/ipv6# gateway XXXX:XXXX:XXXX:XXXX::/64 (ykasbiBaeTcs |Pv6-
npedonke, Hanpumep, 3211:0:0:1234::/64)

WOP-3ax-LR5(config):/interface/br0/common/ipv6# dns-server-1

XOOOCE XK XXX XXXEXX XX XXX EXXXXTY (rae XXXXXXXXXXXX XXX XXX XXXX XXX XXXX /Y — [Pv6-
agapec DNS-cepBepa Nel ¢ npedonkcom)

WOP-3ax-LR5(config):/interface/br0/common/ipv6# dns-server-2

XOOOKEXOOK XXX XXXEXXXX XXX EXXXXTY (re XXXXXXXX XXX XXX XXXXEXXXX XXX XXXX /Y — [Pv6-
agapec DNS-cepBepa Ne2 ¢ npedonkcom)

WOP-3ax-LR5(config):/interface/br0/common/ipv6# protocol static-ip (Bk/1t0ueHVIe ncnonL308aHNA
cTaTnyecknx ceTeBblx IPv6 MapameTpoB. s Nosly4eHms CeTEBbIX NapameTpoB IPv6 no DHCP BBeanTte
dhcp)

WOP-3ax-LR5(config):/interface/br0/common/ipv6# enabled true (Bk/1t0ueHve oOCTyNa K YCTPOUCTBY MO
npotokony IPv6. 18 oTkntoveHus seeaute false)

WOP-3ax-LR5(config):/interface/br0/common/ipv6# save (coxpaHeHne HacTpoek)

_ = = =

81



PykoBoacTtso no akcnayatauum WOP-3ax-LR5

8.3 HacTtpoiiku Radio

[na Toro 4To6bl M3MEHUTb paAMoKaHaUl, LUMPKHY NOMOCkI KaHana UM MOLHOCTL, UCMO/b3YliTe cneaytoLme
KOMaH/bl:

CMeHa paguoKaHasa, WWMPUHbI NOJIOChI U MOLHOCTU paauouHTepdelica

WOP-3ax-LR5
WOP-3ax-LR5
WOP-3ax-LR5
WOP-3ax-LR5

root):/# configure

config):/# interface

config):/interface# wlan0

config):/interface/wlan0# wlan

WOP-3ax-LR5(config):/interface/wlan0/wlan# radio

WOP-3ax-LR5(config):/interface/wlan0/wlan/radio# tx-power X (rge X — ypoBeHb MOLLHOCTY B ABEM)
WOP-3ax-LR5(config):/interface/wlan0/wlan/radio# channel X (rze X — HOmep cTaTnyeckoro kaHana, Ha
KoTopoM 6yaeT paboTaTb YCTPOWNCTBO)

WOP-3ax-LR5(config):/interface/wlan0/wlan/radio# bandwidth X (rae X — wunpuHa kaHana)
WOP-3ax-LR5(config):/interface/wlan0/wlan/radio# save (coxpaHeHVie HacTpoek)

—_ e~~~ —~
_ ===

© cCnucku AOCTYNHbIX KAHANOB
B Radio 5 'y gnsa nokauui «Poccus (RU)»/«Bbe3 orpaHnyenuii (ALL)» ons BbiGopa AOCTYNHbI
cneaywouwme kaHanbl, ecnu DFS forced/auto:

* npu wupuHe kadana 5, 10, 20 MIy;: 32, 33, 34, 35, 36, 37, 38, 39, 40, 41, 42, 43, 44, 45, 46, 47, 48,
49, 50, 51, 52, 53, 54, 55, 56, 57, 58, 59, 60, 61, 62, 63, 64, 65, 66, 67, 68, 69, 70,71,72,73,74,75,
76,77,78,79, 80, 81, 82, 83, 84, 85, 86, 87, 88, 89, 90, 91, 92, 93, 94, 95, 96, 97, 98, 99, 100, 101,
102,103, 104, 105, 106, 107, 108,109, 110, 111,112,113, 114,115,116, 117,118, 119, 120, 121,
122,123,124,125,126, 127,128,129, 130, 131, 132, 133, 134, 135, 136, 137, 138, 139, 140, 141,
142,143,144, 145,146, 147, 148,149, 150, 151, 152, 153, 154, 155, 156, 157, 158, 159, 160, 161,
162,163, 164, 165,166, 167, 168,169, 170,171,172,173,174,175,176,177,178, 179, 180, 181,
182,183, 184, 185, 186, 187, 188, 189, 190, 191, 192, 193.

* Mpu wupuHe kaHana 40 MIu;

« ecnu «control-sideband» = lower: 36, 44, 52, 60, 68, 76, 84, 92, 100, 108, 116, 124, 132, 140,
149, 157,165,173, 181, 189.
+ ecnun «control-sideband» = upper: 40, 48, 56, 64, 72, 80, 88, 96, 104, 112, 120, 128, 136, 144,
153,161,169, 177, 185, 193.

* npu wupuHe kaHana 80 MI'y; 36, 40, 44, 48, 52, 56, 60, 64, 68, 72, 76, 80, 84, 88, 92, 96, 100, 104,
108,112,116, 120, 124, 128, 132, 136, 140, 144, 149, 153,157,161, 165, 169, 173, 177,181, 185,
189, 193.

* npu wupuHe kaHana 160 Ml'y; 36, 40, 44, 48, 52, 56, 60, 64, 68, 72, 76, 80, 84, 88, 92, 96, 100, 104,
108,112,116, 120, 124, 128, 149,153,157, 161, 165, 169, 173, 177.
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© BRadio5 Ty ana nokaumii «<Poccusa (RU)»/«be3 orpaHnyennii (ALL)» ansa BbiGopa AOCTYNHbI
cneaywume kaHanbl, ecnv DFS forced/auto n BknroueHa oMkcnpoBaHHaA LeHTpa/ibHas YyacToTa:

* npwu WwupuHe kaHana 20 Mry; 32, 33, 34, 35, 36, 37, 38, 39, 40, 41, 42, 43, 44, 45, 46, 47, 48, 49, 50,
51, 52, 53, 54, 55, 56, 57, 58, 59, 60, 61, 62, 63, 64, 65, 66, 67, 68, 69, 70,71, 72,73,74,75,76, 77,
78,79, 80, 81, 82, 83, 84, 85, 86, 87, 88, 89, 90, 91, 92, 93, 94, 95, 96, 97, 98, 99, 100, 101, 102, 103,
104, 105,106,107,108, 109,110,111, 112,113,114, 115,116, 117,118, 119, 120, 121, 122, 123,
124, 125,126,127,128, 129, 130, 131, 132, 133, 134, 135, 136, 137, 138, 139, 140, 141, 142, 143,
144, 145, 146, 147,148, 149, 150, 151, 152, 153, 154, 155, 156, 157, 158, 159, 160, 161, 162, 163,
164, 165, 166, 167,168, 169, 170,171,172,173,174,175,176,177,178, 179, 180, 181, 182, 183,
184, 185, 186, 187, 188, 189, 190, 191, 192, 193.

* npwu WwupuHe kaHana 40 Mrru; 34, 35, 36, 37, 38, 39, 40, 41, 42, 43, 44, 45, 46, 47, 48, 49, 50, 51, 52,
53, 54, 55, 56, 57, 58, 59, 60, 61, 62, 63, 64, 65, 66, 67, 68, 69, 70, 71,72,73,74,75,76,77,78, 79,
80, 81, 82, 83, 84, 85, 86, 87, 88, 89, 90, 91, 92, 93, 94, 95, 96, 97, 98, 99, 100, 101, 102, 103, 104,
105, 106,107,108, 109, 110,111, 112,113, 114,115,116, 117,118, 119, 120, 121, 122, 123, 124,
125,126,127,128,129, 130, 131, 132, 133, 134, 135, 136, 137, 138, 139, 140, 141, 142, 143, 144,
145, 146,147,148, 149, 150, 151, 152, 153, 154, 155, 156, 157, 158, 159, 160, 161, 162, 163, 164,
165, 166,167,168,169,170,171,172,173,174,175,176,177,178, 179, 180, 181, 182, 183, 184,
185, 186, 187, 188, 189, 190, 191.

* npwu wupuHe kaHana 80 Mrry; 38, 39, 40, 41, 42, 43, 44, 45, 46, 47, 48, 49, 50, 51, 52, 53, 54, 55, 56,
57,58, 59, 60, 61, 62, 63, 64, 65, 66, 67, 68, 69, 70,71,72,73,74,75,76,77,78,79, 80, 81, 82, 83,
84, 85, 86, 87, 88, 89, 90, 91, 92, 93, 94, 95, 96, 97, 98, 99, 100, 101, 102, 103, 104, 105, 106, 107,
108,109,110,111,112,113,114,115,116,117,118, 119, 120, 121, 122, 123, 124, 125, 126, 127,
128,129,130, 131,132, 133, 134, 135, 136, 137, 138, 139, 140, 141, 142, 143, 144, 145, 146, 147,
148, 149, 150, 151, 152, 153, 154, 155, 156, 157, 158, 159, 160, 161, 162, 163, 164, 165, 166, 167,
168,169,170,171,172,173,174,175,176,177,178,179, 180, 181, 182, 183, 184, 185, 186, 187.

* npu wupuHe kaHana 160 Mry; 46, 47, 48, 49, 50, 51, 52, 53, 54, 55, 56, 57, 58, 59, 60, 61, 62, 63,
64, 65, 66, 67, 68, 69, 70, 71,72,73,74,75,76,77,78,79, 80, 81, 82, 83, 84, 85, 86, 87, 88, 89, 90,
91, 92, 93, 94, 95, 96, 97, 98, 99, 100, 101, 102, 103, 104, 105, 106, 107,108, 109, 110, 111, 112,
113,114,115,116,117,118,119, 120, 121, 122, 123, 124, 125, 126, 127, 128, 129, 130, 131, 132,
133,134, 135,136,137, 138, 139, 140, 141, 142, 143, 144, 145, 146, 147, 148, 149, 150, 151, 152,
153, 154, 155, 156, 157, 158, 159, 160, 161, 162, 163, 164, 165, 166, 167, 168, 169, 170, 171, 172,
173,174,175,176,177,178, 179.

B Radio 5 Ty, ana nokauwii «Poccusa (RU)»/«be3 orpaHnveHuii (ALL)» ansa Bbi6opa AOCTYMHbI
neg,ylou,me KaHanbl, ecnu DFS disabled:
* Mpu wupuHe kadana 5, 10, 20 MI'y;: 32, 33, 34, 35, 36, 37, 38, 39, 40, 41, 42, 43, 44, 45, 46, 47, 48,
148, 149, 150, 151, 152, 153, 154, 155, 156, 157, 158, 159, 160, 161, 162 163,164, 165,166, 167,
168,169,170,171,172,173,174,175,176,177,178,179, 180, 181, 182, 183, 184, 185, 186, 187,
188, 189, 190, 191, 192, 193.
* Mpu wupuHe kaHana 40 Mly;
« ecnu «control-sideband» = lower: 36, 44, 149, 157, 165,173, 181, 189.
+ ecnu «control-sideband» = upper: 40, 48, 153, 161, 169, 177, 185, 193.
* npw wupuHe kaHana 80 Mrry; 36, 40, 44, 48, 149, 153,157,161, 165,169, 173,177,181, 185, 189,
193.
* npwu WwupuHe kaHana 160 Mrry;: 149, 153, 157, 161, 165, 169, 173, 177.
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© BRadio5 Ty ana nokaumii «<Poccusa (RU)»/«be3 orpaHnyennii (ALL)» ansa BbiGopa AOCTYNHbI
cnepyroume kaHanbl, ecnu DFS disabled n BkntoueHa domkcupoBaHHasa LeHTpaibHaA YacToTa:

* npu wupuHe kaHana 20 Mlry; 32, 33, 34, 35, 36, 37, 38, 39, 40, 41,42, 43, 44, 45, 46, 47, 48, 148,
149, 150, 151, 152, 153, 154, 155, 156, 157, 158, 159, 160, 161, 162, 163, 164, 165, 166, 167, 168,
169,170,171,172,173,174,175,176,177,178,179, 180, 181, 182, 183, 184, 185, 186, 187, 188,
189, 190, 191, 192, 193.

* npu wupuHe KaHana 40 MIry; 34, 35, 36, 37, 38, 39, 40, 41, 42, 43, 44, 45, 46, 150, 151, 152, 153,
154, 155, 156, 157, 158, 159, 160, 161, 162, 163, 164, 165, 166, 167, 168, 169, 170,171,172, 173,
174,175,176,177,178,179, 180, 181, 182, 183, 184, 185, 186, 187, 188, 189, 190, 191.

* npwu wupuHe kaHana 80 MIy; 38, 39, 40, 41, 42, 154, 155, 156, 157, 158, 159, 160, 161, 162, 163,
164, 165, 166, 167,168, 169, 170,171,172,173,174,175,176,177,178, 179, 180, 181, 182, 183,
184, 185, 186, 187.

* Npu WwupuHe kaHana 160 My 162, 163, 164, 165, 166, 167, 168, 169, 170, 171,172,173, 174,
175,176,177,178, 179.

8.3.1 [ononHutenbHble HacTpolikn Radio

N3MmeHeHue cTpaHbI

WOP-3ax-LR5(config):/interface/wlan0/wlan/radio# country X (napameTp X MOXeT npvHumMaTth 3HavyeHne: RU,
ALL)

N3meHeHue pexuma paboTbl paguonHTepdeiica

WOP-3ax-LR5(config):/interface/wlan0/wlan/radio# work-mode X (rze X — pexum paboThbl
paanonHTepdieiica cornacHo ctaHaapTy IEEE 802.11. Bo3MOXHbIe 3HAUYEHWS: anacax, anac, ax)

N3meHeHUe OCHOBHOrO KaHasia

WOP-3ax-LR5(config):/interface/wlan0/wlan/radio# control-sideband lower (napaverp MoXeT npuHuMaTh
3HauyeHue: lower, upper. 10 ymonuyaHuto: lower)

BkntroueHue (pUKCUPOBAHHOW LEHTPa/IbHOI 4aCTOTbI

WOP-3ax-LR5(config):/interface/wlan0/wlan/radio# center-frequency true (Bx/1toueHne hrkcrpoBaHHON
LleHTpaNIbHOW YacToThbl. 19 oTKNoveHnst BeeaunTe false)

BknroueHue ncnosib3oBaHus KOPOTKOro 3aluTHOIoO UHTEpBa/1a

WOP-3ax-LR5(config):/interface/wlan0/wlan/radio# sgi true (Bk/1l04eHME NCNOML30BaHNSA YKOPOYEHHOTO
3alUUTHOrO MHTEepBasia And nepeaayn gaHHbIX — 400 HC, BMecCTo 800 He. [Ans oTknouveHus seeaute false)
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HacTpoliika pa3peleHHOro Cnucka KaHasoB

WOP-3ax-LR5(config):/interface/wlan0/wlan/radio# use-limit-channels true (Bk/110ueHVE 1CNONB30BaHNSA
OrpaHNYEeHHOro cnmcka KkaHanos. 19 oTknoveHnst eeeante false)
WOP-3ax-LR5(config):/interface/wlan0/wlan/radio# limit-channels '50 51 52' (rae 50 51 52 — KaHas1bl
inanasoHa, B KOTOPOM MOXET paboTaTb HacTpavBaeMblii paanonHTepdeiic)

HacTtpoiika mexaHusma DFS

HacTpoiika npon3BoamnTca T0/bKo Ans Radio 5Ty,

WOP-3ax-LR5(config):/interface/wlanl/wlan/radio# dfs X (rae X — pexvm paboTel MexaHnsma DFS. MoxeT
npuHUMaThb 3HadyeHus: forced — MexaH3M BbIK/IOUYEH, DFS-kaHasbl 4OCTYMNHbI AN Bbl6opa; auto —
MexaHu3M Bk/oYeH; disabled — mexaHn3M BblkNtoveH, DFS-KaHasbl HeJOCTYMNHbI A1 BblGopa)

BkntoueHune STBC

WOP-3ax-LR5(config):/interface/wlan0/wlan/radio# stbc true (Bk/10ueHVEe METOAA NPOCTPAHCTBEHHO-
BPEMEHHOro 6/104HOro KogMpoBaHus (STBC), HanpaB/IEHHOTO Ha MOBbILLEHNE HaAEXHOCTM nepeaayn
AaHHbIX. Ona oTkntoveHns seeaute false)

BkntoueHue arperauum

WOP-3ax-LR5(config):/interface/wlan0/wlan/radio# aggregation true (Bx/1t0ueHve arperalmm Ha Radio —
nognepxxkn AMPDU/AMSDU. ina otkioyeHnsa seeguTe false)

BkntoueHue MCcnosib30BaHNA KOPOTKOI npeaMoy bl

WOP-3ax-LR5(config):/interface/wlan0/wlan/radio# short-preamble true (Bk/1l04eHNE NCNOIL30BaHNS
KOpPOTKOW npeambynbl naketa. Ansa otknoveHns seeaute false)

BkntoueHue KCMPOBaHHOW KaHa/IbHOW CKOPOCTU Nepesayvuun

WOP-3ax-LR5(config):/interface/wlan0/wlan/radio# fixed-rate X (rae X — HassaHve MOAYAALNN 3ar/1aBHBIMY
6ykBamMu 6e3 npo6enos, Hanpumep, OFDM54, MCS15. Pa3pelleHHble 3HaYeHst onpeaensitoTcs PEXUMOM
paboTbl paanonHTepdelica 1 LUMPUHOK NONOChI KaHana)
WOP-3ax-LR5(config):/interface/wlan0/wlan/radio# enable-fixed-rate true (Bx/110unTL hrikcrpoBaHHyO
KaHa/IbHYH CKOpPOCTb nepegaun. [Ans otknoveHus seeaute false)
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BkntoueHne MakCUMasibHOW KaHaJ/IbHOW CKOPOCTU nepepayvuun

WOP-3ax-LR5(config):/interface/wlan0/wlan/radio# maximal-rate-tx
WOP-3ax-LR5(config):/interface/wlan0/wlan/radio/maximal-rate-tx# he X (rge X — HazBaHne moaynsaumm
3arnaBHbIMK 6ykBamun 6e3 npobesnos, Hanpumep, NSS2-MCS11. MapameTp NCNob3yeTcs npu
MO/K/TIOUYEHMMN YCTPOICTB B pexxume IEEE 802.11ax)
WOP-3ax-LR5(config):/interface/wlan0/wlan/radio/maximal-rate-tx# vht X (rge X — HazBaHve mMoaynaumm
3arnaBHbIMK 6ykBamun 6e3 npobesnos, Hanpumep, NSS2-MCS11. MapaMeTp NCNob3yeTcs npu
NOJK/TOUYEHMN YCTPOICTB B pexxume IEEE 802.11ac)
WOP-3ax-LR5(config):/interface/wlan0/wlan/radio/maximal-rate-tx# ht X (rze X — HazBaHve moaydaLmm
3arnaBHbIMKU BykBamMun 6e3 npob6enos, Hanpumep, MCS15. MNapameTp UCNonb3yeTcs Npu NOAK/IHUYEHNN
YCTPOICTB B pexumme IEEE 802.11n)

WOP-3ax-LR5(config):/interface/wlan0/wlan/radio/maximal-rate-tx# legacy X (rge X — HazBaHne Moaynaumm
3ar/naBHbIMKN 6ykBamun 6e3 npob6eno., Hanpumep, OFDM54. MNapameTp UCNoNb3yeTcs Npu NOAKIUYEHNUN
YCTPOICTB B pexume IEEE 802.11a)

WOP-3ax-LR5(config):/interface/wlan0/wlan/radio/maximal-rate-tx# enable true (Bk/1toueHe MakcuMasibHON
KaHa/IbHOW CKOpOCTM nepegayn. Ans oTknoyeHns seeguTe false)
WOP-3ax-LR5(config):/interface/wlan0/wlan/radio# save (coxpaHeHue HacTpoek)

Bk/1lo4ueHne MakCUMasibHOW KaHaJ1IbHOW CKOpOCTU nNpuemMa

WOP-3ax-LR5(config):/interface/wlan0/wlan/radio# maximal-rate-rx
WOP-3ax-LR5(config):/interface/wlan0/wlan/radio/maximal-rate-rx# he X (rae X — HassaHve MoayaLmun
3arnaBHbIMK 6ykBamun 6e3 npobenos, Hanpumep, NSS2-MCS11. MapameTp NCcnoib3yeTcs npu
MOAK/TOUYEHMN YCTPONCTB B pexxunme IEEE 802.11ax)
WOP-3ax-LR5(config):/interface/wlan0/wlan/radio/maximal-rate-rx# vht X (rae X — HassaHne Moy iauun
3arnaBHbIMK 6ykBamun 6e3 npobenos, Hanpumep, NSS2-MCS11. MapameTp Ncnonib3yeTcs npu
MOAK/TOYEHMN YCTPONCTB B pexxume IEEE 802.11ac)
WOP-3ax-LR5(config):/interface/wlan0/wlan/radio/maximal-rate-rx# ht X (rge X — HassaHne moaynaumm
3arnaBHbIMK 6ykBamun 6e3 npo6eno., Hanpumep, MCS15. MNapameTp MCNoNb3yeTcs Npu NOAKIYEHNN
YCTPOICTB B pexmme IEEE 802.11n)

WOP-3ax-LR5(config):/interface/wlan0/wlan/radio/maximal-rate-rx# legacy X (rge X — HazsaHne moaynsaumm
3arnaBHbIMKN 6ykBamun 6e3 npo6eno., Hanpumep, OFDM54. MNapameTp UCnonb3yeTcs Npu NOAKIHEHNM
YCTPOWCTB B pexume IEEE 802.11a)

WOP-3ax-LR5(config):/interface/wlan0/wlan/radio/maximal-rate-rx# enable true (Bk/1t04eHVIE MaKCMasILHON
KaHas/lbHOW ckopocTu npuema. [Ans otkntoveHns seegute false. loCTynHO TONbKO B peXMMax yCcTponcTea
ap-ptp v sta)

WOP-3ax-LR5(config):/interface/wlan0/wlan/radio# save (coxpaHeHVie HacTpoek)
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Bk/loueHne MMHUMaJIbHOW KaHaJIbHOW CKOPOCTU nepesayuun

WOP-3ax-LR5(config):/interface/wlan0/wlan/radio# minimal-rate-tx
WOP-3ax-LR5(config):/interface/wlan0/wlan/radio/minimal-rate-tx# he X (rge X — HazBaHve MoaynaLmm
3arsaBHbIMK BykBamMun 6e3 Npo6esnos, Hanpumep, NSS1-MCS0. MapamMeTp UCNosb3yeTcst NPy NOAKIHYEHNM
YCTPOWCTB B pexume IEEE 802.11ax)

WOP-3ax-LR5(config):/interface/wlan0/wlan/radio/minimal-rate-tx# vht X (rae X — HazBaHve Moy iALmm
3arsaBHbIMK BykBamMun 6e3 Npo6esnoB, Hanpumep, NSS1-MCS0. MapamMeTp UCnosb3yeTcst NPy NOAKMHYEHNM
YCTPOWCTB B pexwume IEEE 802.11ac)

WOP-3ax-LR5(config):/interface/wlan0/wlan/radio/minimal-rate-tx# ht X (rge X — HazsaHue moaynauun
3arsiaBHbIMK BykBaMun 6e3 Npo6eno., Hanpumep, MCSO. MNapamMeTp UCNosb3yeTcst NPy NOAKIHYEHNM
YCTPOWCTB B pexume IEEE 802.11n)

WOP-3ax-LR5(config):/interface/wlan0/wlan/radio/minimal-rate-tx# legacy X (rae X — HazBaHve MoAy/IALMM
3arnaBHbIMK BykBaMun 6€3 Npo6enos, Hanpumep, OFDM6. MNapamMeTp UCNO/Mb3yeTCst NPV NOAKMHYEHNN
YCTPOWCTB B pexwume IEEE 802.11a)

WOP-3ax-LR5(config):/interface/wlan0/wlan/radio/minimal-rate-tx# enable true (Bk/104EHE MVHUMA/TLHOV
KaHa/IbHOW CKOpOCTM nepegayn. Ans oTknoyeHns seeguTe false)
WOP-3ax-LR5(config):/interface/wlan0/wlan/radio# save (coxpaHeHue HacTpoek)

Bk1loueHne MUMHUMaJIbHOW KaHaJ1IbHOW CKOpPOCTU nNpuemMa

WOP-3ax-LR5(config):/interface/wlan0/wlan/radio# minimal-rate-rx
WOP-3ax-LR5(config):/interface/wlan0/wlan/radio/minimal-rate-rx# he X (rae X — HassaHve Moay AL
3arnaBHbIMK 6ykBamun 6e3 npobesnos, Hanpumep, NSS1-MCS0. MapameTp UCnob3yeTcsa NPy NOAKIOHYEHNUN
YCTPOWCTB B pexume IEEE 802.11ax)

WOP-3ax-LR5(config):/interface/wlan0/wlan/radio/minimal-rate-rx# vht X (rae X — HassaHvne moaynauum
3arnaBHbIMK 6ykBamun 6e3 npobenos, Hanpumep, NSS1-MCS0. MapameTp UCnob3yeTca NPy NOAKIOHYEHNUN
YCTPOWCTB B pexume IEEE 802.11ac)

WOP-3ax-LR5(config):/interface/wlan0/wlan/radio/minimal-rate-rx# ht X (rae X — HassaHne moaynauun
3arnaBHbIMKN 6ykBamun 6e3 npob6eno., Hanpumep, MCSO. MapameTp NcnonbL3yeTcst NP NOAKNHYEHUN
YCTPOICTB B pexmme IEEE 802.11n)

WOP-3ax-LR5(config):/interface/wlan0/wlan/radio/minimal-rate-rx# legacy X (rae X — HasBaHne MoayIaLmun
3arnaBHbIMK 6ykBamun 6e3 npobesnos, Hanpumep, OFDM6. MNapamMeTp Ncnonb3yeTcst NPy NOAKNHYEHUN
YCTPOWCTB B pexume IEEE 802.11a)

WOP-3ax-LR5(config):/interface/wlan0/wlan/radio/minimal-rate-rx# enable true (Bk/10HEHNE MVUHUMAIEHO
KaHa/lbHOW cKkopocTu npuema. Ansa otknoveHns seegute false. [JOCTYNHO TO/bKO B peXuMax yCTpOiCcTBa
ap-ptp v sta)

WOP-3ax-LR5(config):/interface/wlan0/wlan/radio# save (coxpaHeHVie HacTpoek)

© nNapameTpbl MaKCUMaBLHOM M MUHUMAbHOM KaHa/IbHOM CKOPOCTV NpUeMa UCMOMb3yHTCS 415
yKazaHusi MakCMasibHON U MUHUMasIbHOV KaHa/IbHO CKOPOCTY Nepeaaydn BCTPEYHOMY YCTPOIACTBY.
Mo3aToMy, HacTpamBasi MakCUMasibHy 1/UN MUHUMa/IbHYIO KaHaslbHY0 CKOPOCTh MpUeMa, Hanpumep,
Ha knneHTe (STA), HacTpavBaTb MakCMMasIbHYH /WA MUHUMaUTbHYKO CKOPOCTh Mepeaayvn Ha Touke
poctyna (AP) He HyXHo.
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HacTtpoiika Distance

WOP-3ax-LR5(config):/interface/wlan0/wlan/radio# auto-distance true (Bk/it0ueHne aBToOMaTyeckoro
pacyeTa paccTosiH1e Mexay ycTpocTBamu . 1 oTknoveHust Beeante false)
WOP-3ax-LR5(config):/interface/wlan0/wlan/radio# max-distance X (rge X — pacctosHne mexzay
yCcTpolicTBamu B KusioMmeTpax. NMapameTp Mcnonb3yeTcs Npu BbIK/IOYEHHOM auto-distance. BO3MOXHble
3HaueHust: 0-34. Mo ymonyaxuio: 0)

@ Ha Bpems ncnonbsoBaHUs yTUAKTBI antenna-align, hyHKLMOHAN aBTOMATUYECKOTO YNpaBieHNs
MOLL{HOCTbIO BbIK/THOUAETCS.

HacTtpoiika ATPC

WOP-3ax-LR5(config):/interface/wlan0/wlan/radio# auto-tx-power
WOP-3ax-LR5(config):/interface/wlan0/wlan/radio/auto-tx-power# enable true (Bk/1t04eHE aBTOMATNYECKOTO
ynpas/ieHnsi MOLLIHOCTbIO nepeaatunka. [Ansa otknoveHus seeaute false)
WOP-3ax-LR5(config):/interface/wlan0/wlan/radio/auto-tx-power# target-rssi X (r41e X — Lenesol yposeHb
curHana. NMapameTp MOXeT NpMHMMaTb 3Ha4YeHUs oT -100 A0 -40. Mo ymonyaHuio: -50)

HacTtpoiika TDD

WOP-3ax-LR5(config):/interface/wlan0/wlan/radio/tdd# enable true (Bxk/1t0HeHVE TEXHONOTMN
6€eCKONNN3MOHHOTO A0CTYNa C BpEMEHHbIM pa3feneHnemM kaHasa, KoTopasi CMHXPOHU3NPYET nepegadvy
[AaHHbIX B 0060MX HanpaB/ieHUSAX B paMKax BpeMEHHOro kagpa. ns otknoyeHns sBeguTe false)
WOP-3ax-LR5(config):/interface/wlan0/wlan/radio/tdd# tx-ratio X (rae X — npoLeHT BpemeHu TaiM-cnota B
TDD-kagpe, BblAeneHHbI ansa nepegayn Downlink-Tpadmka. BoamoxHble 3HaudeHus: 10, 20, 30, 40, 50, 60,
70, 80, 90. Mo ymonyaHuto: 50)

WOP-3ax-LR5(config):/interface/wlan0/wlan/radio/tdd# frame-length X (rae X — gaivtensHocTs TDD-kagpa B
MUIMCEKYHAAX. BO3MOXHble 3HavyeHus: 5, 10. Mo ymonyaHmio: 10)
WOP-3ax-LR5(config):/interface/wlan0/wlan/radio/tdd# save (coxpaHeHve HacTpoek)

HacTtpoiika uHtepsana DTIM

WOP-3ax-LR5(config):/interface/wlan0/wlan/radio# dtim-interval X (rae X — nHtepsasn DTIM. Bo3moxHbIe
3HauyeHus: 1-255. o ymonyaHuio: 64)
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BkntoueHue QoS 1 U3mMeHeHne napaMmeTpoB

WOP-3ax-LR5(config):/interface/wlan0/wlan/radio# qos
WOP-3ax-LR5(config):/interface/wlan0/wlan/radio/qos# enable true (npv BKIHOYEHHO ONLMM MPUMEHSAIOTCS
napameTpbl EDCA, 3a4aHHble B KOHurypauuu. [insa otkaoueHuns seeauTte false)
WOP-3ax-LR5(config):/interface/wlan0/wlan/radio/qos# edca-ap (HacTpoiika napameTpos QoS ycTpoicTea
(Tpadhuk nepegaeTcsa B HANPaB/IEHMM K KITMEHTCKOMY YCTPOCTBY))
WOP-3ax-LR5(config):/interface/wlan0/wlan/radio/qos/edca-ap# bk (HacTpoiika napaveTtpos EDCA ans
HU3KOMPUOPUTETHON ouepean (NpropnteTbl 802.1p: csl, cs2))
WOP-3ax-LR5(config):/interface/wlan0/wlan/radio/qos/edca-ap/bk# aifs X (rae X — Bpems oxugaHus kagpos
[AHHbIX, N3MepPSAEMOe B crioTax. [IpUHMMaeT 3Ha4YeHus: 1-255)
WOP-3ax-LR5(config):/interface/wlan0/wlan/radio/qos/edca-ap/bk# cwmin X (X — HauanibHOe 3HaveHve
BPEMEHU OXMAaHWs nepes NOBTOPHOI OTNPAaBKON Kaapa, 3a4aeTcsl B MuanncekyHaax. NpuHnmaet
3HauveHus: 1, 3,7, 15,31, 63,127, 255,511, 1023. 3Ha4yeHMe cwMin HE MOXET MPEBbILLIATbL 3HAYEHME cwMax)
WOP-3ax-LR5(config):/interface/wlan0/wlan/radio/qos/edca-ap/bk# cwmax X (rze X — mMakcumasibHoe
3HayeHne BPEMEHN OXMAaHUsl nepe NOBTOPHOW OTMPAaBKOW Kaapa, 3a4aeTcs B MUM/INCEKYHAAX.
MpuHMMaeT 3HadeHus: 1, 3,7, 15, 31, 63, 127, 255, 511, 1023. 3Ha4yeHne cwMax AO/DKHO ObiTb 60/bLLe
3Ha4YeHusi cwMin)

WOP-3ax-LR5(config):/interface/wlan0/wlan/radio/qos/edca-ap/bk# txop X (rae X — nHTepBas BpemeHu, B
MUANNCEKYHAAX, KOraa BCTpeuHasd WME-CTaHUMsl MMEET NpaBo MHULMMPOBATb Nepeaady AaHHbIX MO
6ecrnpoBOAHON cpee K YCTPOMCTBY. MakCuMasibHOE 3HavyeHne 65535 MUMINCEKYH)
WOP-3ax-LR5(config):/interface/wlan0/wlan/radio/qos/edca-ap/bk# exit
WOP-3ax-LR5(config):/interface/wlan0/wlan/radio/qos/edca-ap# exit
WOP-3ax-LR5(config):/interface/wlan0/wlan/radio/qos# edca-sta (HacTpoiika napameTpoB QoS K/IMEeHTCKOro
yCTpoiicTBa (Tpadmk nepefaeTcs B HanpaB/ieHUN OT KIMEHTCKOrO YCTPONCTBRA))
WOP-3ax-LR5(config):/interface/wlan0/wlan/radio/qos# save (coxpaHeHne HacTpoek)

MeToavka HacTpoliku edca-sta aHanormyHa meToamke HacTpolikv edca-ap.
HacTpoiika napameTpoB a1 ovepeaeii be, vi, vo aHanornyHa HacTpoiike napameTpoB anst ouepean bk.

HacTtpoiika napameTpoB aHTEHHbI

WOP-3ax-LR5(config):/interface/wlan0/wlan/radio/antenna-configuration# type custom (Bb160p Tvna
aHTEHHbI. [apameTp MOXET NpUHUMaTL 3HAYeHMs: custom — Nosib3oBaTeNbckas aHTeHHa, sector RFE
5000/90/16 — cekTOpHas aHTeHHa. o ymon4yaHuio: internal)
WOP-3ax-LR5(config):/interface/wlan0/wlan/radio/antenna-configuration# custom-gain X (rge X —
KO3(hOUUMEHT YCUNEHNSI aHTEHHbI A1 TUMA aHTEHHbI custom. Bo3MOXHble 3HavyeHust: 0-40. Mo
ymMosyaHuio: 0)

WOP-3ax-LR5(config):/interface/wlan0/wlan/radio/antenna-configuration# cable-loss X (rae X — notepu B
kabene. Bo3MOXHble 3Ha4yeHnst: 0-40, HO He 60/IbLLe 3HaYeHUs antenna-gain. Mo ymonyaxmio: 0)
WOP-3ax-LR5(config):/interface/wlan0/wlan/radio/antenna-configuration# save (coxpaHeHve HacTpoek)

8.4 Hacrtpoiika DHCP onuumu 82
Pexumbl pabotbl DHCP snooping:

* ignore — 06paboTka onumun 82 oTk/oYeHa. 3Ha4YeHre No YMOYaHuIo;
* replace — ycTpoiCTBO NoAcCTaBASET UM 3aMeHSET 3HaYeHe onuun 82;
* remove — YCTPOWNCTBO yAasisieT 3HayeHue onuuu 82.
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M3MmeHeHMe pexuma pa6oTbl DHCP onuuu 82

WOP-3ax-LR5(root):/# configure

WOP-3ax-LR5(config):/# interface

WOP-3ax-LR5(config):/interface# wlan0

WOP-3ax-LR5(config):/interface/wlan0# common

WOP-3ax-LR5(config):/interface/wlan0/common# dhcp-snooping
WOP-3ax-LR5(config):/interface/wlan0/common/dhcp-snooping# dhcp-snooping-mode replace (Bb160p
paboTbl DHCP snooping B peXxumMe 3aMeHbl Wy NoACTaB/IeHUSA Onummn 82)
WOP-3ax-LR5(config):/interface/wlan0/common/dhcp-snooping# save (CoxpaHeHne HacTpoek)

Ecnu Ha pagnounHTepdeiice HacTpoeHa NnonnTuka obpaboTku onummn 82 replace, To ANA KOHUIYpUpPOBaHUS
CTaHOBATCA AOCTYMNHbI CriedyoLme napameTpsbl:

HacTtpoiika napameTpoB onuuu 82

WOP-3ax-LR5(config):/interface/wlan0/common/dhcp-snooping# dhcp-option-82-CID-format custom (rze
custom — 3aveHa cogepxrmoro CID Ha 3HaveHne, ykazaHHoe B napamvetpe dhcp-option-82-customcCiD.
MapameTp MoXeT npuHumMaThb 3HayeHusa: APMAC-SSID — 3ameHa cogepxunmoro CID Ha <MAC-

azipec yctponcTea>-<nms SSID>. SSID — 3ameHa cogepxummoro CID Ha nmsa SSID ycTpolicTsa. o
ymonyaHuo: APMAC-SSID)

WOP-3ax-LR5(config):/interface/wlan0/common/dhcp-snooping# dhcp-option-82-RID-format custom (rze
custom — 3aveHa cogepxmoro RID Ha 3HaveHne, ykaszaHHoe B napamMeTpe dhcp-option-82-custom-RID.
MapameTp MOXET NpuMHMMaTh 3HavyeHus: ClientMAC — 3ameHa cogepXxnmoro RID Ha MAC-aapec
KNneHTcKoro yctponctea. APMAC — 3ameHa cogepxnmoro RID Ha MAC-agpec ycTpoiicTea. APdomain —
3aMeHa coaepXmmoro RID Ha IOMEH, B KOTOPOM HaxoAUTCH YCTPOMCTBO. o ymonyaHuto: ClientMAC)
WOP-3ax-LR5(config):/interface/wlan0/common/dhcp-snooping# dhcp-option-82-custom-CID longstring (r1e
longstring — 3HaueHne oT 1 40 52 CMMBOJIOB, KOTOpoe 6yaeT nepefasatbesi B CID. Ecniv 3HaueHne
napametpa dhcp-option-82-custom-CID He 3a1aH0, TO YCTPONCTBO ByAeT N3MeHATb CID Ha 3HaYeHue no
ymosnyaHuo: <MAC-agpec ycTporcTBa>-<ums SSID>)
WOP-3ax-LR5(config):/interface/wlan0/common/dhcp-snooping# dhcp-option-82-custom-RID longstring (r21e
longstring — 3HaueHne OT 1 [0 63 CMMBOJIOB, KOTOpOe 6yaeT nepefasatbesi B RID. Ecniv 3HaueHne
napameTpa dhcp-option-82-custom-RID He 3aaH0, TO YCTPOIMCTBO OyAET N3MeHATb RID Ha 3Ha4YeHne no
ymMmonyaHuto: <MAC-agpec K/IMEeHTCKOro yCcTponcTea>)
WOP-3ax-LR5(config):/interface/wlan0/common/dhcp-snooping# dhcp-option-82-MAC-format radius (B160p
pasgenuntenst oktetoB MAC-aapeca, KoTopblii nepegaetcs B RID v CID. radius — B kKauecTBe pasfenntens
BbICTynaet 3HaK Tupe: AA-BB-CC-DD-EE-FF; default — B kauecTBe pa3fenntens BbICTYyNaeT 3HakK ABOETOUMUS:
AA:BB:CC:DD:EE:FF)

WOP-3ax-LR5(config):/interface/wlan0/common/dhcp-snooping# save (coxpaHeHVie HacTpoek)

8.5 HacTtpolika 6ecnpoBogHoii ceTn

Tabnvua 6 — KomaHApbl 4151 HACTPOMKM pexrmMa yCcTporcTBa

YcTpoiicTBO Pexum ycTpoiicTea KomaHga Ans HacTpoiiku pexuma
Touka goctyna (AP) Touka goctyna PTP mode ap-ptp

Touka gocTtyna (AP) Touka goctyna PMP mode ap-pmp

KnueHT (STA) KnneHt mode sta
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Tabnuua 7 — KomaHgp! 4N HACTPOKM pexnma 6e30nacHOCTU

Pexum 6e3onacHocTu KomaHaa pnsa HacTpoliku pexuma 6e3o0nacHoOCTU
Be3 napons mode off

WPA mode WPA

WPA2 mode WPA2
WPA/WPA2 mode WPA_WPA2
WPA3 mode WPA3
WPA2/WPA3 mode WPA2_WPA3
OWE mode OWE
WPA-Enterprise mode WPA_1X
WPAZ2-Enterprise mode WPA2_1X
WPA/WPA2-Enterprise mode WPA_WPA2_1X
WPA2/WPA3-Enterprise mode WPA2_WPA3_1X
WPAS3-Enterprise mode WPA3_1X

8.5.1 HacTtpoiiku cetn ans Touku goctyna (AP)

HacTpolika Touku goctyna (AP) 6e3 wmncpoBaHua

WOP-3ax-LR5(root):/# configure

WOP-3ax-LR5(config):/# interface

WOP-3ax-LR5(config):/interface# wlan0

WOP-3ax-LR5(config):/interface/wlan0# wlan

WOP-3ax-LR5(config):/interface/wlan0/wlan# mode ap-pmp (BL100p pexvva ycTponcTsa)
WOP-3ax-LR5(config):/interface/wlan0/wlan# ap

WOP-3ax-LR5(config):/interface/wlan0/wlan0/ap# ssid WOP-3ax-LR5 (13vieHeHne nmenn SSID)
WOP-3ax-LR5(config):/interface/wlan0/wlan0/ap# ap-security (nepexo/ B 6510k HACTpoek pexvva
6e3onacHocTH)

WOP-3ax-LR5(config):/interface/wlan0/wlan0/ap/ap-security# mode off (pexvim wndposanus off — 6e3
napons)

WOP-3ax-LR5(config):/interface/wlan0/wlan0/ap/ap-security# exit
WOP-3ax-LR5(config):/interface/wlan0/wlan0/ap# save (coxpaHeHne HacTpoek)

PR R
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HacTpoliika Touku goctyna (AP) c OWE

WOP-3ax-LR5(root):/# configure

WOP-3ax-LR5(config):/# interface

WOP-3ax-LR5(config):/interface# wlan0

WOP-3ax-LR5(config):/interface/wlan0# wlan

WOP-3ax-LR5(config):/interface/wlan0/wlan# mode ap-pmp (BLI60p pexvmva ycTporcTea)
WOP-3ax-LR5(config):/interface/wlan0/wlan# ap

WOP-3ax-LR5(config):/interface/wlan0/wlan0/ap# ssid WOP-3ax-LR5 (13veHeHne nveHu SSID)
WOP-3ax-LR5(config):/interface/wlan0/wlan0/ap# ap-security (nepexop B 610K HACTPOEK pexnma
6e3onacHocTN)

WOP-3ax-LR5(config):/interface/wlan0/wlan0/ap/ap-security# mode OWE (pexxum LwmncpposaHusg OWE —
LLMdOpOBaHHOE coearHeHMEe 6e3 BBOAA Naposis. B Takom pexrme CMOryT NOAKAUUTLCS TO/IbKO K/TUEHTHI
Wi-Fi 6)

WOP-3ax-LR5(config):/interface/wlan0/wlan0/ap/ap-security# exit
WOP-3ax-LR5(config):/interface/wlan0/wlan0/ap# save (coxpaHeHne HacTpoek)

_— D= =

HacTtpoiika Touku goctyna (AP) c pexumom 6esonacHocTu WPA-Personal

WOP-3ax-LR5(root):/# configure

WOP-3ax-LR5(config):/# interface

WOP-3ax-LR5(config):/interface# wlan0

WOP-3ax-LR5(config):/interface/wlan0# wlan

WOP-3ax-LR5(config):/interface/wlan0/wlan# mode ap-pmp (BL100p pexvmva ycTponcTea)
WOP-3ax-LR5(config):/interface/wlan0/wlan# ap

WOP-3ax-LR5(config):/interface/wlan0/wlan0/ap# ssid WOP-3ax-LR5 (13vieHeHne nmenn SSID)
WOP-3ax-LR5(config):/interface/wlan0/wlan0/ap# ap-security (nepexos B 6510k HACTPOEK pexrva
6e3onacHocTn)

WOP-3ax-LR5(config):/interface/wlan0/wlan0/ap/ap-security# mode WPA3 (pexxum LndposaHns — WPA3)
WOP-3ax-LR5(config):/interface/wlan0/wlan0/ap# key-wpa password123 (e password123 — k/1H04/naposib,
HeobXxoAUMbIA AN NOAKNHYEHUS K 6eCnpPOBOAHON CeTW. [l/iHa KNkoYa A0/MKHA COCTaBIATb OT 8 A0 63
CUMBOJIOB)

WOP-3ax-LR5(config):/interface/wlan0/wlan0/ap# save (CoxpaHeHne HacTpoek)

—_— o O
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HacTpolika Touku goctyna (AP) c Enterprise-aBTOopu3auuen

WOP-3ax-LR5(root):/# configure

WOP-3ax-LR5(config):/# interface

WOP-3ax-LR5(config):/interface# wlan0

WOP-3ax-LR5(config):/interface/wlan0# wlan

WOP-3ax-LR5(config):/interface/wlan0/wlan# mode ap-pmp (BLI60p pexvmva ycTponicTea)
WOP-3ax-LR5(config):/interface/wlan0/wlan# ap

WOP-3ax-LR5(config):/interface/wlan0/wlan0/ap# ssid WOP-3ax-LR5 (13veHeHne nveHu SSID)
WOP-3ax-LR5(config):/interface/wlan0/wlan0/ap# ap-security (nepexos B 610K HACTPOEK pexnma
6e3onacHocTN)

WOP-3ax-LR5(config):/interface/wlan0/wlan0/ap/ap-security# mode WPA3_1X (pexum LindpposaHusg — WPA3-
Enterprise)
WOP-3ax-LR5(config
WOP-3ax-LR5(config
WOP-3ax-LR5(config
WOP-3ax-LR5(config
RADIUS-cepBepa)
WOP-3ax-LR5(config):/interface/wlan0/wlan0/ap/radius# auth-port X (rge X — nopt RADIUS-cepBepa,
KOTOPbIV MCnonb3yeTcsa Ansa ayteHTudmkaymm n astopmsayuu. Mo ymonyaxmio: 1812)
WOP-3ax-LR5(config):/interface/wlan0/wlan0/ap/radius# auth-password secret (e secret — naposib /14
RADIUS-cepBepa, UCMosib3yemMoro 415 ayTeHTUdnKaLmm 1 aBTopusaunm)
WOP-3ax-LR5(config):/interface/wlan0/wlan0/ap/radius# acct-enable true (Bk/10UeHVE OTNIpaBKK
coobueHuii «Accounting» Ha RADIUS-cepBep. o ymonyaHuio: false)
WOP-3ax-LR5(config):/interface/wlan0/wlan0/ap/radius# acct-address X.X.X.X (rae X.X.X.X — IP-agpec RADIUS-
cepBepa, UCNosib3yeMoro A/19 akkayHTUHra)

WOP-3ax-LR5(config):/interface/wlan0/wlan0/ap/radius# acct-password secret (rze secret — napons g4
RADIUS-cepBepa, UCMosib3yeMoro A/151 akkayHTUHra)

WOP-3ax-LR5(config):/interface/wlan0/wlan0/ap/radius# acct-periodic true (Bk/l04eHne neprnonyeckon
OTNpaBKM co0bLEeHNI «Accounting» Ha RADIUS-cepBep. No ymon4yaHuio: false)
WOP-3ax-LR5(config):/interface/wlan0/wlan0/ap/radius# acct-interval 600 (nHTepBas OTNPaBky COOBLLEHNIA
«Accounting» Ha RADIUS-cepBep)

WOP-3ax-LR5(config):/interface/wlan0/wlan0/ap/radius# save (coxpaHeHne HacTpoek)

_— D= =

:/interface/wlan0/wlan0/ap/ap-security# exit
interface/wlan0/wlan0/ap# radius
interface/wlan0/wlan0/ap/radius# domain root (rze root — fOMeH nosib3oBaTesns)

interface/wlan0/wlan0/ap/radius# auth-address X.X.X.X (rae X.X.X.X — IP-agpec

—_ = — —
— L~
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8.5.2 [lononHuTtenbHble HaCTPOVikM Ans Toukn goctyna (AP)

Ha3HaueHue VLAN-ID

WOP-3ax-LR5(config):/interface/wlan0/wlan/ap# vlan-id X (rge X — Homep VLAN-ID )

BkntoueHune VLAN trunk

WOP-3ax-LR5(config):/interface/wlan0/wlan/ap# vlan-trunk true (BktoueHne VLAN Trunk. 18 oTK/IO4EHNA
BeesuTe false)

BkntoueHue General VLAN

WOP-3ax-LR5(config):/interface/wlan0/wlan/ap# general-vlan-mode true (Bk/1toueHve General VLAN Ha SSID.
[na otknoveHus seeaute false)
WOP-3ax-LR5(config):/interface/wlan0/wlan/ap# general-vlan-id X (rge X — Homep General VLAN)

HacTtpovika C-VLAN

WOP-3ax-LR5(config):/interface/wlan0/wlan/ap# customer-vlans
WOP-3ax-LR5(config):/interface/wlan0/wlan/ap/customer-vlans# clients (nepexopn B pasgen clients ans
HaCTpOVikn cnucka cooTBeTcTBusA MAC-agpeca nonb3osarens u VLAN-ID)
WOP-3ax-LR5(config):/interface/wlan0/wlan/ap/customer-vlans/clients# add XX:XX:XX:XX:XX:XX (rae
XXXXXXXX:XX:XX — MAC-agpec KNMEHTCKOro ycTpoicTsa (STA), 415 KOTOPOro Heo6xo4uMOo YyCTaHOBUTL C-
VLAN. 1ns yaaneHus agpeca ns cnvucka ncnonb3yiite komaHay del)
WOP-3ax-LR5(config):/interface/wlan0/wlan/ap/customer-vlans/clients# XX:XX:XX:XX:XX: XX
WOP-3ax-LR5(config):/interface/wlan0/wlan/ap/customer-vlans/clients/XX:XX:XX:XX:XX:XX# vlan-id X (rge X —
VLAN-ID, KOTOpbIli ByaeT ncnonb3oBaH kak C-VLAN Ans KMeHTcKoro yctpoiictea (STA) ¢ MAC-agpecom
XXXXXXXXXX:XX)
WOP-3ax-LR5(config):/interface/wlan0/wlan/ap/customer-vlans/clients/XX:XX:XX:XX:XX:XX# exit
WOP-3ax-LR5(config):/interface/wlan0/wlan/ap/customer-vlans/clients# exit
WOP-3ax-LR5(config):/interface/wlan0/wlan/ap/customer-vlans# enabled true (Bx/1toueHvie paboTbl C-VLAN.
[na otknoveHus seegute false)

WOP-3ax-LR5(config):/interface/wlan0/wlan/ap/customer-vlans# save (coxpaHeHve HacTpoek)

© B cnyuae ecnu Ha Touke focTyna HacTpoeHa Enterprise-aBTopusauus v ans kaveHTa Ha RADIUS-
cepsepe 6b11 ykazaH C-VLAN, To MeHHO OH ByaeT Ucnonb30BaTbCA AN1A paboTbl C faHHbIM K/TMEHTOM,
T. . C-VLAN, HacTpO€eHHbIli Ha ToYke A0CTyna, ByaeT NPOUrHOPUPOBaH.

HasHauyeHue VLAN-ID 802.1p

WOP-3ax-LR5(config):/interface/wlan0/wlan/ap# vlan-priority X (rae X — npvoputet 802.1p, npuceavBaemblii
nakeTam, Ha KoTopble HaBeluvBaeTcsa meTka VLAN rpu nomowm doyHkumoHana VLAN-ID nnm General VLAN.
Bo3MOXHble 3Ha4YeHus: 0-7, auto. 3Ha4YEHMe No YMO/IHaHUIo: auto)
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Bbi60op cnocoba npuopuTusaymum

WOP-3ax-LR5(config):/interface/wlan0/wlan/ap# priority-by-dscp false (aHa/ 13 nprvoputeTta ns nons CoS
(Class of Service) TermpoBaHHbIX MaKeTOB. 3HAYEHNE MO YMOYAHMIO: true. B aTOM cnyyae aHannsmpyetcs
npuopuTeT 13 nons DSCP 3aronoBka IP-nakeTa)

BkitoueHne cKpbIToro SSID

WOP-3ax-LR5(config):/interface/wlan0/wlan/ap# hidden true (Bk/1t0ueHvie ckpbITOro SSID. /17151 OTK/IHOYEHNA
BeeauTe false)

BkntoueHue Minimal Signal u Roaming Signal

WOP-3ax-LR5(config):/interface/wlan0/wlan/ap# check-signal-enable true (Bx/10ueHVIE NCMONB30BAHMA
doyHKUMoHana Minimal Signal. 19 oTkodeHnsa Beegute false)
WOP-3ax-LR5(config):/interface/wlan0/wlan/ap# min-signal X (rae X — noporosoe 3HaueHve RSSI, npu
AOCTVXXEHMN KOTOPOro ByAyT OTK/OUYEHbI KNIMEHTCKME YCTPOMCTBA OT 6ecnpoBoAHOl ceTu. MapameTtp
MOXET NPUHMMAaTb 3Ha4YeHus oT -100 Ao -1)

WOP-3ax-LR5(config):/interface/wlan0/wlan/ap# check-signal-timeout X (r1e X — nepvopg BpeveHu B
cekyHAax, No UCTEeYEHUM KOTOPOro NPUHNMAETCA peLleHne 06 OTKNHYEHUN KIIMEHTCKUX YCTPOMCTB OT
6ecrnpoBogHON ceTn)

WOP-3ax-LR5(config):/interface/wlan0/wlan/ap# roaming-signal X (rie X — noporosoe 3HauyeHve RSSI, npn
AOCTXXEHMN KOTOPOro NPOUCXOANT NEePEKIOYEHNE KITMEHTCKUX YCTPOMCTB Ha Apyroe yCTPOMCTBO.
MapameTp MOXET NPMHUMAaTb 3HaYeHus oT -100 Ao -1. MapameTp roaming-signal 4O/MKEH ObITb BbILLE, YEM
min-signal: ecnu min-signal = -75 AbMm, To roaming-signal flo/mKeH 6bITb paBeH, Hanpumvep, -70 Abm)
WOP-3ax-LR5(config):/interface/wlan0/wlan/ap# save (coxpaHeHVe HacTpoek)

HacTtpoiika orpaHnyeHust CKOPOCTU ANA BCEro pagnonHtepdeiica

HacTpoliika wevinepa B HanpaBaeHUU OT kKnueHTa (STA) Ao Touku goctyna (AP):
WOP-3ax-LR5(config):/interface/wlan0/wlan/ap# shaper-per-vap-rx

WOP-3ax-LR5(config):/interface/wlan0/wlan/ap/shaper-per-vap-rx# value X (rge X — mMakcumMasibHast CKOpoCTh
B KOWUT/C U nakeTbl/c)

WOP-3ax-LR5(config):/interface/wlan0/wlan/ap/shaper-per-vap-rx# mode kbps (Bx/1t0ueHve Lelinepa.
Bo3MoxHble 3HaueHus: kbps — K6UT/C, pps — NakeTbl/c, off — BbIKHOUYEHO)
WOP-3ax-LR5(config):/interface/wlan0/wlan/ap/shaper-per-vap-rx# exit
WOP-3ax-LR5(config):/interface/wlan0/wlan/ap# save (coxpaHeHve HacTpoek)

HacTpoliika wevinepa B HanpaB/eHUN OT TOYKM gocTtyna (AP) oo knueHTa (STA):
WOP-3ax-LR5(config):/interface/wlan0/wlan/ap# shaper-per-vap-tx

WOP-3ax-LR5(config):/interface/wlan0/wlan/ap/shaper-per-vap-tx# value X (rge X — mMakcumasibHasi CKOpoCTh
B KOWUT/C nn nakeTbl/c)

WOP-3ax-LR5(config):/interface/wlan0/wlan/ap/shaper-per-vap-tx# mode kbps (Bx/itoueHve wennepa.
Bo3MoxHble 3HaueHus: kbps — K6UT/C, pps — NakeTbl/c, off — BbIK/THOUEHO)
WOP-3ax-LR5(config):/interface/wlan0/wlan/ap/shaper-per-vap-tx# exit
WOP-3ax-LR5(config):/interface/wlan0/wlan/ap# save (coxpaHeHve HacTpoek)
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HacTpoiika orpaHuueHnUsi CKOPOCTU A1 KAXKAO0ro KnneHTa (STA)

HacTpolika weiinepa B HanpaBaeHUU OT KAueHTa (STA) o Touku goctyna (AP):

WOP-3ax-LR5(config):/interface/wlan0/wlan/ap# shaper-per-sta-rx
WOP-3ax-LR5(config):/interface/wlan0/wlan/ap/shaper-per-sta-rx# value X (rge X — makcvmasibHas CKOpoCTb
B KOUT/C nnn NakeTbl/c)

WOP-3ax-LR5(config):/interface/wlan0/wlan/ap/shaper-per-sta-rx# mode kbps (Bk/1t0ueHve Lelinepa.
Bo3moxHble 3HaueHus: kbps — K6UT/c, pps — nakeThbl/c, off — BbIkNHOYEHO. [IOCTYMHO TO/TbKO B PEXMUME
YCTPOWCTBA ap-pmp)

WOP-3ax-LR5(config):/interface/wlan0/wlan/ap/shaper-per-sta-rx# exit
WOP-3ax-LR5(config):/interface/wlan0/wlan/ap# save (coxpaHeHVe HacTpoek)

HacTpolika weiinepa B HanpaBaeHUU OT TOUKM gocTtyna (AP) o knveHTa (STA):
WOP-3ax-LR5(config):/interface/wlan0/wlan/ap# shaper-per-sta-tx

WOP-3ax-LR5(config):/interface/wlan0/wlan/ap/shaper-per-sta-tx# value X (rge X — makcumasibHas CKOpoCTb
B KOUT/C nnn NakeTbl/c)

WOP-3ax-LR5(config):/interface/wlan0/wlan/ap/shaper-per-sta-tx# mode kbps (Bk/1t0ueHve LWwelinepa.
Bo3moxHble 3HaueHus: kbps — K6UT/c, pps — nakeThbl/c, off — BbikNtOUeHO. [IOCTYMHO TO/TbKO B PEXUME
YCTPOWCTBA ap-pmp)

WOP-3ax-LR5(config):/interface/wlan0/wlan/ap/shaper-per-sta-tx# exit
WOP-3ax-LR5(config):/interface/wlan0/wlan/ap# save (coxpaHeHVe HacTpoek)

HacTtpoiika orpaHMUYeHus LUIMPOKOBeLLaTeNIbHOro Tpadmka

HacTpolika weiinepa B HanpaBaeHUU OT KAneHTa (STA) 4o Touku goctyna (AP):
WOP-3ax-LR5(config):/interface/wlan0/wlan/ap# shaper-bcast-rx

WOP-3ax-LR5(config):/interface/wlan0/wlan/ap/shaper-bcast-rx# value X (rge X — mMakcumasibHas CKOpoCTh B
KOUT/C NIn nakeThbl/c)

WOP-3ax-LR5(config):/interface/wlan0/wlan/ap/shaper-bcast-rx# mode kbps (Bx/itoueHmne wennepa.
Bo3moxHble 3HaveHus: kbps — K6UT/C, pps — NakeTbl/c, off — BbIKHOUEHO)
WOP-3ax-LR5(config):/interface/wlan0/wlan/ap/shaper-bcast-rx# exit
WOP-3ax-LR5(config):/interface/wlan0/wlan/ap# save (coxpaHeHve HacTpoek)

HacTpolika weiinepa B HanpaBJeHUN OT TOUKM gocTtyna (AP) o knuneHTa (STA):
WOP-3ax-LR5(config):/interface/wlan0/wlan/ap# shaper-bcast-tx

WOP-3ax-LR5(config):/interface/wlan0/wlan/ap/shaper-bcast-tx# value X (rae X — makcumasibHas CKopocTb B
KOUT/C NIn nakeThbl/c)

WOP-3ax-LR5(config):/interface/wlan0/wlan/ap/shaper-bcast-tx# mode kbps (Bx/itoueHne wennepa.
Bo3MoXHble 3HaueHus:: kbps — KGUT/C, pps — NakeTbl/c, off — BbIK/THOYEHO)
WOP-3ax-LR5(config):/interface/wlan0/wlan/ap/shaper-bcast-tx# exit
WOP-3ax-LR5(config):/interface/wlan0/wlan/ap# save (coxpaHeHve HacTpoek)
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HacTpoiika orpaHuyeHUsi MHOroaZpecHoro Tpacguka

HacTpolika weiinepa B HanpaBaeHUU OT TOUKM gocTtyna (AP) o knveHTa (STA):

WOP-3ax-LR5(config):/interface/wlan0/wlan/ap# shaper-mcast-tx
WOP-3ax-LR5(config):/interface/wlan0/wlan/ap/shaper-mcast-tx# value X (rae X — MakcumasibHas CKOPOCThb B
KOUT/C N nakeThbl/c)

WOP-3ax-LR5(config):/interface/wlan0/wlan/ap/shaper-mcast-tx# mode kbps (Bk/itoueHmne weinepa.
Bo3MoXHble 3HaueHus: kbps — KOUT/C, pps — NakeTbl/c, off — BbIK/THOUEHO)
WOP-3ax-LR5(config):/interface/wlan0/wlan/ap/shaper-mcast-tx# exit
WOP-3ax-LR5(config):/interface/wlan0/wlan/ap# save (coxpaHeHVe HacTpoek)

HacTtpoiika orpaHMuYeHnsi He3BEeCTHOro TpadmKka

HaCTpOﬁKa mel‘/'lnepa B HanpaB/ieHUU OT TOYKU AOoCcTyna (AP’ A0 K/INEeHTa (STA):

WOP-3ax-LR5(config):/interface/wlan0/wlan/ap# shaper-unknown-ucast-tx
WOP-3ax-LR5(config):/interface/wlan0/wlan/ap/shaper-unknown-ucast-tx:# value X (rge X — makcvmvasnbHas
CKOPOCTb B KOUT/C UM NakKeTbl/C)
WOP-3ax-LR5(config):/interface/wlan0/wlan/ap/shaper-unknown-ucast-tx:# mode kbps (Bx/1t0ueHve
Wwerinepa. BoamoxHble 3HavyeHus: kbps — K6uT/c, pps — nakeTbl/c, off — BbIK/THOUEHO)
WOP-3ax-LR5(config):/interface/wlan0/wlan/ap/shaper-unknown-ucast-tx:# exit
WOP-3ax-LR5(config):/interface/wlan0/wlan/ap# save (coxpaHeHve HacTpoek)

OrpaHuyeHue KonnyecTsa K/IMEHTOB

WOP-3ax-LR5(config):/interface/wlan0/wlan/ap# sta-limit X (rge X — makcvumasrisHO JonyCTUMOe YMC/I0
NOAK/IYaEMbIX K 6eCNPOBOAHON CETU KNMEHTCKMX YCTPOMCTB. [JOCTYMHO TO/bKO B peXume
yCTPOWCTBa ap-pmp)

BknroueHue nsonsaunum KNNeHToB

WOP-3ax-LR5(config):/interface/wlan0/wlan/ap# station-isolation true (Bk/1t0ueHVe n3onsALMK Tpaduka
mMexay NoAKNtoYeHHbIMK yeTpolicTBamu. Ansa oTknoveHuns seeante false. [JOCTYNHO TONbKO B pexunme
yCTPOWCTBa ap-pmp)
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HacTpoiika KoHTponsa goctyna no MAC

WOP-3ax-LR5(config):/interface/wlan0/wlan/ap# acl

WOP-3ax-LR5(config):/interface/wlan0/wlan/ap/acl# mac
WOP-3ax-LR5(config):/interface/wlan0/wlan/ap/acl/mac# add XX:XX:XX:XX:XX:XX (rze XX XXX —
MAC-agpec yCTpolicTBa, KOTOPOMY HEOOXOAMMO paspeLUnTb/3anpeTnTb oCTyn. 19 yganeHns agpeca 13
cnucka ucnosnbayiite komaHay del)

WOP-3ax-LR5(config):/interface/wlan0/wlan/ap/acl/mac# exit
WOP-3ax-LR5(config):/interface/wlan0/wlan/ap/acl# policy allow (BbI60p NonTHKL. BO3MOXHbIE 3HAYEHNS:
allow — paspeLuaTb NOAK/IOYEHME TONLKO TEM YCTpoicTBam, MAC-agpeca KOTOPbIX COAEPXKATCH B CMUCKE;
deny — 3anpeLiarb NOAK/IO4EHME YCTPOCcTBaM, MAC-aZpeca KOTOPbIX COAEPXAaTCs B CNUCKe. 3HaYeHne
Nno ymosiHaHuto: deny)

WOP-3ax-LR5(config):/interface/wlan0/wlan/ap/acl# enable true (Bk/1t0ueHne KoHTPOAS gocTyna no MAC. [Ans
oTKNtoveHns seegute false)

WOP-3ax-LR5(config):/interface/wlan0/wlan/ap/acl# save (CoxpaHeHVe HacTpoek)

MannuHr VLAN

WOP-3ax-LR5(config):/interface/wlan0/wlan/ap# vlan-mapping
WOP-3ax-LR5(config):/interface/wlan0/wlan/ap/vlan-mapping# rule
WOP-3ax-LR5(config):/interface/wlan0/wlan/ap/vlan-mapping/rule# add namel (rge namel — nums npasuna
mMannuHra. Ansa yaanexHusa npasuna ncnonb3yinte komaHay del)
WOP-3ax-LR5(config):/interface/wlan0/wlan/ap/vlan-mapping/rule# namel
WOP-3ax-LR5(config):/interface/wlan0/wlan/ap/vlan-mapping/rule/namel# eth-vlan-id X (rze X — VLAN ID B
Ethernet)

WOP-3ax-LR5(config):/interface/wlan0/wlan/ap/vlan-mapping/rule/namel# eth-priority X (rae X — npvopuret
802.1p npu nepegade B Ethernet. Bo3MOXHble 3Ha4yeHust: 0-7, auto. Ec/im npnopuTeT auto nnmn He
onpeaeneH B AaHHOW onumm — 6yAeT MCNONb30BaTbCA MCXOAHbIN)
WOP-3ax-LR5(config):/interface/wlan0/wlan/ap/vlan-mapping/rule/namel# wlan-vlan-id X (rze X — VLAN ID BO
WLAN)

WOP-3ax-LR5(config):/interface/wlan0/wlan/ap/vlan-mapping/rule/namel# wlan-priority X (rge X —
npuopuTeT 802.1p Npu nepegaye Bo WLAN. Bo3amoxHble 3Ha4YeHus: 0-7, auto. ECv npuopuTeT auto nam He
onpeaeneH B AaHHOW onumm — 6yAeT MCNOMNb30BaTbCHA MCXOAHbIN)
WOP-3ax-LR5(config):/interface/wlan0/wlan/ap/vlan-mapping/rule/namel# exit
WOP-3ax-LR5(config):/interface/wlan0/wlan/ap/vlan-mapping/rule# exit
WOP-3ax-LR5(config):/interface/wlan0/wlan/ap/vlan-mapping# enable true (sxntoueHne vlian-mapping. 1715
oTkNtoueHust BeeaunTe false)

WOP-3ax-LR5(config):/interface/wlan0/wlan/ap/vlan-mapping# save (CoxpaHeHne HacTpoek)

© B koHurypauun vian-mapping ecTb npegyctaHoBieHHoe npasuno — default-rule. OHo ucnonb3yeTcs
Ana nameHeHus npuoputeta 802.1p n ouepegn WMM Bcex naketos, Homep VLAN KOTOpbIX He
MoAXOAUT NOA 3a/laHHble NoNb30BaTenem npasuia.
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HacTtpoiika default-rule

WOP-3ax-LR5(config):/interface/wlan0/wlan/ap# vlan-mapping
WOP-3ax-LR5(config):/interface/wlan0/wlan/ap/vlan-mapping# default-rule
WOP-3ax-LR5(config):/interface/wlan0/wlan/ap/vlan-mapping/default-rule# eth-priority X (rze X — npuoputet
802.1p npu nepenaue B Ethernet. Bo3amoxHble 3HaueHus: 0-7, auto. Ecan npuopuTteT auto uim He
onpeaeneH B JaHHOWM onuumn — 6yaeT NCNOb30BaTbCS UCXOAHbIN)
WOP-3ax-LR5(config):/interface/wlan0/wlan/ap/vlan-mapping/default-rule# wlan-priority X (roe X —
npuoputet 802.1p npu nepegade Bo WLAN. Bo3aMoXxHble 3Ha4YeHuMs: 0-7, auto. ECNv npuopuTeT auto nam He
onpeaeneH B JaHHOWN onuumn — 6yaeT NCNOMb30BaTbCS UCXOAHbIN)
WOP-3ax-LR5(config):/interface/wlan0/wlan/ap/vlan-mapping/default-rule# wmm-queue X (rze X — ouepesb
WMM a5 gaHHOro npasuna. BoamoxHble 3HaveHus: bk, be, vi, vo, auto. Ecnn ouepeab auto He
onpeaeneHa B AaHHOW onuun, To 6yaeT aHaM3npoBaTbcs npuopuTeT DSCP B NakeTe)
WOP-3ax-LR5(config):/interface/wlan0/wlan/ap/vlan-mapping/default-rule# enable true (Bi/1t0ueHve default-
rule. na oTknoveHus seeaute false)
WOP-3ax-LR5(config):/interface/wlan0/wlan/ap/vlan-mapping/default-rule# save (coxpaHeHne HacTpoek)
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Mpuoputnsauma no MAC-agpecy

HaCTQOVIKa npaswuaa anda TermpoBaHHOro Tpamvn(a

WOP-3ax-LR5(config):/interface/wlan0/wlan/ap# mac-priority
WOP-3ax-LR5(config):/interface/wlan0/wlan/ap/mac-priority# rule
WOP-3ax-LR5(config):/interface/wlan0/wlan/ap/mac-priority/rule# add namel (rze namel — vma npasuia
npuoputnsauumn no MAC. [ina yaaneHns npaesusia ncnosnbayiite komaHay del)
WOP-3ax-LR5(config):/interface/wlan0/wlan/ap/mac-priority/rule# namel
WOP-3ax-LR5(config):/interface/wlan0/wlan/ap/mac-priority/rule/namel# src-mac XX:XX:XX:XX:XX:XX (rae
XXXXXX:XX:XX: XX — MAC-aipec UCTOUHMKA Unn KnueHTa (STA) (nogpobHee 0 HacTpolike MAC-aapecoB B
nojckaske Hwke). Ecnn napameTp He 3a4aH, Un ero 3HaudeHune AB/sieTcs NycToi CTPOKOM, TO OH He byaeT
NCMOJ/Ib30BaTbCA NPV NPOBEPKE HA COBNaAEHMS)
WOP-3ax-LR5(config):/interface/wlan0/wlan/ap/mac-priority/rule/namel# dst-mac XX:XX:XX:XX:XX:XX (rgoe
XXXXXX:XX:XX: XX — MAC-agpec nonyyatenst uim knnenta (STA) (nogpo6Hee o HacTpolike MAC-apecoB B
nojckaske Hwke). Ecnn napameTp He 3a4aH, U ero 3HadeHmne AB/sieTcs NycToi CTPOKOM, TO OH He byaeT
NCMOJ/Ib30BaTbCs NPV NPOBEPKE HA COBNaAEHMS)
WOP-3ax-LR5(config):/interface/wlan0/wlan/ap/mac-priority/rule/namel# wlan-priority X (roe X — npuoputet
802.1p npu nepegadve Bo WLAN. Bo3amMOXHble 3Ha4YeHus: 0-7, auto. ECnn npruopuTeT auto nam He onpeaeneH
B JAHHOW onuun — 6yaeT NCNoNb30BaTbCA NCXOAHbIiA)
WOP-3ax-LR5(config):/interface/wlan0/wlan/ap/mac-priority/rule/namel# eth-priority X (rae X — npuoputet
802.1p npu nepegaue B Ethernet. Bo3amoxHble 3HaueHus: 0-7, auto. Ecam npuopuTteT auto uim He
onpeaeneH B JaHHOWN onuumn — 6yaeT NCNOb30BaTbCS UCXOAHbIN)
WOP-3ax-LR5(config):/interface/wlan0/wlan/ap/mac-priority/rule/namel# exit
WOP-3ax-LR5(config):/interface/wlan0/wlan/ap/mac-priority/rule# exit
WOP-3ax-LR5(config):/interface/wlan0/wlan/ap/mac-priority# enable true (Bk/1toueHVie mac-priority. 15
oTkNtoveHus seegute false)

WOP-3ax-LR5(config):/interface/wlan0/wlan/ap/mac-priority# save (coxpaHeHVe HacTpoek)

HaCTQOVIKa npaswuaa anAa HETermpoBaHHOro Tpamm(a

WOP-3ax-LR5(config):/interface/wlan0/wlan/ap# mac-priority
WOP-3ax-LR5(config):/interface/wlan0/wlan/ap/mac-priority# rule
WOP-3ax-LR5(config):/interface/wlan0/wlan/ap/mac-priority/rule# add namel (rze namel — 1A npasuia
npuoputnsauumn no MAC. [ina yaaneHns npasusia ncnosnbayiite komaHay del)
WOP-3ax-LR5(config):/interface/wlan0/wlan/ap/mac-priority/rule# namel
WOP-3ax-LR5(config):/interface/wlan0/wlan/ap/mac-priority/rule/namel# src-mac XX:XX:XX:XX:XX:XX (rae
XXXXXX:XX:XX:XX — MAC-aipec UCTOUHMKA Unn knueHTa (STA) (mogpobHee 0 HacTpoiike MAC-aapecoB B
nojckaske Hwke). Ecnn napameTp He 3a4aH, Un ero 3HadeHune AB/sieTcs NycToi CTPOKOM, TO OH He byaeT
NCMO/Ib30BaTbCs NPV NPOBEPKE HA COBNaAEHMS)
WOP-3ax-LR5(config):/interface/wlan0/wlan/ap/mac-priority/rule/namel# dst-mac XX:XX:XX:XX:XX:XX (roe
XXXXXX:XX:XX: XX — MAC-aapec nonyyatenst uam knuenTa (STA) (nogpobHee 0 HacTpolike MAC-aapecoB B
nojckaske Hwke). Ecnn napameTp He 3a4aH, Un ero 3HadeHune AB/sieTcs NycToi CTPOKOM, TO OH He byaeT
NCMOJ/Ib30BaTbCA NPV NPOBEPKE HA COBNaAEHMS)
WOP-3ax-LR5(config):/interface/wlan0/wlan/ap/mac-priority/rule/namel# wmm-queue X (rae X — ouepeb
WMM a5 gaHHOro npasuna. BoamoxHble 3HaveHus: bk, be, vi, vo, auto. Ecnn ouepeab auto He
onpeaeneHa B AaHHOW onuun, To 6yaeT aHaIM3npoBaTbcs npuopuTeT DSCP B NakeTe)
WOP-3ax-LR5(config):/interface/wlan0/wlan/ap/mac-priority/rule/namel# exit
WOP-3ax-LR5(config):/interface/wlan0/wlan/ap/mac-priority/rule# exit
WOP-3ax-LR5(config):/interface/wlan0/wlan/ap/mac-priority# enable true (Bk/1toueHVe mac-priority. [na
oTKNtoveHns seegute false)

WOP-3ax-LR5(config):/interface/wlan0/wlan/ap/mac-priority# save (CoxpaHeHVe HacTpoek)

—_—

—_—
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© [1ns nakeToB, MayLLMX NO HanpasneHunio oT Touku gocTyna (AP) K knneHTy (STA), napameTp src-mac —
MAC-aapec nctouHuka, dst-mac — MAC-agpec knneHTa (STA).
[N nakeToB, AyLWMX Mo HanpasneHuto ot knneHTa (STA) k Touke gocTtyna (AP), napametp src-mac —
MAC-agpec knuneHTa (STA), dst-mac — MAC-agpec nonyyarens.

MpuopuTtunsauyusa no IP-agpecy

HaCTQOVIKa npaswuaa anda TermpoBaHHOro Tpamvn(a

WOP-3ax-LR5(config):/interface/wlan0/wlan/ap# ip-priority
WOP-3ax-LR5(config):/interface/wlan0/wlan/ap/ip-priority# rule
WOP-3ax-LR5(config):/interface/wlan0/wlan/ap/ip-priority/rule# add namel (rge namel — ums npasuia
npuoputusauun no IP. 19 yaaneHns npaBusia Ucnosnb3yiite komaHay del)
WOP-3ax-LR5(config):/interface/wlan0/wlan/ap/ip-priority/rule# namel
WOP-3ax-LR5(config):/interface/wlan0/wlan/ap/ip-priority/rule/namel# src-ip X.X.X.X (rge X.X.X.X — IP-agpec
NCTOYHMKA, ECNIN NapamMeTp He 3a4aH, UNKn ero 3HaYeHne ABASIETCS NyCTOM CTPOKOW, TO OH He GyaeT
NCMOJ/Ib30BaTbCA NPV NPOBEPKE HA COBNaAEHMS)
WOP-3ax-LR5(config):/interface/wlan0/wlan/ap/ip-priority/rule/namel# dst-ip X.X.X.X (rge X.X.X.X — IP-agpec
nonyyaresisi, eC/in NapameTp He 3aaH, UK ero 3HaueHne AB/SIETCSA NyCTOlM CTPOKOW, TO OH He byaeT
NCMOJ/Ib30BaTbCs NPV NPOBEPKE HA COBNaAEHMS)
WOP-3ax-LR5(config):/interface/wlan0/wlan/ap/ip-priority/rule/namel# wlan-priority X (rz1e X — npuoputet
802.1p npu nepegadve Bo WLAN. Bo3MOXHble 3Ha4eHus: 0-7, auto. ECn NpyuopmuTeT auto UM He onpeaesnex
B JAHHOW onuun — 6yaeT NCNoNb30BaTbCA UCXOAHbIiA)
WOP-3ax-LR5(config):/interface/wlan0/wlan/ap/ip-priority/rule/namel# eth-priority X (rze X — npuoputet
802.1p npu nepegaue B Ethernet. Bo3amoxHble 3HaueHus: 0-7, auto. Ecm npuopuTteT auto uim He
onpeaeneH B JaHHOWN onuumn — 6yaeT NCNOMb30BaTbCS UCXOAHbIN)
WOP-3ax-LR5(config):/interface/wlan0/wlan/ap/ip-priority/rule/namel# exit
WOP-3ax-LR5(config):/interface/wlan0/wlan/ap/ip-priority/rule# exit
WOP-3ax-LR5(config):/interface/wlan0/wlan/ap/ip-priority# enable true (Bk/1toueHe ip-priority. [na
oTkNtoveHns seegute false)

WOP-3ax-LR5(config):/interface/wlan0/wlan/ap/ip-priority# save (coxpaHeHvie HacTpoekK)

HaCTQOVIKa npaswuaa anAa HETermMpoBaHHOro Tpamvma

WOP-3ax-LR5(config):/interface/wlan0/wlan/ap# ip-priority
WOP-3ax-LR5(config):/interface/wlan0/wlan/ap/ip-priority# rule
WOP-3ax-LR5(config):/interface/wlan0/wlan/ap/ip-priority/rule# add namel (rge namel — ums npasuia
npuoputTusauun no IP. 19 yaaneHns npaBusa Ucnonb3yiite komaHay del)
WOP-3ax-LR5(config):/interface/wlan0/wlan/ap/ip-priority/rule# namel
WOP-3ax-LR5(config):/interface/wlan0/wlan/ap/ip-priority/rule/namel# src-ip X.X.X.X (rge X.X.X.X — IP-agpec
NCTOYHMKA, ECNIN NapamMeTP He 3a4aH, UNKn ero 3HaYeHne ABASIETCS NYCTOM CTPOKOW, TO OH He GyaeT
NCMOJ/Ib30BaTbCA NPV NPOBEPKE HA COBNAaAEHMS)
WOP-3ax-LR5(config):/interface/wlan0/wlan/ap/ip-priority/rule/namel# dst-ip X.X.X.X (rge X.X.X.X — IP-agpec
nonyyaresisi, eC/in NapameTp He 3aaH, UK ero 3HaueHne AB/SIETCS NyCTOlM CTPOKOW, TO OH He byaeT
NCMOJ/Ib30BaTbCA NPV NPOBEPKE HA COBNAAEHMS)
WOP-3ax-LR5(config):/interface/wlan0/wlan/ap/ip-priority/rule/namel# wmm-queue X (rge X — ouepenb WMM
AN gaHHOro npasuvia. Bo3amoxHble 3HaueHus: bk, be, vi, vo, autoe. Ec/in ouepep auto He onpeaeneHa B
[AHHOM onumn, To OyaeT aHa/IM3MpoBaTbecs npuopuTteT DSCP B nakete)
WOP-3ax-LR5(config):/interface/wlan0/wlan/ap/ip-priority/rule/namel# exit
WOP-3ax-LR5(config):/interface/wlan0/wlan/ap/ip-priority/rule# exit
WOP-3ax-LR5(config):/interface/wlan0/wlan/ap/ip-priority# enable true (Bk/toueHue ip-priority. 114
oTKNtoveHus seeguTte false)

WOP-3ax-LR5(config):/interface/wlan0/wlan/ap/ip-priority# save (coxpaHeHvie HacTpoek)

—_—

—_—
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© Ecnv naker nonagaet 04HOBPEMEHHO nog 6onee yem oamH 13 TMnos npasun Vlan-Mapping, MAC-
Priority n IP-Priority, To peweHune o npucsoeHun npuoputeta 802.1P 6yaeT NnpuHATO Ha OCHOoBeE Priority-
Order — npuoputeTa TMna npasun, rage 1 — MUHUMasbHbIN npuopuTeT, 100 — MakcMManbHbI
npuopuTeT.
Hanpumep, ecnv nakeT nonagaet nog npasuna Vlan-Mapping, y kotoporo Priority-Order 1, MAC-
priority, y kotoporo Priority-Order 25, n IP-priority, y kotoporo Priority-Order 80, To aTomy nakety 6yaet
NMPUCBOEH NPUOPUTET B COOTBETCTBUM C Npasuiom IP-Priority, Tak kak y Hero HamsbicLumia Priority-Order.

MopsaoK npuopuTUsaLmm

WOP-3ax-LR5(config):/interface/wlan0/wlan/ap# priority-order
WOP-3ax-LR5(config):/interface/wlan0/wlan/ap/priority-order# mac X (rge X — npyopuTteT faHHOro npasusia.
Bo3moxHble 3HaueHus: 1-100. BbicLunii nproputeT nMeeT 3HaueHune 100)
WOP-3ax-LR5(config):/interface/wlan0/wlan/ap/priority-order# ip X (rae X — npvoputeT gaHHoro npasuia.
Bo3moxHble 3HaueHus: 1-100. Bbiclunii nproputeT nMeeT 3HaueHune 100)
WOP-3ax-LR5(config):/interface/wlan0/wlan/ap/priority-order# vlan X (rae X — npruopuTeT AaHHOro rnpasusia.
Bo3moxHble 3HaueHus: 1-100. Bbiclunii nproputeT nMeeT 3HaueHune 100)
WOP-3ax-LR5(config):/interface/wlan0/wlan/ap/priority-order# save (coxpaHeHvie HacTpoekK)
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8.5.3 HacTtpoiiku cetn ans knmeHta (STA)

© B pexume ycTpoiicTsa sta 40CTyNHa HACTpOiika HECKOMbKMX Npodunell NoAKNUeHNs K Touke focTyna
(AP). MakcumMasibHO MOXXHO HACTPOWTL 8 Npochuneil.

HacTpolika knmeHTa (STA) 6e3 wudgpoBaHua

WOP-3ax-LR5
WOP-3ax-LR5
WOP-3ax-LR5
WOP-3ax-LR5
WOP-3ax-LR5
WOP-3ax-LR5

root):/# configure

config):/# interface

config):/interface# wlan0

config):/interface/wlan0# wlan

config):/interface/wlan0/wlan# mode sta (BLI00p pexvva ycTponcTea)
config):/interface/wlan0/wlan# sta

WOP-3ax-LR5(config):/interface/wlan0/wlan/sta# connection-profile
WOP-3ax-LR5(config):/interface/wlan0/wlan/sta/connection-profile# profile
WOP-3ax-LR5(config):/interface/wlan0/wlan/sta/connection-profile/profile# add profilel (106aB1TL HOBLIN
npodunb. profilel — nums npodonnsa nogxknoveHns K AP. Ans yaaneHnsa npodmnsa NCnonb3ynte komaHay
del)

WOP-3ax-LR5(config):/interface/wlan0/wlan/sta/connection-profile/profile# profilel
WOP-3ax-LR5(config):/interface/wlan0/wlan/sta/connection-profile/profile/profilel# enable true (k104N TH
npocousib)

WOP-3ax-LR5(config):/interface/wlan0/wlan/sta/connection-profile/profile/profile1# ssid WOP-3ax-LR5
(M3meHeHne nmenn SSID)
WOP-3ax-LR5(config):/interface/wlan0/wlan/sta/connection-profile/profile/profilel# security-mode

off (pexxum wndopoBaHus off — 6e3 naposns)
WOP-3ax-LR5(config):/interface/wlan0/wlan/sta/connection-profile/profile/profilel# priority X (rae X —
npuoputeT npodunns. OnpeaensietT ouepeaHoCTb UCNOb30BaHUS Npodnnein. BoaMoXHble 3Ha4yeHUs: 0-7.
BbicLUnin NpropuTET UMeeT 3HaveHue 7. Mpn NoaKAUYeHUN KNneHT (STA) ByaeT ncnonb3oBaTb NPOgunsb C
HaMBbICLLMM NPUOPUTETOM B NEPBYHO ovepepb)
WOP-3ax-LR5(config):/interface/wlan0/wlan/sta/connection-profile/profile/profilel# save (coxpaHeHune
HacTpoekK)

—~ e~~~ e~~~
_— = == =

103



PykoBoacTso no akcnayataunm WOP-3ax-LR5

HacTpoliika knmeHTa (STA) c OWE

WOP-3ax-LR5
WOP-3ax-LR5
WOP-3ax-LR5
WOP-3ax-LR5
WOP-3ax-LR5
WOP-3ax-LR5

root):/# configure

config):/# interface

config):/interface# wlan0

config):/interface/wlan0# wlan

config):/interface/wlan0/wlan# mode sta (BLI00p pexvva ycTponcTea)
config):/interface/wlan0/wlan# sta

WOP-3ax-LR5(config):/interface/wlan0/wlan/sta# connection-profile
WOP-3ax-LR5(config):/interface/wlan0/wlan/sta/connection-profile# profile
WOP-3ax-LR5(config):/interface/wlan0/wlan/sta/connection-profile/profile# add profilel (106aB1TL HOBLIN
npocunb. profilel — nms npodonns noaxtoueHns K AP. 1nsa yaaneHus npogunns NCnob3ynTe KomaHay
del)

WOP-3ax-LR5(config):/interface/wlan0/wlan/sta/connection-profile/profile# profilel
WOP-3ax-LR5(config):/interface/wlan0/wlan/sta/connection-profile/profile/profile1# enable true (Bk1t0UUTL
npodonnb)

WOP-3ax-LR5(config):/interface/wlan0/wlan/sta/connection-profile/profile/profile1# ssid WOP-3ax-LR5
(n3meHeHne nmenn SSID)
WOP-3ax-LR5(config):/interface/wlan0/wlan/sta/connection-profile/profile/profilel# security-mode OWE (
pexum wndpoBaHnst OWE — indpoBaHHOe coeanHeHne 6e3 BBOAa Naposis. B Takom pexume cMoryT
NOAKNHYNTLCS TONbKO KANEHTbI Wi-Fi 6)
WOP-3ax-LR5(config):/interface/wlan0/wlan/sta/connection-profile/profile/profilel# priority X (roe X —
nproputeT npodunsa. OnpeaensieT ouepeaHOCTb UCNOMb30BaHMsA Npounen. BoamoxHble 3Ha4YeHus: 0-7 .
BbicLunin npnopuTeT MMeET 3Ha4veHune 7. Mpu NoAKIUYEHNN KNMEHT (STA) OyaeT Ucno/sib3oBaTtb Nponsb ¢
HaMBbICLLMM NPUOPUTETOM B NEPBYHO OYEpE/b)
WOP-3ax-LR5(config):/interface/wlan0/wlan/sta/connection-profile/profile/profilel# save (coxpaHeHune
HaCTpoeK)

—_— e~~~ o~~~ ~
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HacTtpoiika knueHTa (STA) ¢ pexxumom 6e3onacHocTu WPA-Personal

WOP-3ax-LR5
WOP-3ax-LR5
WOP-3ax-LR5
WOP-3ax-LR5
WOP-3ax-LR5
WOP-3ax-LR5

root):/# configure

config):/# interface

config):/interface# wlan0

config):/interface/wlan0# wlan

config):/interface/wlan0/wlan# mode sta (BLI00p pexnmva ycTponcTea)
config):/interface/wlan0/wlan# sta

WOP-3ax-LR5(config):/interface/wlan0/wlan/sta# connection-profile
WOP-3ax-LR5(config):/interface/wlan0/wlan/sta/connection-profile# profile
WOP-3ax-LR5(config):/interface/wlan0/wlan/sta/connection-profile/profile# add profilel (106aB1TL HOBLIN
npocunb. profilel — nms npodonns noaxtoueHns K AP. 1nsa yaaneHus npogunns NCnob3ynTe KomaHay
del)

WOP-3ax-LR5(config):/interface/wlan0/wlan/sta/connection-profile/profile# profilel
WOP-3ax-LR5(config):/interface/wlan0/wlan/sta/connection-profile/profile/profile1# enable true (Bk1t0UUTL
npodonnb)

WOP-3ax-LR5(config):/interface/wlan0/wlan/sta/connection-profile/profile/profilel# ssid WOP-3ax-LR5 (
n3MeHeHne nmenu SSID)
WOP-3ax-LR5(config):/interface/wlan0/wlan/sta/connection-profile/profile/profilel# security-mode WPA3 (
pexum wndgposaHmst — WPA3)
WOP-3ax-LR5(config):/interface/wlan0/wlan/sta/connection-profile/profile/profilel# key-

wpa password123 (rae password123 — K/104/naposib, HE06X0ANMbIN AN NOAKIHYEHNS K 6ECNPOBOAHON
ceTu. lnnHa K4a Ao/mkKHA COCTaBNATb OT 8 40 63 CMMBOJ/I0B)
WOP-3ax-LR5(config):/interface/wlan0/wlan/sta/connection-profile/profile/profilel# priority X (rge X —
npuoputeT npodunns. OnpeaensieT ouepeaHOCTb NCNOMb30BaHUS Npodunein. BosamoxHble 3Ha4eHus: 0-7.
BbicLunin npnopuTeT UMEET 3Ha4veHure 7. Mpu NoAKIUYEHNN KNEHT (STA) OyaeT Ucnosib3oBaTtb NPonsb €
HaUBbICLLMM MPUOPUTETOM B NEPBYHO OYEPE/b)
WOP-3ax-LR5(config):/interface/wlan0/wlan/sta/connection-profile/profile/profilel# save (coxpaHeHune
HaCTpOoeK)

—_— e~~~ o~~~ ~
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HacTpolika knmeHTa (STA) ¢ Enterprise-aBTopu3sauueit

WOP-3ax-LR5
WOP-3ax-LR5
WOP-3ax-LR5
WOP-3ax-LR5
WOP-3ax-LR5
WOP-3ax-LR5

root):/# configure

config):/# interface

config):/interface# wlan0

config):/interface/wlan0# wlan

config):/interface/wlan0/wlan# mode sta (BLI00p pexnmva ycTponcTea)
config):/interface/wlan0/wlan# sta

WOP-3ax-LR5(config):/interface/wlan0/wlan/sta# connection-profile
WOP-3ax-LR5(config):/interface/wlan0/wlan/sta/connection-profile# profile
WOP-3ax-LR5(config):/interface/wlan0/wlan/sta/connection-profile/profile# add profilel (106aB1TL HOBLIN
npocunb. profilel — nms npodonns noaxtoueHns K AP. 1nsa yaaneHus npogunns NCnob3ynTe KomaHay
del)

WOP-3ax-LR5(config):/interface/wlan0/wlan/sta/connection-profile/profile# profilel
WOP-3ax-LR5(config):/interface/wlan0/wlan/sta/connection-profile/profile/profile1# enable true (Bk1t0UUTL
npodonnb)

WOP-3ax-LR5(config):/interface/wlan0/wlan/sta/connection-profile/profile/profilel# ssid WOP-3ax-LR5 (
n3MeHeHne nmenu SSID)
WOP-3ax-LR5(config):/interface/wlan0/wlan/sta/connection-profile/profile/profilel# security-mode WPA3_1X (
pexum wundgpoaHns — WPA3-Enterprise)
WOP-3ax-LR5(config):/interface/wlan0/wlan/sta/connection-profile/profile/profile1# radius
WOP-3ax-LR5(config):/interface/wlan0/wlan/sta/connection-profile/profile/profilel/radius#

username user (r1e user — JI0rMH, HEOOXOAMMBI A1 aBTopM3aumm Ha RADIUS-cepBepe)
WOP-3ax-LR5(config):/interface/wlan0/wlan/sta/connection-profile/profile/profilel/radius#

password password (rae password — k/104/naposb, He06XxoAMMbIR ANA aBTopm3aumn Ha RADIUS-cepBepe)
WOP-3ax-LR5(config):/interface/wlan0/wlan/sta/connection-profile/profile/profilel# priority X (roe X —
npuoputet npodunns. OnpeaensietT ouepeaHOCTb NCNOMb30BaHUS Npodunein. BosamoxHble 3Ha4eHus: 0-7.
BbicLunin npnopuTeT MMeET 3Ha4veHune 7. Mpu NoAKIUYEHNN KNMEHT (STA) OyaeT Ucnosib3oBaTtb Npodnsib €
HaUBbICLLM NPUOPUTETOM B NEPBYHO OYEpPE/b)
WOP-3ax-LR5(config):/interface/wlan0/wlan/sta/connection-profile/profile/profilel/radius# save (coxpaHeHne
HaCTpOoeK)

—_— e~~~ o~~~ ~
_— T

106



PykoBoacTso no akcnayataunm WOP-3ax-LR5

8.5.4 [lononHuTenbHble HACTPOIikM Ans knmeHTa (STA)

Ha3HaueHue VLAN-ID

WOP-3ax-LR5(config):/interface/wlan0/wlan/sta# vlan-id X (rge X — Homep VLAN-ID )

BkntoueHune VLAN trunk

WOP-3ax-LR5(config):/interface/wlan0/wlan/sta# vlan-trunk true (BktouenHne VLAN Trunk. 19 oTk/IO4EHNA
BeeauTe false)

BknroueHue General VLAN

WOP-3ax-LR5(config):/interface/wlan0/wlan/sta# general-vlan-mode true (Bx/itoueHne General VLAN Ha SSID.
[na otknoveHus seeaute false)
WOP-3ax-LR5(config):/interface/wlan0/wlan/sta# general-vlan-id X (rqe X — Homep General VLAN)

BkntoueHne MVR

WOP-3ax-LR5(config):/interface/wlan0/wlan/sta# mvr-enable true (BxtoueHne MVR. 1115 OTK/IHO4EHNA
BBeguTe false)

WOP-3ax-LR5(config):/interface/wlan0/wlan/sta# mvr-vlan-id X (rae X — Hovep VLAN gns Multicast Tpachuka)
WOP-3ax-LR5(config):/interface/wlan0/wlan/sta# mvr-vlan-priority X (rae X — npuopuret 802.1p ans IGMP-
nakeToB OT Ethernet-yCTpoIiCcTB, HAXOAALWMXCA 3a KAMEHTOM (STA). BO3MOXHble 3Ha4yeHust: 0-7)

HasHauyeHue VLAN-ID 802.1p

WOP-3ax-LR5(config):/interface/wlan0/wlan/ap# vlan-priority X (rae X — npvoputet 802.1p, npuceaviBaemblii
naketam, Ha KoTopble HaBelunBaeTca MeTka VLAN npy nomoLum dpyHkumoHana VLAN-ID nnu General VLAN.
Bo3MOXHble 3HaYeHns: 0-7, auto. 3HAYEHME NO YMO/IHaHUIO: auto)

Bbi6op cnoco6a npuoputmusaumu

WOP-3ax-LR5(config):/interface/wlan0/wlan/sta# priority-by-dscp false (aHanin3 npuoputera ns nons CoS
(Class of Service) TermpoBaHHbIX MakeToB. 3Ha4YeHne No yMo4aHuio: true. B aTom cnyyvyae aHanimsnpyeTtcs
npuopuTtet U3 nona DSCP 3aronoBka IP-naketa)

107



PykoBoacTtso no akcnayatauum WOP-3ax-LR5

HacTpolika orpaHu4eHnsi CKOpocTu

HacTpolika weiinepa B HanpaBaeHUU OT KAueHTa (STA) o Touku goctyna (AP):
WOP-3ax-LR5(config):/interface/wlan0/wlan/sta# shaper-tx

WOP-3ax-LR5(config):/interface/wlan0/wlan/sta/shaper-tx# value X (rge X — makcumasibHas CKOpoCTb B KOUT/
C WU NaKeThbI/C)

WOP-3ax-LR5(config):/interface/wlan0/wlan/sta/shaper-tx# mode kbps (Bk/1t0ueHne weinepa. BoamoxHsie
3HaueHus:: kbps — KGUT/cC, pps — NakeTbl/c, off — BbIK/THOUYEHO)
WOP-3ax-LR5(config):/interface/wlan0/wlan/sta/shaper-tx# exit
WOP-3ax-LR5(config):/interface/wlan0/wlan/sta# save (coxpaHeHVe HacTpoek)

HacTpolika weiinepa B HanpaBJeHUU OT TOUKM gocTtyna (AP) o knneHTa (STA):
WOP-3ax-LR5(config):/interface/wlan0/wlan/sta# shaper-rx

WOP-3ax-LR5(config):/interface/wlan0/wlan/sta/shaper-rx# value X (rge X — makcumasibHasi CKOpoCTb B KOUT/
C W NaKeThbI/C)

WOP-3ax-LR5(config):/interface/wlan0/wlan/sta/shaper-rx# mode kbps (Bk/itoueHne weinepa. BoamoxHble
3HayeHus: kbps — KGUT/c, pps — NakeTbl/c, off — BbIK/THOUYEHO)
WOP-3ax-LR5(config):/interface/wlan0/wlan/sta/shaper-rx# exit
WOP-3ax-LR5(config):/interface/wlan0/wlan/sta# save (coxpaHeHVe HacTpoek)

HacTtpoiika orpaHMUYeHns LUIMPOKOBeLLaTeIbHOro Tpadmka

HacTpolika weiinepa B HanpaBJeHUN OT TOUKM gocTtyna (AP) o knneHTa (STA):
WOP-3ax-LR5(config):/interface/wlan0/wlan/sta# shaper-bcast-rx

WOP-3ax-LR5(config):/interface/wlan0/wlan/sta/shaper-bcast-rx# value X (rge X — MakcumvasibHas CKOpoCcTh B
KOUT/C NIn nakeThbl/c)

WOP-3ax-LR5(config):/interface/wlan0/wlan/sta/shaper-bcast-rx# mode kbps (Bx/1t0ueHve Wwelinepa.
Bo3moxHble 3HaveHus: kbps — KGUT/C, pps — nakeTbl/c, off — BbIK/THOUEHO)
WOP-3ax-LR5(config):/interface/wlan0/wlan/sta/shaper-bcast-rx# exit
WOP-3ax-LR5(config):/interface/wlan0/wlan/sta# save (CoxpaHeHve HacTpoek)

HacTpolika weiinepa B HanpaBaeHUU OT KAneHTa (STA) o Touku goctyna (AP):
WOP-3ax-LR5(config):/interface/wlan0/wlan/sta# shaper-bcast-tx

WOP-3ax-LR5(config):/interface/wlan0/wlan/sta/shaper-bcast-rx# value X (rge X — MakcumvasibHas CKOpocThb B
KOUT/C NIn nakeThbl/c)

WOP-3ax-LR5(config):/interface/wlan0/wlan/sta/shaper-bcast-rx# mode kbps (Bx/1t0ueHve Lwelinepa.
Bo3moxHble 3HavyeHus: kbps — KGUT/C, pps — nakeTbl/c, off — BbIK/THOUEHO)
WOP-3ax-LR5(config):/interface/wlan0/wlan/sta/shaper-bcast-rx# exit
WOP-3ax-LR5(config):/interface/wlan0/wlan/sta# save (CoxpaHeHve HacTpoek)

HacTtpoiika orpaHMYeHUsi MHOroaapecHoro Tpaduka

HaCTQOﬁKa Luel‘/’lnepa B HarnpaB/1€HUU OT TOYKU O0CTYyMNA (AP) A0 K/IneHTa (STA):

WOP-3ax-LR5(config):/interface/wlan0/wlan/sta# shaper-mcast-rx
WOP-3ax-LR5(config):/interface/wlan0/wlan/sta/shaper-mcast-rx# value X (rge X — mMakcumvasibHast CKOpoCTh
B KOUT/C Nn NakeTbl/c)

WOP-3ax-LR5(config):/interface/wlan0/wlan/sta/shaper-mcast-rx# mode kbps (Bx/1t0ueHve LWelinepa.
Bo3MoxHble 3HaueHus: kbps — K6UT/C, pps — NakeThbl/c, off — BbIK/THOYEHO)
WOP-3ax-LR5(config):/interface/wlan0/wlan/sta/shaper-mcast-rx# exit
WOP-3ax-LR5(config):/interface/wlan0/wlan/sta# save (CoxpaHeHve HacTpoek)
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HaCTPOﬁKa orpaHun4yeHusa HeM3BeCTHOro Tpaq)I/IKa

HacTpolika weiinepa B HanpaBaeHUU OT KAueHTa (STA) o Touku goctyna (AP):

WOP-3ax-LR5(config):/interface/wlan0/wlan/sta# shaper-unknown-ucast-tx
WOP-3ax-LR5(config):/interface/wlan0/wlan/sta/shaper-unknown-ucast-tx:# value X (rge X — maxkcumasibHas
CKOpPOCTb B KOUT/C)

WOP-3ax-LR5(config):/interface/wlan0/wlan/sta/shaper-unknown-ucast-tx:# mode kbps (BxtoueHve
wennepa. Ana otkaodeHus seeaute off)
WOP-3ax-LR5(config):/interface/wlan0/wlan/sta/shaper-unknown-ucast-tx:# exit
WOP-3ax-LR5(config):/interface/wlan0/wlan/sta# save (coxpaHeHVe HacTpoek)

HacTpoiika BCTPEUYHOro yCTPOIACTBA BbINO/HSETCA aHa/I0rMYHO.

YBenunueHue MTU Ha uHtepdpeiicax

WOP-3ax-LR5(config):/interface# eth0

WOP-3ax-LR5(config):/interface/eth0# common

WOP-3ax-LR5(config):/interface/eth0/common# mtu X (rge X — 3HaveHre MTU. MakcumvasibHoe 3HavyeHmne
2400)

WOP-3ax-LR5(config):/interface/eth0/commont exit

WOP-3ax-LR5(config):/interface/eth0# exit

WOP-3ax-LR5(config):/interface# wlan0

WOP-3ax-LR5(config):/interface/wlan0# common

WOP-3ax-LR5(config):/interface/wlan0/common# mtu X (rae X — 3HaveHve MTU. MakcumasibHoe 3HaveHne
2400)

WOP-3ax-LR5(config):/interface/wlan0/common# save (coxpaHeHne HacTpoek)

MannuHr VLAN

WOP-3ax-LR5(config):/interface/wlan0/wlan/sta# vlan-mapping
WOP-3ax-LR5(config):/interface/wlan0/wlan/sta/vlan-mapping# rule
WOP-3ax-LR5(config):/interface/wlan0/wlan/sta/vlan-mapping/rule# add name1l (rge namel — nms npasusia
mMannuHra. Ana yaaneHms npasuna ucnosb3ayiite komaHay del)
WOP-3ax-LR5(config):/interface/wlan0/wlan/sta/vlan-mapping/rule# namel
WOP-3ax-LR5(config):/interface/wlan0/wlan/sta/vlan-mapping/rule/namel# eth-vlan-id X (ra1e X — VLAN ID B
Ethernet)

WOP-3ax-LR5(config):/interface/wlan0/wlan/sta/vlan-mapping/rule/namel# eth-priority X (rae X — npvoputer
802.1p npu nepepaye B Ethernet. Bo3aMOXHble 3Ha4YeHUs: 0-7, auto. EC/iv npropuTeT auto Un He
onpeaeneH B AJaHHON onuumn — 6yaeT NCNOMNb30BaTbCSA UCXOAHbIN)
WOP-3ax-LR5(config):/interface/wlan0/wlan/sta/vlan-mapping/rule/namel# wlan-vlan-id X (rge X — VLAN ID
BO WLAN)

WOP-3ax-LR5(config):/interface/wlan0/wlan/sta/vlan-mapping/rule/namel# wlan-priority X (rge X —
npuoputeT 802.1p npu nepepayvye Bo WLAN. Bo3mMoxXHble 3HaveHus: 0-7, auto. Ecnv npuopuTeT auto unn He
onpeaeneH B AJaHHON onuumn — 6yaeT NCNOMNb30BaTbCSA UCXOAHbIN)
WOP-3ax-LR5(config):/interface/wlan0/wlan/sta/vlan-mapping/rule/namel# exit
WOP-3ax-LR5(config):/interface/wlan0/wlan/sta/vlan-mapping/rule# exit
WOP-3ax-LR5(config):/interface/wlan0/wlan/sta/vlan-mapping# enable true (Bx/toueHne vlan-mapping. [ns
oTK/o4YeHns BeeauTe false)

WOP-3ax-LR5(config):/interface/wlan0/wlan/sta/vlan-mapping# save (CoxpaHeHne HacTpoek)
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© B koHurypauum vian-mapping ecTb npegyctaHoBieHHoe npasuno — default-rule. OHo Ucnonb3yeTcs
Ana nameHeHus npuoputeta 802.1p n ouepegn WMM Bcex naketos, Homep VLAN KOTopbIX He
MOAXOAMWT NOJ 3afaHHble Nonb3oBaresniem npasuna.

HacTtpoiika default-rule

WOP-3ax-LR5(config):/interface/wlan0/wlan/ap# vlan-mapping
WOP-3ax-LR5(config):/interface/wlan0/wlan/ap/vlan-mapping# default-rule
WOP-3ax-LR5(config):/interface/wlan0/wlan/ap/vlan-mapping/default-rule# eth-priority X (rze X — npuoputet
802.1p npu nepegaue B Ethernet. Bo3amoxHble 3HaueHus: 0-7, auto. Ecn npuopuTteT auto uim He
onpeaeneH B JaHHOWN onuumn — 6yaeT NCNOMb30BaTbCS UCXOAHbIN)
WOP-3ax-LR5(config):/interface/wlan0/wlan/ap/vlan-mapping/default-rule# wlan-priority X (roe X —
npuoputet 802.1p npu nepegade Bo WLAN. Bo3aMOXHble 3Ha4YeHus: 0-7, auto. ECNv npuopuTeT auto nam He
onpeaeneH B JaHHOWM onuumn — 6yaeT NCNOb30BaTbCS UCXOAHbIN)
WOP-3ax-LR5(config):/interface/wlan0/wlan/ap/vlan-mapping/default-rule# wmm-queue X (rze X — ouepesb
WMM a5 gaHHOro npasuna. BoamoxHble 3HaveHus: bk, be, vi, vo, auto. Ecnn ouepeab auto He
onpeaeneHa B AaHHOW onuun, To 6yaeT aHaIM3npoBaTbcs npuoputeT DSCP B NakeTe)
WOP-3ax-LR5(config):/interface/wlan0/wlan/ap/vlan-mapping/default-rule# enable true (Bi/1toueHve default-
rule. na oTknoyveHus seeaute false)
WOP-3ax-LR5(config):/interface/wlan0/wlan/ap/vlan-mapping/default-rule# save (coxpaHeHne HacTpoek)
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Mpuoputnsauma no MAC-agpecy

HaCTQOVIKa npaswuaa anda TermpoBaHHOro Tpamvn(a

WOP-3ax-LR5(config):/interface/wlan0/wlan/sta# mac-priority
WOP-3ax-LR5(config):/interface/wlan0/wlan/sta/mac-priority# rule
WOP-3ax-LR5(config):/interface/wlan0/wlan/sta/mac-priority/rule# add namel (rae namel — nmsa npasuna
npuoputnsauumn no MAC. [ina yaaneHns npaesusia ncnosnbayiite komaHay del)
WOP-3ax-LR5(config):/interface/wlan0/wlan/sta/mac-priority/rule# namel
WOP-3ax-LR5(config):/interface/wlan0/wlan/sta/mac-priority/rule/namel# src-mac XX:XX:XX:XX:XX:XX (rae
XXXXXX:XX:XX:XX — MAC-aipec UCTOUHMKA MK ToYKK goctyna (AP) (nogpobHee 0 HacTpoiike MAC-apecosB
B Mojickaske Hke). Ecnv napameTp He 3aaaH, Wan ero 3HauyeHue sIBNSIETCA MNyCTON CTPOKOW, TO OH He
OGyaeT Ncnonb30BaThCA NPV MPOBEPKE HA COBNAAEHUS)
WOP-3ax-LR5(config):/interface/wlan0/wlan/sta/mac-priority/rule/namel# dst-mac XX:XX:XX:XX:XX:XX (rze
XXXXXX:XX:XX: XX — MAC-aapec nonyyatensi uam Toukm goctyna (AP) (moapo6Hee o HacTpoiike MAC-
a/IpecoB B MNOACKa3Ke HMXe). Ec/iv napaMeTp He 3aJaH, Uiv ero 3HavyeHue SIBNSETCS MyCTON CTPOKONA, TO
OH He OGyaeT UCnosib30BaTbCs NPV NPOBEPKE HA COBNAaAEHMS)
WOP-3ax-LR5(config):/interface/wlan0/wlan/sta/mac-priority/rule/namel# wlan-priority X (rze X — npunoputet
802.1p npu nepegadve Bo WLAN. Bo3amMOXHble 3Ha4YeHus: 0-7, auto. ECnn npruopuTeT auto nam He onpeaeneH
B JAHHOW onuun — 6yaeT NCNoNb30BaTbCA NCXOAHbIiA)
WOP-3ax-LR5(config):/interface/wlan0/wlan/sta/mac-priority/rule/namel# eth-priority X (roe X — nproputet
802.1p npu nepegaue B Ethernet. Bo3amoxHble 3HaueHus: 0-7, auto. Ecam npuopuTteT auto uim He
onpeaeneH B JaHHOWN onuumn — 6yaeT NCNOb30BaTbCS UCXOAHbIN)
WOP-3ax-LR5(config):/interface/wlan0/wlan/sta/mac-priority/rule/namel# exit
WOP-3ax-LR5(config):/interface/wlan0/wlan/sta/mac-priority/rule# exit
WOP-3ax-LR5(config):/interface/wlan0/wlan/sta/mac-priority# enable true (Bk/1toueHvie mac-priority. 15
oTkNtoveHus seegute false)

WOP-3ax-LR5(config):/interface/wlan0/wlan/sta/mac-priority# save (coxpaHeHVe HacTpOek)

HaCTQOVIKa npaswuaa anAa HETermpoBaHHOro Tpamm(a

WOP-3ax-LR5(config):/interface/wlan0/wlan/sta# mac-priority
WOP-3ax-LR5(config):/interface/wlan0/wlan/sta/mac-priority# rule
WOP-3ax-LR5(config):/interface/wlan0/wlan/sta/mac-priority/rule# add namel (rae namel — nmsa npasuna
npuoputnsauumn no MAC. [ina yaaneHns npasusia ncnosnbayiite komaHay del)
WOP-3ax-LR5(config):/interface/wlan0/wlan/sta/mac-priority/rule# namel
WOP-3ax-LR5(config):/interface/wlan0/wlan/sta/mac-priority/rule/namel# src-mac XX:XX:XX:XX:XX:XX (rae
XXXXXX:XX:XX: XX — MAC-apec UCTOYHMKA MK ToUKK aocTyna AP (moapobHee 0 HacTpolike MAC-aapecoB
B MojickasKe Hke). Eciv napameTp He 3aaaH, Wan ero 3HauyeHue sIBNSIeETCA MNyCTON CTPOKOM, TO OH He
OGyaeT Ncnonb3oBaTbCA NPV MPOBEPKE HA COBNAAEHUS)
WOP-3ax-LR5(config):/interface/wlan0/wlan/sta/mac-priority/rule/namel# dst-mac XX:XX:XX:XX:XX:XX (rze
XXXXXX:XX:XX: XX — MAC-apec nonyyartesnisi UM TOUKM AocTyna AP (nogpo6Hee o HacTpolike MAC-aapecosB
B Mojickaske Hke). Eciv napameTp He 3aaaH, Wan ero 3HauyeHue sIBNSIeETCA MNyCTON CTPOKOW, TO OH He
OGyaeT Ncnonb3oBaTbCA NPV MPOBEPKE HA COBNAAEHUS)
WOP-3ax-LR5(config):/interface/wlan0/wlan/sta/mac-priority/rule/namel# wmm-queue X (rze X — ouepe/b
WMM a5 gaHHoro npasuna. BoamoxHble 3HaveHus: bk, be, vi, vo, auto. Ecnn ouepeab auto He
onpeaeneHa B AaHHOW onuun, To 6yaeT aHaIM3npoBaTbcs npuopuTeT DSCP B NakeTe)
WOP-3ax-LR5(config):/interface/wlan0/wlan/sta/mac-priority/rule/namel# exit
WOP-3ax-LR5(config):/interface/wlan0/wlan/sta/mac-priority/rule# exit
WOP-3ax-LR5(config):/interface/wlan0/wlan/sta/mac-priority# enable true (Bk/1toueHvie mac-priority. 15
oTKNtoveHns seegute false)

WOP-3ax-LR5(config):/interface/wlan0/wlan/sta/mac-priority# save (CoxpaHeHVe HacTpOek)

—_—

—_—
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© [1na nakeToB, MayLLMX N0 HanpasneHuio oT Touku gocTyna (AP) k knneHnTy (STA), napameTp src-mac —
MAC-aapec Touku goctyna (AP), dst-mac — MAC-agpec nonyyarensi.
[nsi nakeToB, MAYLWMX MO HanpaeneHuto oT knmeHTa (STA) k Touke goctyna (AP), napameTtp src-mac —
MAC-agpec nctouHuka, dst-mac — MAC-agpec Toukn goctyna (AP).

MpuopuTtunsauyusa no IP-agpecy

HaCTQOVIKa npaswuaa anda TermpoBaHHOro Tpamvn(a

WOP-3ax-LR5(config):/interface/wlan0/wlan/sta# ip-priority
WOP-3ax-LR5(config):/interface/wlan0/wlan/sta/ip-priority# rule
WOP-3ax-LR5(config):/interface/wlan0/wlan/sta/ip-priority/rule# add namel (rge namel — ums npasuia
npuoputusauun no IP. 19 yaaneHns npaBusia Ucnosnb3yiite komaHay del)
WOP-3ax-LR5(config):/interface/wlan0/wlan/sta/ip-priority/rule# namel
WOP-3ax-LR5(config):/interface/wlan0/wlan/sta/ip-priority/rule/namel# src-ip X.X.X.X (rae X.X.X.X — IP-agpec
NCTOYHMKA, ECNIN NapamMeTp He 3a4aH, UNKn ero 3HaYeHne ABASIETCS NyCTOM CTPOKOW, TO OH He GyaeT
NCMOJ/Ib30BaTbCA NPV NPOBEPKE HA COBNaAEHMS)
WOP-3ax-LR5(config):/interface/wlan0/wlan/sta/ip-priority/rule/namel# dst-ip X.X.X.X (rze X.X.X.X — IP-agpec
nonyyaresisi, eC/in NapameTp He 3aaH, UK ero 3HaueHne AB/SIETCSA NyCTOlM CTPOKOW, TO OH He byaeT
NCMOJ/Ib30BaTbCs NPV NPOBEPKE HA COBNaAEHMS)
WOP-3ax-LR5(config):/interface/wlan0/wlan/sta/ip-priority/rule/namel# wlan-priority X (rge X — npuopuret
802.1p npu nepegadve Bo WLAN. Bo3mMOXHble 3Ha4eHus: 0-7, auto. ECn NPUOPUTET auto UM He onpeaeseH
B JAHHOW onuun — 6yaeT NCNoNb30BaTbCA UCXOAHbIiA)
WOP-3ax-LR5(config):/interface/wlan0/wlan/sta/ip-priority/rule/namel# eth-priority X (rze X — npnoputet
802.1p npu nepenaue B Ethernet. Bo3amoxHble 3HaueHust: 0-7, auto. Ecn npuopuTteT auto uim He
onpeaeneH B JaHHOWN onuumn — 6yaeT NCNOMb30BaTbCS UCXOAHbIN)
WOP-3ax-LR5(config):/interface/wlan0/wlan/sta/ip-priority/rule/namel# exit
WOP-3ax-LR5(config):/interface/wlan0/wlan/sta/ip-priority/rule# exit
WOP-3ax-LR5(config):/interface/wlan0/wlan/sta/ip-priority# enable true (Bk/toueHne ip-priority. na
oTkNtoveHns seegute false)

WOP-3ax-LR5(config):/interface/wlan0/wlan/sta/ip-priority# save (coxpaHeHvie HacTpoek)

HaCTQOVIKa npaswuaa anAa HETermMpoBaHHOro Tpamvma

WOP-3ax-LR5(config):/interface/wlan0/wlan/sta# ip-priority
WOP-3ax-LR5(config):/interface/wlan0/wlan/sta/ip-priority# rule
WOP-3ax-LR5(config):/interface/wlan0/wlan/sta/ip-priority/rule# add namel (rge namel — ums npasuia
npuoputTusauun no IP. 19 yaaneHns npaBusa Ucnonb3yiite komaHay del)
WOP-3ax-LR5(config):/interface/wlan0/wlan/sta/ip-priority/rule# namel
WOP-3ax-LR5(config):/interface/wlan0/wlan/sta/ip-priority/rule/namel# src-ip X.X.X.X (rze X.X.X.X — IP-agpec
NCTOYHMKA, ECNIN NapamMeTP He 3a4aH, UNKn ero 3HaYeHne ABASIETCS NYCTOM CTPOKOW, TO OH He GyaeT
NCMOJ/Ib30BaTbCA NPV NPOBEPKE HA COBNAaAEHMS)
WOP-3ax-LR5(config):/interface/wlan0/wlan/sta/ip-priority/rule/namel# dst-ip X.X.X.X (rze X.X.X.X — IP-agpec
nonyyaresisi, eC/in NapameTp He 3aaH, UK ero 3HaueHne AB/SIETCS NyCTOlM CTPOKOW, TO OH He byaeT
NCMOJ/Ib30BaTbCA NPV NPOBEPKE HA COBNAAEHMS)
WOP-3ax-LR5(config):/interface/wlan0/wlan/sta/ip-priority/rule/namel# wmm-queue X (rze X — ouepeb
WMM a5 gaHHOro npasuna. Bo3amoxHble 3HaveHus: bk, be, vi, vo, auto. Ecnn ouepeab auto He
onpeaeneHa B AaHHOW onuun, To 6yaeT aHaM3npoBaTbcs npuopuTeT DSCP B NakeTe)
WOP-3ax-LR5(config):/interface/wlan0/wlan/sta/ip-priority/rule/namel# exit
WOP-3ax-LR5(config):/interface/wlan0/wlan/sta/ip-priority/rule# exit
WOP-3ax-LR5(config):/interface/wlan0/wlan/sta/ip-priority# enable true (Bk/1toueHue ip-priority. [1na
oTKNtoveHns seegute false)

WOP-3ax-LR5(config):/interface/wlan0/wlan/sta/ip-priority# save (coxpaHeHVie HacTpoek)

—_—

—_—
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© Ecnv naker nonagaet 04HOBPEMEHHO nog 6onee yem oamH 13 TMnos npasun Vlan-Mapping, MAC-
Priority n IP-Priority, To peweHune o npucsoeHun npuoputeta 802.1P 6yaeT NnpuHATO Ha OCHOoBeE Priority-
Order — npuopuTeTa TMna npasun, rae 1 — MUHUMasTbHbIN NpuopuTeT, 100 — MakCUMasibHbIi
npuopuTeT.
Hanpumep, ecnv nakeT nonagaet nog npasuna Vlan-Mapping, y kotoporo Priority-Order 1, MAC-
priority, y kotoporo Priority-Order 25, n IP-priority, y kotoporo Priority-Order 80, To aTomy nakety 6yaet
NMPUCBOEH NPUOPUTET B COOTBETCTBUM C Npasuiom IP-Priority, Tak kak y Hero HamsbicLumia Priority-Order.

MopsaoK npuopuTUsaLmm

WOP-3ax-LR5(config):/interface/wlan0/wlan/sta# priority-order
WOP-3ax-LR5(config):/interface/wlan0/wlan/sta/priority-order# mac X (rae X — npvoputeT gaHHoro npasuia.
Bo3moxHble 3HaueHus: 1-100. Bbiclunii nproputeT nMeeT 3HaueHune 100)
WOP-3ax-LR5(config):/interface/wlan0/wlan/sta/priority-order# ip X (rae X — npuoputeT gaHHoro npasuia.
Bo3moxHble 3HaueHus: 1-100. Bbiclunii nproputet nMeeT 3HaueHune 100)
WOP-3ax-LR5(config):/interface/wlan0/wlan/sta/priority-order# vlan X (rge X — npuoputeT faHHOro npasusia.
Bo3moxHble 3HaueHus: 1-100. Bbiclunii nproputet nMeeT 3HaueHune 100)
WOP-3ax-LR5(config):/interface/wlan0/wlan/sta/priority-order# save (coxpaHeHve HacTpoek)

8.6 HacTtpolika LoopBack Detection

© HacTpoiika hyHKLMOHaNA A0CTYNHA TOMLKO B PeXMMe yCTpoiicTea sta.

€ B cnyuae o6HapyXeHUS NET/IM HA HUKECTOSILLEM 060pYA0BaHUM, YCTPONCTBO GrokupyeT Ethernet-
NHTepdeiic Ha 3aaHHoe B KOHMrypauumn Bpemsi.

Ecnu coyHKUMOHAN BKOYEH, TO KNneHT (STA) npoBepsieT Hannume neTeslb Ha HUXKECTOosILLEM 060pyA0BaHUN U,
B C/Nlyyae ux obHapyxeHus, 6nokunpyeT Ethernet-nHrepdeiic Ha 3agaHHoe B KOHMrypauumn ycTpoincTea BpeMS.
Hannune netesnib NnpoBepseTcs ¢ NOMOLLbIO OTNPaBky creumasibHbiX naketos B LAN-ceTb ¢ agpecom
HasHauyeHus ¢f:00:00:00:00:00.

HacTpoliika LoopBack Detection

WOP-3ax-LR5(root):/# configure

WOP-3ax-LR5(config):/# loopback-detection

WOP-3ax-LR5(config):/loopback-detection# interval X (rae X — vHTepBan BpemeHy Mex/y OTnpasKoi
NakeToB OGHapPYXXeHWA NETIN)

WOP-3ax-LR5(config):/loopback-detection# recovery-timer X (rie X — Bpewms, B TeueHne KoToporo Ethernet-
NHTepdoeric byaet 3ab/10KMpOBaH)

WOP-3ax-LR5(config):/loopback-detection# vlan-id X (rae X — meTka VLAN ID, koTopas 6yaeT HaBeluvBaTLCA
Ha NpoBepOoYHbIe NakeTbl. BO3MOXHbIE 3Ha4YeHUs: 0-4094)

WOP-3ax-LR5(config):/loopback-detection# enabled true (BxntoueHne LoopBack Detection. [1/19 OTk/IH04EHMA
BeeguTe false)

WOP-3ax-LR5(config):/loopback-detection# save (coxpaHeHne HacTpoek)
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8.7 HacTtpolika BPDU-thmnnetpa

HacTpoiika dounbtpauymmn BPDU-nakeToB AnAa uHtepceiica wlan0

WOP-3ax-LR5
WOP-3ax-LR5

root):/# configure

config):/# interface

WOP-3ax-LR5(config):/interface# wlan0

WOP-3ax-LR5(config):/interface/wlan0# common

WOP-3ax-LR5(config):/interface/wlan0/common# bpdu-filter true (Bx/1toueHne BPDU. 17151 OTK/IHOHEHNSA
BBeauTe false)

WOP-3ax-LR5(config):/interface/wlan0/common# save (coxpaHeHve HacTpoek)

—_— e~~~

HacTtpoiika domnbsrpaummn BPDU-nakeToB AnA uHtepdeiica etho

WOP-3ax-LR5
WOP-3ax-LR5

root):/# configure

config):/# interface

WOP-3ax-LR5(config):/interface# eth0

WOP-3ax-LR5(config):/interface/ethO# common

WOP-3ax-LR5(config):/interface/eth0/common# bpdu-filter true (Bx/1t0ueHvie BPDU. 15 OTKHOYEHNS
sBeeauTe false)

WOP-3ax-LR5(config):/interface/eth0/commont# save (coxpaHeHne HacTpoek)

—_— e~~~

8.8 OrpaHnueHune konnyectsa usydeHHblx MAC-agpecoB

OrpaHu4yeHune KonmyecTBa U3yyeHHbIX MAC-afpecoB

WOP-3ax-LR5(root):/# configure

WOP-3ax-LR5(config):/# mac-learning

WOP-3ax-LR5(config):/mac-learning# enabled true (true — BK/1lOUEHVE OrpaHUyeHNsA KOMYeCTBa U3YHeHHbIX
MAC agpecos. o ymon4yaHuto: false)

WOP-3ax-LR5(config):/mac-learning# mac-learning-limt X (rge X — rno6asibHoe orpaHuyeHve ymucna MAC-
afapecoB (Wi-Fi + Ethernet). Bo3MOXHbIe 3Ha4eHust: 1-2048. o ymonyaHuio: 2048, He pekoMeHayeTcs
MEHSTh)

WOP-3ax-LR5(config):/mac-learning# wifi-mac-learning-limit X (rne X — orpaHuyeHvie yncna MAC-agpecoB
CO CTOPOHBbI Wi-Fi. BO3MOXHble 3HauYeHus: 1-2048. Mo ymonyaHuto: 2048)
WOP-3ax-LR5(config):/mac-learning# eth-mac-learning-limit X (rge X — orpaHnyeHve uncna MAC-agpecos
CO CTOPOHbI Ethernet. Bo3MoOXHble 3HaueHus: 1-2048. Mo ymonyaHuio: 2048)
WOP-3ax-LR5(config):/mac-learning# drop-unknown-unicast-src true (Bk/1l0ueHVEe 3anpeTa nepegayn
Tpadmka oT yCTPONCTB, MAC-agpeca KOTOpbIX Obl/IN HE N3yYeHbl 13-3a NPEBbILLIEHUS Kakoro-nmoo
orpaHnyeHns nsy4veHHbix MAC-agpecoB. inda oTkioyeHnsa seeguTe false)
WOP-3ax-LR5(config):/mac-learning# drop-unknown-unicast true (Bk/1l0ueHVe 3anpeta nepegayv tpaguka
Ha Heunsy4deHHble MAC-agpeca (TosbKo unicast). Ana oTkaoyeHnsa seeguTte false)
WOP-3ax-LR5(config):/mac-learning# save (coxpaHeH1e HacTpoek)
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8.9 WV3meHeHune pasmepa MTU Ha nHtepdheicax

HacTpolika BCTPeYHOro yCTpoicTBa BbINOMHAETCA aHa/I0MMyHo.

N3meHeHue pasmepa MTU Ha uHTepdeiicax

WOP-3ax-LR5
WOP-3ax-LR5

root):/# configure

config):/# interface

WOP-3ax-LR5(config):/interface# eth0

WOP-3ax-LR5(config):/interface/eth0# common

WOP-3ax-LR5(config):/interface/eth0/common# mtu X (rge X — pasmvep MTU B 6aiitax. Bo3MOxHbIe
3HayeHus: 68-2000. Mo ymonyaHumio: 1500)

WOP-3ax-LR5(config):/interface/eth0/commont# save (coxpaHeHne HacTpoek)

—_ e~~~

© 3Hauenve MTU Ha uHTepdpeiicax br0, nas0 BbICTaBNSETCS aBTOMATNYECKM, B COOTBETCTBUM CO
3HayeHnem Ha eth0. 3naveHne MTU Ha nHTepderice wlan0 conkcrpoaHHoe 1 pasHo 2000.

8.10 CucrtemHble HaCTPOIKM

8.10.1 O6HoBneHue MO ycTpoicTea

O6HoBneHue MO yctpowcTea no TFTP

WOP-3ax-LR5(root):/# firmware upload tftp <IP-agpec TFTP-cepBepa><Ha3sBaHue chaiina NO> (npuvep:
firmware upload tftp 192.168.1.15 WOP-3ax-LR5-2.5.1_build_X.tar.gz)
WOP-3ax-LR5(root):/# firmware upgrade

OG6HoBneHue MO ycTpoiictBa No HTTP

WOP-3ax-LR5(root):/# firmware upload http <URL gna ckaunBaHus cpainna NO> (npumvep: firmware
upload https://eltex-co.ru/upload/iblock/c41/WOP-3ax-LR5-2.5.1_build_X.tar.gz)
WOP-3ax-LR5(root):/# firmware upgrade

MepekntoyeHue Ha pe3epBHYt0 Bepcuto MO ycTpoicTea

WOP-3ax-LR5(root):/# firmware switch

115



PykoBoacTtso no akcnayatauum WOP-3ax-LR5

8.10.2 ¥YnpaBneHue KoHGUrypaumei ycTpoicTea

Copoc KoHdmrypauum yctTpoiictea B aethonTHOe COCTOsAHUE 6e3 COXpaHEHUA NapaMeTpoB
pocTyna

WOP-3ax-LR5(root):/# manage-config reset-to-default

C6poc KoHurypauyum yctpoiictea B Aeh0oNTHOE COCTOSAHUE C COXPaHEeHUeM napameTpoB goctyna

WOP-3ax-LR5(root):/# manage-config reset-to-default-without-management

CkauyaTb KOH(hUrypaumoHHblii paiin yctpoiicTBa Ha TFTP-cepBep

WOP-3ax-LR5(root):/# manage-config download tftp <IP-agpec TFTP-cepBepa> (npvvep: manage-config
download tftp 192.168.1.15)

CkauaTtb KOH(pUrypaumoHHbIii haiin yctpoiictea Ha cepeep/MNK uepes SCP

scp <Monb3oBarenb>@<IP-agpec ycrponctBa>:/etc/config/config.json config.json (npumep: scp
admin@192.168.1.15:/etc/config/config.json config.json. JaHHasA komaHAa BbinonHsAeTcA Ha cepsepe/TK)

3arpy3ntb KOHhUrypauuoHHbIiii haiin Ha ycTpoMcTBO ¢ TFTP-cepBepa

WOP-3ax-LR5(root):/# manage-config upload tftp <IP-agpec TFTP-cepBepa> <Ha3BaHue aiina
KoHdmrypauumn> (npumep: manage-config upload tftp 192.168.1.15 config.json)
WOP-3ax-LR5(root):/# manage-config apply (npvveHeHne koHdurypawmn)
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8.10.3 KOHTpO/b AOCTYNHOCTY

KoHTponb gocTtynHocTu (ping watchdog) nossonsieT onpegenvts OTCYTCTBUE CBSI3HOCTU U Nepesarpy3untb
YCTPOWCTBO UMK ero nHTepdeincobl 6e3 yyactus nonb3osarens. Mpu nepesanycke nHtepderica tTakke
npoucxoaut nepesanyck DHCP-kiveHTa Ha Tekywem WAN-uHTepdelice.

HacTpoliika ping watchdog

WOP-3ax-LR5(config):/ping-watchdog# enable true (true — Bk/IlOUEHVE KOHTPOSIA AOCTYNHOCTK. 10
ymonuyaHuto: false)

WOP-3ax-LR5(config):/ping-watchdog# host X.X.X.X (X.X.X.X — |P-azpec, kyga oyayT otnpasasatscs ICMP-
3anpochl)

WOP-3ax-LR5(config):/ping-watchdog# ping-interval X (r1e X — Bpewms B cekyHaax, yepes kotTopoe odyaet
otnpasneH ICMP-3anpoc nocne nosyyeHus ICMP-oTBeTa Uiy NPUHATUA pPeLleHnss 0 TOM, YTO NpeablayLLnii
ICMP-3anpoc okasasics HeygayuHbIM. Bo3MOXHble 3HavyeHus: 1-86400. Mo ymonyaHuto: 300)
WOP-3ax-LR5(config):/ping-watchdog# startup-delay X (rne X — Bpems B cekyHax nocsie BK/IYeHns
YCTpPOWCTBa UNn npegblayLlero cpabarbiBaHus, B TeHEHE KOTOPOro KOHTPO/Ib AOCTYMHOCTU He ByaeT
paboTartb. Bo3aMoXHble 3Ha4YeHus: 60-86400. Mo ymonyaHuio: 300)

WOP-3ax-LR5(config):/ping-watchdog# ping-timeout X (rne X — Bpems B cekyHax, B TE4eHVe KOTOPOoro
oxuaaetcs ICMP-0TBET Ha OTnpaBneHHbI ICMP-3anpoc. Ecnn no nctevyeHnmn spemeHmn ICMP-0TBET He
nosny4eH, 1o ICMP-3anpoc cumMTaeTcs HeyaaduHbIM. Bo3MOXHble 3HavyeHus: 1-10. Mo ymonyaHuio: 1)
WOP-3ax-LR5(config):/ping-watchdog# max-retry X (r1e X — MakcumMasibHOe KONM4ecTBo HeyaadHbix ICMP-
3anpocoB. Ecniv konnuecTBo Heyaa4vHbIX ICMP-3anpocoB fOCTUraeT yKa3aHHOIo Y1C/a, TO BbIMNOJTHAETCA
3aflaHHoe aelicTBre. Bo3amMoXHble 3Ha4eHus: 1-86400. Mo ymonyaHuio: 3)
WOP-3ax-LR5(config):/ping-watchdog# action X (r4e X — geicTtere. BoamoxHble 3HaveHus: device-restart —
nepesarpyska yCTpoicTBa — B C/lydae HeOCTYNHOCTU 3aZlaHHOro ping-cepBepa nponsonaet
nepesarpyska ycTpoiicTa,; ethernet-restart — nepesanyck ethernet uHTepdpeica — B ciyuae
HeLOCTYMNHOCTY 3aZlaHHOIO0 ping-cepBepa NnpounsonaeT nepesanyck Ethernet-uHtepdeica

yCTpoiicTBa; wireless-restart — nepesanyck 6ecnpoBoAHOro MHTepgenca — B criydyae HeAoCTYNMHOCTU
3a,aHHOro ping-cepsepa Npou3onaeT nepesanyck 6ecnpoBoOfHONO MHTepdieinca ycTpoincTea)
WOP-3ax-LR5(config):/ping-watchdog# save (coxpaHeHne HacTpoek)

8.10.4 TMepe3arpyska ycTpoiicTBa
KomaHaa ans nepesarpysku ycTpoiictBa

WOP-3ax-LR5(root):/# reboot

KomaHga Ans OT/I0OKEHHOIi nepe3arpysku ycTpoiictBa

WOP-3ax-LR5(root):/# reboot delay X (rge X — Bpems B cekyHAax, Yepes KOTopoe Npon3onaeT OT/IOKEHHAs
nepesarpyska ycTpoiicTsa. BoaMoXxHble 3Ha4yeHns: 0-86400)

KomaHga ans 3ansiaHMpoBaHHOI nepesarpy3ku yCTpoiicTBa B Ha3HauYeHHOe BpeMst

WOP-3ax-LR5(root):/# reboot at hh:mm:ss (rae hh:mm:ss — Bpewms, B KOTOpoe npousonaert
3annaHMpoBaHHas nepesarpyska ycTponcTea. Bo3aMoXHble 3Ha4eHusi: hh:mm, hh:mm:ss)
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KomaHaa Ansi OoTMeHbl OT/IOEHHOI nepe3arpysku yctpoiicTea

WOP-3ax-LR5(root):/# reboot cancel

8.10.5 HacTtpolika pexuma ayTeHTMdnKaumm

YCTPOICTBO MMEET 3aBO/ICKYI0 YUETHYI0 3anuncb admin ¢ naponem password. YianuTb AaHHyH YYETHYH
3annch HeMb3s. I3MeHUTb Naposib MOXHO C MOMOLLBIO0 YKa3aHHbIX HKE KOMaH.

N3meHeHue napons AnsA yyeTHo 3anucu admin

WOP-3ax-LR5(root):/# configure

WOP-3ax-LR5(config):/# authentication

WOP-3ax-LR5(config):/authentication# admin-password <HoBbIi naponb A1 y4eTHoi 3anucu admin>
(0T 1 00 64 CMMBO/IOB, BK/KOYAS NTATUHCKNE BYKBbI 1 LINGPBbI)

WOP-3ax-LR5(config):/authentication# save (coxpaHeHve HacTpoek)

MimeeTcs BO3MOXHOCTb CO34aTb AONOMHUTENbHbIX NO/Ib30BaTesNein 419 NOKa/IbHON ayTEHTUAINKALMN, a TakxKe
ayteHTudgukaumm yepes RADIUS.

© HosbiM nonb3oBaTenaM AoMKHA GbITh HA3HAYEHA OfHA U3 ABYX POneii:
admin — nonb3oBaresib C Takoi posblo 6yAeT MMETb NOJHbIN [OCTYN K KOHUTypUpOoBaHUIO U
MOHUTOPWHIY YCTPOWCTBA,;
viewer — nosib3oBaresib C Takol posbio ByaeT MMeTb AOCTYMN TO/IbKO K MOHUTOPUHTY YCTPOMCTBA.

CO3,C|,8.HI/I€ AOONMOSTHUTENbHbLIX nosb3oBaresieli BbINO/IHAETCS cnegywouimMmm KomaHaamm:

IC',OGEIBJ'I(EHI/I(E HOBbIX Nosib3oBarenei

WOP-3ax-LR5(root):/# configure

WOP-3ax-LR5(config):/# authentication

WOP-3ax-LR5(config):/authentication# user

WOP-3ax-LR5(config):/authentication/user# add userX (rae userX — 1Ms HOBOW YYETHO 3anucu. s
yAaneHusa ncnonbayinte komaHgy del)

WOP-3ax-LR5(config):/authentication/user# userX

WOP-3ax-LR5(config):/authentication/user/userX# login userX (rie userX — NMs HOBOW YYETHOW 3anuncu)
WOP-3ax-LR5(config):/authentication/user/userX# password <[Maponb AnA y4eTHoOW 3anucwu userX> (0T 1 /10
64 CMBOJIOB, BK/IHOYasi NaTUHCKMUE OYKBbI U LMpbI)

WOP-3ax-LR5(config):/authentication/user/userX# role admin (nosib30BaTeNto BbIAAOTCA MpaBa Ha
KOHhurypupoBaHne. Bo3MOXHOe 3HauYeHNe: viewer — Y4ETHOW 3anncu 6yaeT AOCTYMNEH TO/bKO
MOHUTOPWHT)

WOP-3ax-LR5(config):/authentication/user/userX# save (coxpaHeHne HaCcTPOEK)

Ona ayteHTudpmkaymm yepes RADIUS-cepep HEOOX04MMO HACTPOUTL NapaMeTpbl 4OCTYNa K HEMY.
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HacTpoliika napameTpoB goctyna K RADIUS-cepBepy

WOP-3ax-LR5
WOP-3ax-LR5

root):/# configure

config):/# authentication

WOP-3ax-LR5(config):/authentication# radius

WOP-3ax-LR5(config):/authentication/radius# auth-address X.X.X.X (rge X.X.X.X — IP-agpec RADIUS-cepBepa)
WOP-3ax-LR5(config):/authentication/radius# auth-port X (r1e X — nopt RADIUS-cepBepa, KOTopbIi
MCNOMb3YeTCA A8 ayTEHTUdINKaLMK 1 asTopusaumun. Mo ymonyaHmio: 1812)
WOP-3ax-LR5(config):/authentication/radius# auth-password secret (rge secret — kntou ana RADIUS-cepBepa,
MCNO/b3YEMOT0 ANS ayTeHTUmKauumn n astopmsaumnn)

WOP-3ax-LR5(config):/authentication/radius# exit

WOP-3ax-LR5(config):/authentication# radius-local-fallback true (Bx/il0ueHne agTopusaLm No f0KasibHon
y4yeTHol 3anvicy admin npu oTcyTCTBUM coegmHeHns ¢ RADIUS-cepeepom. Ans oTknoveHus seegute false.
Mo ymonyaHuto: false)

WOP-3ax-LR5(config):/authentication# radius-auth true (Bk/1loueHve pexvmva ayTeHTuhrkaun yepes
RADIUS-cepBep. Ana otkitoueHnsa seeguTte false. o ymonuaHuio: false)
WOP-3ax-LR5(config):/authentication# save (coxpaHeHVe HacTpoek)

—_— e~~~

© C BuikoyeHHbIM napameTtpoM radius-local-fallback asTopusaums npomcxoauT Tonbko Yepes RADIUS-
cepsep. Mpun ero HeaOCTYMHOCTN UNN HEKOPPEKTHBIX AaHHbIX aBTOpM3aLms BbiNo/HEHA He ByaeT.
C BknoyeHHbIM napameTpoM radius-local-fallback, npu otcyTcTBUM coeamHermnsa ¢ RADIUS-cepepom,
aBTOpPMU3aLMs MOXET ObITb BbIMO/IHEHA MO /IOKa/IbHONM YYeTHOI 3anvcy admin. ABTopusaums yepes
ApYyrve NokasibHble YYETHbIE 3anncK BbINOSIHEHA HE ByAeT.

o [na ayteHTudonkauum yepes RADIUS-cepeep yyeTHbIe 3anucy ¢ COOTBETCTBYHOLLMMN PONSAMU
CO34al0TCA TO/IbKO Ha HEM.
YUeTHbIM 3anucsiM MOryT ObITb MPUCBOEHbI CeAyoLLe Posu:
admin — nonb3oBaresib C TakoW posnblo 6yAeT MMETb NOJHbIN [OCTYN K KOHUTypUpOBaHUIO U
MOHUTOPWHIY YCTPOWCTBA;
viewer — nosib3oBaresib C Takol posbio ByaeT MMeTb AOCTYN TO/IbKO K MOHUTOPUHTY YCTPOMCTBA.
Ha RADIUS-cepBepe Ansi HaCTPOWKM poneil y4eTHbIX 3anncei ncnonbayetcs atpmnbyT Cisco-AVPair =
"shell:role=<role>" (rz1e <role> npuHyvaet 3HaueHnss admin vy viewer).

HacTpolika nepuopa 6e3geincTens

WOP-3ax-LR5(root):/# configure

WOP-3ax-LR5(config):/# authentication

WOP-3ax-LR5(config):/authentication# session-idle-timeout X (re X — Bpems 6e3aeicTBMA No/b30BaTesIs B
MUHYyTax, MOC/ie KOTOPOro Ceccusi aBTOMaTUYeCKN 3aBepLuaeTcs. Bo3aMoxHble 3HaveHust: 0-10080. Ans
OTK/OYEHMS PYHKLMOHaNa ycTaHoBMTE 3HadeHue 0. Mo yMmonyaHuio: 15)
WOP-3ax-LR5(config):/authentication# save (coxpaHeHne HacTpoek)
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HacTtpoiika Banupauyum napons

WOP-3ax-LR5
WOP-3ax-LR5

root):/# configure

config):/# authentication

WOP-3ax-LR5(config):/authentication# password-validation
WOP-3ax-LR5(config):/authentication/password-validation# enable true (rze X — Bk/toueHve Basigaumun
napons. Ana otknoveHns seeaute false)

WOP-3ax-LR5(config):/authentication/password-validation# min-length X (rge X — MuH1uMasibHoe KonmyecTeo
CYMBO/10B B naposie. Bo3aMoXxHble 3Ha4yeHust: 8-63. 115 OTK/I0UEHNS (PyHKLMOHANa yCTaHOBUTE

3HauveHue 0. o ymo4aHuio: 0)

WOP-3ax-LR5(config):/authentication/password-validation# character-classes-count X (rze X —
MUHMMa/IbHOE KO/INYECTBO K/1aCCOB CMMBOJIOB, KOTOPbIE A0/KHbI ObITb NCMNOMb30BaHbI B Maposie.
B0o3MOXHble KNnacchl: CTPOYHbIE GYKBbI, MPOMNUCHbIE BYKBbI, LMAIPbI U CrelnasibHble CUMBO/Ibl. BO3MOXHbIE
3HaYeHust: 1 — MOXHO 060N OAVH Klacc, 2 — HYXHbI NII0ObIE ABa Knacca, 3 — HyXHbI /1l0bble TPy Kacca,
4 — Hy>XXHbI BC€ YeTblpe knacca. o ymonuaHuto: 1)

WOP-3ax-LR5(config):/authentication# save (coxpaHeHVe HacTpoek)

—_— e~~~

HacTtpoiika orpaHMuYeHnst BpeMeHU AelicTBUs Nnaposns

WOP-3ax-LR5(root):/# configure

WOP-3ax-LR5(config):/# authentication

WOP-3ax-LR5(config):/authentication# password-lifetime X (e X — Bpems geicTeua naposs noss3osaress
B CyTKaXx, Moc/ie KOTOpPOro no 3aBepLUeHnn ceccum notpebyeTcss CMEHUTb Naposib. BO3MOXHbIE 3HAYEHUS:
0-365. 1na oTKNIOYEHMA (PYHKLUMOHaNa ycTaHOBUTE 3HaveHune 0. Mo ymonyaHuio: 0)
WOP-3ax-LR5(config):/authentication# save (coxpaHeHve HacTpoek)

8.10.6 HacTtpoiika DCHP-snooping

KomaHgb! AnsA HacTpoiiku DHCP-snooping

WOP-3ax-LR5(root):/# configure

WOP-3ax-LR5(config):/# dhcp-snooping

WOP-3ax-LR5(config):/dhcp-snooping# enable true (Bx/1t0ueHie DHCP-snooping. 17151 OTK/IHOHYEHNSA
BBeguTe false)

WOP-3ax-LR5(config):/dhcp-snooping# vlan (HacTpoiika DHCP-snooping Ansi TermpoBaHHOro Tpaduka)
WOP-3ax-LR5(config):/dhcp-snooping/vlan# add vlan-group (rae vlan-group — ums rpynnsi VLAN, ana
KoTopow 6yaet pabotarb DHCP-snooping)

WOP-3ax-LR5(config):/dhcp-snooping/vlan# vlan-group
WOP-3ax-LR5(config):/dhcp-snooping/vlan/vlan-group# vid 'X;Y-Z' (rae X — Homep VLAN, Y-Z — avanasoH
VLAN, KOoTOpble ByayT BXOAUTb B rpynny vlan-group v Ans KOTopbix 6yaeT pa6otarb DHCP-snooping.
Mpumep KoHdUurypaumm nepeyHs VLAN: vid '10;100-110")
WOP-3ax-LR5(config):/dhcp-snooping/vlan/vlan-group# exit
WOP-3ax-LR5(config):/dhcp-snooping/vlan# exit

WOP-3ax-LR5(config):/dhcp-snooping# untag true (Bk/itoueHve DHCP-snooping 47151 HETErMPOBaHHOIO
Tpadmka. Ana otknoyeHns seeaute false)

WOP-3ax-LR5(config):/dhcp-snooping# save (CoxpaHeHne HacTpoek)

—_—

© Mo ymonuaxuio AoBEPEHHBIM NOPTOM CUMTaeTCs ToNbKO ethO.
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8.10.7 HacTtpolika gaTbl 1 BpeMeHM

KomaHabl ANsi HACTPOIKM CUHXPOHU3ALUKM BPEMEHU C cepBepom NTP

WOP-3ax-LR5(root):/# configure

WOP-3ax-LR5(config):/# date-time

WOP-3ax-LR5(config):/date-time# mode ntp (Bk/10ueHVe pexxuma padboTsl ¢ NTP. Bo3MOXHOe 3HaqeHve:
manual — ycTaHOBKa BPEMEHW BPYUHYH))

WOP-3ax-LR5(config):/date-time# ntp

WOP-3ax-LR5(config):/date-time/ntp# server <IP-agpec NTP-cepBepa> (ycTaHoBka NTP-cepsepa)
WOP-3ax-LR5(config):/date-time/ntp# alt-servers (ycTaHoBKa [0MN0O/HUTENBHBIX NTP-cepBepoB)
WOP-3ax-LR5(config):/date-time/ntp/alt-servers# add <lomeHHOe nmsa/IP-agpec NTP-cepBepa B
KOHdmrypauumn> (cosgaHne pasaena KoHgurypaumm oononHnTensHoro NTP-cepeepa. MakcumasibHoe
KonunyecTBo: 8. [N yaaneHnsi ucnosnbayrite komaHay del)
WOP-3ax-LR5(config):/date-time/ntp/alt-serverst exit

WOP-3ax-LR5(config):/date-time/ntp# exit

WOP-3ax-LR5(config):/date-time# common

WOP-3ax-LR5(config):/date-time/commoni# timezone 'Asia/Novosibirsk (Novosibirsk)' (ycTaHoBKa
BPEMEHHO 30HbI)

WOP-3ax-LR5(config):/date-time/common# save (coxpaHeHVe HacTpoek)

—_ ===
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8.10.8 [ononHuTesibHble HACTPOWKN CUCTEMBI

M3meHeHMe nMeHU ycTpoiicTBa

WOP-3ax-LR5(root):/# configure

WOP-3ax-LR5(config):/# system

WOP-3ax-LR5(config):/system# hostname WOP-3ax-LR5_2 (re WOP-3ax-LR5_2 — HOBOE 1Ms YCTPOMCTBA.
MapameTp MOXEeT cogepXartb OT 1 40 63 CUMBOJIOB: NIATUHCKNE 3ar/iaBHble U CTPOYHbIE BYKBbI, LnpbI,
3HaK gednc «-» (aednc He MOXET BbITb NOCNEAHUM CUMBOIOM B UMeHN). Mo ymonyaHmio: WOP-3ax-LR5)
WOP-3ax-LR5(config):/system# save (coxpaHeHne HacTpoek)

N3meHeHue reorpamnyeckoro gomeHa

WOP-3ax-LR5(root):/# configure

WOP-3ax-LR5(config):/# system

WOP-3ax-LR5(config):/system# ap-location ap.test.root (/e ap.test.root — g0MeH y3/1a gepesa yCTporcTB
cucTeMbl ynpassieHus. Mo yMos4aHuio: root)

WOP-3ax-LR5(config):/system# save (coxpaHeHne HacTpoek)

N3meHeHue Radius NAS-ID

WOP-3ax-LR5(root):/# configure

WOP-3ax-LR5(config):/# system

WOP-3ax-LR5(config):/system# nas-id Lenina_1.Novovsibirsk.root (r1e Lenina_1.Novovsibirsk.root —
NAEeHTUJIMKATOP AAHHOTO YCTpoicTBa. MapameTp npeaHasHavyeH ans naeHTudmnkauum ycTtponcTaa Ha
RADIUS-cepBepe, B c/iyuae ecniv RADIUS okngaeTt 3HaueHune, oT/imdHoe ot MAC-agpeca. Mo ymonyaHutio:
MAC-agpec yCTpOiicTBa)

WOP-3ax-LR5(config):/system# save (coxpaHeHne HacTpoek)

HacTpoliika LLDP

WOP-3ax-LR5(root):/# configure

WOP-3ax-LR5(config):/# lldp

WOP-3ax-LR5(config):/Ildp# enabled true (BkntoueHne pyHkumoHana LLDP. ins oTknoyeHns seeguTe false.
Mo ymonuyaHutio: true)

WOP-3ax-LR5(config):/lldp# tx-interval X (rae X — n3meHeHve nepuoga otnpasku LLDP-cO06LLEHNIA.
Bo3MoxHble 3HaueHus: 1-86400. Mo ymonyaHumto: 30)

WOP-3ax-LR5(config):/Ildp# system-name WOP-3ax-LR5_reserv (rie WOP-3ax-LR5_reserv — HOBOE 1M
ycTpolicTea. Mo ymonyaHumio: WOP-3ax-LR5)

WOP-3ax-LR5(config):/Ildp# save (COxpaHeHne HacTpoek)
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HacTtpoiika nHgukauum

WOP-3ax-LR5(root):/# configure

WOP-3ax-LR5(config):/# led-manager

WOP-3ax-LR5(config):/led-manager# enabled all (Bk/toueHve nuankaumi. Moxet npuHumats 3HadeHmns: all
— BCE MHAMKATOPbI BK/IHOYEHbI, none — BCE NHANKATOPbI BbIK/OYEHbI. 10 ymMonyaHuio: all)
WOP-3ax-LR5(config):/led-manager# enable-rssi-threshold-override true (Bk/1t04eHNe yripaBneHys
noporamu RSSI nHaukatopos. Ana otkioyeHnsa seeauTte false. Mo ymonyaHuio: false)
WOP-3ax-LR5(config):/led-manager# led1-threshold X (r4e X — MyHVUMasIbHBIA YPOBEHL CUTHANA OT
BCTPEYHOrO YCTPOICTBA, MPU KOTOPOM BKKOHAETCA MHANKATOP LED1. BO3MOXHbIe 3HaueHust: -100-0. o
ymon4yaHuio: -100)

WOP-3ax-LR5(config):/led-manager# led2-threshold X (rae X — MyHVMMasIbHBIA YPOBEHL CUTHANA OT
BCTPEYHOrO YCTPOICTBA, MPU KOTOPOM BK/IKOHAETCA MHAMKATOP LED2. BO3MOXHbIe 3HaueHust: -100-0. o
yMO/14aHuto: -80)

WOP-3ax-LR5(config):/led-manager# led3-threshold X (r1e X — MyHVMMasIbHBIA YPOBEHL CUTHANA OT
BCTPEYHOrO YCTPOICTBA, MPU KOTOPOM BK/IKOHAETCA MHAMKATOP LED3. BO3MOXHbIe 3HaueHust: -100-0. o
YMOJ/14aHuo: -70)

WOP-3ax-LR5(config):/led-manager# led4-threshold X (rae X — MyHVMMasIbHBIA YPOBEHL CUTHANA OT
BCTPEYHOrO YCTPOCTBA, MPU KOTOPOM BKKOHAETCA MHANKATOP LED4. BO3MOXHbIe 3HaueHust: -100-0. o
YMO/14aHuIo: -60)

WOP-3ax-LR5(config):/led-manager# save (coxpaHeHVe HacTPOeK)
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8.11 MOHUTOPUHT

8.11.1 becnpoBoaHoi kaHas/becnpoBoAHblE K/TUEHTHI

8.11.1.1 Pexum ycmpolicmsa ap-ptp

PykoBoacTtso no akcnayatauum WOP-3ax-LR5

BbiBOA, N0N1€3HOI MHhOpMaL MK O COCTOSIHUM 6ECNPOBOAHOINO KaHasla Co CTOPOHbI Touku goctyna (AP):

WOP-3ax-LR5(root):/# monitoring wireless-peer

index

hw-addr
interface

band

state

frequency
distance
fbwa-mode
serial-number
eltex-board-type

eltex-firmware-version

factory-mac
ssid

ip-addr
hostname
rssi-al
rssi-a2

snr-al

snr-a2
noise-al
noise-a2
rssi-remote-al
rssi-remote-a2
snr-remote-al
snr-remote-a2

link-quality-remote
memory-usage-remote

cpu-usage-remote
noise-remote-al
noise-remote-a2
tx-rate

rx-rate

tx-bw

rx—bw

uptime
wireless-mode
link-quality

link-quality-common

actual-rx-pps
actual-tx-pps
actual-tx-rate
actual-rx-rate
link-capacity

(0]
ec:bl:e0:2d:al:00
wlano

5

ASSOC AUTH_SUCCESS
5180

(0]

ptp-sta
WP44000027
WOP-3ax-LR5

2.5.1 build X
EC:B1:E0Q:2D:A1:00
WOP-3ax-LR5-test
192.168.1.15
WOP-3ax-LR5-STA
-60

-51

35

35

-95

-86

-60

-46

33

33

100

47

2.0

-93

-93

HE NSS2 MCS9 LGI 195

HE NSS2 MCS7 LGI 146.3

20M
20M
00:08:48
ax
90
92
5

0

0

4
83
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BbIBOA KpaTKoW MHGbOpMaLMK O COCTOSIHUM GECNPOBOAHOIO KaHaia B rOpM30HTa/IbHOM BU/Ie CO CTOPOHb!
Touku goctyna (AP):

WOP-3ax-LR5(root):/# monitoring wireless-peer brief

Hostname IP RSSI r-RSSI RX rate Uptime
MAC SNR r-SNR TX rate

WOP-3ax-LR5-STA 192.168.1.15 -61/-51 -58/-46 HE NSS2 MCS8 LGI 175.5 00:14:46
ec:bl:e0:2d:al:00 34/34 34/34 HE NSS2 MCS9 LGI 195
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PykoBoacTtso no akcnayatauum WOP-3ax-LR5
BbiBoA NoJIHOW NHpopmaL MM 0 COCTOSHUM 6eCnpPOBOAHOI0 KaHasia Co CTOPOHbI TOUKM JocTyna (AP)Z

WOP-3ax-LR5(root):/# monitoring wireless-peer detailed

index 0

hw-addr ec:bl:e0:2d:al:00
interface wlano

rfid -1

wid -1

band 5

distance 0

frequency 5180
serial-number WP44000027
eltex-board-type WOP-3ax-LR5

eltex-firmware-version
factory-mac

2.5.1 build X
EC:B1:E0:2D:A1:00

|

|

|

|

|

|

|

|

|

|

|

|
state | ASSOC AUTH_SUCCESS
fbwa-mode | ptp-sta
ssid | WOP-3ax-LR5-test
vlan-id | 900
ip-addr | 192.168.1.15
channel | 36
hostname | WOP-3ax-LR5-STA
dhcp-request-status | requested
eap-method | ©
rx-retry-count | ©
tx-fails | ©
tx-period-retry | ©
tx-retry-count | 67
rssi-al | -61
rssi-a2 | -52
rssi | -61
max-rssi-al | -54
max-rssi-a2 | -46
max-rssi | -46
snr-al | 35
snr-a2 | 35
snr | 35
noise-al | -96
noise-a2 | -87
noise | -87
rssi-remote-al | -60
rssi-remote-a2 | -46
rssi-remote | -60
snr-remote-al | 34
snr-remote-a2 | 34
snr-remote | 34
link-quality-remote | 100
memory-usage-remote | 47
cpu-usage-remote | 2.0
tx-retry-ratio-remote | ©
rx-retry-ratio-remote | ©
utilization-remote | 13
tx-power-remote | 27
system-uptime-remote | 00:30:12
link-capacity-remote | 68
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noise-remote-al
noise-remote-a2
noise-remote
tx-rate
tx-rate-numeric
rx-rate
rx-rate-numeric
rx-bw-all

tx-bw

rx—bw

uptime

mfp
wireless-mode
perftest-capable
snr-rssi-capable
link-quality

link-quality-common

tx-retry-ratio
rx-retry-ratio
actual-tx-rate
actual-rx-rate
shaped-rx-rate
actual-tx-pps
actual-rx-pps
shaped-rx-pps
link-capacity

multicast-groups-count

using-802.11r
using-802.11k
using-802.11v
twt-support
name

Counter

Total Packets:
TX success:
Total Bytes:
Data Packets:
Data Bytes:

Mgmt Packets:
Mgmt Bytes:
Dropped Packets:
Dropped Bytes:
Lost Packets:

nss2-mcsoO
nss2-mcs5
nss2-mcs6
nss2-mcs7
nss2-mcs8
nss2-mcs9
nss2-mcslo
nss2-mcsll

-93
-93
-93

HE NSS2 MCS10 LGI 219.4

219.4

HE NSS2 MCS9 LGI 195

195

20M

20M

20M
00:29:48
true

ax

true
true

none

O
(0]

Transmitted

100
147921
2202
145542
36
2379

0

0

0

Transmitted

106
119
994
841
142

Received

4176
19
2425
35
1751

Received

OO N DM DMNKFEF O

PykoBoacTso no akcnayataunm WOP-3ax-LR5
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PykoBoacTso no akcnayataunm WOP-3ax-LR5

| Multicast groups | Clients |
| MAC | 1P | Count | IP |
0] 01:00:5e:00:00:6a | XXX.0.0.106 | 1] 192.168.1.10( 0) |
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PykoBoacTtso no akcnayatauum WOP-3ax-LR5

8.11.1.2 Pexum ycmpolicmsa ap-pmp

BbIBOZ N0/1€3HON MHGpOpMaLMKM O COCTOSIHUM 6eCNPOBOAHbLIX KMeHToB (STA) co CTOpOoHbI Toukn goctyna (AP):

WOP-3ax-LR5(root):/# monitoring clients

index 0

hw-addr ec:bl:e0:2d:al:00
interface wlano

band 5

state ASSOC AUTH_SUCCESS
frequency 5180

distance 0

fbwa-mode pmp-sta
serial-number WP44000027
eltex-board-type WOP-3ax-LR5

eltex-firmware-version

factory-mac

2.5.1 build X
EC:B1:E0:2D:A1:00

ssid WOP-3ax-LR5-test
ip-addr 192.168.1.15
hostname WOP-3ax-LR5-STA
rssi-al -63

rssi-a2 -51

snr-al 32

snr-a2 32

noise-al -95

noise-a2 -83
rssi-remote-al -60
rssi-remote-a2 -46
snr-remote-al 34
snr-remote-a2 34
link-quality-remote 100
memory-usage-remote 47
cpu-usage-remote 1.0
noise-remote-al -93
noise-remote-a2 -93

tx-rate HE NSS2 MCS9 LGI 195
rx-rate HE NSS2 MCS9 LGI 195
tx-bw 20M

rx—bw 20M

uptime 00:08:48
wireless-mode ax

link-quality 97
link-quality-common 97

actual-tx-rate 3

actual-rx-rate 0

link-capacity 87
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PykoBoacTtso no akcnayatauum WOP-3ax-LR5
BbiBoA nosesHo MH)opMaLmm 0 COCTOAHUKU GEeCrpPOBOAHONO K/IMEHTa (STA) CO CTOPOHbI TOYKK AOCTYyna (AP):

WOP-3ax-LR5(root):/# monitoring clients station ec:b1:e0:2d:a1:00

index 0

hw-addr ec:bl:e0:2d:al:00
interface wlano

band 5

state ASSOC AUTH_SUCCESS
frequency 5180

distance 0

fbwa-mode pmp-sta
serial-number WP44000027
eltex-board-type WOP-3ax-LR5

eltex-firmware-version

factory-mac

2.5.1 build X
EC:B1:E0:2D:A1:00

ssid WOP-3ax-LR5-test
ip-addr 192.168.1.15
hostname WOP-3ax-LR5-STA
rssi-al -63

rssi-a2 -51

snr-al 32

snr-a2 32

noise-al -95

noise-a2 -83
rssi-remote-al -60
rssi-remote-a2 -46
snr-remote-al 34
snr-remote-a2 34
link-quality-remote 100
memory-usage-remote 47
cpu-usage-remote 1.0
noise-remote-al -93
noise-remote-a2 -93

tx-rate HE NSS2 MCS9 LGI 195
rx-rate HE NSS2 MCS9 LGI 195
tx-bw 20M

rx—bw 20M

uptime 00:08:48
wireless-mode ax

link-quality 97
link-quality-common 97

actual-tx-rate 3

actual-rx-rate 0

link-capacity 87
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BbIBOZ, KpaTKOl MH(hOPMaLMK O COCTOSAHUM 6eCPOBOAHBIX KNMEHTOB (STA) B rOpU30HTa/IbHOM BUAE CO
CTOPOHbI TOYKM gocTyna (AP):

WOP-3ax-LR5(root):/# monitoring clients brief

Hostname IP RSSI r-RSSI RX rate Uptime
MAC SNR r-SNR TX rate

WOP-3ax-LR5-STA 192.168.1.15 -64/-52 -62/-47 HE NSS2 MCS10 LGI 219.4 00:14:46
ec:bl:e0:2d:al:00 33/33 31/31 HE NSS2 MCS8 LGI 175.5

BbIBOZ KpaTKol MH(hOPMaLMK O COCTOSIHUM 6eCnpPOBOAHOrO KnveHTa (STA) B ropn3oHTasIbHOM BUZE CO
CTOPOHbI TOYKM gocTyna (AP):

WOP-3ax-LR5(root):/# monitoring clients station ec:b1:e0:2d:a1:00 brief

Hostname IP RSSI r-RSSI RX rate Uptime
MAC SNR r-SNR TX rate

WOP-3ax-LR5-STA 192.168.1.15 -64/-52 -62/-47 HE NSS2 MCS10 LGI 219.4 00:14:46
ec:bl:e0:2d:al:00 33/33 31/31 HE NSS2 MCS8 LGI 175.5
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PykoBoacTtso no akcnayatauum WOP-3ax-LR5
BbiBoA NoJIHOW NHpopmaL MM 0 COCTOAHNN BGeCNPOBOAHbLIX KNIMEHTOB (STA) CO CTOPOHbI TOYKK AocTyna (AP):

WOP-3ax-LR5(root):/# monitoring clients detailed

index 0

hw-addr ec:bl:e0:2d:al:00
interface wlano

rfid -1

wid -1

band 5

distance 0

frequency 5180
serial-number WP44000027
eltex-board-type WOP-3ax-LR5

eltex-firmware-version

factory-mac

2.5.1 build X
EC:B1:E0:2D:A1:00

|

|

|

|

|

|

|

|

|

|

|

|
state | ASSOC AUTH_SUCCESS
fbwa-mode | pmp-sta
ssid | WOP-3ax-LR5-test
vlan-id | 900
ip-addr | 192.168.1.15
channel | 36
hostname | WOP-3ax-LR5-STA
dhcp-request-status | requested
eap-method | ©
rx-retry-count | 22
tx-fails | ©
tx-period-retry | ©
tx-retry-count | 552
rssi-al | -63
rssi-a2 | -52
rssi | -63
max-rssi-al | -52
max-rssi-a2 | -48
max-rssi | -48
snr-al | 34
snr-a2 | 34
snr | 34
noise-al | -97
noise-a2 | -86
noise | -86
rssi-remote-al | -58
rssi-remote-a2 | -47
rssi-remote | -58
snr-remote-al | 35
snr-remote-a2 | 35
snr-remote | 35
link-quality-remote | 100
memory-usage-remote | 47
cpu-usage-remote | 1.0
tx-retry-ratio-remote | ©
rx-retry-ratio-remote | 6
utilization-remote | 14
tx-power-remote | 27
system-uptime-remote | 00:35:04
link-capacity-remote | 77
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noise-remote-al
noise-remote-a2
noise-remote
tx-rate
tx-rate-numeric
rx-rate
rx-rate-numeric
rx-bw-all

tx-bw

rx—bw

uptime

mfp
wireless-mode
perftest-capable
snr-rssi-capable
link-quality

link-quality-common

tx-retry-ratio
rx-retry-ratio
actual-tx-rate
actual-rx-rate
shaped-rx-rate
actual-tx-pps
actual-rx-pps
shaped-rx-pps
link-capacity

multicast-groups-count

using-802.11r
using-802.11k
using-802.11v
twt-support
name

Counter

Total Packets:
TX success:
Total Bytes:
Data Packets:
Data Bytes:

Mgmt Packets:
Mgmt Bytes:
Dropped Packets:
Dropped Bytes:
Lost Packets:

nss2-mcsoO
nss2-mcs5
nss2-mcs6
nss2-mcs7
nss2-mcs8
nss2-mcs9
nss2-mcslo
nss2-mcsll

-93
-93
-93

HE NSS2 MCS10 LGI 219.4

219.4

HE NSS2 MCS10 LGI 219.4

219.4
20M

20M

20M
00:29:48
true

ax

true
true

97

OO0 VOO0 WwWwWoe oo

3 3 3 @
O O O w

none

©
~

Transmitted

100
1656801
25192
1637549
513
19252

0

0

0

Transmitted

461
2627
12725
7634
1744

Received
692
39314
180
16589
512
22725
(0]
(0]

Received

7

2

2

9

27

66

54

13
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| Multicast groups | Clients |
| MAC | 1P | Count | IP |
0] 01:00:5e:00:00:6a | XXX.0.0.106 | 1] 192.168.1.10( 0) |
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BbiBoA NoJIHOW NHpopmaL MM 0 COCTOAHNN GECNPOBOAHOIO KIMeHTa (STA) CO CTOPOHbI TOYKK AoCTyna (AP)Z

WOP-3ax-LR5(root):/# monitoring clients station ec:b1:e0:2d:a1:00 detailed

index 0

hw-addr ec:bl:e0:2d:al:00
interface wlano

rfid -1

wid -1

band 5

distance 0

frequency 5180
serial-number WP44000027
eltex-board-type WOP-3ax-LR5

eltex-firmware-version

factory-mac

2.5.1 build X
EC:B1:E0:2D:A1:00

|

|

|

|

|

|

|

|

|

|

|

|
state | ASSOC AUTH_SUCCESS
fbwa-mode | pmp-sta
ssid | WOP-3ax-LR5-test
vlan-id | 900
ip-addr | 192.168.1.15
channel | 36
hostname | WOP-3ax-LR5-STA
dhcp-request-status | requested
eap-method | ©
rx-retry-count | 22
tx-fails | ©
tx-period-retry | ©
tx-retry-count | 552
rssi-al | -63
rssi-a2 | -52
rssi | -63
max-rssi-al | -52
max-rssi-a2 | -48
max-rssi | -48
snr-al | 34
snr-a2 | 34
snr | 34
noise-al | -97
noise-a2 | -86
noise | -86
rssi-remote-al | -58
rssi-remote-a2 | -47
rssi-remote | -58
snr-remote-al | 35
snr-remote-a2 | 35
snr-remote | 35
link-quality-remote | 100
memory-usage-remote | 47
cpu-usage-remote | 1.0
tx-retry-ratio-remote | ©
rx-retry-ratio-remote | 6
utilization-remote | 14
tx-power-remote | 27
system-uptime-remote | 00:35:04
link-capacity-remote | 77
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noise-remote-al
noise-remote-a2
noise-remote
tx-rate
tx-rate-numeric
rx-rate
rx-rate-numeric
rx-bw-all

tx-bw

rx—bw

uptime

mfp
wireless-mode
perftest-capable
snr-rssi-capable
link-quality

link-quality-common

tx-retry-ratio
rx-retry-ratio
actual-tx-rate
actual-rx-rate
shaped-rx-rate
actual-tx-pps
actual-rx-pps
shaped-rx-pps
link-capacity

multicast-groups-count

using-802.11r
using-802.11k
using-802.11v
twt-support
name

Counter

Total Packets:
TX success:
Total Bytes:
Data Packets:
Data Bytes:

Mgmt Packets:
Mgmt Bytes:
Dropped Packets:
Dropped Bytes:
Lost Packets:

nss2-mcsoO
nss2-mcs5
nss2-mcs6
nss2-mcs7
nss2-mcs8
nss2-mcs9
nss2-mcslo
nss2-mcsll

-93
-93
-93

HE NSS2 MCS10 LGI 219.4

219.4

HE NSS2 MCS10 LGI 219.4

219.4
20M

20M

20M
00:29:48
true

ax

true
true

97

OO0 VOO0 WwWwWoe oo

3 3 3 @
O O O w

none

©
~

Transmitted

100
1656801
25192
1637549
513
19252

0

0

0

Transmitted

461
2627
12725
7634
1744

Received
692
39314
180
16589
512
22725
(0]
(0]

Received

7

2

2

9

27

66

54

13
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| Multicast groups | Clients |
| MAC | 1P | Count | IP |
0] 01:00:5e:00:00:6a | XXX.0.0.106 | 1] 192.168.1.10( 0) |
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8.11.1.3 Pexum ycmpoticmsa sta

BbIBOA MHOPMALMM O COCTOSIHMM GECNPOBOAHOIO KaHasla Co CTOPOHbI KnneHTa (STA):

WOP-3ax-LR5(root):/# monitoring wireless-peer

index 0

hw-addr ec:bl:e0:2d:al:fo
interface wlano

band 5

state ASSOC STATION
frequency 5180

distance 0

fbwa-mode ptp-ap
serial-number WP44000027
eltex-board-type WOP-3ax-LR5

2.5.1 build X
EC:B1:E0:2D:Al:F0O

eltex-firmware-version
factory-mac

ssid WOP-3ax-LR5-test
ip-addr 192.168.1.20
hostname WOP-3ax-LR5-AP
rssi-al -58

rssi-a2 -47

snr-al 35

snr-a2 35

noise-al -93

noise-a2 -82
rssi-remote-al -62
rssi-remote-a2 -51
snr-remote-al 34
snr-remote-a2 34
link-quality-remote 93
memory-usage-remote 49
cpu-usage-remote 1.0
noise-remote-al -93
noise-remote-a2 -93

tx-rate HE NSS2 MCS11 LGI 243.8
rx-rate HE NSS2 MCSO LGI 14.6
tx-bw 20M

rx-bw 20M

uptime 00:08:48
wireless-mode ax

link-quality 88
link-quality-common 94

actual-rx-pps 5

actual-tx-pps 2

actual-tx-rate 7

actual-rx-rate 11

link-capacity 83
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BbIBOZ KpaTKOIi MH(DOPMaLMI O COCTOSIHM 6EeCNPOBOAHOO KaHasa B ropu3oHTa/IbHOM BUE CO CTOPOHBI
knneHTa (STA):

WOP-3ax-LR5(root):/# monitoring wireless-peer brief

Hostname IP RSSI r-RSSI RX rate Uptime
MAC SNR r-SNR TX rate

WOP-3ax—-LR5-AP 192.168.1.20 -56/-47 -60/-54 HE NSS2 MCSO LGI 14.6 00:14:46
ec:bl:e0:2d:al:f0 36/36 35/35 HE NSS2 MCS10 LGI 219.4
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BbIBOA, NO/IHOM MHhopMaL MK O COCTOSIHM 6ECNPOBOAHONO KaHasia co CTOPOHbI KnneHTa (STA):

WOP-3ax-LR5(root):/# monitoring wireless-peer detailed

index 0

hw-addr ec:bl:e0:2d:al:fo
interface wlano

rfid -1

wid -1

band 5

distance 0

frequency 5180

state ASSOC STATION
fbwa-mode ptp-ap
serial-number WP44000027
eltex-board-type WOP-3ax-LR5

2.5.1 build X
EC:B1:EO0:2D:A1:F0O

eltex-firmware-version
factory-mac

|

|

|

|

|

|

|

|

|

|

|

|

|

|
ssid | WOP-3ax-LR5-test
vlan-id | 900
ip-addr | 192.168.1.20
channel | 36
hostname | WOP-3ax-LR5-AP
rx-retry-count | 439
tx-fails | ©
tx-period-retry | ©
tx-retry-count | 10
rssi-al | -59
rssi-a2 | -47
rssi | -59
max-rssi-al | -32
max-rssi-a2 | -28
max-rssi | -28
snr-al | 34
snr-a2 | 34
snr | 34
noise-al | -93
noise-a2 | -81
noise | -81
rssi-remote-al | -58
rssi-remote-a2 | -51
rssi-remote | -58
snr-remote-al | 35
snr-remote-a2 | 35
snr-remote | 35
link-quality-remote | o7
memory-usage-remote | 49
cpu-usage-remote | 1.0
tx-retry-ratio-remote | 16
rx-retry-ratio-remote | 100
utilization-remote | 14
tx-power-remote | 27
system-uptime-remote | 00:18:02
link-capacity-remote | 83
noise-remote-al | -93
noise-remote-a2 | -93
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noise-remote | -93

tx-rate | HE NSS2 MCS16 LGI 219.4
tx-rate-numeric | 219.4

rx-rate | HE NSS2 MCSO LGI 14.6

rx-rate-numeric | 14.6

rx-bw-all | 26M

tx-bw | 26M

rx-bw | 26M

uptime | 00:16:02

mfp | true

wireless-mode | ax

perftest-capable | true

snr-rssi-capable | true

link-quality | 71

link-quality-common | 95

tx-retry-ratio | ©

rx-retry-ratio | 11

actual-tx-rate | ©

actual-rx-rate | 7

shaped-rx-rate | 6

actual-tx-pps | ©

actual-rx-pps | 9

shaped-rx-pps | 9

link-capacity | 91

multicast-groups-count | ©

using-802.11r | no

using-802.11k | no

using-802.11v | no

twt-support | none

name | ©

Counter Transmitted Received

Total Packets: 222 21795

TX success: 100

Total Bytes: 8850 3749762

Data Packets: 93 12564

Data Bytes: 3773 1573822

Mgmt Packets: 129 9231

Mgmt Bytes: 5077 2175940
Dropped Packets: 0 0

Dropped Bytes: 0 0

Lost Packets: 0

Rate Transmitted Received

nss2-mcso 0 | 0% 8687 |  69%
nss2-mcs4 0 | 0% 1 | 0%
nss2-mcs5 0 | 0% 1 | 0%
nss2-mcsé6 1 | 1% 3 | 0%
nss2-mcs7 13 | 13% 51 | 0%
nss2-mcs8 4 | 4% 277 | 2%
nss2-mcs9 | 8% 2047 |  16%
nss2-mcslo 37 | 39% 930 | 7%
nss2-mcsll 30 | 32% 567 | 4%

Multicast groups: none
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8.11.2 WHbopmaLmsa 06 ycTpoincTee

WOP-3ax-LR5(root):/# monitoring information

system-time

uptime

hostname
software-version
secondary-software-version
boot-version
memory-usage
memory-free
memory-used
memory-total

cpu-load

cpu-average
is-default-config
vendor

device-type
board-type
hw-platform
factory-wan-mac
factory-lan-mac
factory-serial-number
hw-revision
session-password-initialized
ott-mode
last-reboot-reason
test-changes—-mode

10:11:07 25.04.2025
00:06:33
WOP-3ax-LR5

2.5.1 build X
2.5.1 build X
2.5.1 build X

43

133

103

237

0.0

0.71

false

Eltex

Base Station
WOP-3ax-LR5
WOP-3ax-LR5
EC:B1l:EOQ:XxX:XX:XX
EC:B1l:EOQ:XxX:XX:XX
WP44000027

1vo

false

false

firmware update
false
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8.11.3 CerteBas uHpopmaums

WOP-3ax-LR5(root):/# monitoring wan-status

Common +informatii
interface

mac

vlan

rx-bytes
rx-packets
tx-bytes
tx-packets

on:

IPv4 information:

protocol
ip-address
netmask
gateway
DNS-1
DNS-2

link: up

speed: 1000
duplex: enabled
rx-bytes: 61196
rx-packets: 726
tx-bytes: 51382
tx-packets: 463

SFP:
name: SFP
status: exist
link: down
tx-fault: O
los: 1
type: SFP
vendor: FANG

model: FH-SB5312IDS20

revision: AQ@
connector: SC
speed: 1000

i2c-data: yes
volt: 3.3228
temperature:

current: 24.1
ptx: -5.95679
prx: 0.000000

HANG

v
32.218
38 mA
5

bro.

ec:bl:e0:xx:XX:xX

1000
6674
7210
1903
1514

dhcp
192.
255.
192.
192.
8.8.

WOP-3ax-LR5(root):/# monitoring sfp

1000

43

365

168.1.15
255.255.0
168.1.1
168.1.100
8.8

WOP-3ax-LR5(root):/# monitoring ethernet

PykoBoacTtso no akcnayatauum WOP-3ax-LR5
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WOP-3ax-LR5(root):/# monitoring arp

# IP MAC
0] 192.168.1.1 02:00:48:XX XX 1XX
1 192.168.1.151 2c:fd:ialixx:xx:xx

WOP-3ax-LR5(root):/# monitoring route

Destination Gateway Mask Flags
0.0.0.0 192.168.1.1 0.0.0.0 UG
192.168.1.0 0.0.0.0 255.255.255.0 u

WOP-3ax-LR5(root):/# monitoring ldp

System capability legend:
B - Bridge; R - Router; W - Wlan Access Point; T - Telephone;
D - DOCSIS Cable Device; H - Host; r - Repeater; O - Other;

Port Device ID Port ID System Name Capabilities

etho 50:eb:e3:1xx:xx:xx gi 0/10 PC-16487 B,W,R,H

Interface

TTL

120
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PykoBoacTtso no akcnayatauum WOP-3ax-LR5

WOP-3ax-LR5(root):/# monitoring radio-interface

name
rfid

status

band

hwaddr

tx-power
auto-tx—-power
cable-loss
antenna-gain

eirp
connection-status
operation-mode
noise-h

noise-v

noise threshold (dBm)
noise ratio (%)
utilization
rx-utilization
tx-utilization
co-channel-interference
ap-interference-ratio
non-wifi-interference
packet-error-rate
channel

frequency

bandwidth

mode

thermal

wlano

0

on

5 GHz
EC:B1:EQ:XxX:XX:XX
27 dBm
off

0 dB

16 dBi
43 dBm
AP mode
ap-pmp
-93 dBm
-93 dBm

-92 -89 -86 -83 -80 -75 -70 -65 -60 -55

96 2 (0] 1 1 (0] (0] (0] (0]
7%

7%

0%

0%

2%

0%

0%

36

5180 MHz
20 MHz
ax

51

0

-1
(0]
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8.11.5 XKypHan cobbITuii

WOP-3ax-LR5(root):/# monitoring events

Apr 25 10:21:07 WOP-3ax-LR5 daemon.info configd[171]: The AP running configuration was
updated successfully by admin

Apr 25 10:21:07 WOP-3ax-LR5 daemon.info configd[171]: The AP startup configuration was
updated successfully by admin

Apr 25 10:22:01 WOP-3ax-LR5 user.info monitord: start spectrum analyzer on 1interface
'wlano'

Apr 25 10:22:57 WOP-3ax-LR5 user.info monitord: spectrum analyzer on -interface 'wlan0'
finished

Apr 25 10:23:38 WOP-3ax-LR5 daemon.info scanwlan[1320]: start scan on dinterface 'wlan@'

Apr 25 10:26:36 WOP-3ax-LR5 daemon.info scanwlan[1320]: scan on dinterface 'wlan@' finished

Apr 25 10:28:44 WOP-3ax-LR5 daemon.info monitord[596]: event: 'authenticated' {ip: 0.0.0.0
mac: EC:Bl:E0:2E:68:50 ssid: 'WOP-3ax-LR5' interface: wlan® channel: 1 rssi-1: -43 rssi-2:
-31 location: 'root' auth-method: 'Personal' captive-portal: 'disabled'

Apr 25 10:35:17 WOP-3ax-LR5 daemon.info monitord[596]: event: 'deauthenticated by AP' -ip:
192.168.1.20 mac: EC:B1l:E0Q:2E:68:50 ssid: 'WOP-3ax-LR5' dinterface: wlan® channel: 1 rssi-1:
-22 rssi-2: -19 location: 'root' reason: 4 description: 'Inactivity'

8.11.6 CkaHunpoBaHue acupa

€ Bo Bpems ocylecTBNEHUSA CKaHMPOBaHUS achupa paavouHTepdelic ycTpoiicTa 6yAeT OTK/IOUEH, UTO
NpVBEAET K HEBO3MOXHOCTMN Nepeaayun JaHHbIX KIMEHTCKMM YCTPOCTBAM BO BPEMS CKAHPOBaHUSI.

WOP-3ax-LR5(root):/# monitoring scan-wifi

SSID Mode  Security BSSID Channel RSSI, dBm
AP owe 68:13:E2:@E:FF:AL 32 -37
AP oue E4:5A:D4:E2:C4: 00 33 -41
AP oue E@:D9:E3:52:B7:81 45 -44
AP wipa3-1x E4:5A:D4:E2:C4: A1 108 -42
AP wpa3 68:13:F2:03:4C:61 68 -42
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8.11.7 CnekTtpoaHasnusaTop

CnekTpoaHasM3aTop npefocTasnaeT MHopMaLmio 0 3arpy>eHHOCTH KaHanoB. Bpemsa aHanimsa Bcex
pagnokaHasioB auanasoHa CoCcTas/IAeT NPUMepPHO 1.5 MUHYTHI.

@ Bo Bpems pa6oTbl cnekTpoaHanMaTopa NPOUCXOAUT OTK/TIOUEHNE KIIMEHTCKUX YCTPOICTB. KnneHTckme
YCTPOICTBa NOAK/MOYATCSA CHOBA TO/IbKO TOrAQ, KOrAa CNeKTpoaHaM3aTop 3akOHYMT CBOK paboTy.

B pesynbrate paboThbl CeKkTpoaHani3aTopa B KOHCO/b 6y4eT BblAaHa MH(OPMaLIMS O 3arpy3ke Kaxaoro
KaHana (B npoueHTax):

WOP-3ax-LR5(root):/# monitoring spectrum-analyzer

Channel| CCA

32|
33|
34|
35|
36|
37
38|
39
40|
41|
42|
43|
44|
45|
46 |
47|
48|
49|
50|
51|
52|
53]
54|

187

188
189
190 |
191
192
193]

0%
0%
2%
2%
18%
13%
9%
7%
5%
3%
7%
5%
13%
7%
8%
3%
13%
2%
49
2%
7%
2%
7%

0%
0%
0%
0%
0%
0%
0%
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9 BcnomoraTesibHble YTUNNTDI

9.1 Ytunnura perftest

Ytunuta perftest BbINoNHAET BCTPOEHHYO NPOBEPKY CKOPOCTU pagnoKaHasa.

HacTpoliika perftest

WOP-3ax-LR5(root):/# configure

WOP-3ax-LR5(config):/# perftest

WOP-3ax-LR5(config):/perftest# server-ip X.X.X.X (rge X.X.X.X — |P-afpec, KoTopbIi OyaeT HazHavyeH
NHTEepdecy BCTPEYHOro yCTPONCTBa Ha BPEMS BbINOSIHEHUSA TecTa. 1o ymonyaHuto: 192.0.4.1.
PekomeHayeTcsl HacTpanBaTb NOACETb, KOTOPAasi He UCMNOJb3YEeTCH Ha LEeNCTBYIOLLEN ceTn)
WOP-3ax-LR5(config):/perftest# client-ip X.X.X.X (rae X.X.X.X — IP-agpec, koTopbIi byaet

Ha3HayeH UHTepgieincy yCTpoNCTBa, rae 3anyckaeTcsa yTuanTa, Ha BpeMs BbINosIHeHWA TecTta. 1o
ymMosi4aHuto: 192.0.4.2. PekoMeHAyeTca HacTpamBaTb NOACETb, KOTOPas He UCMOJ/Ib3YEeTCA Ha AeCTBYHOLLEN
ceTn)

WOP-3ax-LR5(config):/perftest# netmask X.X.X.X (rze X.X.X.X — macka nofceTtun, KoTopasi UCNosb3yTca 419
TecTa. o ymonyaHuio: 255.255.255.0)

WOP-3ax-LR5(config):/perftest# vlan-id X (rge X — VLAN ID, ucrionb3yemsiin 418 Tecta. 1o ymonyaHnio: 7.
PekomeHgyeTcsa HacTpanBaTth VLAN ID, KOTOPbI HE UCMNO/b3YETCSA Ha AECTBYIOLLEN CETU)
WOP-3ax-LR5(config):/date-time/common# save (CoxpaHeHVe HacTpoek)

3anyctuThb perftest MOXHO C MOMOLLbI0 KOMaHA;:

KomaHgb! Ans 3anycka perftest

perf-test station <MAC-agpec BCTpeyHoro ycT-sa> downlink — 3anyckaeT NpoBepKy CKOPOCTU K BCTPEYHOMY
ycTpoicTay (Downlink)

perf-test station <MAC-agpec BCTpeuHoro ycT-sa > uplink — 3anyckaeT npoBepKy CKOPOCTM OT BCTPEYHOIO
ycTpoiicTea (Uplink)

perf-test station <MAC-agpec BCTpeuHoro ycT-sa> bidirectional — 3anyckaeT NnpoBepKy CKOPOCTN B 06e
CTOPOHbI 0gHOBpPeMeHHO (Downlink + Uplink)

9.2 YTunuTa ynpaeneHusi BCTPEUYHbIMY YCTPOCTBaAMM

YTunuta manage-remote No3BosisieT BbINOHSATL KOMaHAb! ¢ Toukn goctyna (AP) Ha kineHTe (STA).

© [aHHble koMaHabl MOTYT 6bITb BLIMOHEHbI NPY OTCYTCTBUM A0CTyna no IP-agpecy Ao knvenTa (STA).

9.2.1 Mepe3arpys3ka

[nsi pexuma ycTpoiicTea ap-ptp:
KomaHga ansa nepesarpy3ku BCTPEUHOr0 yCTpoiicTBa

WOP-3ax-LR5(root):/# manage-remote reboot
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[nsa pexvma ycTpolicTea ap-pmp:

KomaHga ansa nepesarpy3ku BCTPEUHOro yCcTpolicTBa

WOP-3ax-LR5(root):/# manage-remote reboot station XX:XX:XX:XX:XX:XX (rae XX XX XXXOEXKXX — MAC-
azipec yCTPOICTBa, KOTOpoe ByAeT nepesarpy>xeHo)

9.2.2 CkaHupoBaHue sdmpa

[nsi pexuma ycTpoiicTea ap-ptp:

KomaHga Ans ckaHMpoBaHUsA 3hmpa ¢ BCTPEYHOro yCTpoicTBa

WOP-3ax-LR5(root):/# manage-remote scan-wifi

s pexumMa ycTpoiicTea ap-pmp:

KomaHpa ans ckaHMpoBaHusA adhmpa ¢ BCTPEUHOTO YyCTPOMCTBa

WOP-3ax-LR5(root):/# manage-remote scan-wifi station XX:XX:XX:XX:XX:XX (rze XXX — MAC-
ajlpec ycTpPOoWCTBa, Ha KOTOPOM GyAEeT BbINO/THEHO CKaHMpPOBaHue adhmpa)

9.2.3 CnektpoaHanusarop

[nsa pexuma yctpolictea ap-ptp:

KomaHaa Ans BbINO/IHEHUA HA BCTPEUHOM YCTpoicTBe

WOP-3ax-LR5(root):/# manage-remote spectrum-analyzer

[ns pexuma ycTpoiicTea ap-pmp:

KomaHga Ans BbINO/IHEHUS Ha BCTPEUHOM yCTpoiicTBe

WOP-3ax-LR5(root):/# manage-remote spectrum-analyzer station XX:XX:XX:XX:XX:XX (re XX XXOCKEXKXX
— MAC-aapec ycTpoiicTBa, Ha KOTOPOM OyAEeT BbINO/THEH aHa/IM3 CNekTpa)

LR5
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9.2.4 TonyyeHue O0TNAL0YHON NHGOPMALMK

[na pexuma yctpolicTea ap-ptp:
KomaHgbl BbINO/IHEHUSA A4J151 BCTPEUHOIO YCTpoiicTBa

WOP-3ax-LR5(root):/# manage-remote upload-troubleshooting
WOP-3ax-LR5(root):/# manage-remote upload-troubleshooting-checksum

[nsi pexuma ycTpoiicTea ap-pmp:

KomaHgb! BbINOSIHEHUS A/ BCTPEYHOrO YCTPoiicTBa

WOP-3ax-LR5(root):/# manage-remote upload-troubleshooting station XX:XX:XX:XX:XX:XX (rze
XXXX:XX:XX:XX:XX — MAC-agpec yCTpOoiicTBa, C KOTOpOro 6yAeT noslyvyeHa ot1ago4Has MHpopmaums)
WOP-3ax-LR5(root):/# manage-remote upload-troubleshooting-checksum station XX:XX:XX:XX:XX:XX (rae
XXXXXX:XX:XX:XX — MAC-agpec yCTpOiicTBa, C KOTOpOro 6yAeT noslyvyeHa ot1ago4Has nHpopmaums)

© Komanga upload-troubleshooting-checksum npoBepsieT nosyyYeHHble AaHHbIE HA LENOCTHOCTb.
Mcnonb3yeTcs gns 6onee HagexHol nepefayn gaHHbIX, HO MOXET NoTpe6oBaTh 60/bLUEe BPEMEHM.

© Tocne BbiNonHEHNs KOoMaHA B AMpekTopuUn /tmp/troubleshooting/ GyayT co3aaHbl apxuBbl ¢
nony4YeHHbIMU AaHHbIMK, troubleshooting_remote.tar.gz v troubleshooting_remote_checksum.tar.gz
COOTBETCTBEHHO.

BbIrpy3ska painos ¢ ycTpoincTsa:

€@ [aHHble koMaHAbl HEAOCTYMHbI A1 CO3aHHbIX NOMb30BaTenNel, JOCTyNHbI TONbKo A5 admin.

CkauaTb apxuB c ycTpoiictBa Ha TFTP-cepBep

WOP-3ax-LR5(root):/# tftp -pl /tmp/troubleshooting/troubleshooting_remote.tar.gz -r
troubleshooting_remote.tar.gz <IP-agpec TFTP-cepBepa> (npumep: tftp -pl /tmp/troubleshooting/
troubleshooting_remote.tar.gz -r troubleshooting_remote.tar.gz 192.168.1.15)

WOP-3ax-LR5(root):/# tftp -pl /tmp/troubleshooting/troubleshooting_remote_checksum.tar.gz -r
troubleshooting_remote_checksum.tar.gz <IP-agpec TFTP-cepBepa> (npumvep: tftp -pl /tmp/
troubleshooting/troubleshooting_remote_checksum.tar.gz -r troubleshooting_remote_checksum.tar.gz
192.168.1.15)
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CkauyaTb apxuB c ycTpoictBa Ha cepBep/lNK uepe3 SCP

WOP-3ax-LR5(root):/# scp <Monb3oBaTtenb>@<IP-agpec ycTpoiictBa>:/tmp/troubleshooting/
troubleshooting_remote.tar.gz troubleshooting_remote.tar.gz (npvmep: scp admin@192.168.1.15:/tmp/
troubleshooting/troubleshooting_remote.tar.gz troubleshooting_remote.tar.gz. laHHaa komaHga
BbINO/IHAETCA Ha cepBepe/lK)

WOP-3ax-LR5(root):/# scp <Monb3oBaTtenb>@<IP-agpec ycTpoiictBa>:/tmp/troubleshooting/
troubleshooting_remote_checksum.tar.gz troubleshooting_remote_checksum.tar.gz (npumep: scp
admin@192.168.1.15:/tmp/troubleshooting/troubleshooting_remote_checksum.tar.gz
troubleshooting_remote_checksum.tar.gz. JaHHaa komaHAa BbinosHaeTcA Ha cepeepe/lK)

9.3 YTunura traceroute

YTuUnmTa nokasblBaeT, Yepes Kakue y3sbl (MapLipyTM3aTopbl) NPOXOAMT NakeT, CKOIbKO BPeMEHU 3aHUMAaET
06paboTKa nakeTa Ha Kaxaom y3ne.

@ [annan yTunuTa HegoCTyNHA ANA CO3AaHHbIX NOMb30BaTenelt, 4oCcTynHa Tobko An8 admin.

KomaHga 3anycka TpaccCupoBKu

WOP-3ax-LR5(root):/# traceroute <recTUpyemblii XOCT>

9.4 YTtunuta tcpdump
YTunuta tcpdump no3eosseT 3axBaTbiBaTb NakeTbl HA yKa3aHHOM UHTepdelice.

MonyunTb NoAcKasKy No paboTe C yTUIUTON MOXHO KOMaHoi:

@ [annas yTunuTa HegoCTyNHA ANA CO3AaHHbIX NOMb30BaTenelt, 4oCTynHa Tonbko An8 admin.

WOP-3ax-LR5(config):/# tcpdump --help

9.4.1 Bk/oyeHue 3axBata Tpaduka

Mo ymonuyaHuto ytunuta tcpdump BbikntoueHa. Mepes ncnosib3oBaHNeM PyHKLMOHaNA HY)XHO BbIMOSTHUTL
KomMaHAy Ha BkntouyeHne tcpdump. Mocne nepesarpysku yCTpoicTBa (OYHKLMOHAT aBTOMaTUYECKM
BbIK/ItOYaETCS.

BknroueHue tcpdump

WOP-3ax-LR5(config):/# tcpdump-enable

OTknoveHue tcpdump

WOP-3ax-LR5(config):/# tcpdump-disable
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9.4.2 3axsar Tpachmka c aKTUBHOTO MHTepdenca

3axsat naketoB Ethernet-uHtepdelica.
WOP-3ax-LR5(root):/# tcpdump -i eth0
3axsat naketoB Ethernet-nHtepdpelica ¢ coxpaHeHnem B chaiin.

WOP-3ax-LR5(root):/# tcpdump -i eth0 -env -w tcpdump.pcap

9.4.3 CHuddpep achmpa

Heo6xoayMo BKOUNTL crelyasibHblii MHTepdgeiic, KOTopbIi ynaBnvMBaeT nakeTbl U3 admpa, Ha paboyem
KaHasie yCTpoiicTBa.

KomaHAabl

WOP-3ax-LR5(root):/# configure

WOP-3ax-LR5(config):/# interface

WOP-3ax-LR5(config):/interface# radio0

WOP-3ax-LR5(config):/interface/radioX# common

WOP-3ax-LR5(config):/interface/radioX/common# enabled true
3axsar naketoB adhupa Ha radio0-uHTepdelice.

WOP-3ax-LR5(root):/# tcpdump -i radio0

3axsart naketoB admpa Ha radio0-nHTepdpelice ¢ coxpaHeHnem B haiis.

WOP-3ax-LR5(root):/# tcpdump -i radio0 -env -w tcpdump.pcap

9.4.4 BebIrpyska chaiina c ycTpoiicTBa Ha cepBep

JaHHas komaHga BbInonHAeTcA Ha cepsepe/TTK.

@ [annan yTunuTa HegoCTyNHA ANA CO3AaHHbIX NOMb30BaTenelt, 4oCTynHa Tobko Ans8 admin.

scp <Monb3oBarenb>@<IP-agpec yctponctBa>:tcpdump.pcap tcpdump.pcap (npumep: scp
admin@192.168.1.15:tcpdump.pcap tcpdump.pcap)
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[JaHHas yTunmTa ucnosb3yetcsa Ans 3anycka noTtoka Tpadmka ¢ OAHOro YCTPOCTBA Ha Apyroe.
OTnpasnsoLas CTOpoHa Ha3bIBaETCS KIMEHTOM, NPUHMMAtOLLLAS — CEPBEPOM.

@ [anHas yTunuTa HegoCTYNHA ANS CO3AAaHHbIX NOMb30BaTenelt, 4ocTynHa Tonbko Ans admin.

MonyunTb Noackasky no padoTe ¢ yTUAUTOM MOXHO KOMaHAOM:

WOP-3ax-LR5(root):/# iperf --help

Mpumep 3anycka noToka Tpadmka ¢ yCTpoiicTBa Ha CepBep:

HacTpolika cepBepa Ha npuém Tpacumka

root@server:/# iperf -s

3anyck Tpacuka ¢ ycTpoiicTBa B CTOPOHY cepBepa

WOP-3ax-LR5(root):/# iperf -c X.X.X.X (rge X.X.X.X — IP-agpec cepsepa)

9.6 KOcTupoBKa

Mopg, fOCTMpOBKOVI NOHNMMaEeTCA BblpaBHMBaHNE MNOJ/TIOXEHNA aHTEHHbI yCTpOVICTBa B NMPOCTpaHCTBE A4
nosly4eHna MakCMMasibHOro curHasa.

WOP-3ax-LR5(root):/# antenna-align

ssid

channel
frequency
rssi-h

rssi-v
rssi-remote-h
rssi-remote-v

WOP-3ax-LR5
32

5160

=77

-71

-47

-47
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10 Crnncok n3meHeHum

Bepcusa gokymeHTa Jarta
BbINycKa
Bepcua 1.3 03.2026
Bepcua 1.2 12.2025
Bepcusa 1.1 10.2025
Bepcua 1.0 09.2025

Bepcus nporpammHoro obecnevexns 2.5.1

PykoBoacTtso no akcnayatauum WOP-3ax-LR5

CopepXaHue N3MEHEHNA

CuHxpoHusauus ¢ Bepcuein MO 2.5.1
[Job6aBneHo:
9.2.4 Mony4yeHne 0TNago4Hon nHopmaumm

M3meHeHo:

6.6 MeHto «bbicTpas HacTpoka»

6.7.7 MoameHto «MHopmaums o paguonHTepdece»
6.8 MeHto «Radio»

6.9 MeHio AP

6.10 MeHto STA

6.12.5 MNoameHo «AyTeHTUrKaLma»

8.2.2 HacTtpoiika npuoputeta 802.1p ansa VLAN ynpaBneHus
8.3.1 JononHuTensHble HacTpoiiku Radio

8.10.5 HacTpolika pexuma ayTeHTugukalmm

8.11 MOHUTOPUHT

CwuHxpoHusaums ¢ Bepcueii MO 2.4.4

Mi3meHeHo:

8.5.2 [lonosiHuTeNbHbIE HACTPOIKKN Anst Touku gocTyna (AP)
8.5.4 [lonosnHUTeNbHbIE HACTPOViKM As knneHTa (STA)

CuHxpoHu3auus ¢ sepcuein MO 2.4.1
[ob6aBneHo:

6.4 TeCTOBbI pEXUM

6.12.3 MNMogmeHto «KOHTPO/1b AOCTYMHOCTU»
6.12.5 NoaMeHI0 «<AyTeHTUdUKaLmA»

8.10.3 KoHTponb AOCTYynHOCTH

8.10.5 HacTpoiika pexumma ayTeHTumkaumm
9.4.1 BknoyeHve 3axBarta Tpaduka

9.4.4 Boirpy3ska thaiisia c ycTpoiicTBa Ha cepsep

i3meHeHo:
8.3.1 JononHuTenbHble HacTpoiikn Radio

MepBas ny6nvkaums
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TEXHNYECKAA NMOAAEPXKA

[nsa nonyyeHns TEXHNYECKON KOHCYNbTaummn no Bonpocam akcnayaraumm o6opygosaHuns OO0
«Mpeanpusatue «/ITEKC» Bbl MOXeTe 06patuTbcs B CEPBUCHBIN LLEHTP KOMNAHUN:

dopma obpartHoin cBA3Mn Ha caiTe: https://eltex-co.ru/support/
Servicedesk: https://servicedesk.eltex-co.ru

Ha ochuumanbHOM caliTe KOMNaHUn Bbl MOXETE HaNTN TEXHUYECKYIO JOKYMEHTALMIO 1
nporpamMmmHoe obecneyeHne ans npoaykuum OO0 «[IMpeanpusatue «NITEKC», 06patutbes k 6ase
3HaHWI NN OCTaBUTb UHTEPAKTUBHYIO 3a5BKY:

OdmuymansHbIin cant komnaHun: hitps://eltex-co.ru/
Basa 3HaHuii: https://docs.eltex-co.ru/display/EKB/Eltex+Knowledge+Base

LleHTp 3arpy3ok: https://eltex-co.ru/support/downloads
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https://eltex-co.ru/support/downloads/
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